AC| OSPF#EBEEZDO NS TN a1 —F 1429

A&

BUBHIC
bAROD
OSPFETZ UV Y DEREEH
OSPFEAEBBRO NS INI—F 42T . —BABFIVIIRAR
OSPFEEEREO RS TN a1 —F4>F  BE
/—RTOAVKO—NT L=V bRF 714V IOFYTF*
Wireshark d 1§
NSTNaA—F42TOFVF
OSPFEEERBO NS TINa—F1>F . TUTFIDOF—H

OSPFEEERABRDO NS TN a—F 42T . TUTFRLTOF =K

OSPFBSEREBAD NS TN 1 —F 129 : L—ZIDOEE

OSPFREEZEBBEDO NS TN a—F4>5  MTUDT—F

OSPFBSEBIGRO NS TN a—F 125 : BEOFT—H

OSPFBZBEDO RS T I3 —F 1 >4 : Hello/DeadRA X —DF—3

OSPFBEBEBED NS TN A—F AT AV B—TILRZATOE -5
o
RAVKRY—RA
BEIXY RF—hI—h
JEBEN

FL®IC

CORFAXNTR, P7VT5—23>v2 NIV OAL 2 TZARNT I F ¥ (ACI)DOpen
Shortest Path FirstOSPF)DBEEREBEO NS TN 1 —FT 14 2 JICOVTEBHALET,

kRO



Router ID 192.168.0.1

OSPF Peering >

SVI192.0.2.1 4 [Eth1/50

SVI1192.0.2.50 ¥ [Eth1/2
NX-O§  RouterID 172.16.0.1
J.E

-

———i

NROZ

OSPFET7 V)T DREEH

OSPF(&. Cisco ACIEAZ) —2BTHEMICTESD7ORIIND1DTT, Cisco ACIE., NV
R—>, TEEERAEZT AT 3>, ZAN—FRIL. Z0M0BLUATa>zEED.,
OSPFIU7REDIRNTOHRBE A>3 EHR—NLET,

L3OutiZEk, L—FT 4> 778N AT>3>, AA4YFEEORE (/—R7O774)
). BRCAVE—TIAABRBORE (A VR—T7IAA7A774)L ) FEEIhET,
OSPFEEEN/NZX—RIE, BEDII—RERKIC, EIL2DDHFEMTRETERT, 128 E.
Virtual Routing and Forwarding(VRF)£ @& & zl& / — REMEDERETT. ChiZlk, TUTID®I
DT ERATBENEEN, LIOUBERTRETEE T, 228, OSPF heloflEX¥ 4/ >2—7 T
ARZAT(FO—RFYARN, RAVRNY =KADY RPP)YEEDA 2V Z—T TAALXRILO/N
TA—RTY,

ACHER ) —7 EARIIL — 2 DEICOSPFBHERRZRIUL T DO DEHZRICRLET,

1.0SPFTUTFZIDERATH—BLTVWBHRENH S

2.0SPFIL—ZIDE—ETHRTFhERYFEA

B.BRAGEEIZY NMTU R —BITIHMENHYET(F7AILRNTR, 777Uy 01
9000ICEREE N, [F & A EDCisco IOS®/NXOSIE1500ICEREENET)

4. OSPFRREIF—E R A TR — BT B MENHYVET (FHTIEHES)

5. OSPF Hellof @ & DeadEf@EA — BT 2 HEN H S



6. OSPFRY KD —ORATH —HRIDBENHD

RIA RR=N—TlF, YR—MLTVWBIL—TFT 12T 7O OACI L3OutlCBEET B85
BeeAT7>a I ICOWTEHMICHBALEL 1=,

L3OUtDREB LT T DHDEAEHICEBATVEWVWEERF. ROA M-N—ZZRBLTE
=L,

OSPFEREBZO NI 1—FT120 . —fHBFIT VIV
Ab

OSPF72 v w2 —BRAUBIICT Y 7LD, KERERETYTLEZENBVH ICERE
<, BCEXREHZRIETDIONHETT,

ATY7T1:VE—RIVRAVE—TIARAIZKL TpingZRITLET. Zhid. OSPFHEE
FRLHONEEBREHTHIERNDIPEIEAEMEANBINESH ZHETIDICRIUEET,

iping -V <vrf> <remote_end_IP>
example:
BL-301# 1iping -V abcl:vrf-1 192.0.2.50

ATV T2 BRRENTX—ZERIAL KT,

1.0SPFTUTF7IDERATHF—HBLTVWBRENH S

2.0SPFIL—ZIDE—ETHRFIhERYFEEA

3.MTUA —BLTVBHBENHYET (F7AILRNTRTI7ZTUY UIC&K2TI00-RES
h, F&AEDCisco IOS/INXOSIC& 2 T1500REENET ) o

4, OSPFRIAEF—ERA TR —BIBMVEN HYET (FHTZEHES)

5. OSPF HellofEfg & DeadEfEA —HTHHLEN H S

6. OSPFXRY ND—ORA TN —HITBDLENHD

OAX 2 REAHICEK, V=TI Y2 1R EBENS RTENET,

<tfroot>

BL-301# show ip int bri vrf abcl:vrf-1
IP Interface Status for VRF "abcl:vrf-1"(137)

Interface Address Interface Status

vlanl 192.0.2.1/24 protocol-up/1ink-up/admin-up --> 13out SVI

109 192.168.0.1/32 protocol-up/1ink-up/admin-up --> Router ID SVI
BL-301#

show i p ospf interface vlan 1

Vlanl 1is up, Tine protocol 1is up
IP address


https://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/application-centric-infrastructure/guide-c07-743150.html

192.0.2.1/ 24
, Process ID default VRF
abcl:vrf-1

area backbone

Enabled by interface configuration
State P2P,

Net work type P2P

, cost 4

Index 84, Transmit delay 1 sec

1 Neighbors, flooding to 1, adjacent with 1
Timer intervals:

Hel l o 10, Dead 40

, Wait 40, Retransmit 5
Hello timer due in 00:00:03

No aut henti cati on

Number of opaque 1link LSAs: 0, checksum sum 0
BL-301#
show int vlan

1| egrep "MIU

MIuU
9000
bytes, BW 10000000 Kbit, DLY 1 usec

BL-301#

show i p ospf vrf abcl:vrf-1 | grep Routing

Routing Process default with ID

192.168.0.1
VRF abcl:vrf-1 -->

Router I D

BREXRTE NEFHEERE TN TXEL, HETBIVE—RNIY RASXA—ZFEBEEATVS
CLEBRBLET.

OSPFIEBEEDO NI a1 —FT12 0  BE



<ffroot>

[+]From the border Leaf we can identify the state of the neighbor state
BL-301# show ip ospf neighbors vrf

abcl:vrf-

1

<<EMPTY>>

[+] You can check the associated faults to the VRF.
BL-301# moquery -c faultInst -x 'query-target-filter=wcard(faultInst.dn,’

abcl:vrf-1

"Y' | egrep "code|rule|dn|descr|lastTransition"

<<EMPTY>>

REBEIZTIVTATBEENF BV FIFEH)ETHN, V-7 LIC1O>OEELI—K
F1385(protocol-ospf-adjacency-down) A" FEL ., CORAN—2 Y THBRRBRICEBE Wz,
FEREELBRBICELTVEDN > ERIAZELTVWREE N BYET,

i o) moquery -c faultRecord -f 'fault.Inst.code=="F1385"" -x 'query-target-filter=wcard(faultRecord.dn,"abcl:vrf-1")' | grep dnI X > R
THBTEET,

moquery -c faultRecord -f 'fault.Inst.code=="F1385"" -x 'query-target-filter=wcard(faultRecord.dn,"abcl:vrf-1")' -x 'query-target-
filter=wcard(faultRecord.created," 2024-01-01")' | egrep "dn" [wc-I X > RT, BEOHNOEEL I—REEZHWELE T,

OSPFA 2 B—T7ITARE, O—ALNBLPUE—NOREZHIPERETIZLEN HVET,

<#froot>

[+] Identify the IP applied on the external device from the ARP associated to the interface
BL-301# moquery -c arpAdjEp -x 'query-target-filter=wcard(arpAdjEp.ifld,"

vl anl

ll)l | gr,ep _Ip
ip :
192.0.2.50

J—=RTOOAMA=ILTL—=2RZ 74V 00F ¥ TF v

BRIV—THSFRENDIEEABIERBERAMNY FREBAE—T T A A(SV)ZEAL T, tepdumpl—T 1 UT 1 ZFEALT
BRTEET,



F . 2OEDIZ, IXNTOCPUA N RO NO=LTL—2FYNT—=IORTTAVIBRBRRTEDA(Z—TI
4 Akpm_inbAEAENET,

<tfroot>

[+] Capture asingle OSPF hello packet using TCPDUMP coming for local BL OSPF IP 192.0.2.1

BL-301# tcpdump src host 192.0.2.1 -wv -e -i kpm_inb

tcpdump: listening on kpm_inb, link-type EN10MB (Ethernet), capture size 262144 bytes
192.0.2.1 > ospf-all.mcast.net:

OSPFv2

, Hello, length 44



Router-ID 192.168.0.1,

Backbone Area

Aut henti cati on Type: none (0)

Options [

Ext er nal

]

Hell o Tinmer 10s, Dead Ti ner 40s,

Mask 255.255.255.0, Priority 1

[+] Capture a single OSPF hello packet using TCPDUMP coming from external device OSPF IP 192.0.2.50
BL-301# tcpdump src host 192.0.2.50 -vv -e -i kpm_inb
tcpdump: listening on kpm_inb, Tink-type EN1OMB (Ethernet), capture size 262144 bytes

192.0.2.50 > ospf-all.mcast.net:

OSPFv 2

, Hello, length 44
Router-ID 172.16.0.1,

Backbone Area, Authentication Type: none (0)

Options [

Ext er nal

]

Hello Timer 10s, Dead Ti nmer 40s,

Mask 255.255.255.0, Priority 1

Wireshark o &R 5E

OSPFBE RV RARNBEEND RS 74 v 0 %&F¥7F+¥ LT, WireshakTHHTEEXT,

BL-301# tcpdump -i kpm_inb proto ospf -vv -e -w - | tee /data/techsupport/Node-X XX _OSPF.pcap | tcpdump -r - host any
BL-301# tcpdump -xxxvi kpm_inb "proto ospf and (host <<X.X.X.X>> or host <<Y.Y.Y.Y>>)' -w /data/techsupport/Node-X X X_OSPF_HOST .pcap

BL-301# tcpdump -i kpm_inb proto ospf -vv -e -w - | tee /data/techsupport/Node-X X X_OSPF_HOST .pcap | tcpdump -r - host X.X.X.X



pcap¥F ¥ 7' F ¥ Tl Analyze> Apply asaColumnZ AL THREZITV, Wireshak7 1 LB ZFEATEERT,
ospf.area id=Area DZ BT 2=

ospf.auth.type=BB A T BREFHI DRI XA T2 BRI

ospf.hello.hello_interval =B H5MTUZFIY VTS

ospf.hello.router_dead_interval =5l M deadE IR EZ R T S

ospf.srerouter =)L—&ID
NSZTNZa1—F42T0FUF
OSPFBtERBREND RS T I 1—FT 42T : TUTIDDF—H

TI')T7ID0.0.0.42MOAPICEREAN S, Fabric > Tenants> Networking > L 30uts > <<L 3outName>> > Policy > Main® JEIC BB L £,

22 L3 Outside - Site2-L30ut-OSPF-Leaf301

» (C» Quick Start
- Bl abet
B Application Profiles
v [ Networking
» [ Bridge Domains
> [mm VRFs

Enable BGP/EIGRP/OSPF: 3P M os
» B L20uts O Bar [#] osPF

OSPF Area 1D:| 0.0.0.42

- [ L30uts

» & Site OSPF-Leaf301

OSPF Area Control:
] Send redistributed LSAs into NSSA area
Originate summary LSA

» [ Dot1Q Tunnels a Suppress forwarding address in translated LSA

& Contracts OSPF Area Type: Regular area

= Policies OSPF Area Cost: |0 i

> [ SR-MPLS VRF L30uts

Services

= Security

RO ZOSPFIT U 7IDA0.0.042ICEETNh TV

BRU)—-TH5:

<ffroot>

[+] Check OSPF interface detailsto confirm current area

BL-301# show ip ospf interface vlan 1 | grep area
IP address 192.0.2.1/24, Process | D default VRF abcl:vrf-1, area

0.0.0.42

Or



BL-301# moquery -c ospfIf -x 'query-target-filter=wcard(ospfIf.id,"vlanl")' | grep area
area :

0.0.0.42

[+] Capture a single packet TCPDUMP for local BL OSPF IP
BL-301# tcpdump src host 192.0.2.1 -vv -e -i kpm_inb -c 1
192.0.2.1 > ospf-all.mcast.net: OSPFv2, Hello, Tength 44
Router-ID 192.168.0.1,

Area
0.0.0.42

, Authentication Type: none (0)
Options [External]
Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1

[+] Capture a single OSPF hello packet using TCPDUMP coming from external device OSPF IP
BL-301# tcpdump src host 192.0.2.50 -vv -e -i kpm_inb -c 1
192.0.2.50 > ospf-all.mcast.net: OSPFv2, Hello, Tength 44
Router-ID 172.16.0.1,

Backbone Area

, Authentication Type: none (0)
Options [External]
Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1

ABTINAADNS ¢

<#froot>

NX-OS# show logging log | tail -n 100 | grep ospf-bootcamp
2023 Dec 28 15:17:09 NX-OS %0SPF-4-AREA_ERR: ospf-bootcamp [22263] (301-13-abcl) Packet from 192.0.2.1 on Ethernet1/2 received for wrong are

0.0.0.42

NX-0S# show ip ospf interface Ethernetl/2 | grep area
Process ID bootcamp VRF 301-13-abcl,

area 0.0.0.0

BREE : OSPFT U T %, BLMO.0.0.0KEE/NNY UR—2, FEEAZBT/INA RD0.0.04210 —HE BT,
OSPFBEZEEBEDO NS TN 1 —F 4209 : TUTRATOF—H

ACIGUIT, TUTFZRATHNSSAEKEIFARZT DREN S, Fabric> Tenants> Networking > L30uts>" L 3outName" > Policy >
Man®EICEBL £,



eleel L3 Outside - Site2-L30ut-OSPF-Leaf301

(C» Quick Start
-~ [ aber
-
= Application Profiles
~ [l Networking
> [m Bridge Domains
> [ VRFs

Enable BGP/EIGRP/OSPF: £ | OSPF
. [ L20uts [ BGP M oser

OSPF Area ID: | 0.0.0.42

-~ [ L30uts

S 30ut-OSPF-Leaf301

OSPF Area Control:
,7| Send redistributed LSAs into NSSA area
i Originate summary LSA
; E Dot1Q Tunnels | Suppress forwarding address in translated LSA

> @@ SR-MPLS VRF L30uts

> [ Contracts OSPF Area Type: Regqular area Stub area

- [ Policies OSPF Area Cost: |( &
» [ Services
= Security

NSAFLEFAZRTIUT DOHRE

BRI-TH5:

<#root>

[+] Capture a single packet TCPDUMP for local BL OSPF IP
BL-301# moquery -c ospfArea -x 'query-target-filter=wcard(ospfArea.dn,"abcl:vrf-1")"' | egrep "type"
type :

nssa

BL-301# tcpdump src host 192.0.2.1 -vv -e -i kpm_inb -c 1
192.0.2.1 > ospf-all.mcast.net: OSPFv2, Hello, length 44
Router-ID 192.168.0.1, Area 0.0.0.42, Authentication Type: none (0)
Options [

NSSA

Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1



or

BL-301# moquery -c ospfArea -x 'query-target-filter=wcard(ospfArea.dn,"abcl:vrf-1")"' | egrep "type"
type :

stub

BL-301# tcpdump src host 192.0.2.1 -vv -e -i kpm_inb -c 1
192.0.2.1 > ospf-all.mcast.net: OSPFv2, Hello, Tength 44
Router-ID 192.168.0.1, Area 0.0.0.42, Authentication Type: none (0)
Options [

none

Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1

[+] Capture a single OSPF hello packet using TCPDUMP coming from external device OSPF IP
BL-301# tcpdump src host 192.0.2.50 -vv -e -i kpm_inb -c 1
192.0.2.50 > ospf-all.mcast.net: OSPFv2, Hello, Tength 44
Router-ID 172.16.0.1, Area 0.0.0.42, Authentication Type: none (0)
Options [

Ext er nal

Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1

ABTNAADS -

<#froot>

[+] Check OSPF interfaces con vrf



NX-0S# show ip int bri vrf 301-13-abcl
IP Interface Status for VRF "301-13-abcl"(21)

Interface IP Address Interface Status
Lo1001 110.1.0.1 protocol-up/1link-up/admin-up
Eth1/2.1120 192.0.2.50 protocol-up/1ink-up/admin-up

NX-0S# show ip ospf interface Ethernetl/2 | grep area
Process ID bootcamp VRF 301-13-abcl,

area 0.0.0.0

BRE - OSPFT U T 2 A 7% L30utTEHNICBET DN, ABTFNAALSBALET,

OSPFBEIZEBBEO NS TN 1 —F 120  L—RIDDEE

IL—ZIDAEEL TWD L, OSPFEEEBEBEATERENELA. ACIZ7 77U YU TIE, OSPFIL—ZRIDZEREL &, U—TH)
—ZRIDIP7P RLATIL—TNY VBRERLET. COTRLARBIL—TNY VICERENZ LS, BENRELLEEICHERT
BAVE—TIAAIPLEBEEC BRI LBETEEHA,

cOflTE, FAN—FNA APPSO —ZRIDEFEAL TRE>TRES N EZRRTEET,

ACIOGUIT, Fabric> Tenants> Networking > L30uts > "L 3outName" > "Node-X" > Configured Nodes > topology/pod-Y /node-X ([ B &) L
£¥9,.

abc1 Node Association

> (C» Quick Start
. Eg abcl
= Application Profiles
~ [l Networking
E Bridge Domains Node ID: topology/pod-1/node-301
> [ VRFs Router ID:{ 172.16.0.1

> [ L20uts Use Router ID as Loopback Address: [v] 5
~ [ L3Outs Loopback Addresses:
~ &N Site2-L30ut-OSPF-Leaf301 . P

~ [l Logical Node Profiles

v Bl node-301

~ [ Configured Nodes
E topology/pod-1/node-301
> [l Logical Interface Profiles
> [ External EPGs

= Route map for import and export route control

FAN—FTNAADSDI—RIDABR> THREENTWD,



BRU—-THS5

<#root>

[+] Check OSPF interfaces associated with the VRF
BL-301# show ip int bri vrf abcl:vrf-1
IP Interface Status for VRF "abcl:vrf-1"(137)

Interface Address Interface Status

vlanl 192.0.2.1/24 protocol-up/1ink-up/admin-up
109

172.16.0.1

/32 protocol-up/1link-up/admin-up

[+] Capture a single packet TCPDUMP for local BL OSPF IP
BL-301# tcpdump src host 192.0.2.1 -vv -e -i kpm_inb -c 1
192.0.2.1 > ospf-all.mcast.net: OSPFv2, Hello, Tength 44

Router-1D

172.16.0.1

, Backbone Area, Authentication Type: none (0)
Options [External]
Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1

[+] Capture a single OSPF hello packet using TCPDUMP coming from external device OSPF IP

BL-301# tcpdump src host 192.0.2.50 -vv -e -i kpm_inb -c 1
192.0.2.50 > ospf-all.mcast.net: OSPFv2, Hello, Tength 48

Router-1D



172.16.0.1

, Backbone Area, Authentication Type: none (0)
Options [External]
Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1

SNEBEED S

NX-0S# show logging log | tail -n 100 | grep ospf-bootcamp
2024 Jan 4 13:55:36 NX-0S %0SPF-4-DUPRID: ospf-bootcamp [22263] (301-13-abcl) Router 192.0.2.1 on 1int

BRE . MADTINAATREZI)IL—RIDZEFEALET,

abc1 Node Association

> (C» Quick Start
ﬁ abcl
= Application Profiles
- [l Networking
> [l Bridge Domains - Node ID: topology/pod-1/node-301
. B VRFs Router lD:|| 192.168.0.1 ||

. B L20uts Use Router ID as Loopback Address: E [
[ L30Outs 4 Loopback Addresses:
ﬁ Site2-L30ut-OSPF-Leaf301 - IP

~ [l Logical Node Profiles

E node-301

- @l Configured Nodes
E topology/pod-1/node-301
> [ Logical Interface Profiles

> [ External EPGs

> [ Route map for import and export route control

BHOFNA ATRESL—RIDERATS

OSPFBEIZEEBEDO NS TN 1 —F 120 : MTUDF—H

2B DOSPFEEIL — XA M AEEEZMIL, 7O0—RF ¥ ARNKY NDJ—% TDesignated Router ( DR ; & JL—4 ) /BDRIZE



FRETITZE, L—RRBExstatiREBICBITLET, CORETR, JAN=—ILN—ENFTIOTF1TIAZN(BEERIUL.
DBD/NY Y N ORI IZE A T B ¥ HiDatabase Descriptor ( DBD ; F—ZXR—ARRF ) — VABEERELET,

TOTATIRZNABRENZAD IR E N2 EBEFVWIL—RIDEEIN—ZNTIT1TI2HD), TAN=IL—2&
exchangelREEICBITLE T, CORETRE. U2U AT—KN F—EXR—R2HZRBRBLEDBD/NTY hE2)L—ZHFTBLET,
LN—=B@FVIORAT—RNUVOITARNNTY NEEFL, EBFIL—2H S OKF D Link-State Advertisements ( LSA; U > I A7— K
TFRNZLAAVN) ZERLET,

B — A2 —T T4 AOMTUREN —BLBEWVEE, L —REExstat/ExchangelREETAZY VL ET, Childk, MTUA K
ZFVAIOIL—ZASRAN=IL—FOMTUREL ) ERZEVWNT Y MAEBEEh, JAN=IL—FTRERETFONTY MNERES

2EHTY,

F7FI)NOMEREZFEHL APICGUINREN 5. Fabric > Tenants > Networking > L30uts > "L 3outName” > "Node-X" > Logical

Interface Profiles > OSPF Interface Profilelc BEIL £ F .

eaf301_int_pro
Svi 09 Palicy Faults History
Faults Sub-Interfaces R

FI7AILRNTRE, ACIZ77TUY LA VIARZ—T T4 AMTUZ1500TlE7x < 9000ICERELF T

FT7AIRNTE, ACIZ7TIYDORLAVIA R —T T4 AMTU%E1500Tld % <9000ICEREL £ T, ACIOMTUDF A KE W
2. ACLIIRAZBIL—2 A SODBD/NT Y NEBIEHREZTAN, TORIDLEERKET,

AL —RXOMTUNEWVWABFVIES. ACINSDACKE EEICDBD/NT Y RAEIRES h, FHIDBD/NT Y NOBEEN HiTEh
. Exstart/ExchangetREEN #FFE N E T,

BRI)—-THS5:

<#root>

[+]From the border Leaf we can identify the state of the neighborship relation
BL-301# show ip ospf neighbors vrf abcl:vrf-1

OSPF Process ID default VRF abcl:vrf-1

Total number of neighbors: 1

Neighbor ID  Pri State Up Time Address Interface
172.16.0.1 1

EXCHANGE
/ - 01:10:05 192.0.2.50

VI anl



[+] You can check the associated faults to the Tenant:VRF / OSPF interface
BL-301# moquery -c faultInst -x 'query-target-filter=wcard(faultInst.dn,"

abcl:vrf-1
\/if-\[
vl anl

\]")'" | egrep "code|rule|dn|descr|TastTransition"
code :

F1385

descr

OSPF adj acency is not full, current state Exchange

dn : topology/pod-1/node-301/sys/ospf/inst-default/dom-abcl:vrf-1/if-[vianl]/adj-172.16.0
lastTransition 1 2023-12-28T12:26:23.369-05:00

rule : ospf-adj-ep-failed

title : OSPF Adjacency Down

code

F3592

descr

OSPF interface vlianl ntu is different than nei ghbor ntu

dn : topology/pod-1/node-301/sys/ospf/inst-default/dom-abcl:vrf-1/if-[vianl]/fault-F3592
JastTransition 1 2023-12-28T12:26:23.369-05:00
rule : ospf-if-mtu-config-mismatch-err

[+] Identify the MTU applied on the OSPF interface
BL-301# show int vlan 1 | egrep "MTU"

MIU

9000

bytes, BW 10000000 Kbit, DLY 1 usec

[+] If the default configuration is on place there will be a missmatch with the 1500 default
BL-301# show ip ospf event-history adjacency | grep "neighbor mtu"
2023-12-28T12:24:31.986149000-05:00 ospf default [20751]: TID 21885:0spfv2_check_ddesc_for_nbr_state:49

nei ghbor ntu [

1500] is smaller than if ntu 9000

[+] Or if the Tocally configured MTU is lower tham external router
[2023-12-28T14:05:48.495659000-05:00:T:0ospfv2_check_ddesc_for_nbr_state:478] abcl:vrf-1DBD from 192.0.2

nmu [1500] is large than if ntu 1200



EXSNDHRE:

e WHEOFNAAOMTUIZ—HTS

WIFNADRITMTUNEEE MBS, XN Y TRITIEBIEATVWSR Y, ROXROS I -3 VETRAUFENE
AEh, TETEBREBEATNIA—EhBAEMNFHVET, LA FVVLTVIYRBA O E—TI( R, RUZ—DE
BA, U=70U0—R, PYTIL—RBETT,

RICRF &SI, Fabric > Tenants > Networking > L30uts > "L 3outName" > "Node-X" > Logical Interface Profiles > OSPF Interface
Profile ICBEILE T,

Logical Interface Profile = leaf301 int orof 0

SVl 08

Palicy Faults History

Palicy Faults History e
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> Associated OSPF Interface Policy ICBEIL T,

OSPF Interface Policy - default (]
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ACIOGUIA S, RIZRT &S IZFabric > Tenants > Networking > L30uts > "L 3outName" > "Node-X" > Logical Interface Profiles > OSPF
Interface Profile IZBEIL £,

G Interface Profile - OSPF Interface Profile

(C» Quick Start
H abe
B Application Profiles
B networking
. [ Bridge Domains Name:
B VRFs Description: optional
= L20uts
-~ [ L230uts d Associated OSPF Interface Policy:  default 3
OSPFv2 Authentication Key:
Confirm OSPFv2 Authentlcation Key:

OSPFv2 Authentication Key 1D: 1 e

ured Nodes

Simple authentication \,

OSPFv2 Authentication Type: MD!
| Interface Profiles X

1_int_prof

PF Interface Profile

- [ External EPG

il Route map for import and export route control

MDSEREE & /= b B S R D32

CLI A5 :

<#root>

[+] Check Authentication type configured
APIC# moquery -c ospfIfP -x 'query-target-filter=wcard(ospfIfP.dn,"tn-abcl\/out-Site2-L30ut-0SPF-BL-301
authType



si npl e

[+] Capture a single packet TCPDUMP for local BL OSPF IP
BL-301# tcpdump src host 192.0.2.1 -vv -e -i kpm_inb -c 1
192.0.2.1 > ospf-all.mcast.net: OSPFv2, Hello, length 44
Router-ID 192.168.0.1, Backbone Area, Authentication Type:

sinple (

1)

Simple text password: cisco
Options [External]
Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1
or

[+] Check Authentication type configured

APIC# moquery -c ospfIfP -x 'query-target-filter=wcard(ospfIfP.dn,"tn-abcl\/out-Site2-L30ut-0SPF-BL-301
authType

[+] Capture a single packet TCPDUMP for local BL OSPF IP



BL-301# tcpdump src host 192.0.2.1 -vv -e -i kpm_inb -c 1
192.0.2.1 > ospf-all.mcast.net: OSPFv2, Hello, Tength 44
Router-ID 192.168.0.1, Backbone Area, Authentication Type:

M5 (2)

Key-ID: 1, Auth-Length: 16, Crypto Sequence Number: 0x026c0a34

Options [External]
Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1

[+] Capture a single OSPF hello packet using TCPDUMP coming from external device OSPF IP
BL-301# tcpdump src host 192.0.2.50 -vv -e -i kpm_inb -c 1

192.0.2.50 > ospf-all.mcast.net: OSPFv2, Hello, Tength 48

Router-ID 172.16.0.1, Backbone Area, Authentication Type:

none (0)

Options [External]
Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1

[+] Live OSPF trace Decode for VRF
BL-301# log_trace_bl_print_tool /var/sysmgr/tmp_logs/ospfv2_1_trace.bl | tail -n 250 | grep abcl:vrf-1
[2024-01-04T16:23:29.650806000-05:00:T:0ospfv2_set_authentication:70] abcl:vrf-lout pkt on Vlanl:

auth sinple text: key cisco

or
[2024-01-04T16:24:22.794682000-05:00:T:ospfv2_set_authentication:96] abcl:vrf-lout pkt on Vlanl:



auth md5: key cisco

, key id 1 Seq 40635829 (time 1704403462)

ABTNAADS -

NX-0S# show logging log | tail -n 100 | grep ospf-bootcamp

2024 Jan 4 16:55:01 NX-0S %0SPF-4-AUTH_ERR: ospf-bootcamp [22263] (301-13-abcl) Received packet from
or

2024 Jan 4 16:55:20 NX-0S %0SPF-4-AUTH_ERR: ospf-bootcamp [22263] (301-13-abcl) Received packet from

BRE  RALZRELET,
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ACIOGUIA S, RIZRT &S IZFabric > Tenants > Networking > L30uts > "L 3outName" > "Node-X" > Logical Interface Profiles > OSPF
Interface Profile > Associated OSPF Interface Policy (CBEL £,



Interface Profile - OSPF Interface Profile OSPF Interface Policy - default 0 9

Policy Faults History

O i %

Matwork Type: | Brosdeast specited )
Mamw | m y,

Description: | option

A AR LHelo/DeadX 1 X —

BRU)—-TH5:

<#root>

[+] Check OSPF 1interface configuration

BL-301# show ip ospf interface vlan 1 | egrep "Timer|Network"
State P2P, Network type P2P, cost 4

Timer intervals: Hello

20

, Dead

42

, Wait 42, Retransmit 5
Or

BL-301# moquery -c ospfIf -x 'query-target-filter=wcard(ospfIf.id,"vlanl")' | egrep "deadIntvl|helloInt

deadl nt vl . 42



hel | ol nt vl . 20

nwT T p2p
Or

APIC# moquery -c ospfRsIfPol -x 'query-target-filter=wcard(ospfIfP.dn,"abcl\/out-Site2-L30ut-0SPF-BL-30
tnOspfIfPolName : Custom_OSPF_Interface_Policy

APIC# moquery -c ospfIfPol -x 'query-target-filter=wcard(ospfIfPol.name,"Custom_OSPF_Interface_Policy")
deadIntvl

42

heTloIntvl

nwT T p2p

[+] Capture a single packet TCPDUMP for local BL OSPF IP

BL-301# tcpdump src host 192.0.2.1 -vv -e -i kpm_inb -c 1

192.0.2.1 > ospf-all.mcast.net: OSPFv2, Hello, length 44
Router-ID 192.168.0.1, Backbone Area, Authentication Type: none (0)
Options [External]



Hell o Ti ner 20s

Dead Tinmer 42s

, Mask 255.255.255.0, Priority 1

[+] Capture a single OSPF hello packet using TCPDUMP coming from external device OSPF IP
BL-301# tcpdump src host 192.0.2.50 -vv -e -i kpm_inb -c 1
192.0.2.50 > ospf-all.mcast.net: OSPFv2, Hello, Tength 44

Router-ID 172.16.0.1, Backbone Area, Authentication Type: none (0)

Options [External]

Hello Timer 10s

Dead Ti nmer 40s

, Mask 255.255.255.0, Priority 1

ABTNAADS -



<#root>

[+] Check OSPF interfaces con vrf
NX-0S# show ip int bri vrf 301-13-abcl
IP Interface Status for VRF "301-13-abcl"(21)

Interface IP Address Interface Status
Lo1001 110.1.0.1 protocol-up/Tink-up/admin-up
Ethl/2.1120 192.0.2.50 protocol-up/Tink-up/admin-up

[+] Check OSPF configuration by default Dead timer on NX-0S devices is 4 times hello interval
NX-0S# show run ospf all | section Ethernetl/2.1120 | grep hello

ip ospf hello-interva

10

[+] Check OSPF 1interface advertized parameters
NX-0S# show ip ospf interface Ethernetl/2.1120 | grep Timer
Timer intervals:

Hell o

10

Dead



40

, Wait 40, Retransmit 5
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ACIOGUIA S, RICTRT &S IZFabric > Tenants > Networking > L30uts > "L 3outName" > "Node-X" > Logical Interface Profiles > OSPF
Interface Profile > Associated OSPF Interface Policy cBEL £,



Interface Profile = OSPF Interface Profile

jon Ky I

J7O-RFYARNKERREEDRY NTD—0 84 THREEH

BRI)—-THS5

<#root>

[+] Check OSPF neighborship relation

BL-301# show ip ospf neighbors vrf abcl:vrf-1
OSPF Process ID default VRF abcl:vrf-1

Total number of neighbors: 1
Neighbor ID Pri State
172.16.0.1 1

Up Time Address

I NI TI ALI ZI NG DROTHER

00:06:42 192.0.2.50 Vlanl

[+] Check OSPF 1interface configuration

BL-301# moquery -c ospfIf -x 'query-target-filter=wcard(ospfIf.id,"vlanl"™)'

deadIntvl : 40
heTloIntvl : 10
nwT :
bcast

or

BL-301# moquery -c ospfIf -x 'query-target-filter=wcard(ospfIf.id,"vlanl")'

deadIntvl : 40

sl L T 2 r W - )
\

OSPF Interface Policy - default 08

Interface

| egrep "deadIntvl|helloInt

| egrep "deadIntvl]|helloInt



heTloIntvl : 10
nwT :

unspeci fied

Or

APIC# moquery -c ospfRsIfPol -x 'query-target-filter=wcard(ospfIfP.dn,"abcl\/out-Site2-L30ut-0SPF-BL-30
tnOspfIfPolName : Custom_OSPF_Interface_Policy

APIC# moquery -c ospfIfPol -x 'query-target-filter=wcard(ospfIfPol.name,"Custom_OSPF_Interface_Policy")
deadIntvl 1 40

helloIntvl : 10

nwT :

bcast

APIC# moquery -c ospfIfPol -x 'query-target-filter=wcard(ospfIfPol.name,"Custom_OSPF_Interface_Policy")
deadIntvl : 40

helloIntvl : 10

nwT :

unspeci fied

[+] Whether it is bcast or unspecified the interface will show as Broadcast
BL-301# show ip ospf interface vlan 1 | egrep "Timer|Network"
State DR, Network type

BROADCAST



, cost 4
Timer intervals: Hello 10, Dead 40, Wait 40, Retransmit 5

[+] Capture a single packet TCPDUMP for local BL OSPF IP
BL-301# tcpdump src host 192.0.2.1 -vv -e -i kpm_inb -c 1
192.0.2.1 > ospf-all.mcast.net: OSPFv2, Hello, length 48
Router-ID 192.168.0.1, Backbone Area, Authentication Type: none (0)
Options [External]
Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1

Desi gnat ed Rout er

192.0.2.1

Neighbor List:
172.16.0.1

[+] Capture a single OSPF hello packet using TCPDUMP coming from external device OSPF IP
BL-301# tcpdump src host 192.0.2.50 -vv -e -i kpm_inb -c 1
192.0.2.50 > ospf-all.mcast.net: OSPFv2, Hello, Tength 44
Router-ID 172.16.0.1, Backbone Area, Authentication Type: none (0)
Options [External]
Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1

ABTNAADS -

<#root>

[+] Check OSPF interfaces con vrf
NX-0S# show 1ip int bri vrf 301-13-abcl
IP Interface Status for VRF "301-13-abcl"(21)

Interface IP Address Interface Status
Lo1001 110.1.0.1 protocol-up/Tink-up/admin-up
Eth1/2.1120 192.0.2.50 protocol-up/Tink-up/admin-up

[+] Check OSPF configuration by default Dead timer on NX-0S devices is 4 times hello interval
NX-0S# show run ospf all | section Ethernetl/2 | grep network
ip ospf network



poi nt -t o- poi nt

[+] Check OSPF 1interface advertized parameters
NX-0S# show ip ospf interface Ethernetl/2 | grep type
State P2P, Network type

P2P

, cost 1

BAEINY RF—K—h

CNSOOXV KRB, ERERBIFVARRNT TN 1—FA2TFT2EHIC. CORFIXDVN2FZBLTERENTVE
ED

J—R AN R BHY
ACIA A |show ip ospf neighbors vrf <<TNT:VRF>> VRFODZAN—2Y TR %E
show i f interface brief vif <<TNT:VRF>> VRFICEEN TSl
ow ip ospf interface brief vr : OSPFA > & —7 T A R%EFE
-3

moquery -c faultinst -x ‘query-target-filter=weard(faultinst.dn,"<<TNT:VRF>>") VRF ICB8iE 5 [EE A R T

XY

VRFICBENITSNTWVWS T
NTOOSPFA 2 Z2—714
ADFFHZERELET

mogquery -c ospflf -x ‘query-target-filter=wcard(ospfIf.dn,"<<TNT:VRF>>")'




moquery -c ospflf -x 'query-target-filter=wcard(ospflf.id,"<<vlanX>>")'

OSPFA 22 —7 T4 ARE
ZEFTVIULET

mogquery -c arpAdjEp -x 'query-target-filter=wcard(arpAdjEp.ifld,"<<vlanX>>")" |
grepip

1237 T4 AICEHERT
SNhzARPA S, AEHT/NA
ACBRAEATWSIPERER
LET

log_trace bl_print_tool /var/sysmgr/itmp_logs/ospfv2_1_trace.bl | tail -n 250 |
grep <<TNT:VRF>>

VRFDZ A4 7OSPFRhL —2A
F— K

tcpdump -i kpm_inb proto ospf -vv -e -w - | tee /dataltechsupport/Node-
XXX_OSPF.pcap | tcpdump -r - host any

OSPFRS714vO%&*x+vT
F ¥ L TWireshark To#7

tcpdump -i kpm_inb proto ospf -vv -e -w - | tee /data'techsupport/Node-
XXX_OSPF_HOST .pcap | tepdump -r - host <<X.X.X.X>>

Wireshark Co 9% =HICK
ANODRBEDODRNZ 74V 0%
FYTFYLET,

tcpdump -xxxvi kpm_inb "proto ospf and (host <<X.X.X.X>> or host
<<Y.Y.Y.Y>>)'-w /data/techsupport/Node-X XX_OSPF_HOST .pcap

Wireshark Co M 9% 2 ICR
ANDSRCH K U'DSTEE D
NSTa4vo0FYTFvL
£9,

tcpdump src host <<X.X.X.X>> -vyv -e-i kpm_inb-c 1

BEODKRANHOE—DAZ
N> kI kO=LTL—>
EXvTFv

ACI APIC

mogquery -c ospflfP -x 'query-target-filter=wcard(ospfl fP.dn,"<<TNT>>\/out-

<<L 3outName>>")'

REEhTVBREAZ AT %
BELET

mogquery -c |3ext.RsPathL 30utAtt -x 'query-target-
filter=wcard(I3extRsPathL 30utAtt.dn,"<<TNT>>\/out-<<L 3outName>>")'

L3out Pathig*EDF T v &

mogquery -c faultRecord -f 'fault.Inst.code=="F1385"" -x 'query-target-
filter=wcard(faultRecord.dn,"<<TNT:VRF>>")'

F1385 protocol-ospf-




adjacency-down M [E = 0) & B
LO—REZ#EEBLET,

moquery -c ospfRsIfPol -x ‘query-target-filter=wcard(ospfIfP.dn,"<<TNT>>\/out-
<<L3outName>>")' | grep tnOspflfPolName

L3outTHARAZR LDEEE
OSPFA >R —7 T4 AR
—%MERTD

mogquery -c ospflfPol -x 'query-target-
filter=wcard(ospflfPol.name," Custom_OSPF_Interface Policy")'

NAZLOBEEMNTShE
OSPFA > & —7 T A4 AR
S—DFEZREETS

NXOSA
1 F

show ipint bri vif <<VRF>>

OSPFA > &2—7 T 4 Acon
vifZ R L F T,

show run ospf all | section EthernetX/Y

OSPFRRENF T Y Y

show ip ospf interface EthernetX/Y

OSPFA 2 Z—T7 I A ADT
RNZARXENEZNT X=X
ZHFELET

BETE R

o ACHEERED NS TN a—F12Y

o YRAAQTIV_ANBR=bEXDO—R
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