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System Tenants Fabric Virtual Networking Admin Operations Apps

Inventory | Fabric Policies Access Policies

Policies Pod - SNMP

~ Name Admin State

Switches
> [ Modules
> [ Inter

default Enabled

Modify the default policy

Create SNMP Policy /

FLUOVSNMPRU S —ZERLIZY . T7 AL RDOSNMPRY S —ZZEL VY TEXRT,

Integrations

Location

Cisco Systems,

Right Clik for create New SNMP Policy
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4= RiE, DZ1ZFARUS—EIFATYRIAL—TRUS—EFTT,

Community Policy Name7 4 —)L RTl&k, FATANMPII 2 -F 1 ANV T EERZLET, COHITIE. New-1TT, hs
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Create SNMP Policy

Mame: INe-.»'—SNr\A P

Description: | optional
-
Admin State: [\ Disabled
Contact:
Location:

Community Policies:

SNMP v3 Users:

Mame

Client Group Policies:

MName

Trap Forward Servers:

IP Address

Description

Authorization Type

Description

Client Entries

NameSNMPRU S —DEZHl, COBHIICIE, 1 ~ 64 XFOEMFHEFEATEET,

Description:SNMPR LU S — M FHBA, HAAIICIE, 0 ~ 128N FORBFEFERATEET,

Privacy Type

Associated Management

EFG
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enabled:adminiREEFBM TS
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F7 # )L N ddisabled T3,
Contact:SNMP7R 1) & — 0 B#& 15,
Location:SNMP7R J < — DB 7.

SNMPV31—H : SNMPI—H7O7 7). XY ND—VRHAOTFNA AZERTD-HICI—HFESNMPRY 2 —ICBEEM T
DEHICERAENET,
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Create SNMP Client Group Profile D

Name: I New-Client I

Description: | optiona

Associated Management

default (OQut-of-Band) I 1

Client Entries: '@' aF

« Mame Address

Example-snmp-server | |

p
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Name: 9SA T RNIN—77A77ALNDEBH, COBFEIICE. 1 ~ 64 XFOEBFEFEHTEEY,
Description : 95 A F > NIIW—77O7 74 OFHHA, HAICERF, 0 ~ 128XFOEKFEFEATEET,
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NDHERARF255XFNDASCUNETT, F7FIINE, BBTFFUROTIRNATNY REBFT UV EAEPGTT,
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ROTFT7AILNICBELET,

System Tenants Fabric Virtual Networking Admin Operations Apps Integrations
Inventory | Fabric Policies | Access Policies
Policies :
Pod Policy Group - default
Name: default
Description: | Op a
Date Time Policy: | default [
Resolved Date Time Policy: default
ISIS Policy: |select a value
Resolved ISIS Policy: default
COOP Group Policy: |select a value
Resolved COOP Group Policy: default
BGP Route Reflector Policy: | select a value
Resolved BGP Route Reflector Policy: default
Management Access Policy: |select a value
Resolved Management Access Policy: default
SNMP Policy: | default |

Resolved SNMP Policy:
MACsec Policy:

Resolved MACsec Policy:

default
fabric

Create SNMP Policy

BRIORAIZ, SNMPPolicy® 7 41 —)LRARTENETET, ROVFEIUAS, HILERL ESNMPRU S —%EIRL, &
FEREELET,
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CORFIAVRNTR, DAURTLLTREDIddfaltRY RFTOT7AI)EFERALET. ChZETSICE. APICWeb GUIN /N
A Fabric > Fabric Policies > Pods > Profiles> POD_PROFILE(RF 21X ROF 7 AL NICBELET .,



System Tenants Fabric Virtual Networking Admin Operations Apps Integrations

Inventory | Fabric Policies | Access Policies

Policies Pod Selector - default

icy Groups

default

MName: default
v B Pod Profile default Description:
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> [ Modules Fabric Policy Group:

> [ Interf
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B Annotations
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ZOBE, URIICERLEODZIZFAAMNIVYT (AT Y1) O(New-1) T, VRFIAVTFARNAO—TICNew-1 ZERAL
Example DAR LT TV NOVRF-1 W ARLVRFZEALET, ChZz{T75ICk. APICWeb GUI/N A
Tenants > Example > Networking > VRFs > VRF-1 (right click) > Create SNMP Context - B8 L £9,



Fabric Virtual Networking

ALL TENANTS [ Add Tenant \ IELHERSSEE Ml name or descr

Example

> C» Quick Start
”'Eﬁ Example
> [ Application Profiles
v [ Networking
> [l Bridge Domains
“ BE VRFs

VRE-1
]

> [l L30. Create SNMP Context

»



Create SNMP Context (X}

Context Name: | New-VRF-SNMP

Community Profiles: W +

Name Description

'New—1

Create in Step 1

L— 1 \JJ\A NS | "y A L— 1\, JA\A NS | s A

HREARELLE. BALESNMPOYTHFANDREEERIZICE. VRFEEIUY I L. VRFOPdicyZ 7 ICBEIL T, X
AO—FBTETAIO-ILLFET,

System Tenants Fabric Virtual Networking Admin Operations Apps Integrations

ALL TENANTS Add Tenant | Tenant Search: [REIERS Mo |  common Example | mgmt

Exampte ¥ VRF - VRF-1

Summary Policy Route Control Operational Stats

Create SNMP Contextm
Context Name: MNew-VRF-SNMP
Community Profiles:

< Mame Description

VRFCSNMPOY TH+ AN EEMNICTSICIE. Create SNMP ContextF T Y V7RY J AZBIRMEBRT DA (A9 U—>223av bz
S8 ), VRFEEY )Y UL TDelete SNMP Context ZiBIRL £ 9,
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SNMP TRAPIER—1) > J7% L TSNMPH —/Y(SNMP3E L/ Y R — U BB AT ANMS)ICEFEh, BE/MRV N (ERxETh
%) FRETDEACI/ — R/IAPICH SSNMPTRAPA EEE NET,

SNMPRS Y Z’lk, FORRIZ7Z7TIYOIFFOREZRZRIVIRIS—OTFTT, RUS—OAI—-TICETVTEMICEY X
T ACIRBERI0OKRSY T L—NEHR—NLET,
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Zh#EITSIZIE. APIC Web GUI/Y AAdmin > Eternal Data Collectors > Monitoring Destinations > SNMPICBEI L £,

System Tenants Fabric Virtual Networking Operations Apps Integrations

AAA | Schedulers | Firmware | External DataCollectors | Config Rollbacks | Import/Export

External Data Collectors ® (_:D @)

(C» Quick Start
~ [ Monitoring Destinations

= callhome

Smart Callhome

Create SNMP Menitoring Destination Group

> [ TACACS

B Callhome Query Groups

Create SNMP Monitoring Destination Group D

STEP 1> Profile 1. Profile 2. Trap Destinations

MName: [SNMP trap-server I

Description: | optional

—
Cancel Next ]
[



Create SNMP Monitoring Destination Group (X

STEP 2 > Trap Destinations 1. Profile 2. Trap Destinations

(I

Host Name/IP  Port Version Security/Community Name v3 Security Management
level EPG

Previous Cancel

" Nescrintinn

s Create SNMP Trap Destination (X ]
Host NamefIP: | o
p Port: 162 ¢
Version: « vac
Security Name: | (]

Management EPG: |select an option

default (In-Band)

mgmt/default

default (Out-of-Band)
mgmt/default

Cancel

Host Name/IP.SNMPR S v 7EEXDHRA R,
Port:SNMPR S ¥ ZIEEE RO H —E AR— KN, EEIK0 ( KREE ) ~ 65535CT. 77 FIILKNF162TT,

VersionnSNMPR Y TR EXTHR—RNEhTWBCOPON—T 3>, N—23a2R@REDEHY TY,

VII—HRBECII1IZTAANI T O—BEFEALET,



vc: A—YRBECIZIAZFT A ANV T —BZEALET,

V3: RYRND—VLEOT7L—LADOTAERESHERAEDETTFNSAANDLREBRT VA ZRM TS, HEERATRE
BER—ZAOXY ND—UEFER7OKNIIL,

F7 ) NEv2cTT,
Security NameSNMPR S Y 7’MREEEFIVT AR (D127 18 ). OFETEEHD LR TEFEE A,

v3tEFa1UFT A4 LRI SNMPEEE/NADSNMPIEF 21 UTF 4 LRI, LRILFEROESY T,

auth

noauth

priv

F7 # ) ~NEnoauthT 9,

Management EPG : UE—RRANCEETRLOICEHATINMPREDEETY RRAY NTIIL—TDEHIL

ATFYVT2: (TORRATZTIVYIITFFURN)EBZRIIRIS—TOSNMPR S Y 7Y —ADERE

FZRUYIRIY—F, AD3DOAI—7#FEAL TERTEET,

o TFUEAR:TUEAR—I, FEX, VMO O—3

o TJTFTVYY I TTFTUVIR—KN, H—R, Z¥—, TTF>



e TFUMN-EPG, T7VUT—23>7O774)L. Y—ER

F ZI—XICBUTRETSICEF., FEOIDFLRIEENEAEDEEBRTEXT,

A7 3T IOEARI S —TOSNMPY —ADEE

Zhz1T5I(ZE,. APIC Web GUI/\ A Fabric > Access Polices > Polices > Monitoring > Default > Callhome/Smart
Callhome/SNMP/Syslog/ TACACSIZBEIL £ 9,
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Access Policies
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ETFTAILRNODEZRIIRV—ORDYICHAZRLAEBEDEZRZ I IR — (REEhTVWREE ) £
ATEET, CCTRTF7ALRNOEZRV IRV —2FALET, ERTIERATSIIRNEEETEET,
CCTlE, IXNTHAFEAETIATVET,

A7 2777 VY ORI —TONMPY —ANES

ZNELTSIZIE. APIC Web GUI/\ AFabric > Fabric Polices > Polices> Monitoring > Default > Callhome/Smart
Callhome/SNMP/Syslog/ TACACSICBEI L £ 3

Fabric Polickes:

Callhome/Smart Callhome/SNMP/Syslog/TACACS 0
m So d ) )
previns.| TN [ ‘I:pu: L u 4 | ACE @
= Mame Dastination Group
Create SNMP Source [}

st Groupe 40

SHMP-trap-server
taric
o

F7232 3FFRNRUS—TOSNMPY —ANER

chZEITSICE. APIC Web GUI/N ATenant > (Tenant Name) > Polices > Monitoring > (Custom monitoring policy) > Callhome/Smart
Callhome/SNMP/Syslog/ TACACSICB B L £ 7,

Bl rorms o dsse | Example
Callhome/Smart Callhome/SNMP/Syslog 0
b | T Boues)™ '
e = . o

= Name Create SNMP Source @ stinaticn Group

Duest Group:

SNMP-trap-server
tabric

_6 I|

smpwalk X > RZ AL HER



T V—TJRAYFOIO-NLAODA—THSNMPTF—RZ2MBIDHEERRELET, smpwak AN ReFEATR &,
snmpwalk -v 2c -c New-1 X XXXAX > RZFRT B LT TEITTEFRT,

CODEENEINY RE, ROABRZRLET,

snmpwalk = MacOS/Linux/WindowslZ 1 > A M =)L & N fosnmpwa kSEfTHEET 7 1)L
v=EATBSNMPO/N— 3V REE

2=SNMPN—2 3 22cZEALTWA L ZEELE T,
CHRENMIAZIIZFAANI VI ZIBELEY,
New-1=J'O—/N)LAT—7 OSNMPF—ZOWMBICIAZI 1T ANI VT EERA



XXXX=U =T ALY FOFTINFAT N RERBIPT RL A

IR RER

$ snmpwalk -v 2c -c New-1 x.x.x.x SNMPv2-MIB::sysDescr.0 = STRING: Cisco NX-0S(tm) aci, Software (aci-n

BBLULIOY ROEATE, snmpwak A" EBICRITEN, N—ROVITEROBHBAMBEN L ENBRERTERT,
simpwakZ#fTIdE, N—RIVITA BT I AEPHBBEENRRENET,

RIZ, SNMPOAZ2Z57 4 AMNU YU New-12FEH L TWAVRFEICERE NEEVRFIY T+ A MNew-VRF-SNM PO BUS (i & &
ES

20NERBBSNMPOAVTFHFARNTRALUIZIZT A AN INew- 1A EAE B 2, SNMPF—ZOEB T EEDSNMPI Y
TEANEEETIXEN HYVET, BEOSNMPIAVTHFANEZEETRLOICFEATIHLEN H Dsnmpwaki@E k., smpwalk
-v 2¢ -c New-1@New-VrF-SNMP 10.x.X.XT 9,

BEOSNMPIAYTFANSSHBTRICR, ROBERZEALET,
COMMUNITY_NAME_HERE@SNMP_CONTEXT_NAME_HERE .

CLI showd~X > RO fEMA

APICL :

show snmp show snmp policy <SNMP_poTicy_name> show snmp summary show snmp clientgroups show snmp commun

AAYF:

show snmp show snmp | grep "SNMP packets" show snmp summary show snmp community show snmp host show snm

CLI Moquery X > R {E M

APICIAA Y F :

moquery -c snmpGroup #The SNMP destination group, which contains information needed to send traps or in

CLlcad~N> ROfEMA



APICL :

cat /aci/tenants/mgmt/security-policies/out-of-band-contracts/summary cat /aci/tenants/mgmt/security-po

NZTNLa1—hk
smpd 7’ Ot A DR
AAYF

ps aux | grep snmp pidof snmpd

APICL :

ps aux | grep snmp

TOEANEELZIZESE. CiscoTACICEWVWEE TERESZFTLSEEL,
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