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B=E

CORFIXYNTR, ACIOL3outZEBRLTRNZ TN 1—FT 4TI FBFIRICOVWTHAL
£

HREHA

CcORFIXMOARE. TTroubleshooting Cisco Application Centric Infrastructure, Second
Edition ( Cisco7 7’V =23 >V NIV IAVTSARSIOFYORNS TN a—F142 T,
28207 ) u @ TExternal Forwarding ( Mg 7 # 0 —F 129 ) - BlZE. External Forwarding ( A&f
73D —F 1424 ) - Bi#EBE&. External Forwarding (A7 30 —F 4249 ) —)L—RT RN
R4 XX N, External Forwarding ( 22# & L3out ) 4 & & ¥ TExternal Forwarding ( 4\ &7 #+ 7
—5*4>% ) —Share L3out; DODONDELASHSHEHENEENTT,

B=

L3OutdA> 7 R—F% > b

RORIE, L3 Outside(L3OU) DR EICHERFELBREEZEZRLTVET,

L3OutOEEJR—F> b

Prod
VRF to deploy Routing Protocol
Routing Protocol parameters

C» Quick Start ex. OSPF Area ID and Type

- ﬁ Prod

[ Application Profiles

[ Networking
Node(s) to deploy Routing Protocol

B Bridge Domains ; "
[ Sridge Domay Static Route (if any)

B VRFs

[ External Bridged N s |

. Bl L30uts Interface{s) to deploy Routing Protocol
V. Routing Protocol Interface parameters
& BGP ~ / ! ex. OSPF hello interval

= Logical Node Profiles

B BGP_nodeprofile

B Logical Interface Profiles -

[ Configured Nodes et Contract
- Advanced Route Control
ex. route-map

E BGP Peer Connectivi <:;_f_'1[e--1't":'-.0_0

[ External EPGs
B wsout-ere &7

1.L30ut®)L—h : BAFBIL—F 4> 7ORIIL (OSPF, BGPEE ) #BIRLET, L
— T4 77O INZREATAVRFZERLET, L3OutR X1 > &EIRL T, L30OutIC
ERATREE)—TA2R—T I A AEVLANZERLET,

2. /—R7O7740L: W—F42J7ORINEZEBATDIIV—TAM Y FZBRLET,
NS IFEE. "Border Leaf Switches(BL), e HIENFET, ER—X—U—TJTI—FT4
70RO —ZIDRID)ZFRELET, BEDI—RERELY, ACIRARSIYFD
IP7RLAICESVTIL—XIDZEEBNICEIY HTERREA, RZTIYIUIIN—RZERELE
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https://www.cisco.com/c/dam/global/ja_jp/td/docs/switches/datacenter/aci/apic/sw/4-x/troubleshooting/Cisco_TroubleshootingApplicationCentricInfrastructureSecondEdition.pdf

9,

3.A4VE—TIAATOTFAN: L—F 4 F7ORNINERFITDLSICU—TA R
—JIAREBRELET,
AVR—=TIAADRALT (SVI, L—FTY RIR—K, YTA 2 E—TIf(R), 4120 ZF—
7IAAID, PPRLABEAVR—TIAALRLDOIL—F A I TORIILINTA—&
(helloRIBAE ) DRUS—%BRLET,

4. \EEPG(L30OUt EPG): TAZBEPG, Id., XA N—%BUTHEHDIPF RLAPSVIZE,
L3OUWICBET B TR THRY S —2BATHEHOELVEHTT, HHEPGHOEALE
OFMICOVTIEE, BTHHALET,

ANBIL—TFT 12T
RORE, ANBIL—F 4> ICEETD/NALARLEESEERLTVET,
NALRIABIL—FT14>T 70—

N Distribute
ml External Routes fou

VRF Overlay-1 @ (2]

1 Learn external routes (Import)
: > Routing protocol in L30ut

2 | Distribute external routes to other leaf nodes
; > MP-BGP VPNv4 Adress Family
—> Spine are Route Reflector

'3 | Advertise internal routes (Export)
) » Redistribution

and

Contract

4 | Allow traffic with contract

non-BL BL > L30ut EPG (prefix based EPG)
VRF1 VRF1
3
Adverti Learn
BD i::ar::I L30ut i) e:?emal
routes routes
(Export) (Impart)
EPG L30ut EPG

—@®

Allow traffic with contract

1.BLEAFTIL—REDI—FT 127 7ON )L BHEBEREBILET,

2. I—RKRTL 714V ORABGABIL—2HLhS5ZEEN, VPNAT RLATZ77I)/NAE L TMP-
BGPICEATNET, IXTOI—T7 /—RAOAZBIL—RERBRTBICE, PEEE
20DANA2 /—RZBGPI—KUTLIOZRELTRETIDHEN HYET,

3. DLIOUA SZELERBILT74Y IR (BDYHTRY M) RTLT 1Y OREAEBIL—
RICT RNRAZXTBICE, L—FT 420 7O0RINICHRHICBRAITIHDENHVYET

4. 2F1)FT4OEA : 130utiCiFd, 2B EE1DDL30OUt EPGAEENTWVWE T, L30OutlC
WITDRTTAYVIDREZELZHTITDICIE, ZWELZOULEPG (VZABNS
1BextinstPL EH(END ) THERAFLRFREMBIZIHLENHYET,



L30Out EPGEREZX 7> 3>

L3OUutEPGEV> 3> Tk, RIZRTKRSIZ, —&ED "Scopes KXY MAggregates 723>
EERALTYTRYNEERTEET,

Fr20—7") EEESUL30utY 7Y NFEBEThTWVS

Create Subnet O
IP Address: 192.168.1.0/24
Name:
scope: | | Export Route Control Subnet
[«] External Subnets for the External EPG
[[] Shared Route Control Subnet
[ ] Shared Security Import Subnet
aggregate:
Route Control Profile: +
Name Direction
<>
[Scope]l#F7’'>ra :

- Export Route Control Subnet : Z D AJ—7"1&. L3OutiBE TACIASHABICHTZY KNET
RNZRAX(IVAR—N)TBDETT, chRFEICRT DY RNIL=—FTATHTTY
FACIBDH 7 RY RZRNBZRA XAV RN, 023 THATNATWVWSRKSIZ, BDY T

XY RDT RNEZARICEFEHATEET,

CA—RNEHEYTZRY MDAV R—N  CORATO—TF, L3Outh SHHY T2 Y NEEE
(AVR—K)TBZETT, F7FINRTR, CORTD—TREMCE>TVDED, U
L—kR&Eh, R—A4—U—T7BLRIL—FT1I7ORINASIL—KNEEBLET, =
NDAD—T1&, OSPFE L UBGPZN L TEBENLEABIL—NE2HRIZIMEN HDBE
ICEMICTEET, ChIFEIGRPTRYR—REhTVERA, CORTD-TZ2HEHTSIC
&, BENDL30utTHHIC[Import Route Control Enforcement]Z EXIC T2 XEN H V) E T,

- SAESEPGOAEBH 7 X ¥ M (import-security) : 2O A—7 &, ZHTLIOUtE DEDOH T X
Y RNABREEIAENTY N2FA IR EOICFEAETNET, LBOUtEPGOI MZ U MZE/N
TYRNIEBRETEDRSIC, NTYREHTZY NCEDVTRES N -L30ut EPGIC 2%
LEFT, CORDA—TR., L—FT142I7—TIOMOAT—TD&LSICEL—HTIEE<L
BR7L719A—HTY, L30ut EPG AT10.0.0.0/16\C "AZBEPGHAZH T Y N
HFEREENTVBES, TOHTXY NADOIPEZD10.01.1 D/ Y N&, L30ut EPG
AlCHEEHh, ORI ERENET, Chid. "ATBEPGOATH T XY My A
—THN—F 4T F—=TINICIL—K10.0.0.0162 AV AR—ITEDEEEKRTDENT
FdHYEBA. T, HORBT—TILEERL T, Y7 XY NZEEPG(pcTag)lcX v E> Y



LET (MRICZHWA ). L—FT427070R N OBEICKEFELEEA, CORT—T
&, Y7ZXY R ZZEBLTVBL30UtTHRETIHEN HYET,

HBL-MNHEYTRY N CORT-TE. ABYTRY NEBIOVRFIZU—93F3C &
T9, ACIIEIMP-BGPEII—KEZ—7 Y hZFERAL T, 1DOVRFH S BIOVRFADAZRIL—
REU—DOLET, COROD—T, Y7XYRNEEDTLTA1VYIRVARNEERLET
o ChiE, MP-BGPTI—KhEZ—4'Y NEEDIDIL—RETIIVAR—NAVR—RNTBDEHD
74N RELTERAENET, COATD—TF. TOVRFOHBTXRY hZZBL TV
L3OUtiCEXEL £,

- Shared Security Import Subnet : COAJ—7"I&, /N7 Y MAL3OutZ A L TVRFREZ B E
TEIRIC, RESEYTRYNEEODNT Y NEFT TR EOICERAEIhET, L—FT 4
DOF—TIADOI— K&, BIHRO &S IZ TShared Route Control Subnety ZfEHL TRID
VRFIZU—=0&n&ET, &L, BIOVRFIE, V=& ni)—KNFEDEPGICEINED
ZRBLUTVWELE A, "Shared Security Import Subnety &, V=& hi)—KNFETS
L30Out EPGZBIOVRFICEBHMLE T, LAEN 2T, CORI—T &, "HHEPGOHAIHH T
ZY RN EFEAETNATVRBEICOXAMEATEET, TS5 THEVEE, TOVRFTR, H7
XY RMDEDLIOUEPGICEL TWA AN REBEENELA, CORTI—TEF. RR7L 74
DABETEHET,

'Aggregate' 77> 3>

- Aggregate Export : DA 723> &. TExport Route Control Subnety Z1EEL 7=
0.0.0.00ICH L TOMEATEE T, 0.0.0.0/0lC% L T[Export Route Control Subnet] &
[Aggregate Export] DM A A BB BE, IXNTOHTRY MI—HTS 70.0.0.001e 32, %
BO27L7A4YIORAVARNEERLET, LEN 2T, cOFAT>arik, L30OutH AEBIC
IL=—KRETFRNZRAX(IVAR—K ) TEIUENHISEICEATEET, KVFEHAEE
HABERBER., ARNBETL 74V OAVARNEE - NIY 71707 714N Z&EH
TEET,

- Aggregate Import : DA 7> 3> &,. TImport Route Control Subnety ZEA L 1z
0.0.0.00lCHLTOXKMEATEET, Import Route Control Subnety & "Aggregate
Import; O A0.0.0.00CFL THEMEIBE., INTOHTZY NI—BTS 70.0.0.001e
32, BEHOTLT7AYVIORAVARNEHENE T, LEN>T, 2OFT723aVE,
L3IOUAAEA SIL— R ZEF (A1 VKR—F ) TRIRENHDIESITERATEET, LEL
. 77 # )L b ®[Import Route Control Enforcement] 2 EMICL TERIUCENTEET, &
VEMBENFRERBEE,. ARNETL 714V IOAVARNZEE DNV 77077
AN EFERATEEXT,

. Aggregate Shared Routes : cDF 7> 3k, TShared Route Control Subnety Z3F2EE
NHTZY NMCERTEET, Hl&L T, TShared Route Control Subnety & Aggregate
Shared Routesy OFJAA710.0.0.0/8(Cx L TE®ICHE > TVWSHEE, 10.0.0.0/8,
10.1.0.0/16% EIC—HT S 710.0.0.0/81e 32, ZEDTL T 1Y ORIV AN ERENET

o

cOtY>a>TEATSL0NARAY
ZotvTarTy, ROMRODEFEALET,

L30Outh RO



Spine1 Spine2
BGP RR BGP RR

BD subnet: 192.168.x.254/24
BGP AS 65001

Leaf2 - BL2
RID - 10.0.0.2

1l sse
10.10.2.2/30

Leaf3 - BL2
RID - 10.0.0.3

Il see
10.10.34.3/29

Leaf4 - BL4
RID - 10.0.0.4

1 ese
10.10.34.4/29

Leaf1 2
L) eee

secondary
10.10.34.2/29

t

10.10.2.1/30 W%

i

R2 RID R34 RID
10.0.0.102 10.0.0.134

External subnet range: 172.16.x.0/24

Bz £

SNt a>TR, LOUWMAEZ2—T7IAADOIN—T14>7 70NN OBEBRZRE NS T
DA—FT AT LUTHEEITSHHEICODVTEHALET,

KIZ, IXTOACIAZIL—FT 42 FJ7ORINICBRATESD CEEZERTEHI/NIA—22 1L
2HRLET,

- )L—ARIDACITR., =74 J7ORJIHNELEDHBETE, FL3OUtERILU—7 LDE
LVRFTERIUIL—ZIDZFERATIHENf BV ET, £, I—ZID(BERKBGP) Zz#FEAL
TIL=TNYO%ZERTEDDI, ALV—7LOLOUMOVWTIAA1DEFTT,

- MTU: MTUD B L WVEHIFOSPFBHERERLE TN, BEAEDDNO—-IFTL—2TL
— AlFDF(don't fragment)E Y RARREE N TEFE N, YA ANM 2 EX—T T4 ADKK
MTUZEBZ2ET7L—ANFROYTENZ LD, L—NB/EFHICERAE DD v RIS
YRETSTIXADNMUEBTICHBEICEETESRELSICTDED, IXNTOIIL—F14>570
RIOILOMTUZ — B8R &x2zHBOLET,

-MP-BGPIL—&VU 7L VA : ChzEALAVE, BGP7ORARRU—7 /—RTHAET 1
FtH A, OSPFREIGRPTCRZAN—ZRIUTIEOLEFICHEEVSDHFTEDYFEA
A, BLTRERAHLIL—bEMBD)—T /—RICEHITIBENF HYVET,

- HWE MY, REORTHBRVOPETRICEEEZFIVILTLIEEL,

BGP

cotv>arclR., "ME, V23O NROZHSOBL3, BL4, BRTRIM4DIL—T/NY
JBDeBGPET U T DflZERALET., R34MBGP ASIE65002T Y,



BGPEiEBEREMIU T HRICIEE. ROEEZHIELET,

- O—7JLBGP AS#ES ( ACIBLfll ) .

E7&EHE7O77 1) : O—AHILAS

Peer Connectivity Profile - BGP Peer Connectivity Profile 10.10.34.1 0 o
Policy Faults History
o X %,
R-e-‘note Autonomous System Number: | 65002 i

Local-AS Number Config:

Local-AS Number: ~

Admin Statar

I —¥L30ut®BGP ASESIE., BGPIL— KU T LI RR) S —TEREE hlzinfra-MP-BGP®
BGP ASE BHEWICEAUICY ET, ACIBGP ASZEAIBICHRETIXLEN BT VR, BGPET#
FZ7O774)0L0 "O—HIAS) REFRBEH)EHA. 2FY . AHIL—KEBGPIL—KU7T
LORTREENIZBGP ASZRA >V NTDUBENHET,

E O—NIIASKRENFBERZDFTIFE, AR RFTOUNX-OSD Mlocal-asy N> REFU
T9o,

. JE—KRBGP ASEE (4@ ) EFESKRIO774)N : UE—H
AS

Peer Connectivity Profile - BGP Peer Connectivity Profile 10.10.34.1 0 o
Policy Faults History
I
O + .
I Remote Autonomous System Number: | 65002 -

Local-AS Number Config:

Local-AS Number:

Ardmin Statar

IJE—NBGP ASEE (&, A /\— (DBGPAS?b‘ACI BGPASc‘:EK%eBGP‘CG)&M\ET?
. BGPET Y 3> nEERIP. L3IOutBGPETFESEIO77 ()



v [ L3Outs
v & BGP
~ [ Logical Node Profiles
E BGP_nodeProfile
» [ Logical Interface Profiles

For Router, Sub-Interface, SVI

v Bl BGP_vpclpv4 L

E BGP Peer Connectivity Profile 10.10.34.1- Node...l

> [ Configured Nodes

_I—}
H BGP Peer Connectivity Profile 10.0.0.134 Iw

AClE, —RREIZACIL3OUtA Y R—T IA ARA T (IL—FTY R, YTA 2V EZ—T I (R,

SVI) IZmMAT, W=FTNYIA2B—TIA AN SOBGPEY I OREZEHR—IL

F9, BGPEY a2 EIN—TNYIDNSKRETIHLEN HDHEEE. WE/—R7O77
1)L TBGPET7#EHKEZ7O7 7ML ERELET, BGPEY I avEIL—FTY RIHTA 02—
TJ7IARSVINSRETIHEN HDHER. REBEAVR—TIAA7O77 1)L TBGPE
FEETO77A/ILEBZELET, BGPEFOIPEETAM, WEBE/—R7O7 714

. J— ROBEEF T

. : Node Association 008
cisco /\plc
Policy Faults History
System Tenants Virtual Networkdng —_—
YRS
ALL TENANTS | Add Temnant | Tenant Search: r descr
Prod Node ID: topology/pod-1/node- 103
Router 1D: [ 10.0.0.3
Use Router ID as Loopback Address: [
Loopback Addresses: +
™
tatic Rout o

« P Address Track Policy Next Hop IP

BGPETZ DIPAI—T7INY UV DFE. BLEABIL—EZFETOIPT RLAICEETESD L
BERELET, AZTAVYIIIN—FELEFOSPFEFERAL T, E7IPANOEEMEMHZERT
2F 9, BGPCLIORR (L—FTNXv O &EAL IzeBGPDOHIl ) XOFIEOCLIE A, "8
B, 923> 0RO OBLINSREENET, 1.BGPEY IV IVHFBIThTWVWSD D

ESHERBLETROCLIE LD TState/PfxRed, &, BGPEY I ABIEhTWVSE
EZRLTVWET,

f2-1 eaf 3# show bgp ipv4 unicast summary vrf Prod:VRF1l
BGP summary information for VRF Prod: VRF1, address family |Pv4 Unicast
BGP router identifier 10.0.0.3, local AS nunber 65001

Nei ghbor \% AS MsgRcvd MsgSent Tbl Ver 1 nQ QutQ Up/ Down St at e/ PfxRcd



10.0.0. 134 4 65002 10 10 10 0 0 00:06:39 0

MState/PfxRed IC Tldles £ TActives ERTRENDFE,. BGPNT Y NEFEEET EXRH#E
TRATVELA, COKSBIFUATR, ROFIEEEEL, ROFIEIZEXRET,

CAEIIL—ZHNACIBGPASEELLK KA RLTWR L 2BELET(O—HILASES
65001).
- ACIBGPET7##£#7O7 7 4L T, AFI—2HBGPEYS 3>2(10.0.0.134)0RETLETD
FLORAN—IPFEEEETNRTVRD L EBEBLET,
. ACIBGPET##&£7O7 74T, AEIL—2DEL VWEA/N—AS(CLIIZAS 65002& L T
RENDGUINDUE—RNBERIATABB)VNfBEENTVR L E2MRBLET,
2. BGPEZA N— DO OTER (BGPETFEHKIOT7 7414 )

RDANY Rk, BGPRAN—BIULDF—EBBINTX—RZRLTVET,

- &4 /X—IP:10.0.0.134.

. X214 /N—BGP AS:!JE— ~NAS 65002,

CEETIP EFY —RAE L Tloopback3Z AL TWET,

- eBGPNLFRY 7 : AFBGPET RHERA2KRY TN TVB AREMEN HVYET,

f 2-1 eaf 3# show bgp ipv4 unicast neighbors vrf Prod:VRF1
BGP nei ghbor is 10.0.0.134, renote AS 65002, ebgp link, Peer index 1
BGP version 4, renote router 1D 10.0.0.134
BGP state = Established, up for 00:11:18
Usi ng | oopback3 as update source for this peer
Ext ernal BGP peer might be upto 2 hops away

For address fanily: |Pv4 Unicast

I nbound route-map configured is pernit-all, handl e obtained
Qut bound route-map configured is exp-I| 3out-BGP-peer-3047424, handl e obtai ned
Last End-of -RI B received 00:00:01 after session start
Local host: 10.0.0.3, Local port: 34873

Forei gn host: 10.0.0.134, Foreign port: 179

fd =64

BGPET7HNIELLKHIEhD &, HAODTEIC "Local hosts & "Foreign hosty AERRENET

o

3.BGPET7 DIPEETAREMZFIYILET

f2-1 eaf 3# show ip route vrf Prod:VRF1

10.0.0.3/32, ubest/nbest: 2/0, attached, direct
*via 10.0.0.3, 103, [0/0], 02:41:46, local, loca
*via 10.0.0.3, 103, [0/0], 02:41:46, direct

10. 0. 0. 134/ 32, ubest/nbest: 1/0
*via 10.10.34.1, vlan27, [1/0], 02:41:46, static <--- neighbor IP reachability via static

route

10. 10. 34. 0/ 29, ubest/nbest: 2/0, attached, direct
*via 10.10.34.3, vlan27, [0/0], 02:41:46, direct
*via 10.10.34.2, vlan27, [0/0], 02:41:46, direct

10. 10. 34. 2/ 32, ubest/nbest: 1/0, attached



*via 10.10.34.2, vlan27, [0/0], 02:41:46, |ocal, |ocal
10. 10. 34. 3/ 32, ubest/nbest: 1/0, attached
*via 10.10.34.3, vlan27, [0/0], 02:41:46, |ocal, |ocal

ZA INN—IPADpingFACI BGPDIEETIPA SHEET D C L ZHFALET,

f2-1eaf 3# iping 10.0.0.134 -V Prod:VRF1l -S 10.0.0.3

PI NG 10.0.0.134 (10.0.0.134) from 10.0.0.3: 56 data bytes
64 bytes from 10.0.0.134: icnp_seq=0 ttl =255 time=0.571 ns
64 bytes from 10.0.0.134: icnp_seq=1 ttl =255 tinme=0.662 ns

ANEIN—E2TEUCLEZRBLET

R, ABIIL—F (AR RTOVNX-0S ) OFREHZRLET,

router bgp 65002
vrf f2-bgp
router-id 10.0.0.134
nei ghbor 10.0.0.3
renote-as 65001
updat e- source | oopback134
ebgp-mul tihop 2
address-fam |y ipv4 unicast
nei ghbor 10.0.0.4
renote-as 65001
updat e- source | oopback134
ebgp-mul tihop 2
address-fam |y ipv4 unicast

interface | oopbackl134
vrf nmenber f2-bgp
i p address 10.0.0. 134/ 32

interface VI an2501

no shut down

vrf nmenber f2-bgp

i p address 10. 10. 34. 1/ 29

vrf context f2-bgp
ip route 10.0.0.0/29 10.10.34.2

5 8MAFY 7 : tcpdump

ACI—7 /—RTk, tecpdump?y —ILA Tkpm_inby CPUL R —T IA AZA_Y 714200
T, Z7ORIAUNTY RHFU—=TCPUICEREL A ESH ZHRRTEERT, 71JILRELTL4R
— N79(BGP)EERAL £ T,

f2-1eaf 3# tcpdump -ni kpm_inb port 179
t cpdunp: verbose output suppressed, use -v or -vv for ful
listening on kpm.inb, |ink-type ENIOMB ( Ethernet),

prot ocol decode
capture size 65535 bytes

20: 36: 58. 292903 | P 10.0.0.134.179 > 10.0.0. 3. 34873:

807595300, wi n 3650, length 19: BGP, length: 19

20: 36: 58. 292962 | P 10.0.0.3.34873 > 10.0.0. 134. 179:
20: 36: 58. 430418 | P 10.0.0.3.34873 > 10.0.0. 134. 179:

length 19: BGP, length: 19

20: 36: 58. 430534 | P 10.0.0.134.179 > 10.0.0. 3. 34873:

Flags [P.], seq 3775831990: 3775832009, ack

ack 19, win 6945,
seq 1: 20,

Flags [.],
Flags [P.],

length O
ack 19, win 6945
ack 20, win 3650,

Flags [.], length O



OSPF

CDEY> 3> Tk, TOSPF ArealD 1(INSSA)OBIE, 023> RO AH S, BL3,
BL4, & LURIMABDOSPFRAN—2Y TOBIZEERALET,

OSPFRB§#EB RN ZHIE T2 OO — RN EEZRICRLET,

- OSPFIU7IDERAT

L3Out:OSPFA > 2—T7 I A A7OA774A4) : TUFIDERAT

= L30uts
& BGP
&» OSPF
= Logical Node Profiles
- Bl OSPF_nodeProfile

Enable BGP/EIGRP/OSPF: [] BGP ¥ osPF

OS5PF Area ID: 0.0.0.1

OSPF Area Control:
B Logical Interface Profiles

E OSPF_vpcipvd

Bl OSPF interface Profile

B4 Origina
OSPF Area Type: Regular area ‘ Stub area
[ Configured Nodes

B External EPGs OSPF Area Cost: 1 ~

Create Default Leak Policy: [ ]

Route map for import and export ro

OIN—FT 12 TFNAAEBEKIC, OSPFTUTIDERATREAADRAN—T—HRITIHE
F&HVET, OSPFTUTIDOREICETBACIEENHREEICERDEDHA HV)ET,

1D DOL3OUICERETEDOSPFT U FZIDIFE12E T,
. 2D MOL30UutAEUOSPFT U ZIDRFERATEDNDIE, 20NELBZZV—T7 /—RLEICHZHBE
ET9,
OSPF ID}F/NY OR—0THBDHBEBERFH Y EFBAN. NSOV RNIL—FT12T0FEE. BEU
1)—7 E®2DNOSPF L30OutMIC A ETT, ospf L 7REDI—NKIRIFOSPFIU F0%ZEHRT
DUEBENHDED. TOODENO1DFOSPFIUT702FERATHIHREN HYET,

- MTU

WEBAA—TIAATAT77A) :8SVI

Logical Interface Profile - OSPF_vpclpvd 0 o
Policy Faults History
General Routed Sub-Interfaces Routed Interfaces SV Fleating SVI
—
(el
« Path Side A IP Side B IP Secondary IP P MAC Address MTU (bytes) Encap Encap Scope
Address Address

ACIOT 7 # )L NOMTU, 1500/N1 M TEBZ<9000/N1 R TT, ChiFEE., #KODIL—T 1
DOTFNAATEAENDTT7AILITT, MTUSABTNARAE—BLTVWR L ZEFELE
¥, MTUN RETOSPFRA/N—DHEIULAN KK TS &, EXCHANGE/DROTHERTAR Y I L&
EE



CAPHTRY RY AT, OSPFTRE., XAN—IPARLHTZY NRYXRAVEGEATHIHEN HY)

£9,
-OSPFA>Z2—T7IAA7O774 ),

OSPFA > B2—7IAATA774)

‘) OSPF
v [ Logical Node Profiles
v E OSPF_nodeProfile

v [ Logical Interface Profiles
E OSPF_vpclpv4
E OSPF Interface Profile

> [ Configured Nodes

chid, AR RT7OVONX-OSERETA > Z—7 T4 ANOOSPFZEBRMICT S "ip router ospf
<tag>area<areaid>, EEALUTT, chA Ve, U=—TA422—T7 T4 ARKOSPFICSML &

BhAo

. OSPF Hello/DeadZ2 A X —, XY ND—O B4 7

OSPFA >R —7IAA7O7F7A) : Hello/Dead R A N —&EXY ND—DBA 7

OSPF Interface Policy - default 000

|

OSPFA > 2—7 T4 ARV —OF#



Create OSPF Interface Policy €

Name: |OSPFIntPolicy|

Description:
Network Type: .;."' Broadcast Point-to-point Unspecified
.2
Priority: | 1 i

Cost of Interface: unspecified

Interface Controls:

[ ] Advertise subnet

[]BFD
[ ] MTU ignore
[ ] Passive participation
Hello Interval (sec): | 10 o
Dead Interval (sec): 40 £
Retransmit Interval (sec): 5 S

1 AN

Transmit Delay (sec):

OSPFTIE, EXAN—T/N1 ATHelloR 4 N—&DeadZAN—H—HLTVWBIHRENFHYET
o CNSEOSPFAYE—T7IAA7O77AITREECNET,

OSPFA 2V B—T7IAADZRY NIT—DVBATHNABTFNARE—HLTVWAD L ZRELET

o AERT /N A AN Point-to-PointZ 1 7 ZEA L TWBHE. ACIHIE Point-to-PointZ B /REY IZ 5%
ETBBENBYET, ChSEOSPFA Y R—7 T4 ATO7 7 AL TEHEE hET,

OSPF CLIDO#ELE

ROFIEOCLIEARF., "ME, 023> RROZOBLINSREENET,
1.OSPFRAN—DAT—RARFIVITS

ROCLIT TStates A "FULLLY DO3FE., OSPFRAN—RELKBIZNTVWET, ThUND
%AH\ RDFIBIZEATNIA -2 ZEIELET,

f2-1 eaf 3# show ip ospf neighbors vrf Prod:VRF2
OSPF Process I D default VRF Prod: VRF2
Total nunber of neighbors: 2

Nei ghbor 1D Pri State Up Tinme Address Interface
10.0.0.4 1 FULL/DR 00: 47:30 10.10.34.4 VI an28 <--- neighbor with BL4
10.0.0. 134 1 FULL/ DROTHER 00: 00: 21 10.10.34.1 VI an28 <--- neighbor with R34

ACITI&, SVICTELVLAN IDZFERT3HE. BLIAZFEIL—FETEWCIOSPFRA/N—2 v
ZERLET, <hik, ACIHIIEL3OuUt SVIOFVLAN IDIZx L TL30uUt BD ( & = & External
D) ERIENDABTIZYTAVIRAA N HBDEHTT, VLANID 281k, BETHERAE L



DEBEOVLAN ( TOEADTEILILVLAN ) TREEL, PIVLAN ( 7’2 Y N7 # — AJE4TE
VLAN ) EFFENDHZVLANTH B EIEELTLKEEV, XROON REFERALT, 79+
AN 7T EILEVLAN( Tvlan-2502, )& HEEL £,

f 2-1 eaf 3# show vlan id 28 extended
VLAN Name Encap Ports
28 Pr od: VRF2: | 3out - OSPF: vl an- 2502 vxl an-14942176, Eth1l/13, Pol
vl an- 2502

TORAATEILVLAN IDZNT L TEFUHANBSNET,

f 2-1 eaf 3# show vlan encap-id 2502 extended
VLAN Nare Encap Ports
28 Pr od: VRF2: | 3out - OSPF: vl an- 2502 vxl an-14942176, Ethl/13, Pol
vl an- 2502

2.0SPFTU T OHER

OSPFTUTFIDERATHZRAN—ERLUTHBDEEZHAELET, OSPFA>2—T7 1 4A7°0
TJ77ANTBEWVEE, 4122 —7IT4ARKOSPFICZME T, OSPF CLIHAICRRENER A,

f2-1 eaf 3# show ip ospf interface brief vrf Prod:VRF2

OSPF Process | D default VRF Prod: VRF2

Total nunber of interface: 1

Interface 1D Area Cost State Nei ghbors St at us
VIl an28 94 0.0.0.1 4 BDR 2 up
f2-1eaf 3# show i p ospf vrf Prod: VRF2

Routing Process default with 1D 10.0.0.3 VRF Prod: VRF2

Area (0.0.0.1)
Area has existed for 00:59: 14
Interfaces in this area: 1 Active interfaces: 1
Passive interfaces: 0 Loopback interfaces: 0O
This area is a NSSA area
Performtype-7/type-5 LSA transl ation
SPF cal cul ation has run 10 tines
Last SPF ran for 0.001175s
Area ranges are
Area-filter in 'exp-ctx-proto-3112960
Area-filter out 'permit-all
Nunmber of LSAs: 4, checksum sum 0xO

3.0SPF/ 2 —7 T4 ADHMZRIETS

AVB—=TIAALRIONTX=2HK, IPHTZRY N, XY NT—U XA, Hello/Dead X A
N—BE, OSPFRAN—RBIIDEHZFH L TVWD L Z®BELET, SVIZIEETHVLAN
IDIEPI-VLAN(vVIan28) TH 3 Z E IEBL TS H&E W,

f2-1 eaf 3# show ip ospf interface vrf Prod:VRF2

VI an28 is up, line protocol is up
| P address 10.10.34.3/29, Process |ID default VRF Prod: VRF2, area 0.0.0.1
Enabl ed by interface configuration



State BDR, Network type BROADCAST, cost 4

Index 94, Transnit delay 1 sec, Router Priority 1

Desi gnated Router ID: 10.0.0.4, address: 10.10.34.4

Backup Designated Router ID: 10.0.0.3, address: 10.10.34.3

2 Neighbors, flooding to 2, adjacent with 2

Timer intervals: Hello 10, Dead 40, Wait 40, Retransmt 5
Hell o timer due in 0.000000

No aut henti cation

Nurmber of opaque link LSAs: 0, checksum sum O

f 2-1 eaf 3# show interface vlan28

VI an28 is up, line protocol is up, autostate disabled
Har dwar e Et her SVI, address is 0022. bdf8. 19ff
Internet Address is 10.10.34.3/29
MIU 9000 bytes, BW 10000000 Kbit, DLY 1 usec

AZXAN—DOIPEZAREMEFIVITS

OSPF Hello/N7Y RE U OO—AILINLFFYARNNTY RTTH ., 5FDOOSPF LSDBAZ#
ICHAEBZOSPFDBD/NYT Y NEIZHF Y ARTT, LEN DT, OSPFRAN—V S H=EILT
BEHIC, IZF Y ANBETEMERREITILEN HYET,

f2-1eaf 3# iping 10.10.34.1 -V Prod:VRF2

PI NG 10.10.34.1 (10.10.34.1) from 10.10.34.3: 56 data bytes
64 bytes from 10.10.34.1: icnp_seq=0 ttl =255 tinme=0.66 ns
64 bytes from 10.10.34.1: icnp_seq=1 ttl =255 tinme=0.653 ns

EAMIL—ETERAUCLEZRRABLERT

HEBIL—2 (AR RFTOUNX-OS ) TOREHFEXRICRLET

router ospf 1
vrf f2-ospf
router-id 10.0.0.134
area 0.0.0.1 nssa

interface WVl an2502
no shut down
nmtu 9000
vrf nmenber f2-ospf
ip address 10.10.34.1/29
ip router ospf 1 area 0.0.0.1

MBA 2 R—T IAATEMTUZESREL TS EZL,
6. BMAFY 7 : tcpdump

ACIY—7 /—RTk, 1—H& "kpm_inby CPUA > X —7 I A ATtepdumpZEER{TL T, 7O
RIOUNTY SHFU—TCPUILEEL LA ESH ZHERTE X T, OSPFICIEFEHDO 7 1 )LEY
HYETHN, RESTENBE 74 ZFIPZ7O0NIINLE ST,

- IPZ’O RJJ)LES : proto 89(IPv4) = 7= (kip6 proto 0x59(IPv6)
- XAN—DOIP7 RL A : host <ip>
- OSPFUZ2O0—AILNILFF + AKIP:host 224.0.0.5F 7= [Fhost 224.0.0.6



f2-1eaf 3# tcpdump -ni kpm_inb proto 89

tcpdunp: verbose out put suppressed, use -v or -vv for full protocol decode
listening on kpm.nb, |ink-type ENIOMB (Ethernet), capture size 65535 bytes
22:28:38.231356 | P 10.10.34.4 > 224.0.0.5: OSPFv2, Hello, length 52

22:28:42.673810 | P 10.10.34.3 > 224.0.0.5: OSPFv2, Hello, length 52

22:28:44.767616 | P 10.10.34.1 > 224.0.0.5: OSPFv2, Hello, length 52

22:28:44.769092 | P 10.10.34.3 > 10.10.34.1: OSPFv2, Database Description, |ength 32
22:28:44.769803 | P 10.10.34.1 > 10.10.34.3: OSPFv2, Database Description, |ength 32
22:28:44. 775376 | P 10.10.34.3 > 10.10.34.1: OSPFv2, Database Description, length 112
22:28:44.780959 | P 10.10.34.1 > 10.10. 34.3: OSPFv2, LS-Request, length 36
22:28:44.781376 | P 10.10.34.3 > 10.10.34.1: OSPFv2, LS-Update, length 64
22:28:44.790931 | P 10.10.34.1 > 224.0.0.6: OSPFv2, LS-Update, length 64

EIGRP

cOtEY>3a>TRk,. EIGRPAS100 "HE, €52 3a>o ~ROPH S, BL3, BL4, KRV
R34BDEIGRPRAN—>v TOBlZEALET,

EIGRPISIZEZ AL T -ODO— BN EEELZXICRLET,
- EIGRP AS:I30utlZ &1 D MEIGRP ASHEI ¥ TS hET, ChiEABFNAARE—H LTV

PUBENBHYET,
-EIGRPA > E—T7IA4AR7 0774,

EIGRPA 2 B—T7 IAA7O774)
v [ Logical Node Profiles

E EIGRP_nodeProfile

v [ Logical Interface Profiles

v B EIGRP_vpcipva
Bl EIGRP Interface Profile
> [ Configured Nodes

> il External EPGs

chik, AR RPOUNX-OST/NA4 AT®H Tip router eigrp <as>, FREELRUTY, chH%
We, V=742 2—7 T4 AKEIGRPICSIML TR A,

- MTU
CNBFEIGRPRAN— Y T2BAUTRDEHEFIEI—BIIHEEH Y EEAN, EIGRPRARO
IRBNTY RF, EVEAOAR—T IAATHAETNDHAMIUKY) & KRE 2D AREMLD
HYVET, chSsONTYRNETZITXD MEAFAEhBVESD, NTY NEEREHh, O
BREIGRPRAN—2VTHTIZVTULET,
EIGRP CLIDRRE

ROFIBEOCLIE S, "#E, £0>32AS5 MNROPOBLIASIREENET,

1. EIGRPRA N—DAT—RAEZFIVITS



f2-1 eaf 3# show ip eigrp neighbors vrf Prod:VRF3
El GRP nei ghbors for process 10 VRF Prod: VRF3

H Address Interface Hold Uptine SRTT RTO Q Seq

(sec) (rrs) Cnt Num
0 10. 10.34. 4 vl an29 14 00:12:58 1 50 0 6 <--- nei ghbor
with BL4
1 10.10.34.1 vl an29 13 00:08:44 2 50 0 4 <--- nei ghbor
with R34

ACITIld, BLA'SVITRELUVLAN IDZ AT 55F4E. BLEAZBIL—F ETHWVICEIGRPX A /N—
Y TEFRUET. Chid. ACICIEL30ut SVIOEVLAN IDIZXT L TL30ut BD ( 7=kt
External BD ) EFENDAB I ZY FA VT RXA DN HBDEHTT,

VLAN ID 29, B TERE hDEEOVLAN ( 72 EAATEIELVLAN ) TEE<L ., PI-
VLAN(Platform-Independent VLAN) £ FEIE N B NEVLANT H B C & IDFEBL T EEV, XD
RN RzFEALT, TOEAHNTEIELVLAN(VIan-2503) 2 HERL £,

f2-1 eaf 3# show vlan id 29 extended
VLAN Nare Encap Ports

29 Pr od: VRF3: | 3out - El GRP: vl an- 2503 vxl an-15237052, Ethl/13, Pol
vl an- 2503

TORAATEILVLAN IDZNTLTEFUHANBSNET,

f 2-1 eaf 3# show vlan encap-id 2503 extended
VLAN Nare Encap Ports

29 Pr od: VRF3: | 3out - El GRP: vl an- 2503 vxl an-15237052, Ethl/13, Pol
vl an- 2503

2.EIGRPA R —7 I 4 ADFHIEERETS

FRENDA 2 EZ—TIAATEIGRPAERITENTVWA L ZHRLET., TS5 THRWVWEER.
Logical Interface Profile & EIGRP Interface ProfileZF T Y VL& 9,

f2-1 eaf 3# show ip eigrp interfaces vrf Prod:VRF3
ElI GRP interfaces for process 10 VRF Prod: VRF3

Xmt Queue Mean Paci ng Time Mul ti cast Pendi ng
Interface Peers Un/Reliable SRTT Un/ Rel i abl e Fl ow Ti ner Rout es
vl an29 2 0/0 1 0/0 50 0

Hello interval is 5 sec
Holdtinme interval is 15 sec
Next xmt serial: O

Un/reliable ncasts: 0/2 Un/reliable ucasts: 5/10
Mcast exceptions: O CR packets: 0 ACKs suppressed: 2
Retransni ssi ons sent: 2 Cut - of - sequence rcvd: 0

Cl assic/wi de netric peers: 2/0

f2-1 eaf 3# show int vlan 29

VI an29 is up, line protocol is up, autostate disabled
Har dwar e Et her SVI, address is 0022. bdf8. 19ff
Internet Address is 10.10.34.3/29



MIU 9000 bytes, BW 10000000 Kbit, DLY 1 usec

3HARBI—ETERLUCLZMRALET

R, ABIIL—F (AR RTOVNX-0S ) OFREHZRLET,

router eigrp 10
vrf f2-eigrp

interface WVl an2503

no shut down

vrf nmenber f2-eigrp

i p address 10. 10. 34. 1/ 29
ip router eigrp 10

ABMATY 7 : tcpdump

ACIU—7 /—RTlk, 1—%& "kpm_inby CPUA > Z—7 I 4 A TtepdumpZ RTL T, 70O
NIWNTY A —=TDOCPUICEIEL EAESHZERIRTEEF T, 7q4J)LFELTIPZORNT
JILESBB(EIGRP)ZFEAL £,

f2-1eaf 3# tcpdump -ni kpm_inb proto 88

t cpdunp: verbose output suppressed, use -v or -vv for full protocol decode
listening on kpm.nb, |ink-type ENIOMB (Ethernet), capture size 65535 bytes
23:29:43.725676 | P 10.10.34.3 > 224.0.0.10: EIGRP Hello, length: 40
23:29:43.726271 1P 10.10.34.4 > 224.0.0.10: EIGRP Hello, length: 40
23:29:43.728178 1P 10.10.34.1 224.0.0.10: EIGRP Hello, length: 40
23:29:45.729114 1P 10.10.34.1 10. 10. 34. 3: EIGRP Update, length: 20
23:29:48.316895 | P 10.10.34.3 224.0.0.10: EIGRP Hello, length: 40

L—B T RIBZALZXAZ b

COHETE, ACITOIL—KRT RNRAZXXVNOBRIEERNT TN 1 T4V TICEREHT
XT, BN, RoHlZEY EFRT,

>
>
>
>

CTVYDRAALHTZYRT RNZA XX N,
cRSUDYRIL=RT RNZRALA XX KN,
=R MO=ILDOA2VR—KRETITAR—K

COETIE, EOEBETHBALIOWMICERTDIIL—RNRHICOVWTHALET,

TVYIZRAXLVIL—=RP RNBL XXV ND—0 70—

— OB TN 1—FT 1V TZRDFENC, A—HFRETVYTZRXLVOT RNZALA XX~
HEDRSICHETINICODVTEBLTHBBENHYET,

BD7 RINZA XX NE, BDELIOUABUVRFIZHZHE. AOLEBZITVET,

- L30ut& WEBEPG D B IC 2B RN H B,
TV RXAADLIOUD BEELT T,
. BDH% 7 % v N T[Advertise Externally]Z3i#RL £ 9,
T, LIOutZEEFRTRIHVEEZELSTLEDIC, TVAR—RNIL—NTO7 7/ 2FEALTT



DY RXLA VT RNZAAX D N E2HIHTDEETEET, 7L, [Advertise Externally]ik
BRUEFRFRICLET, ChiFBRENEFERAGBZOT, CCTREALEFE A

L3OutEEPGOEN I NS U NB&IE, BDOENDAZT A4 Y V) —KEZBLIC7'YS 1931
HICHETT, EEBOIL—KRT RNZALAAXRNE, AZT4Y2)—FOAZEZ7ORNIILAD
BEREMAICEI>TAMEBTIAET, REIC. BEAIL—ITY X, BDICEENMNFS N =L30utHIC
NDIHAVARN=IENET, COFETE., L—RMEIXTOLIOUWMIZT RNZLAXEhhFELA

o

CDFE., BDY TRV NE192.168.1.0/24TH '), OSPF L3OutiBHTT RNZA XTHHEN
HYET,

L30ut& NEPEPGRN RN ZEA T S Al lC

| eaf 103# show ip route 192.168.1.0/24 vrf Prod:Vrfl
I P Route Table for VRF "Prod: Vrf1l"

"*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]"' denotes [preference/netric]

"% in via output denotes VRF

Rout e not found

BDIL—RAEEBLEICAWS EIZERELTLSEEL,
L30ut&E AFEPGENO O NSO MDERAE

COBRRTR, HOBREFThNTVEE A, LOUERLEBDICEHEMRTSNTHST,
Advertise Externally; 777 E£BEEhTLVEH A,

| eaf 103# show ip route 10.0.1.0/24 vrf Prod:Vrfl
I P Route Table for VRF "Prod: Vrf1l"
"*' denotes best ucast next-hop
"**' denotes best ntast next-hop
"[x/y]"' denotes [preference/netric]
"% in via output denotes VRF
192.168. 1. 0/ 24, ubest/nbest: 1/0, attached, direct, pervasive
*via 10.0.120. 34%verlay-1, [1/0], 00:00:08, static, tag 4294967294
recursive next hop: 10.0.120. 34/ 32%verl ay-1

BDH 7 XY K)L—NK (Pervasive 759 TREnd ) MBLICLERBEENTVWA ZEIEFALTL
TV, EEL, L—RMCREITHFFVTVBRCEITEELTLSEEZY, CORJER, T
Advertise Externally; TEREENBEICBDIL—KNCEIY HTShHBEERNEETT.,. IXTOH
B7ORINLE,. CORTOBEAEEBTLET,

BDHY 7 %Y NT[Advertise Externally] &R L /=%

L30utlid £ZBDICEEMN TSN TVWER A, EEL, BTN VIVTEATVWRZEICERELTL
2EW,

| eaf 103# show ip route 192.168.1.0/24 vrf Prod:Vrfl
I P Route Table for VRF "Prod: Vrf1l"



"*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]"' denotes [preference/netric]

"% in via output denotes VRF

192. 168. 1. 0/ 24, ubest/nbest: 1/0, attached, direct, pervasive *via 10.0.120. 34%verl ay-1, [1/0],
00: 00: 06, static recursive next hop: 10.0.120.34/32%verl ay-1

CORATE. AR7O0RINANOBREAAOZOTL7IAYIRIC—HTRII—KIVTET
L7AYORAVARDBVED, I—RNEEEAZBIZT RNZAXENTVWERA, ChiE, R
NI RTHRETEET,

| eaf 103# show ip ospf vrf Prod:Vrfl
Routing Process default with ID 10.0.0.3 VRF Prod: Vrfl
Stateful H gh Availability enabl ed
Supports only single TOS(TOS0) routes
Supports opaque LSA
Tabl e-map using route-map exp-ctx-2392068-deny-external -t ag
Redi stri buting External Routes from
static route-map exp-ctx-st-2392068
direct route-nmap exp-ctx-st-2392068
bgp route-nap exp-ctx-proto-2392068
ei grp route-map exp-ctx-proto-2392068
coop route-map exp-ctx-st-2392068

BDI—KREARAETFAYII—KRELTTOTZLENTVRLED, LI—KIVTICEETSTL
749X ARNI® L T'show route-map <route-map name>'Z 31T L., RIZ'show ip prefix-list
<name>'ZRITL T, AZTAYIVBBRAIN—KINIYTZHRLET. XOFIETnZTLVE
EP

L30ut%BD | BEE T F =&

BRLEERDIC, CORTYTICKY, RAZTF A4V ILSHBAOTONIINBERFIL—IIY
TICAVARN=IENTVWBBDY 7RY NE—HKTBTLTAYIRAVARNNERENET,

| eaf 103# show route-map exp-ctx-st-2392068
rout e- map exp-ctx-st-2392068, deny, sequence 1
Mat ch cl auses:
tag: 4294967294
Set cl auses:

rout e- map exp-ctx-st-2392068, permt, sequence 15803
Mat ch cl auses:
ip address prefix-lists: |Pv4-st16390-2392068-exc-int-inferred-export-dst
i pv6 address prefix-lists: |Pv6-deny-all
Set cl auses:
tag O

TL74YOAJVANERRELET,

| eaf 103# show ip prefix-list IPv4-st16390-2392068-exc-int-inferred-export-dst
ip prefix-list |Pv4-st16390-2392068-exc-int-inferred-export-dst: 1 entries
seq 1 permt 192.168.1.1/24

BDH 7 XY NMIOSPFICBEHRITZLEHICBEENATVET,

CORFRT, LOUASOBDHTXRY hOT RNZRAAXY NOBREERIENDDT—V 7O—H'F
TLEY, CORRZBED L, RARZTORILBERCBEYET, RICHZEZRLET,



. EIGRP®M#£4., show ip eigrp topology vrf <name>, ZHL T, - RO TF—7
WA VAR =ILENTVWBEZERLET

. OSPFM & k. Tshow ip ospf database vrf <name>1 ZFEAL T, JL— MHASEZBLSAE L
TCTF—BER—=AT—=TINCA VAR =ILENhTVR L &2ERLET

- BGPMO#F &, "show bgp ipv4 unicast vif <name>3 ZFEAL T, I—KABGPRIBIZH %
CEEBFELET

BGP IL—bh 7 RIXRZA XX b

BGPTR. IXTOARTA Y II—MIFBEMBICHL THBENICHFATENET, BDH TRV b
E—HTBRIL—KMIYTRE. BGPRAN—LARILTEAEINET,

| eaf 103# show bgp ipv4 unicast neighbor 10.0.0.134 vrf Prod:Vrfl | grep Outbound
Qut bound route-map configured i s exp-| 3out-BGP-peer-2392068, handl e obt ai ned

FEOFTE. 10.0.0.134AL3OUtN THREE N =BGPEX A /N\—TF,
EIGRPIL—RF RISZALA XXM

OSPFERKRIC, L—KYYTRARAEZT A4 Y IHSEIGRPADEBEMEZHIHATI-HICEAET L
F£9. COFETIE, L3OutiCBER TSN, TAdvertise Externally s ICEREES Y TR Y MNE
TZzBREMTHIHLENfNHYET, KON REFEAL THERBTEET,

| eaf 103# show ip eigrp vrf Prod:Vrfl
IP-EIGRP AS 100 ID 10.0.0.3 VRF Prod: Vrf1l
Process-tag: default
I nstance Nunmber: 1
Status: running
Aut henti cati on node: none
Aut henti cati on key-chai n: none
Metric weights: Kil=1 K2=0 K3=1 K4=0 K5=0
nmetric version: 32bit
I P proto: 88 Multicast group: 224.0.0.10
Int distance: 90 Ext distance: 170
Max paths: 8
Active Interval: 3 mnute(s)
Nunber of EIGRP interfaces: 1 (0 | oopbacks)
Nunber of EIGRP passive interfaces: 0
Nunber of EIGRP peers: 2
Redi stri buting:
static route-nap exp-ctx-st-2392068
ospf-default route-map exp-ctx-proto-2392068
direct route-nap exp-ctx-st-2392068
Coop route-map exp-ctx-st-2392068
bgp- 65001 route-map exp-ctx-proto-2392068

BIRMICEET ZBDREZRICRLET,

TUYSDRXALAVLIDERE



il APC - X-X:-X,

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

ALL TENANTS | AddTenant | Tenant Search: | common | RD-L2 | Pred| SJ.DC | DC

Prod

Bridge Domain - BD1 O o
Summary Operational Stats Health Faults History

Cb Cuick Start

pplicati General L3 Configurations Advanced/Troubleshooting
+
B Bridge Domains m O 2
BD1 Hope e
Subnets: Bl
B DHCP Relay Labels i A
Galeway Address  Scope = Primary IP Virtual  Subnet
= Subne Address IP Control
- 12 192.168.1.1/24 Advertised Externally
i
B ND Proxy Subnets
@) 802
&= VRFs EP Move Detection Mode: [_] GARP based detection
= External Bridged Networks Associated L3 Outs: iE

B L30uis
B Dot1Q Tunnels

TVYIDRALVL—=RTF RNBL AR NONZ TN A —=F 42 T2FUF

COFE. —MUBERESEE., BESNEBDYTXY RHFL3OUA ST RNZA XEh TV
WS ETT, BINT—I70—ICR#2T, ENTVR—FXV MBEATVRILZEBLET,

RDRZHFEL, REZRBL THASELANILICBITLET,

- EPGEL3OUtO B ICEN H Y ETH,
- L30OutiFBDICBEHER TSN TWET A,
-BDHT7XRY NEAZBIZT RNZAXTBEDICHRECNTVETH,
AFE7ONII OBEZBERET Y TRETTH,
E25n%FEA . BDEXREA

CDT—AR, ROESBVKD2ADEBZDIFTIUFICERATEET,

- AEEPGRVMME A FI Y RAT I OFEEZEALTHEY, VMIY RKRA > M
EPGOR—RNTI—TICEHRZENTVER A,

- BHEPGHERE NN, ARXTAYVYIONANA U TAVITFREENTVEVWDA, AZXT
1Y INADNBEENTWVWRSA UV EZ—TIAANZTI LTV,

EE55NFEE,. BDEEREENT, TORER, BDAZT A Y UII—RNEBLICT Y 1&dhE

Ao g.g.'(@ﬁiﬁ&%(i H7ZY NN BEENDESIC, COBDICUI9ENTWVWBEPGRHICT

DFA4TRBEVY—RERETRH_ETT,

EZXS5Nh3REA : OSPF L30ut#” MStuby Fizlk "NSSA, £ LTREREEZ h, BEAFTHHAZWL

L3OutZ”’O R I ELUTOSPF2ERT3HEE. BERWNBEOSPFIL—ILICHS BEANHVYET,
AZTIVTRRBREATNELSAZHALECAN.,. RDYICFT7FILRNIL—NET RNRAX



TEET, NSSATUTRBEMENL/NAZFFALETAH. L30utT[Send Redistributed LSAs
into NSSA Area] 28R 2 MLEBHN HV) F£F, £k, NSSAKE MOriginate Summary LSA, %= &
MICTBEIE2TTFTANRNIL—RET RNRAAXTRDEETEET, hlk, "Send
Redistributed LSA's into NSSA Area FFERIC&% — BB FIATT,

EZ25h3RA : L30OutT "Denys PO avVHREE ©lt TDefault-Exports L—R7O7 7 A
)|

L—K7O7 7 4 L# Tdefault-exports F4E Tdefaultimports & W5 BRI TL3OUD FICBE
EhTVREE, ChSELIOuICEENICEAENET, £z, default-export route-profile &

denyZ7 U< a Il E& ., "Match Prefix and Routing Policys &L TEREENTVWBEE,
BDH 7 XY NEZDLIOUA ST RNZA XEh, BRNICETENET,

Default-export Deny Route Profile
dsco.  APIC i @ Q O ©

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

ALL TENANTS | AddTenant | Tenant Search: | common | RD-L2 | Pod|l SJDC | DC

Prod

Route Control Profile - default-export 0’ o
(C» Quick Start
Policy Faults History
B Prog —_—
B Aoplication Profiles GO &2 W
= Bridge Domains Name: defauit-export

B VRFs Type Match Prefix AND Routing Policy Match Routing Policy Only

B External Bridged Networks
B L30uts
& BGP
& OSPF
= Logical Node Profiles

Description:

Contexts: +
« Order Name Action Description

Deny

B External EPGs

[IL—F 1 > TR S —0 & —B(Match Routing Policy Only)|F 7’2 a > &R hTVWBEE.
default-export route-profile AN 7L 7 4 v VAX Y FIZIFBDY 7 XY NEBENICEEFNFELA

o

ABIL—BbA2R—-RD—070—

COtU3a> TR, ACIAL3OUZNT L THEIL— K E2FEL, ChZRBY—T7 /—RICERE
TRHECODVTHALEY, £, BOEIZ AV THAITZIHFR/EIFI)IL—NEHENI—A
T—ALOVWTEBALET

BOEI2AVERKIC, VR EULRILTHEANERCRIHETATILEN BV ET,

F7ANRTRE, ABT7ORILEZBUTEBEALEIXRNTOL—NE, AFT77TUY Y



BGP7OtAICEHEHAENET, Chik. AZHEPGOTTEDH T XY NAFREETh, ENTS
THFBIRENTVRDDICAD DS THTREENET, CchHNYUTRESHEVFIN2OHY)ET,

- MY 7L AXJLL3OutR 1) > —D[Route Control Enforcement]Z 7’ 3 2 A [Import] I FREE 1
TVWBHEE, COBE. L—FDAVR—KEFILNGF7OYIVARNETFTI (FATNRET
BOVEDZEETIETTT ) ASHIAVAMNETIL (HICEELAWVWRY, IXTHER
MICEBENET ) ICBITLET,

-ABZORINAEIGRPERIZIEOSPFT, EAENZ A2 2—U—J)—h7O774)LH
AFIL—hE—HLBEWEES,

AFIL—REZRZ)—TICBHATRICE., ROVBZRTIDLENF HYVET,

—RNEAZLIL—2 D SBLETEZFEEhBDHENHYVET, 777U Y VMP-BGP7’' Ot A
CERAIZBRBELRZICE. LI—bZ27ORJLARBEGFTHELIL—FT 12 ITF—=TIICA
VARN=ILTRIMENHYET,
=Rk, AEBGP7OtARICBEAXERFZ T RNZAAXTRZENFTENTVWIHEN
HYVET, chld, 1 VR—NIL—MHHOBRAEEEAZ2—U—2)—7O774)
FEAENEVRY, BERELET,
.BGPI—RNUTZLIRRIS—EBEL., RY RZOT77AINICHEHAEhDRY RRDD—
IIN—=TI_BRITZIBENfBYVET, chNBERAThBZVEE, BGPTOEARK RS Y FT
ANELEhEL A,
MEPEPG/BDA'L30utE R UVRFIZH 2 5HE., AFI—NEFER T2 - ICAIEPG/BDIC HEK
Dk, LEED3IODOFIELTTT,

L=RBBLL—F A2 ITF—TLCA2VARN=IENET

CDFHE, BL103E104THEE TR HLEN HB AL —BNIF172.16.20.1/32T T,

| eaf 103# show ip route 172.16.20.1 vrf Prod:Vrfl
I P Route Table for VRF "Prod: Vrf1l"

"*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]' denotes [preference/netric]

"% in via output denotes VRF

172.16. 20. 1/ 32, ubest/nbest: 1/0
*via 10.10.34.3, vlan347, [110/20], 00:06:29, ospf-default, type-2

OSPFZBL TEBENLEIL—RMFN—TFT 12 IT7—TILIRMENTVR ZERBHSH T,
ChARTENBWVWEERE., H<07ONILZ#EL. BEERATYTLTVSD L Z2H#R
LET. L—hPBGPICBEAEDBEAI—IIY TR, "A2R—b, BEHEA R
—ONL—K7O77A4LEFEAEATVWEV L 2L 2%, BGPEEAANOAIBZ7ONIIL
CEAThIIIL—KIYTZRFANDETHERBTEE T, AOINY RZZEL TS EE L,

| eaf 103# show bgp process vrf Prod:Vrfl
I nformation regarding configured VRFs:

BGP Information for VRF Prod: Vrfl

VRF Type . System
VRF |Id . 85

VRF state . UP



VRF confi gured :yes

VRF ref count 1

VRF VNI D © 2392068
Router-1D : 10.0.0.3
Configured Router-1D : 10.0.0.3
Confed-1D 0
Cluster-1D 0.0.0.0

MSI TE Cluster-1D 0.0.0.0

No. of configured peers 1

No. of pending config peers 0

No. of established peers 1

VRF RD : 101: 2392068
VRF EVPN RD : 101: 2392068

Redi stri bution
direct, route-map pernit-all
static, route-map inp-ctx-bgp-st-interleak-2392068
ospf, route-map pernit-all
coop, route-map exp-ctx-st-2392068
eigrp, route-map permt-all

C Tk, Tpermit-ally Ll— KXY 7HOSPFA SBGPADBEMICEAEThTVE LA/ DA
WET, ChEF72ILERTT, CCH S5, BLZHERL., BGPASKEE N ZO—HNILI—KE
FIVIOTEET,

a-| eaf 101# show bgp ipv4 unicast 172.16.20.1/32 vrf Prod:Vrfl
BGP routing table information for VRF Prod: Vrfl, address famly |Pv4 Unicast
BGP routing table entry for 172.16.20.1/32, version 25 dest ptr Oxa6f25ad0
Pat hs: (2 avail able, best #2)
Fl ags: (0x80c0002 00000000) on xmt-list, is not in urib, exported

vpn: version 16316, (0x100002) on xmt-1list
Mul ti pat h: eBGP i BGP

Advertised path-id 1, VPN AF advertised path-id 1
Path type: redist 0x408 Ox1 ref O adv path ref 2, path is valid, is best path
AS- Path: NONE, path locally originated
0.0.0.0 (nmetric 0) from0.0.0.0 (10.0.0.3)
Oigin inconplete, MED 20, |ocal pref 100, weight 32768
Ext communi ty:
RT: 65001: 2392068
VNI D: 2392068
COST: pre- best pat h: 162: 110

VRF advertise information:
Path-id 1 not advertised to any peer

VPN AF advertise infornation:
Path-id 1 advertised to peers:

10. 0. 64. 64 10.0.72. 66
Path-id 2 not advertised to any peer

LEOMATE, 0.0.0008O—NLTHEENTVHIEERLTVET., 7R/NZAX
EhBEFOURANE, L—RUTLORELTHBETET 7T UY TROR/A >/ — K
<7,

HNEBU—T7TnIL— b OFERE



BLI&Z. VPNV4BGP7 RLATZ7Z7IUENLTANAV /—RIZCTFRNZAXTDHENHVYE

To ANA2V/—RE, VRFABAEhTWAHIXNTOU—T /—RICANA> /—RZ2T RN\
BARXTRIBENFHYET (L—PIREOBVHICHTREVET ), chs5OU—T/—RD
W3 hH T "show bgp vpnv4 unicast <route> vrf overlay-1; ZE1TL. VPN4ICH D Z & ZHERR
LET

ROOAX RZFEAL T, AU —T7 DI — N ZRELE T,

| eaf 101# show ip route 172.16.20.1 vrf Prod:Vrfl
I P Route Table for VRF "Prod: Vrf1l"

"*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]"' denotes [preference/netric]

"% in via output denotes VRF

172. 16. 20. 1/ 32, ubest/nbest: 2/0
*via 10.0.72. 64%verl ay-1, [200/20], 00:21:24, bgp-65001, internal, tag 65001
recursive next hop: 10.0.72.64/32%verl ay-1
*via 10.0.72.67%verl ay-1, [200/20], 00:21:24, bgp-65001, internal, tag 65001
recursive next hop: 10.0.72.67/32%verl ay-1

LREROHENTE, L—HNEIBGPZBLUTEEFENTHY ., RTVARKY TIXBLOYE
TEP(PTEP)TH 2 ZEN HVET,

| eaf 101# acidiag fnvread
ID Pod I D Narne Serial Nunmber | P Addr ess Rol e State
Last UpdMvsgl d

103 1 a-l eaf 101 FDO20160TPS 10.0.72.67/32 | eaf
active 0
104 1 a- | eaf 103 FDC20160TQD 10.0.72. 64/ 32 | eaf

active 0
ABL—NORNSTN21—=F42T2FUF
cOFIAFATR, ARV —7(10NRAHIL—FZZEFELTVEREA,
WOENDKRSIC, FTERZHERLTLKEEV, RO z2®RBLET,
N—=—T4277OR N OBERRABLETTY 7L TVET,
-BGPIL—KNUTZLORRII =@, RY RRU—TI)I—TERY R7OT77AIILICERE
nxy,
LEROEBEENTELVEEE. BEOREOFMEHZRICRLET,
EAShBFEA: AU —7 CVRFABAEhTLEW
COFE. BER., ABIL—IHFFEENBZAB)—TICVY—ANFEAENEEPGH BV &
THo e, BIVVAVER—TIAATOIKRBES NEBH/NANA Y R, FEEBNERS
T7AIUFBREEABVF TN RE—RVMMREEPGO AN FEET D ENRERTH S AIEE
MEAHYET,

L30ut VRFIEHEB — 7 IZEAEThTWAEWVLLEZ® ( AERYJ—7 T Tshow vrfy ZfEAL THEE



). REU—TEFEVPNv4A SBGPIL—hZE A R—BRMLEEA,
CORBEZMRTBDICE, AU —7 DOL3OUut VRFRICU Y —RAZBATEIUREN HVET,
EZSNBIFRE : - PARBOAR—MFERAEATLET

BRLEKSIZ, /1 VAR—RNIL—NEIHOBEBRNAEMCE2>TWVWSIHEES, L3OutiE BRI IZEFT
ENEABIL—FNOEEZFANET, BE, COMEKT—TIIVTELTEEETIET,
F—7IX v 7k, ZORIIRBEEBDODIN—FT A ITF—TILOBINETS D, IL—F
10 T—TIHRNOABRICOKFELET,

RO HE AT, Import Route-Control A BMICE 2 TVETH, BRWICEFAEhEZIL—NEHY)
Ft A, LSARROSPFF—RZR—RAILHYETH, BLOIL—FT 12 I9F7—7IILNICEBEELHEVC
EWEBELTLSEEL,

| eaf 103# vsh -c "show ip ospf database external 172.16.20.1 vrf Prod:Vrfl"
OSPF Router with ID (10.0.0.3) (Process |ID default VRF Prod: Vrfl)

Type-5 AS External Link States

Link ID ADV Rout er Age Seq# Checksum Tag
172.16.20.1 10.0.0. 134 455 0x80000003 0xb9a0 0

| eaf 103# show ip route 172.16.20.1 vrf Prod:Vrfl
I P Route Table for VRF "Prod: Vrf1l"

"*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]' denotes [preference/netric]

"% in via output denotes VRF

Rout e not found

R, COBEZBIZERBILTVRREA VAR —ILENATVERT—TIIVTZEZRLET,

| eaf 103# show ip ospf vrf Prod:Vrfl

Routing Process default with 1D 10.0.0.3 VRF Prod: Vrf1l
Stateful H gh Availability enabl ed

Supports only single TOS(TOS0) routes

Supports opaque LSA

Tabl e-map usi ng rout e-map exp-ct x-2392068- deny-ext ernal -tag
Redi stributing External Routes from.

| eaf 103# show route-map exp-ctx-2392068-deny-external-tag
rout e- map exp-ct x-2392068- deny- ext ernal -tag, deny, sequence 1
Mat ch cl auses:
tag: 4294967295
Set cl auses:
rout e- map exp-ctx-2392068- deny-external -tag, deny, sequence 19999
Mat ch cl auses:
ospf-area: 0.0.0.100
Set cl auses:

COLOUWCREEENTVWAIVTTHBIIUTI00THEELEEDOR., COT—TIIYTICL
DTHRERNICEREND 2O, L—TFT12IT7—TLNCRAVARN=IEnFELEA,



CORBEZERTSIZIE,. "Import Route Control Subnety 759 &R L THAIPEPGHOH T X
YREERTDIN, I VAN=INTBTLTAYVIORE—HITBDAAR—NIL—ZTOT77414)
EERTIBENHYET,

- EIGRPTE A 2V AR— REHIAHYR—FERh TV VI EIFERLTEE W,

- &z, BGPOBE. 1 VR— NABIEBGPRAN—ICBRAE DA NIV RIL—KI YT
ELTREEINET, ChZBRBIBZDHFEOFHMICOVWTE., "BGPIL—KT RNZ AL XX
Yo T ROV IVESRBLUTLSEEZ W,

EAShBRA: A2 2—V—07A77ALFEAEThTVS
A2B—)=U)—K7TO7 7 1)LIE. EIGRPE & TOSPF L3OUtTHAE 1, IGPH SBGPIC

HEMAEADPHNBEZHETEDLSICTRHELZANELTVEY, &z, BGP7RUE1I—K
DREBZEDR)S—DERAEAETT,

A=V —=00I—rTAT77AIUHFBEVEE, IXNTOIL— M BEERNICBGPICA > R—b
EThET,

A22—=)=00WVIL—K7O774):

| eaf 103# show bgp process vrf Prod:Vrfl
I nformation regarding configured VRFs:

BGP Information for VRF Prod: Vrfl

VRF Type . System
VRF | d : 85

VRF state : UP

VRF confi gured . yes

VRF ref count 1

VRF VNI D : 2392068
Router-1D : 10.0.0.3
Configured Router-1D : 10.0.0.3
Confed-1D 0
Cluster-1D : 0.0.0.0
MSI TE Cluster-1D : 0.0.0.0
No. of configured peers 1

No. of pending config peers 0

No. of established peers 1

VRF RD

: 101: 2392068

VRF EVPN RD : 101: 2392068
Peers Acti ve- peers Rout es Pat hs Net wor ks Aggr egat es
1 1 7 11 0 0

Redi stri bution
direct, route-nmap permt-all
static, route-nmap inp-ctx-bgp-st-interleak-2392068
ospf, route-map pernmit-all
coop, route-map exp-ctx-st-2392068
eigrp, route-map pernit-all

A22—)—=O)— 7O7 74N ZFEATIEE :

a-| eaf 103# show bgp process vrf Prod:Vrfl



I nformation regarding configured VRFs:

BGP I nformation for VRF Prod: Vrfl

VRF Type : System
VRF | d : 85

VRF state : UP

VRF confi gured :yes

VRF ref count 1

VRF VNI D © 2392068
Router-1D : 10.0.0.3
Configured Router-1D : 10.0.0.3
Confed-1D 0
Cluster-1D : 0.0.0.0
MSI TE Cluster-1D : 0.0.0.0
No. of configured peers 1

No. of pending config peers 0

No. of established peers 1

VRF RD : 101: 2392068

VRF EVPN RD : 101: 2392068

Redi stri bution
direct, route-map pernit-all
static, route-map inp-ctx-bgp-st-interleak-2392068
ospf, route-map inp-ctx-proto-interleak-2392068
coop, route-map exp-ctx-st-2392068
eigrp, route-map permt-all

LROBARTENEIL—IIYT TR, REENLAEX—U—0707 7 A THRHIC—
HIBEDLETNFHFATEINET, AEIL—MHF—HLBWEE, BCGPILBEAEhEHA,

NZ22y NL—BME&ED—o 70—

COEIZIVTRE, HBL0UHLSDIL—RABIOLIOUWICT RNZA XENDFEICODVTEH
BALET, £, LOUWICEEREENERAZT AV IIL—KRET RNEZAXITIHBEN HBD>
FTUOFCOVTEHALE T, BEOTORINICEITZIEREEINTTRAEL, ACITOR
KFEEEeRFILET, COBKTE, VRFEIOKZ DY ML—FT1 27 ITbhEL A,
COTFIATRE, ROMRODEZFEALET,

hikL—7T 1> 7 hROD



Spinel Spine2
BGP RR BGP RR

BGP AS 65001

Leaf4 RID
10.0.0.4

Leaf3 RID
10.0.0.3

Leaf2 RID
10.0.0.2

Leaf1
Server Leaf

1l see

172.16.30.1/32 172.16.20.1/32

172.16.20.1Z20SPFA 5% F L. EIGRPIZZ RNZAXTBHEOFLARIIN7O0—-&., 7O0EA
2HEORABLIONT TN 1—F 14T F VAR RICHBLET,

172.16.20.1)L— N ZEIGRPIZ7 RNRA XFBIZE, KOVThHLA EZRETIHEN HVET,

T RNBALAXTBHT XY ME, TExport Route-Control Subnety, 75 % %M L TEIGRP
L3OUtTERTEEXT, "BE, I3 VTHALLERSIE, COTTTRRELCHMEIL—
FTAVIILERE N, TOLOUWA ST RNRA XTEIUENHZHTRYNEERLET

. 0.0.0.0/0%5&E L. [Aggregate Export]&[Export Route Control Subnet)|® 5 Zi#IRL £ 9,
SRV, 0.0.0.008 KT &Y M (R Ematch anyTH D ) TRNTOTLTAv Y
AC—FHI2AB7ORINICEBRAIDLEODOIIL—KIY THIERENE T, 0.0.0.0/05

"Aggregate Exporty £ EEICFERAENBBEE. AXTAVYIIL—MNIBEAIC—HLEE
ho chlE, PRNZAAXTXRETHVBDIL—REB>TT RNZAAXTD e zZH<ED
<9,

REBIC, TRNZAXTBDTLTAVIRE—BITBRTIVAR—NIL—KTOT77 M) &4
BMTEET, COREEFEATDE, 0.0.0.00040DTL 714y U REFALT T
Aggregate; A7 IV ERBRETEET,

FEROBRETEH., NSFUZYRNIL—KNFTRNZLAXENETITHN, F—FTL—2KFT749 9
ND70—Z2FATREFIVTFARI—ZRETIHLEN HYET, EPGHSEPGADERFE
BEIC. RZT714YINFAEhBHICENERESSBEN HYET,

FTHEEPGOAZL Y T Y Ny B#EFED>EELEAHY T XY N2EUVRFICRET R &

FTEEBA, BETDEHE., HY7RY NE0.0.00KYEEHENTHIVEN HYYET, I
—RNEZETHL0UICTHLTDH, "HIEPGONRH T XY N ZRETBDENEE
TFo COI—RETRNZAXTEIHBEN HBDL30utTIE, ChZERELBEVTLSEZV

[¢]

T, INTORZUDYRNIL—MIRBEODVRFEIANVWTVWR L ZEBMRIDEELEET



To T7FIRNTR., CORTF4294967295CT T, IL—KRTRUS—F, [Tenant] >
[Networking] > [Protocols] > [Route-Tag:

M—hEIRIS—
dsco APIC - Q O O ©

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

ALL TENANTS | AddTenant | Tenant Search: | common | RD-L2 | Pred| SJ_DC | DC

Protocol - Route Tag 0 o
= L4-L7 Policy-Based Red. B

B L4-L7 Policy-Based Red. O £ R~
B L4-L7 Redirect Health G.. + Name Tag Description

ﬁ L4-L7 Service EPG Policy nonDefaultName 11111

= MLD Snoop

= Match Rules

= ND Interface

[ ND RA Prefix

[ OSPF

= PM

B Route Maps for BGP Da...
= Route Maps for Multicast

= Route Tag

E nonDefaultName

= SetRules

= Troubleshooting Page 1 of 1 Objects Per Page: 15 Displaying Objects 1 - 10f 1

K, SOI—KRETRVZ—HFVRFICERAENET.,. COXTOBNR. EXNICIL—T %
ZETT. COIL—KETE, RZUDY RMIL—KHFL3OUA ST RNZRAXEhTRELD
EEIZHEAETNET, ChSDII—MFREUIL—KERITEFENDE, TOII—FEREESH
x9,

IL—BNHFOSPFEHTREMABLICSS L ERELET

BEOEIZADVERKRIE, BUICRNCELVWI— KN ZZETI2XEN HBBLZHELET,

| eaf 103# show ip route 172.16.20.1 vrf Prod:Vrfl
I P Route Table for VRF "Prod: Vrf1l"

"*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]' denotes [preference/netric]

"% in via output denotes VRF

172.16. 20. 1/ 32, ubest/nbest: 1/0
*via 10.10.34.3, vlan347, [110/20], 01:25:30, ospf-default, type-2

CCTRE, PTRNZAZ2JL30uth ( FAROD EEHRIC ) BRBBBLEICHD ERELET (&
ND>FI)ATRE., AUBLEOEZICHDHZEHALET ),

N—bHFZEROSPFBLOBGPICH A L EZRRBLET

OSPFIL— KN EZAZEIGRPIL—ZRICT RNZRAXFTBICE., IL—bEZEROOSPF BLOBGPIC
TFRNZAXTEDUENHY)ET,



| eaf 103# show bgp ipv4 unicast 172.16.20.1/32 vrf Prod:Vrfl
BGP routing table information for VRF Prod: Vrfl, address famly |Pv4 Unicast
BGP routing table entry for 172.16.20.1/32, version 30 dest ptr Oxa6f25ad0
Pat hs: (2 avail able, best #1)
Fl ags: (0x80c0002 00000000) on xmt-list, is not in urib, exported

vpn: version 17206, (0x100002) on xmt-1list
Mul ti pat h: eBGP i BGP

Advertised path-id 1, VPN AF advertised path-id 1
Path type: redist 0x408 Ox1 ref O adv path ref 2, path is valid, is best path
AS- Path: NONE, path locally originated
0.0.0.0 (nmetric 0) from0.0.0.0 (10.0.0.3)
Oigin inconplete, MED 20, |ocal pref 100, weight 32768
Ext communi ty:
RT: 65001: 2392068
VNI D: 2392068
COST: pre- best pat h: 162: 110

VRF advertise information:
Path-id 1 not advertised to any peer

VPN AF advertise infornation:
Path-id 1 advertised to peers:

10. 0. 64. 64 10.0.72. 66
Path-id 2 not advertised to any peer

IL—KEBGPIZH V) EXT,
AVARN=NENATVWBIIL—MET RNXRA XTBEIGRPBLEZHRELFY

| eaf 102# show ip route 172.16.20.1 vrf Prod:Vrfl
I P Route Table for VRF "Prod: Vrf1l"

"*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]' denotes [preference/netric]

"% in via output denotes VRF

172.16. 20. 1/ 32, ubest/nbest: 2/0
*via 10.0.72.67%verl ay-1, [200/20], 00:56:46, bgp-65001, internal, tag 65001
recursive next hop: 10.0.72.67/32%verl ay-1
*via 10.0.72. 64%verl ay-1, [200/20], 00:56:46, bgp-65001, internal, tag 65001
recursive next hop: 10.0.72.64/32%verl ay-1

chid, REAOER)—T7 /—REBIA—N—LARXRIANKYTZEALTIIL—TFT127
T—7T LAV AR=ILENET,

| eaf 102# acidiag fnvread

1D Pod I D Nane Serial Nunber | P Address Rol e State
Last UpdMsgl d

103 1 a-l eaf 101 FDO20160TPS 10.0.72.67/ 32 | eaf
active 0
104 1 a- |l eaf 103 FDO20160TQO 10.0.72.64/ 32 | eaf

active 0



LW—KRHFBLTF RNRAXENTVRCLEZRRBELETY

HREE YT XY NI TExport Route Control Subnety 75 A REE N AER, JL—NIEBL
102I2K 2T RNZLAXENFET,

L—bHEBEOT O AR—bH

External EPG Instance Profile - instP 0
Policy Operational Stats Health Faults History
General Contracts Subject Labels EPG Labels
I

&D 0+ %

Aggregate

Pisrrant Suctarm Tima: M1 0=10=N7T1824 1ITF=NA-N

ROIAI > RZEFEAL T, Z® TExport Route Controly 757 DERE L TERENDIL—KY
V7 ERRLET,

| eaf 102# show ip eigrp vrf Prod:Vrfl
I P-EIGRP AS 101 ID 10.0.0.2 VRF Prod: Vrf1l
Process-tag: default
I nstance Number: 1
Status: running
Aut henti cati on node: none
Aut henti cati on key-chain: none
Metric weights: Kl=1 K2=0 K3=1 K4=0 K5=0
metric version: 32bit
IP proto: 88 Milticast group: 224.0.0.10
Int distance: 90 Ext distance: 170
Max paths: 8
Active Interval: 3 mnute(s)
Nurmber of EIGRP interfaces: 1 (0 | oopbacks)
Nurmber of EI GRP passive interfaces: 0
Nunmber of ElIGRP peers: 1
Redi stri buti ng:
static route-map exp-ctx-st-2392068
ospf-default route-map exp-ctx-proto-2392068
direct route-nmap exp-ctx-st-2392068
coop route-map exp-ctx-st-2392068
bgp- 65001 route-map exp-ctx-proto-2392068

'BGP > EIGRPEHEf1 #FTICE. I— NIV T E2FAXNET, 2L, RExXZ7ORNILY



OSPF, EIGRP, BGPOWThTH>TE, I— MY THARRUTHIBENHYVET, A
274V I)—KE. BIOIL—KYY T THBEENET,

| eaf 102# show route-map exp-ctx-proto-2392068
rout e- map exp-ct x-proto-2392068, permt, sequence 15801
Mat ch cl auses:
ip address prefix-lists: |Pv4-proto32771-2392068-exc-ext-inferred-export-dst
i pv6 address prefix-lists: |IPv6-deny-al
Set cl auses:
tag 4294967295

a-| eaf 102# show ip prefix-list IPv4-proto32771-2392068-exc-ext-inferred-export-dst
ip prefix-list |Pv4-proto32771-2392068-exc-ext-inferred-export-dst: 1 entries
seq 1 permt 172.16.20.1/32

FROBATE., VRFRINZOTL 74 Y DRICEREE N, JL—7BHLEAIC TExport Route
Control; THREE MY T XY MABERHIC—HLTVWET,

BLORBRET RNEASVIRODNZ DY NL—T42TJBEAUTY

BIRLIZLSIC, BEBLET RNRADVIBLAELBDHEE. BGPEEALTI7 77U Y UK
HTIL—RNET7 RNZAXTRIHBENFHET, BLARALUEZSE., V-7 LO7O0RIILETEE
WELEIT RNZAAXY NZEEETTEEXRT,

RIZ, COREFECOVWTHEICHALET,

-BAUU—7LD2ONO0OSPF LIOUMDO RZU DY NIL—F 12T : L—NF RINZRL XX
Na&. OSPF7OALARNICERAEND TTUT74I)NZ, ICk>2THAENET, IL—
NEBRATEESIUTZETT RNZRAXEhDEH, TJT700OL30utE!)—7 EICERM
FTRIMBENHBYVET, 71N RVARNZERTTBICE. "show ip ospf vif <name>, Z A
L&E9. Mshow route-map <filter name>, ZFEAL T, 71 ILZORNBEXRRLET,

-BAUJ—7 EOOSPFEEIGRP LOUtAND R Z > DY NL—F 42T : L— MNP RIXZA4 X
X NE. Tshowip ospfys KU Tshowip eigrpy THERTESIHEMIL—MIYTICK?
THHENET, BIUBLLEICERDOOSPF LIOUNEETIHE. TS DOSPF L30Ut®
—HEGCBREAITIHE—DFEEF., AN ARTELENSSATHY) . "Send
redistributed LSAs into NSSA areay A& THY) . ABLSAZFFALBEWVEE T,

-@AUV—7 LOOSPFE=REIGRPEBGPOBD RZ Y NIL—FT 42T  IGPADIIL—b
T RNZBAZXX N, BEBIL—KMIYTICK>THBAENET, BGPADIL—KFT7 RN
BAAXNE, W—RNEEEITIVEN HBBCPRAN—ICEBERAENDREIL—NT
YTICE 2 THIAENET, ik, show bgp ipv4 unicast neighbor <neighbor address>
vrf <name> | grep Outbound',

-BAUVU—=7LD2O0OBGP BOUtMO RS> IY RL—FT 12T : IXRTOTFT RNZRA XX
M. L—RDOREFEEBDbgpRAN—ICEEBEAEThDIL—MIVTILL>THIEEhE
I, <hlk. Tshow bgp ipv4 unicast neighbor <neighbor address> vrf <name> | grep
Outbound',

FRIL—FTATORNTTNDA—F AT FVAHNT DY MIL—NFTF RNZLXE
=z

CORNZTNZA—=FT 42T F VAT, —HDOL3OUDY S DLIOUtICIEFENBZVLSIC



FEIIVLENBBDIL—MNEEIET,
WO2ED&LSIZ. ACIEENRHZRDAICERZHBL TLEEL,

ORI OBEEBREBIENATVERTH,
CACIF T RNRAXTBIL—RE, TEZEABTORILASEBELEEDTT A,
- BGPOFE., MSHOBGPEMARRTNANA ROYFENTVETH, (as-pathx& ),
- FEAIL3OUtIEFOSPFF—AZAXR—A, EIGRP RO T—7 ), £EEFBGPT—7IIICEEL
£IH
-BGPIL—KUTZLO2&ZRII—F, RY RZ7OT77ANICEBAEhDRY RRUS—T)L—
TICEAEShETH,
IRTOEAXRTORIILRBRIENELLKREESNTVRES., TRAZRAAXAEhTVWEWRNS VD
YRNIL—KDZOMO—BHBERERRAZXRICRALET,

EAXAShBKE : OSPFTUFO0BEL

FEEZIANROPICAULR—F—U—T7LEDO2DMOSP LIOUAEENRTVSRHE, 5T
DTASBIOITVFICIL—RET RNRAXTBICE, TUTONFMBETT, FHEICOVTR, £
20 "AUY—7ED2D2MOSPF L3OUtEN ~Z> Y NIL—FT 120 OEBZZRLTLE
=W,

EZZS5h3FEHE : OSPFTVFRARXT L ENSSATH B
Chik, OSPF L30utH, AZLSAZ T RNZAXTBDEDICERETNTVAREVWVART £
NSSATU 7 THREETCNTWVWRBEICHKELET., OSPFTIE, AZBLSANAZTITUTICT RN

RARXRENDEWEHY) FE A, [Send Redistributed LSAs into NSSA Area] ' 1BIRE TV 35
B, NSSATUTFIZT7 RNRAXENET,

FRL—TFTAITONTTN1—=F AT FVF#2NTO DY M- NFEEEhEV
COFI)FOEERE, ACILIOUICK > TP RNRLAEN—FBOIL— KA BIOL3OUtTESE
ENBVWIETT, COTFUAE, LOUA2DONDELRZD 777U YIICHY), ABIL—RIZ&K
DTERENATVEEE, TLERLOUMAELBVRFICHY ., L—RFATBIL—RICL2T
VRFEITEE N TVWRHZEICERATERY,

EZAS5h2FA : EBOVRFTRAUIL—ZIDEZEAL TBLAREBENTVS

REDEHI/NSE, BULVRFATI—RIDZERIZI LR TERRA, LEL, BERE, 200
VRFABUIL—FT A I7ORJRXADVICEBEEATOWEVRY . EX3VRFTEUIIL—X
DEFEALTEBVEEA,

RORRODICOVWTERET,

B—QVRFERFDATBIL—2 : PSPV NL—BMFEEEAAN



m Leaf2 Router ID is
10.0.0.2 in both VRF1
and VRF2

OSPF

OSPF Peering - VRF1
OSPF Peering - VRF2

=

External Router with single VRF

CCTOEEER, ACIU—T7HFBEEDIL—ZIDEFDLSAZZELTLVBRE2REBL., TOER
LSAN'OSPFF—AXR—AICA VA RN=)EhBEVW_ETT,

£, VPCRT7TRIUREN RS NEBEE, — O —F TRELSAN MG ICENS K THIBRE
hET, EEXE. IL—RIF., VRFZEFDVPCET7HSNDLSAE, fEOVRFTRESNEREL /
— R (AUIL—ZID) H»SDOLSAEEEL £ T,

COREBEBRTDICE. LIOUHNRESNTVSEZEVRFRT, /—RICERZ S —ZEDOrouter-idh”
MEENTVWACEZHRETILEN HYET,

EZZ25n3FEHR : BUVRFRIT & BN 77 7VY VTREETNEIDDACIZZPTUYIRD
120OL30utA 50—~

ACIOF7#)ILNDII—KRETEE, ZELBVRYEICEALUTT. T7FINOVRFET%2EE
B9, HBAVRFELIZACIZZTUYID1DNOL30utA SBIOVRFELEEFACIZZTUYHO®
BIOLIOUWZIIL—RA T RNZAXENEBE, L—NEZEBLICK 2T ROYFENET,

COZFTIFOBREE, ACIDBVRFIC—EDIL—KRIRIS—ZEATHETT,

FRIL—TFT A ITNSTNS1—FT 42T FIAH3 : L — N FHETTF RNZAXEh
%

COZFIFE, FRIIL—BFTRNZAXENDEZERLTLWEVLIOUMD, ST RINZ A
AEhBHEEICRELET,

EZ25h3REA : 'Aggregate Export' T 00.0.0.0/0 i F

&7 %Y NA TExport Route Control Subnets & TAggregate Exporty & L T0.0.0.0/0&
LTEREETNTVRHE. £RE LT "match all redistribution route-maps A4 > AK—)L&h

£¥9, cDIFE., OSPF, EIGRP, F¥iEBGPEBL TEEBENEBLEOIXNTOI—NE,
NAREENTVBLI0UA ST RNZSARENET,

EWNIVAR—NOBRELTU—TICRBRAENBIL—KIYTZRICRLET,

| eaf 102# show ip eigrp vrf Prod:Vrfl
IP-EIGRP AS 101 ID 10.0.0.2 VRF Prod: Vrf1l



Process-tag: default
I nstance Number: 1
Status: running
Aut henti cati on node: none
Aut henti cati on key-chai n: none
Metric weights: Kl=1 K2=0 K3=1 K4=0 K5=0
netric version: 32bit
I P proto: 88 Multicast group: 224.0.0.10
Int distance: 90 Ext distance: 170
Max paths: 8
Active Interval: 3 mnute(s)
Nurmber of EIGRP interfaces: 1 (0 | oopbacks)
Nurmber of EI GRP passive interfaces: 0
Nurmber of EIGRP peers: 1
Redi stri buting:
static route-nmap exp-ctx-st-2392068
ospf-default route-map exp-ctx-proto-2392068
direct route-nmap exp-ctx-st-2392068
coop route-map exp-ctx-st-2392068
bgp- 65001 route-map exp-ctx-proto-2392068
Tabl emap: route-map exp-ctx-2392068-deny-external -tag , filter-configured
Graceful -Restart: Enabl ed
St ub- Routi ng: Di sabl ed
NSF converge tine limt/expiries: 120/0
NSF route-hold time linmit/expiries: 240/0
NSF signal time limt/expiries: 20/0
Redi stri buted max-prefix: Disabled
sel f AdvRt Tag: 4294967295
| eaf 102# show rout e- map exp- ct x- prot 0- 2392068
rout e- map exp-ctx-proto-2392068, pernit, sequence 19801
Mat ch cl auses:
ip address prefix-lists: |Pv4-proto32771-2392068-agg- ext-i nferred-export-dst
i pv6 address prefix-lists: |Pv6-deny-all
Set cl auses:
tag 4294967295

| eaf 102# show ip prefix-list IPv4-proto32771-2392068-agg-ext-inferred-export-dst
ip prefix-list |Pv4-proto32771-2392068-agg-ext-inferred-export-dst: 1 entries
seq 1 pernmit 0.0.0.0/0 le 32

Chid, ACBREESEL—F AT L—TOEIOERTT,
A2 NZ 9 BB KTL3OU

L3OutThD 7L 7 1Y D AR—ANDEPG

WEBEPG ( JEL3OUt ) Tld. EFETDpcTagL FBHAEPGDpcTagZBH L RTINS U M HE
AEhEd, XIVVVIOR—RNTEEENENTY NOATEILIEVLANVXLANG, N7 Y K
ZEPGICAEIT D CEIL KR 2T I DpcTagZ B TR -HICEAETNET, MACT RLAFLR
IP7 RLRAZZEBITD LRI, PTORADT LB LVOBEETSHEPG pcTagE L EHICEEFE 1
F£9, pcTagE ZHOBERAOHEMICOVWTE, "EF1UF4RVD—, OEZSRBLTLKESE
L\O

L30utlE, [Tenant] > [Networking] > [L30OUT] > [Networks] > [L3OUT-EPG]I- & % L30ut EPG ( %t
#BEPG ) ZEAL TpcTagZ BB L FTF, L. LIOUWMRNTY RZZDLSBNTY NEL
THRITBDLEHIEVLIANEA 2V Z—T IAAICKFELERBA. KDY, "BRERTL710AR



1 ARTEERTL7A09AYTZYNCEIVWTEENET, LEN ST, L30OUut EPGIF
TLI7AYIAR—AEPGEFHIENET., N7 Y MAHT XY NCETVTL3IOUICoEE D
&, BEOEPGEEHROARIS—HEHRANZ—VICHEVWET,

ROBEE, BEDOL3OUt EPGDpcTagh' GUIRN EZICH B A ZRLTVWET,

L30ut®pcTagh &t

I—Hk, 7L7AYIAR—ADEPGT—T I EZERTIHENHYET, Chik, THE

EPGOATHTZY My Y7 XY NAO—7%2FRALTIPNET, TORI—T2HE 87
ZYRNEYNE, BRBEERRTL 74 9ABELPMT—7IIICINUEZEBMLET, COY
TZYRNE, TOTLTAAICEENBIPTRLAICERAE NDpcTagiEZELE T,

TLT7AYOAR—ADEPGH 7 XY NOLPMT—7I)LIF., XOOAX REFEALTIY—TAA
Y FTRRBTERT,

vsh -c¢ 'show system internal policy-mgr prefix’'

e -

- LPMT—=Z7 LI N DOEBEIEVRFVNIDTS, LY U 7Y 7k, vrf_vnid/src pcTag/dst
pcTagl EICITPIhET,

cBIVRNUE1DDOpcTagZELTVET, TOHER, 2D0OL30ut EPGIE. RIUVRFATE
UCNAIVRORLYTEZY NaFEATEEE A,

. B 7 %Y N0.0.0.0/0FEICHERIZpcTag 152 A LET, TOLESH, BRTEERITH., RV
—EANEEERELICERBLULLTITOSXAENHYET,

LCOT=7IILNREAEAETERATNAET, LOuthsU—T7O—AHNIY RRSARNET, &
ExpcTagk CDT—7 I Z2FEAL TWBEhET, V—T7O—HILIVRRAIHDS
L3OutE T, %EikpcTagl oD T—7 I E2EHAL THBEINET,

- VRFIZ "Policy Control Enforcement Directiony @ TIngress) #8HIFREN & D HE. LPM7 L
749 9AF—7)LIZL30utBLE, L30utE MEHZIFOVRFROIXNTDI—T ALY F
ICFEELET,

Bl1:RBEDTLT 1O RAEHFHD>J)LL30ut



>FV)F : 120OL30ut EPGZ #F Dvrf Prod:VRF1M#E—BGP L30ut, 7L 714 YT A
172.16.1.024 ' NEY — AN SZEETNTVB 2, LIOUtEPGICZEITAIHENHYET,

bdsol - aci 32-1 eaf 3# show ip route 172.16.1.0 vrf Prod:VRF1l
I P Route Table for VRF "Prod: VRF1"

"*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]' denotes [preference/netric]

"% in via output denotes VRF

172.16. 1. 0/ 24, ubest/nbest: 1/0
*via 10.0.0. 134%°r od: VRF1, [20/0], 00:56:14, bgp-132, external, tag 65002
recursive next hop: 10.0.0.134/32%r od: VRF1

£Y., TLI7AYIRT—TIECHTRY REBMLET,
"ABEPGOABY TXY by AO-T#FK OV TXY b

' Create Subnet (2 Yx]

IP Address: [ 172.16.1.0/24]

Name:
scope: [_] Export Route Control Subnet
M External Subnets for the External EPG

[[] shared Route Control Subnet
[] shared Security Import Subnet

aggregate:

Route Control Profile: +

Name Direction

1 tmi L INIRCTS Her Haneas =5

L3OUtDOVRFZRHF DU —TAAYFOTL 74V IAVANDODTOVZI T 2HABLET,



bdsol - aci 32-1 eaf 3# vsh -c ' show system internal policy-mgr prefix ' | egrep "Prod|==|Addr"
Vrf-Vni VRF-1d Table-1d Table-State VRF-Nane Addr
Cl ass Shared Renote Conpl ete

2097154 35 0x23 Up Pr od: VRF1
0.0.0.0/0 15 True True Fal se
2097154 35 0x23 Up Pr od: VRF1

172.16.1.0/ 24 32772 True True Fal se

L30ut EPGMDpcTagldvif A —7"32772 TEREE 1120971547,

Bl2: BBOTL T 1O AZFOE—L3Out

BOPITREATIE, COZFUATRELIOUIBEROTL 71V IRAE2ZEFELTVET, &7
L7AADANGHEENICEETTA, LIOUMTRELEIXNTOTL 71 IRZZTAND
BOATS3aVABYERT (REHCK2>TEBRYET ),

chiEk, 70.0.000, 7L71OATRRTEET,



Subnet - 000010 000
by Fads  Hison

Proeres
PAdfes 00000 :
aldessinask

Soope (] xR Corel S
&mmmmm:
M el e e Eeral %
]t o Cont e
(] s ety Impor St
Aogregat: e oy
[ Agregale ot
() At S o
HﬂﬂﬁﬁﬁﬂMMM
Route Control Prof:

v

Nmg a Diction

o tems have been found.
Select Actons to reate  new tem,




Zhickty), ROpolicy-mgr7’L7 1Y ORTF—T LIV NUFERENET,

bdsol - aci 32-1 eaf 3# vsh -c ' show system internal policy-mgr prefix ' | egrep "Prod|==|Addr"
Vrf-Vni VRF-1d Table-Id Table-State VRF-Nane Addr
Cl ass Shared Renpte Conpl ete

2097154 35 0x23 Up Pr od: VRF1
0.0.0.0/0 15 True True Fal se
2097154 35 0x23 Up Pr od: VRF1

172.16.1.0/24 32772 True True Fal se

0.0.0.0/0IC&IV) H TS NicpcTagldfE15Z AL X TH, 32772k FEAL £FH AL pcTag
15 FHEHRS AT LADpcTagTH ', 0.0.0.000THOXKEAET N, LOUtDINTOTL 7
AIYVIDRE—RTDTVAIRA—RELTHELET,

VRFIZ0.0.0.0/0Z AT % 8 —NDL30ut EPGZ#F DB —DL30uth % 235E . policy-prefixld — &
DEETHY), IXNTZHRIZIFEHELRT7O0-F T,

Pl3a:VRFH O EH DL3OuUt EPG

COTF VAT, ABUVRFIZEHOL3OUt EPGA H V) £T,

E:TLT7AYIOAR—ADEPGHOE RN SIE., KD2DODREEBEZEDLPMAR) > —IZ—2
YILT7AYVIRT—TIIRNIICKRYET,

1. ThEFh1D2DOL30ut EPG%E 22D MOL30ut,

2. 12 ML30ut& 22 ML30uUt EPG
EE55NTFUATE, L3IOut EPGOMRIE2TT, chik, ThENNIME DpcTagL BEY 7
XY RNERODCELAEERLET,

¥ ENDL30OuUt EPGNO I X T DpcTaglk. GUIM[Tenant] > [Operational] > [Resource id] >
[L30Outs]| THRRTEXT

L30Out pcTag D FER2

Stem Tenants Fabric Virtual Networking L4-L7 Services Admin Jperations Apps

L TENANTS | AddTenant | Tenant Search: ¢ ¢ | common | Prod RD-BGP | DC | RD-L2

Summary Dashboard Policy

EPG Name EPG Alias = Class ID Scope




COFVATE, ACIZ7T VY VRATFIL—ZDPSEBOTLT71YIREZELTEY,
L3Out EPGOEZRII XD ESH V) T,

. 172.16.1.0/24 /" L3OUT-EPGIZE|V) YT hTLVE T,
. 172.16.2.0/24 ' L3OUT-EPG2I_E|V) ¥ TS NhTVWET,
- L3OUT-EPGICE|V) HT 5N 7=172.16.0.0/16(172.16.3.024 T L 71 U AZF ¥ Y FF 2 1= d
)o
ChiCcEHLET, BREFRDELSIZERENET,

. L3OUT-EPGICIEH 7 XY N172.16.1.0/24£172.16.0.0/16FH V). MAHDAI—TI& TH\EP
EPGOAZTHTTZY My T,
. L3OUT-EPG2IZ Iz H 7 %Y 8172.16.2.024FH V), AD—7l& "HAZBEPGOAZHHT T Y N
i _C“g-o
BRELT, ZL7AYIRAT—TILIVRNIEROELSICHRYET,

bdsol - aci 32-1 eaf 3# vsh -c 'show system internal policy-mgr prefix' | egrep "Prod|==|Addr"
Vrf-Vni VRF-1d Table-1d Table-State VRF-Nane Addr
Cl ass Shared Renote Conpl ete

2097154 35 0x23 Up Pr od: VRF1
0.0.0.0/0 15 True True Fal se
2097154 35 0x23 Up Pr od: VRF1
172.16.1.0/24 32772 True True Fal se
2097154 35 0x23 Up Pr od: VRF1
172.16.0.0/16 32772 True True Fal se
2097154 35 0x23 Up Pr od: VRF1
172.16.2.0/24 32773 True True Fal se

172.16.2.0/24(¢ pcTag 32773(L3OUT-EPG2)IC ElV) 4TSN, 172.16.0.0/16(32772(L3OUT-
EPG)ICEIY 4TS hET,

SO FIATRE. NM6A—N—FY NFFEIUEPGIZEIV I TSN TV 2%, 172.16.1.0/24D
IKNIBERKTT,

BEHOL3OUt EPGIE, 12 DL3OUtIND T L 74 9ADTIN—TICERZEN %= EATA % H
HELTVWRBEAICKRIEET, XOHITE., EROLIOUEPGTIA NI RMFEDKS IZH
BEITBNEHBPLET,

Hi3b: RO F RBZDHEBDOL3OUt EPG
COIFIFIZE, ROBRENEENTVET,

- ICMPEFAFFAIENBICMPO NZ T K,
. TCPFE%ER—RNBOD K ZFFRAITHHTTPOA RZ U K,
. EPG1(pcTag 32770)kk. L3OUT-EPG(pcTag 32772)(c & » THEE W BHTTPOY RS 4 K
ERHELET,
. EPG2(pcTag 32771)l&. L3OUT-EPG2(pcTag 32773)Ic &k 2 THEE NBICMPI KRS U K
ZRMLUET,
AOHlER Upolicymgr7’L 7 4 Y O AZFEALE T,



. L3OUT-EPG®M172.16.1.0/24l&, EPGINOHTTPZF AT B MLENHYET
- L3OUT-EPG2M172.16.2.0/24|d, EPG2ADICMPZFFAI T2 HENf BV ET
policy-mgr prefix# & T*zoning-rules:

bdsol - aci 32-1 eaf 3# vsh -c ' show system internal policy-mgr prefix ' | egrep "Prod|==|Addr"
Vrf-Vni VRF-1d Table-Id Table-State VRF- Nane Addr
Cl ass Shared Renpte Conplete

2097154 35 0x23 Up Prod: VRF1
0.0.0.0/0 15 True True Fal se
2097154 35 0x23 Up Prod: VRF1
172.16.1.0/24 32772 True True Fal se
2097154 35 0x23 Up Prod: VRF1
172.16.0.0/ 16 32772 True True Fal se
2097154 35 0x23 Up Prod: VRF1
172.16.2.0/24 32773 True True Fal se

bdsol - aci 32-| eaf 3# show zoning-rule scope 2097154

[ SR Fomm e m - - Fomm e e - - - [ SR, S [ R [ SR B [ R, +-
_____________________ +

| Rule ID| SrcEPG| DstEPG | FilterlD | Dir | operSt | Scope | Nane | Action |
Priority |

[ SR Fomm e m - - Fomm e e - - - [ SR, S [ R [ SR B [ R, +-
_____________________ +

| 4326 | 0 | 0 | inplicit | uni-dir | enabled | 2097154 | | deny, | og |
any_any_any(21) |

| 4335 | 0 | 16387 | inplicit | uni-dir | enabled | 2097154 | | permt |
any_dest _any(16) |

| 4334 | 0 | 0 | inplarp | uni-dir | enabled | 2097154 | | permt |
any_any_filter(17) |

| 4333 | 0 | 15 | implicit | uni -dir | enabled | 2097154 | | deny,log |
any_vrf_any_deny(22) |

| 4332 | 0 | 16386 | inplicit | uni-dir | enabled | 2097154 | | permt |
any_dest _any(16) |

| 4342 | 32771 | 32773 | 5 | uni-dir-ignore | enabled | 2097154 | ICW | permt |
fully_qual (7) |

| 4343 | 32773 | 32771 | 5 | bi-dir | enabled | 2097154 | ICMP | permt |
fully_qual (7) |

| 4340 | 32770 | 32772 | 38 | uni -dir | enabled | 2097154 | HTTP | permt |
fully_qual (7) |

| 4338 | 32772 | 32770 | 37 | uni -dir | enabled | 2097154 | HTTP | permt |
fully_qual (7) |

[ SR Fomm e m - - Fomm e e - - - [ SR, S [ R [ SR B [ R, +-
_____________________ +

fTriageZEAL EF—RNAREE - RV —C&>THFAEhD 70—

ABZRY NT—2D172.16.2.1 EEPG20192.168.3. 1D QICMP 7 O —Tld, fTriageZ AL T
JO0—ZRHBB RPN TEET, COB/E, RZT71VINFThsOVThNICADAREMD
HdEH, U—TAAYF103&£104D @5 TfTriageZBBARL £ T,

adm n@pi cl: ~> ftriage route -ii LEAF:103,104 -sip 172.16.2.1 -dip 192.168.3.1

fTriage Status: {"dbgFtriage": {"attributes": {"operState": "InProgress", "pid": "14454",
"apicld": "1", "id": "0"}}}

Starting ftriage



Log file name for the current
2019-10-02 22:30: 41,874 I NFO
-dip 192.168.3.1

run is: ftlog_2019-10-02-22-30-41-871.txt
/[controller/bin/ftriage route -ii LEAF:103,104 -sip 172.16.2.1

2019-10- 02 22:31: 28,868 | NFO ftriage: mai n: 1165 I nvoking ftriage with default password
and default usernamne: apic#fall back\\adm n

2019-10- 02 22:32: 15,076 | NFO ftriage: mai n: 839 L3 packet Seen on bdsol - aci 32-1eaf 3
Ingress: Ethl/12 (Pol) Egress: Ethl/12 (Pol) Vnid: 11365

2019-10- 02 22:32: 15,295 I NFO ftriage: mai n: 242 ingress encap string vlan-2551
2019-10- 02 22:32:17,839 I NFO ftriage: mai n: 271 Building ingress BD(s), Ctx

2019-10- 02 22:32: 20,583 I NFO ftriage: mai n: 294 I ngress BD(s) Prod: VRF1: | 3out-BGP: vl an-
2551

2019-10- 02 22:32: 20,584 | NFO ftriage: mai n: 301 I ngress Ctx: Prod: VRF1

2019-10- 02 22:32: 20,693 I NFO ftriage: pktrec: 490 bdsol -aci 32-1eaf3: Coll ecting transient
| osses snapshot for LC nodule: 1

2019-10- 02 22:32:38,933 I NFO ftriage: nxos: 1404 bdsol - aci 32-1eaf 3: nxos matching rule
id: 4343 scope: 34 filter:5

2019-10- 02 22:32:39,931 I NFO ftriage: mai n: 522 Conput ed egress encap string vl an-2502
2019-10- 02 22:32:39,933 I NFO ftriage: mai n: 313 Buil di ng egress BD(s), Ctx

2019-10- 02 22:32:41,796 | NFO ftriage: mai n: 331 Egress Ctx Prod: VRF1

2019-10- 02 22:32:41,796 | NFO ftriage: mai n: 332 Egress BD(s): Prod: BD2

2019-10- 02 22:32:48,636 | NFO ftriage: main: 933 SIP 172.16.2.1 DIP 192.168.3.1
2019-10- 02 22:32:48,637 | NFO ftriage: unicast:973 bdsol-aci32-leaf3: <- is ingress node
2019-10-02 22:32:51, 257 | NFO ftriage: unicast: 1202 bdsol -aci 32-1eaf3: Dst EP is |oca
2019-10- 02 22:32:54,129 I NFO ftriage: m sc: 657 bdsol -aci 32-1eaf3: EP if(Pol) sane as
egr if(Pol)

2019-10-02 22:32:55, 348 | NFO ftriage: m sc: 657 bdsol -aci 32-1 eaf 3:

DMAC( 00: 22: BD: F8: 19: FF) same as RMAC(00: 22: BD: F8: 19: FF)

2019-10- 02 22:32:55,349 | NFO ftriage: m sc: 659 bdsol -aci 32-1eaf 3: L3 packet getting
rout ed/ bounced i n SUG

2019-10- 02 22:32:55,596 | NFO ftriage: m sc: 657 bdsol -aci 32-1eaf3: Dst IPis present in
SUG L3 tbl

2019-10- 02 22:32:55,896 | NFO ftriage: m sc: 657 bdsol -aci 32-1eaf3: RWseg_id: 11365 in
SUG sane as EP segi d: 11365

2019-10- 02 22:33: 02,150 I NFO ftriage: mai n: 961 Packet is Exiting fabric with peer-

devi ce: bdsol -aci 32-n3k-3 and peer-port: Ethernetl/16

fTriageld. L3OUT_EPG2A SEPGADICMPIL—)LIEX TR Y —Z2J)—)Ley NEHEL &

EE

2019-10- 02 22:32: 38,933 I NFO
id: 4343 scope: 34 filter:5

fTriageZ AL EF—2RX/NAREE : RUI—THFAchTVWAVNT7O—

ftriage: nxos: 1404 bdsol - aci 32-1eaf 3: nxos matching rule

172.16.1.1(L3OUT-EPG)A* £192.168.3.1(EPG2)ICAA SICMPRZ 7 4 Y U Tk, RUZ—0D R
OY 7hAFERERET,

adm n@pi cl: ~> ftriage route -ii LEAF:103,104 -sip 172.16.1.1 -dip 192.168.3.1
fTriage Status: {"dbgFtriage": {"attributes": {"operState": "InProgress", "pid":
"apicld": "1", "id": "0"}}}
Starting ftriage

Log file name for the current
2019-10- 02 22: 39: 15,056 | NFO
-dip 192.168.3.1

2019-10- 02 22:40: 03,523 I NFO ftriage:
and default usernamne: apic#fall back\\adm n
2019-10- 02 22:40: 43, 338 ERROR ftriage
dr opped, checking drop reason
2019-10- 02 22:40: 43, 339 ERROR

"15139",

run is: ftlog_2019-10-02-22-39-15-050. t xt
/controller/bin/ftriage route -ii LEAF:103,104 -sip 172.16.1.1

mai n: 1165 I nvoking ftriage with default password

uni cast: 234 bdsol -aci 32-1eaf3: L3 packet getting fwd

ftriage: unicast:234 bdsol-aci32-1eaf3: L3 packet getting fwd



dr opped, checking drop reason

SECURI TY_GROUP_DENY condi tion setcast: 236 bdsol-aci32-1eaf3: Drop reason -
SECURI TY_GROUP_DENY condi tion set

2019-10- 02 22:40: 43, 340 I NFO ftriage: unicast:252 bdsol-aci32-1eaf3: policy drop flow
scl ass: 32772 dcl ass: 32771 sg_l abel : 34 proto: 1

2019-10- 02 22:40: 43, 340 I NFO ftriage: main: 681 : Ftriage Conpleted with hunch: None
fTriage Status: {"dbgFtriage": {"attributes": {"operState": "lIdle", "pid": "0", "apicld": "0",
"id": "0"}}}

Triageld. /$4 ¥ NA'SECURITY_GROUP_DENY (KUY —FEE ) DEHTHEEE ATV E
. BEROTRETDpcTagh 32772 TR EDpcTagh' 32771 TH D L ZHRBELET, chEY—2
PEN—ILERBELTHERTDIE, CNSOEPGEICI NN BV ERGBESHATT,

bdsol - aci 32- 1 eaf 3# show zoning-rule scope 2097154 src-epg 32772 dst-epg 32771

R - - S omm I S S I S +
| Rule ID| SrceEPG| DstEPG| FilterID| Dir | operSt | Scope | Name | Action | Priority |
R - - S omm I S S I S +
R - - S omm I S S I S +

Bl4: BBROTL T 10 AZFOEBHBNDL3OU

>+ 1) F B3 (LIOutES KRT'L3OUut EPGDER ) EERICEEE N TVERTA. WHDOL3OuU
EPGTEZENTWA XY ND—%130.0.0.00TT,

ZHDRERFRRDELY)TTI,

- ICMPZFFRAITAICMP1> M T T Ko
- ICMPZEFRAI T AICMP2O> T T Ko
. EPG1(pcTag 32770)l&k. L3OUT-EPG(pcTag 32772)Ic k2> THEBEE NBICMP1I KRS U K
ERHELET,
- EPG2(pcTag 32771)l&. L3OUT-EPG2(pcTag 32773)IC& 2 THEENBICMP2O K59
NERHELET,
CORER. ABZYND—IONFZHOTLTAVAZT RNZLAALTVWREOD, FAEh
TWBELBDT7O-NE—VIRSITLTADADF Y 2 ONFDBL<EE£2DHBHEEICELTY
9, cOfITRH. —FOTL 71 VARICMPIEFEFAL, #EOTL 7 14 ARKICMP21Z
FZEFFALET,

FLUVRFT 70.0.0.0/0', #2EEAL T, policy-mgr7L 74 Y 2AF—7LICR120TL 7
A OREFATOTSLENET,

bdsol - aci 32-1 eaf 3# vsh -c ' show system internal policy-mgr prefix ' | egrep "Prod|==|Addr"
Vrf-Vni VRF-1d Table-Id Table-State VRF-Nane Addr
Cl ass Shared Renpte Conpl ete

2097154 35 0x23 Up Pr od: VRF1
RIZ, 22070—2BEBLEY, LROZHOREICEIVT, ROZEHNFRENET,
1.172.16.2.1(L30OUT-EPG2) A" 5192.168.3.1(EPG2)\ M #Z#E X ICMP2IC & > TRFAIE hd &%

ENfepYERT
2.172.16.2.1(L30OUT-EPG2) A 5192.168.1. 1(EPGI)N\ D EGEEFFTF AT NEIXETREH W EEA



o EPG1£L30UT-EPG2OMICZN A B WESHTT
fTriageZ AL ETF—RNAREE : RV —C&>THTEhDd 70—

172.16.2.1(L3OUT-EPG2) A 5 192.168.3.1(EPG2 — pcTag 32771)ADICMP 7 [ — TfTriage & 52
1ITLET,

Starting ftriage
Log file nanme for the current run is: ftlog_2019-10-02-23-11-14-298.txt

2019-10- 02 23:11: 14,302 I NFO /controller/bin/ftriage route -ii LEAF:103,104 -sip 172.16.2.1
-dip 192.168.3.1

2019-10-02 23:12:00, 887 | NFO ftriage: mai n: 1165 I nvoking ftriage with default password
and default usernane: apic#fall back\\adm n

2019- 10- 02 23:12: 44,565 | NFO ftriage: mai n: 839 L3 packet Seen on bdsol -aci 32-1eaf 3
Ingress: Ethl/12 (Pol) Egress: Ethl/12 (Pol) Vnid: 11365

2019-10- 02 23:12: 44,782 | NFO ftriage: mai n: 242 ingress encap string vlan-2551
2019-10-02 23:12:47,260 | NFO ftriage: mai n: 271 Building ingress BD(s), Cx

2019-10- 02 23:12:50, 041 I NFO ftriage: mai n: 294 I ngress BD(s) Prod: VRF1:| 3out - BGP: vl an-
2551

2019-10- 02 23:12:50,042 | NFO ftriage: mai n: 301 I ngress Ctx: Prod: VRF1

2019-10-02 23:12:50, 151 I NFO ftriage: pktrec: 490 bdsol -aci 32-1eaf3: Collecting transient
| osses snapshot for LC nodule: 1

2019-10- 02 23:13:08,595 I NFO ftriage: nxos: 1404 bdsol - aci 32-1 eaf 3: nxos matching rule
id:4336 scope:34 filter:5

2019-10- 02 23:13:09, 608 | NFO ftriage: mai n: 522 Conput ed egress encap string vlan-2502
2019-10-02 23:13:09, 609 | NFO ftriage: mai n: 313 Bui |l ding egress BD(s), Cx

2019-10-02 23:13:11, 449 I NFO ftriage: mai n: 331 Egress Ctx Prod: VRF1

2019-10-02 23:13:11, 449 I NFO ftriage: mai n: 332 Egress BD(s): Prod: BD2

2019- 10-02 23:13:18,383 | NFO ftriage: main: 933 SIP 172.16.2.1 DIP 192.168.3.1

2019- 10- 02 23:13:18,384 | NFO ftriage: unicast:973 bdsol-aci32-leaf3: <- is ingress node
2019- 10-02 23:13: 21,078 | NFO ftriage: unicast:1202 bdsol -aci32-1eaf3: Dst EP is |ocal

2019-10-02 23:13: 23,926 | NFO ftriage: m sc: 657 bdsol -aci 32-1eaf3: EP if(Pol) sane as
egr if(Pol)

2019- 10- 02 23:13: 25,216 | NFO ftriage: m sc: 657 bdsol - aci 32-1 eaf 3:

DMAC( 00: 22: BD: F8: 19: FF) sanme as RMAC(00: 22: BD: F8: 19: FF)

2019- 10- 02 23:13: 25,217 I NFO ftriage: m sc: 659 bdsol -aci 32-1eaf 3: L3 packet getting
rout ed/ bounced i n SUG

2019-10- 02 23:13: 25,465 | NFO ftriage: m sc: 657 bdsol -aci 32-1eaf3: Dst IPis present in
SUG L3 thl

2019- 10- 02 23:13: 25,757 I NFO ftriage: m sc: 657 bdsol -aci 32-1eaf 3: RWseg_id: 11365 in
SUG sane as EP segi d: 11365

2019-10-02 23:13:32,235 I NFO ftriage: mai n: 961 Packet is Exiting fabric with peer-

devi ce: bdsol -aci 32-n3k-3 and peer-port: Ethernetl/16
ZO70—E., V=29 —)L4336Ic k2T (FRESY ) FTENET,
fTriageZ AL ETF—RNARKREE : RV —THATEhTVWAVW7O—

172.16.2.1(L3OUT-EPG2) A 5 192.168.1.1(EPG1 — pcTag 32770)A ®ICMP 7 [ — TfTriage & 82
ITLET,

adm n@pi cl: ~> ftriage route -ii LEAF:103,104 -sip 172.16.2.1 -dip 192.168.1.1

fTriage Status: {"dbgFtriage": {"attributes": {"operState": "InProgress", "pid": "31500",
"apicld": "1", "id": "0"}}}

Starting ftriage

Log file nanme for the current run is: ftlog_2019-10-02-23-53-03-478.txt

2019-10- 02 23:53: 03,482 | NFO /controller/bin/ftriage route -ii LEAF:103,104 -sip 172.16.2.1



-dip 192.168.1.1

2019-10- 02 23:53:50,014 I NFO ftriage: mai n: 1165 I nvoking ftriage with default password
and default usernamne: apic#fall back\\adm n

2019-10- 02 23:54: 39,199 I NFO ftriage: mai n: 839 L3 packet Seen on bdsol - aci 32-1eaf 3
Ingress: Ethl/12 (Pol) Egress: Ethl/12 (Pol) Vnid: 11364

2019-10- 02 23:54: 39,417 I NFO ftriage: mai n: 242 ingress encap string vlan-2551
2019-10- 02 23:54:41,962 | NFO ftriage: mai n: 271  Building ingress BD(s), Cx

2019-10- 02 23:54: 44,765 | NFO ftriage: mai n: 294 I ngress BD(s) Prod: VRF1: | 3out-BGP: vl an-
2551

2019-10- 02 23:54: 44,766 | NFO ftriage: mai n: 301 I ngress Ctx: Prod: VRF1

2019-10- 02 23:54: 44,875 | NFO ftriage: pktrec: 490 bdsol -aci 32-1eaf3: Coll ecting transient
| osses snapshot for LC nodule: 1

2019-10- 02 23:55: 02,905 I NFO ftriage: nxos: 1404 bdsol - aci 32-1eaf 3: nxos matching rule
id: 4341 scope: 34 filter:5

2019-10- 02 23:55: 04,525 I NFO ftriage: mai n: 522 Conput ed egress encap string vl an-2501
2019-10- 02 23:55: 04,526 | NFO ftriage: mai n: 313 Buil di ng egress BD(s), Ctx

2019-10- 02 23:55:06, 390 | NFO ftriage: mai n: 331 Egress Ctx Prod: VRF1

2019-10- 02 23:55:06, 390 | NFO ftriage: mai n: 332 Egress BD(s): Prod: BD1

2019-10-02 23:55:13,571 I NFO ftriage: main: 933 SIP 172.16.2.1 DIP 192.168.1.1
2019-10- 02 23:55:13,572 I NFO ftriage: unicast:973 bdsol-aci32-leaf3: <- is ingress node
2019-10-02 23:55:16, 159 | NFO ftriage: unicast:1202 bdsol -aci 32-1eaf3: Dst EP is |ocal
2019-10- 02 23:55:18,949 | NFO ftriage: m sc: 657 bdsol -aci 32-1eaf3: EP if(Pol) sane as
egr if(Pol)

2019-10-02 23:55:20,126 | NFO ftriage: m sc: 657 bdsol -aci 32-1 eaf 3:

DMAC( 00: 22: BD: F8: 19: FF) same as RMAC(00: 22: BD: F8: 19: FF)

2019-10- 02 23:55: 20,126 | NFO ftriage: m sc: 659 bdsol -aci 32-1eaf 3: L3 packet getting
rout ed/ bounced i n SUG

2019-10- 02 23:55: 20, 395 I NFO ftriage: m sc: 657 bdsol -aci 32-1eaf3: Dst IPis present in
SUG L3 tbl

2019-10- 02 23:55: 20,687 | NFO ftriage: m sc: 657 bdsol -aci 32-1eaf3: RWseg_id: 11364 in
SUG sane as EP segi d: 11364

2019-10- 02 23:55: 26,982 | NFO ftriage: mai n: 961 Packet is Exiting fabric with peer-

devi ce: bdsol -aci 32-n3k-3 and peer-port: Ethernetl/16

CO70—E, V—2FERA4341IC&K2 T V=58 %

DMLT, TOEHZEBRITIHLE

RFAIENET (FHLEW ),
FHYNERT,
T—BNAREE: V=T =)

BRED2DOOTANIRIETZDV—2FEIN—IILEROESYTY,

. Expected : 7O—V—228)L—)L174336 (ICMP2O RZ O KN ) ICEY RLET,

- Unexpected : 7O0—#YV—228)L—)L174341 (ICMP1O R ZOK8 ) ICEY RLET,
[ SR Fomm e m - - Fomm e e - - - [ SR, Fomm e o Fomm e o Fomm e o Hom - [ R, Fomm o
_______________ +
| Rule ID| SrcEPG| DstEPG | FilterlD | Dir | operSt | Scope | Nane | Action |
Priority |
[ SR Fomm e m - - Fomm e e - - - [ SR, Fomm e o Fomm e o Fomm e o Hom - [ R, Fomm o
_______________ +
| 4326 | 0 | 0 | inplicit | uni-dir | enabled | 2097154 | | deny, | og |
any_any_any(21) |
| 4335 | 0 | 16387 | inmplicit | uni-dir | enabled | 2097154 | | permt |
any_dest _any(16) |
| 4334 | 0 | 0 | inplarp | uni-dir | enabled | 2097154 | | permt |
any_any_filter(17) |
| 4333 | 0 | 15 | implicit | uni-dir | enabled | 2097154 | | deny,log |
any_vrf_any_deny(22) |
| 4332 | 0 | 16386 | inplicit | uni-dir | enabled | 2097154 | | permt |



any_dest _any( 16) |

| 4339 | 32770 | 15 | 5 | uni-dir | enabled | 2097154 | ICMP2 | permt |
fully_qual (7) |

| 4341 | 49153 | 32770 | 5 | uni-dir | enabled | 2097154 | ICMP2 | permt |
fully_qual (7) |

| 4337 | 32771 | 15 | 5 | uni-dir | enabled | 2097154 | ICMP1 | permt |
fully_qual (7) |

| 4336 | 49153 | 32771 | 5 | uni-dir | enabled | 2097154 | ICMP1 | permt |
fully_qual (7) |

R - - S - - - e T pepp—— S
_______________ +

WA N7 0—1%49153Dsrc pcTagZBBLET, ChIFVRFOpcTagTT, c NiFUITHERTE
S

VRF®pcTag DR
asco APIC - Q@ C O @
CISCO
5t Tenants Fabr Virtual Networking 4 rvice Adir perat
ALL TENANTS | Acd Tenant | Tenant Sesrch: [EEE ' common Prod | RD-BGP | DC | RD-L2
Qe
Oparationa I ; Contract Viewer
P
Ext W iged
& *

= VRF Name VRF Allas Class ID Segment ID Scope

0.0.0.0/007°L 7 4 2 AN L3OutTHEAZT N TWVWBRHEE. XOKSICHEYWET,

. NEBEPGA 50.0.0.0/00L30ut EPGAD RS 7 4 v ¥k, 1505 %EpcTage MBLE T,
. 0.0.0.0/00L30ut EPGA SACIAZEPGAD RS 7 4 ¥ 7 1d. VRFDIX(ES pcTag(49153)%
BELEY,
contract_parserAV )7 KNE., V=258 —IIO2EGERHELET,

bdsol - aci 32-1 eaf 3# contract_parser.py --vrf Prod:VRF1

Key:

[prio:Ruleld] [vrf:{str}] action protocol src-epg [src-14] dst-epg [dst-I4]
[flags][contract:{str}] [hit=count]

[7:4339] [vrf:Prod: VRF1] pernit ip icnp tn-Prod/ap-App/epg- EPGL(32770) pfx-0.0.0.0/0(15)
[contract:uni/tn-Prod/brc-1CWMP2] [hit=0]

[7:4337] [vrf:Prod: VRF1] pernit ip icnp tn-Prod/ap-App/epg- EP&(32771) pfx-0.0.0.0/0(15)
[contract:uni/tn-Prod/brc-1CVMP] [hit=0]

[7:4341] [vrf:Prod: VRF1] pernit ip icnp tn-Prod/vrf-VRF1(49153) tn-Prod/ap-App/epg- EPGL(32770)
[contract:uni/tn-Prod/brc-1CWMP2] [hit=270]

[7:4336] [vrf:Prod: VRF1] pernit ip icnp tn-Prod/vrf-VRF1(49153) tn-Prod/ap-App/epg- EPG2(32771)
[contract:uni/tn-Prod/brc-1CVMP] [hit=0]

ELAM Assistant7 7’V —>a> 2 EAL T, N7y MFERAT SpcTagZBRBLET,



ELAM Assistant 7 75— a3k, 4TS 74V 0 70—DREFETEREDpcTagE R
ITHROEEERHBELET,

RDADV)—>2 3y NE, pcTag 32771 SpcTag 49153 NDRNTF 7 1 Y V DELAMER & R L
TVWET,

src 327717 5dst 49153A DELAM Assistant7 7’ —>a>H A

Forward Result

Contract

Destination EPG pcTag (dclass) 32771 (Prod:App:EPG2)

Source EPG pcTag (sclass) 49153 (Prod VRF1:130ut-BGPvlan-2551
R
0.0.0.0/0NEARMRIE. VRFNTEZERBHIIBEN HWET. chid, TOYTRYRE

FEATRZINTOLIOUY ., TNZEEATZINTOLIOWICERAEZNAD I NI N ZHRET S
EHTT, chiZkl), FHLBEVWHAAZ7O-ARETEIAREI B ET.

£ ABL30ut
BE

COEV>Ia>TR, HAELOUERERETHDIL—RTZRNZALA XX NORNS TN 1 —F42 T
FEICODVTHBELES, THAL30Ut, EWVWSAHER. LIOUtF1D2DOVRFICHDEDD,
L30utE D2 #FDHNIPEPGH BIDVRFICH B> F ) A#IELET, £AEL3OUTIE. ACIT7 7
TV OICRTRI—NRHERIBPICITHONET,

COtEo>a>TR, EFIVFARII—ORZTIN2I—F 4TI DODVWTHLLLHBALE
A, FHICOVTE, ZXEBD "EXa2UFTA4RUS— OEESBLTLKEETY, £k, &F
ATFALEOBNTARBRIS =T LTI A AODTEIZOVTHLLKHBALELA. "HAZERE
1 DED "ZHEL30uUt DEESBLTLSEEL,

cotov>arTlk, FleLTROMNROSZFEALET,

fAHLOUthROD



BGP AS 65001

Leafl
Server Leaf

Leaf2 RID Leaf3 RID Leafd RID
10.0.0.2 10.0.0.3 10.0.0.4

Internal EPG - VRF2
192.168.1.0/24

L30ut - VRF1
172.16.20.1/32

HELOUAHEET B 1-OICIE, KEHICRT, ROBEHNVETT,

- A — N ZERZBVRFICU—TF B IZIE, L30uth 7 x Y MZ TShared Route Control
Subnety AO—7%BETBIHENH'Y) F£T, [Aggregate Shared]F 7> 3> &BIRL T,
RETINEYTRYRNEKYEFHABIL—RNREITRNTI—UFTBEETEET,

- L30utY 7R Y MME, COLOURHTOBEZFAT A LOICHEZEFIUT AR —
Z7OUZL958HIC, "Shared Security Import Subnety A1—7"TRETIHENH V)
x7,

- AEBDHY 7 XY RZEARMVRFTZ7OTZALALTT R4 XTBICIE, [Shared between
VRFs] & [Advertise Externally]lC iR ET D HEBEHN H V) F T,

- HBEL3OUtO RFPEPGEATBEPGOREIC, "7+ by EEF "FO-N)y AO—=7>
RSORNERETIHENHYET,

KDEI23a>TR, REIL—KRFACITEDESICT RNZAXBLPEBEhZHAICOVT
FHULSBHALET,

HALOUWT—2 70— ABIL—bOEE

Ot a>TR, BEULEABIL—KFT7TIVYIICT RNRAXENDEED/NADOH
BEBALET,

RAV—T CRTENDAHBIL—b

COONZY RIF, OSPFASZEBLEABIL— R ZERRLET,

| eaf 103# show ip route 172.16.20.1/32 vrf Prod:Vrfl



I P Route Table for VRF "Prod: Vrf1l"
"*' denotes best ucast next-hop
"**' denotes best ntast next-hop
"[x/y]"' denotes [preference/netric]
"% in via output denotes VRF

172. 16. 20. 1/ 32, ubest/nbest: 1/0
*via 10.10.34.3, vlan347, [110/20], 03:59:59, ospf-default, type-2

RIZ. W—KZEBGPILAVR—KFBBEN BN ET, T7FILRTRE, IXTOHNEIL—H%Z
BGPIZA 2V R—KTRDBENBYET,

R—=A—1)—7 TOBGPNOHAE

COI—KE, 777V 02EICEBAENDIL—RNEZ—5Y NEEEDBGPVPNVAT RL AT 7
SVRICHIVENHY ET, route-targetld, ATBVRFICE>TIVAR—REh, NAZZEF
TEIMENHBIHNIBVRFICE > TAVR—RNENBBCGPILRIZ1I -7 1T,

K, BLEOABVRFIZE>TIVAR—RENATVRIL—KE—T Y N Z2H#ELET,

| eaf 103# show bgp process vrf Prod:Vrfl
I nformation regarding configured VRFs:

BGP Information for VRF Prod: Vrfl

VRF Type . System

VRF |Id . 85

VRF state o UP

VRF confi gured . yes

VRF ref count 1

VRF VNI D : 2392068
Router-1D : 10.0.0.3
Configured Router-1D : 10.0.0.3
Confed-1D .0
Cluster-1D : 0.0.0.0

Ml TE Cluster-1D : 0.0.0.0

No. of configured peers 1

No. of pending config peers 0

No. of established peers 0

VRF RD : 101: 2392068
VRF EVPN RD : 101: 2392068

Wait for | GP convergence is not configured
Export RT list:
65001: 2392068
Import RT list:
65001: 2392068
Label node: per-prefix

LEROHDE, HABVRFL SVPNVAICT RNZ A XENIZFTNTDO/NAH65001:2392068M JL—
RER—=T YN eZREITILENHDEZRLTVERT,

RIZ, bgp/NAZHERLE T,

| eaf 103# show bgp ipv4 unicast 172.16.20.1/32 vrf Prod:Vrfl



BGP routing table information for VRF Prod: Vrfl, address famly |Pv4 Unicast
BGP routing table entry for 172.16.20.1/32, version 30 dest ptr Oxa6f25ad0
Pat hs: (2 avail able, best #1)
Fl ags: (0x80c0002 00000000) on xmt-list, is not in urib, exported

vpn: version 17206, (0x100002) on xmt-1list
Mul ti pat h: eBGP i BGP

Advertised path-id 1, VPN AF advertised path-id 1
Path type: redist 0x408 Ox1 ref O adv path ref 2, path is valid, is best path
AS- Path: NONE, path locally originated
0.0.0.0 (nmetric 0) from0.0.0.0 (10.0.0.3)
Oigin inconplete, MED 20, |ocal pref 100, weight 32768
Ext communi ty:
RT: 65001: 2392068
VNI D: 2392068
COST: pre- best pat h: 162: 110

VRF advertise information:
Path-id 1 not advertised to any peer

VPN AF advertise information:
Path-id 1 advertised to peers:

10. 0. 64. 64 10.0.72. 66
Path-id 2 not advertised to any peer

ERoEHE, NAIZELWIL—KREZ—TY "N HBDEZRLTVET, VPNVANAR, T
show bgp vpnv4 unicast 172.16.20.1 vrfoverlay-1; N> RZFHA L THERIDIEETEERT

H—/X—7 TORTE

REEPGY —T7HBLT RNZAXENIEL—REAAR=ILIBICRE, L—KEZ—=7TY K (H
B ) ZRABVRFICA VR—NIFIHENHY KT, AEBVRFOBCGPTOLAZFIYILT, R
NDEEZBIATEERT,

| eaf 101# show bgp process vrf Prod:Vrf2
I nformation regarding configured VRFs:

BGP I nformation for VRF Prod: Vrf

VRF Type : System

VRF | d : 54

VRF state  UP

VRF confi gured :yes

VRF ref count 0

VRF VNI D © 2916352
Router-1D :192.168.1.1
Configured Router-1D : 0.0.0.0
Confed-1D 0
Cluster-1D 0.0.0.0

MSI TE Cluster-1D 0.0.0.0

No. of configured peers 0

No. of pending config peers 0

No. of established peers 0

VRF RD : 102: 2916352
VRF EVPN RD : 102: 2916352

Wait for | GP convergence is not configured
I mport route-map 2916352- shared-svc- | eak



Export RT list:
65001: 2916352

Import RT list:
65001: 2392068
65001: 2916352

EROHBEHE., ABMVRFICK2TIVAR—RENEIL—RE—FY RNEALR—NT DRI
VRFZRLTWET, €52, 28E N TImport Route-Mapy A&V ET, 1> KR—KNIL—K
RY7ICE, "REIL-—MBEYTZY RN, 7509 2FBL THELOUTEREENERENS
L7AYOANFEENET,

LW—=KRIYTORBREFIVILT, AMTLT AV VAN BENTVR L ZHBTELRT,

| eaf 101# show route-map 2916352-shared-svc-leak
rout e- map 2916352-shar ed-svc-1 eak, deny, sequence 1
Mat ch cl auses:
pervasive: 2
Set cl auses:
rout e-map 2916352-shared-svc-1eak, permt, sequence 2
Mat ch cl auses:
extcomunity (extconmmunity-list filter): 2916352-shared-svc-I| eak
Set cl auses:
rout e- map 2916352-shared-svc-1eak, permt, sequence 1000
Mat ch cl auses:
ip address prefix-lists: |Pv4-2392068-16387-5511-2916352-shar ed-svc-1 eak
i pv6 address prefix-lists: |Pv6-deny-all
Set cl auses:
a-l eaf 101# show ip prefix-list |Pv4-2392068-16387-5511-2916352-shared-svc-Ieak
ip prefix-list |Pv4-2392068-16387-5511-2916352-shared-svc-leak: 1 entries
seq 1 permt 172.16.20.1/32

EROBEHE, 41 VR—REBHTZXYREECAVR—NIL—KMIVTZEZRLTVET,

BHEIBRIECE, L—RAFBGPT—7LICEEL, L—TFT12IT7—TILCAVAR=)Eh
TWRIELZBRBITDENBEIET,

H—NJ—T7DOBGPF—T7 )L :

| eaf 101# show bgp ipv4 unicast 172.16.20.1/32 vrf Prod:Vrf2

BGP routing table information for VRF Prod: Vrf2, address famly |Pv4 Unicast

BGP routing table entry for 172.16.20.1/32, version 3 dest ptr Oxa763addO

Paths: (2 available, best #1)

Fl ags: (0x0800l1a 00000000) on xmit-list, is inurib, is best urib route, is in HW
vpn: version 10987, (0x100002) on xmt-1list

Mul ti path: eBGP i BGP

Advertised path-id 1, VPN AF advertised path-id 1
Path type: internal 0xc0000018 0x40 ref 56506 adv path ref 2, path is valid, is best path
Imported from 10. 0. 72.64:5:172. 16. 20. 1/ 32
AS- Path: NONE, path sourced internal to AS
10.0.72.64 (nmetric 3) from 10.0.64.64 (192.168.1.102)
Oigin inconplete, MED 20, |ocal pref 100, weight O
Recei ved | abel 0
Received path-id 1
Ext conmuni ty:
RT: 65001: 2392068
VNI D: 2392068
COST: pre- best pat h: 162: 110



Oiginator: 10.0.72.64 Cluster list: 192.168.1.102

L—KNEAZVRFBGPT—7ILICA 2V R—h~Eh, FHEhEZIL—REZ—TY NEHFEEXT,
AVAN=ILENIZI—NEEETEXRT,

| eaf 101# vsh -c "show ip route 172.16.20.1/32 detail vrf Prod:Vrf2"
I P Route Table for VRF "Prod: Vrf2"
"*' denotes best ucast next-hop
"**' denotes best ntast next-hop
"[x/y]' denotes [preference/netric]
"% in via output denotes VRF
172.16. 20. 1/ 32, ubest/nbest: 2/0
*via 10.0.72. 64%verl ay-1, [200/20], 01:00:51, bgp-65001, internal, tag 65001 (npls-vpn)
MPLS[ 0] : Label =0 E=0 TTL=0 S=0 (VPN)
client-specific data: 548
recursive next hop: 10.0.72.64/32%verl ay-1
extended route information: BGP origin AS 65001 BGP peer AS 65001 rwvnid: 0x248004
table-id: 0x36 rwnmac: 0O
*via 10.0.72. 67%verl ay-1, [200/20], 01:00:51, bgp-65001, internal, tag 65001 (npls-vpn)
MPLS[ 0] : Label =0 E=0 TTL=0 S=0 (VPN)
client-specific data: 54a
recursive next hop: 10.0.72.67/32%verlay-1
extended route information: BGP origin AS 65001 BGP peer AS 65001 rwvnid: 0x248004
table-id: 0x36 rwnac: O

FRROHATE, BED "vsh-cy ONV REFEAL T "detaily HHOZEREBLTVWET, ©
detaily 75712 Fk, EE|ZIVXLANVNIDAEENE T, CNFAZFVRFOVXLAN VNIDT T,
BLIXCDVUNIDZEDTF—ER 7L —2 RS T4V 0%ZETDE. NEVRFTEEZRET S 44
ENHYET,

rw-vnidfE (16 ETH B -8, 10EICZEH T S £ 2392068 DVRF VNIDA'EIEE NE T, 'show
system internal epm vrfallZ AL T, WM TSVRFZREL T &V | grep 2392068 on the
leaf APICT I O—/NILBRERZRITTSICIE. 'moquery -¢ fvCtx -f 'fv.Ctx.seg=="2392068""1Y >
ReFRALET,

RKIARKY TOIPEBLPTEPZIETHLEAN BV, "%overlay-1'EZR T ARNKY TDIL—KILY 5
TYTHA—N—LAVRFIZHDEZRLET,

HABELOUT—o 70— ABIL—BOT RIXZA4 X

HOtEo> 3> EAEIC, £EL0UD SHEBDH T XY RET RNZAXTH0EBE, "OE
HYTY,

.BDH 7 XY N (AZVRF) F. AEZTF14YI)—RNELTBL(AEVRF) ICAVAR—IL&E
NET, CORZTAYUII—RNERIE., AEBEPGEL3OUtENDENBEROERTT,

- ART A4 Y I)—KE., TAdvertised Externallyy A1—7ABDH T XY NIREEhD &
CHABZTORILICBEAENET,

BLEOBDART 1Y V)—NERETS

| eaf 103# vsh -c "show ip route 192.168.1.0 detail vrf Prod:Vrfl"
| P Route Table for VRF "Prod: Vrf1"



"*' denotes best ucast next-hop
"**' denotes best ntast next-hop
"[x/y]"' denotes [preference/netric]
"% in via output denotes VRF

192.168. 1. 0/ 24, ubest/nbest: 1/0, attached, direct, pervasive
*via 10.0.120. 34%verlay-1, [1/0], 00:55:27, static, tag 4294967292
recursive next hop: 10.0.120. 34/ 32%verl ay-1
vrf crossing information: VN D: 0x2c8000 C assld: 0 Fl ush#:0

FEREOENTE., APVRFOVNIDAEERZIAICREENTVWET, XU ABNKY 7 £proxy-v4-
anycast? RL AICEREENET,

EROIL—ME, "TL=KRTRNZLAAXD N 7232 TRUEOERBUIL—NIYY T ZE
RAUTABICT RNZAXENET,

BDH 7% v KNA" TAdvertise Externally) IZEREET N TVWBHE, AFEPGH ZHNBEREF OITAN
TOLOUDAB7ORNINICBERENET,

HEBLIOUNS TN 1—F 42 T2 FUF  FHLEWIL— MR

COFUFTE., AZBVRFICEHRDOLIOUtF H V), AZPEPGHALIOUA SIL—REZELTVE
T COL3OUtTR, RYBND—OK Tsharedy AOA—7"A72 3 TERENTVWEE A,

I Aggregate Shared. @ fEF
ROEICOWTEATHET,

FHLEWIL—NU—D

Receives 10.0.0.0/8 and
172.16.20.0.0/24 x
regate s
ha,
N’ Inadvertently imports 10.0.0.0/8
from both L30uts due to

Receives 10.0.0.0/8 and shé‘e
172.16.21.0.0/24 ”

r 4

“Aggregate Shared”

FShared Route Control Subnety 759 57O 5L NETLT7AYIOA)ARNERED
BGPA R— KXY &, VRFLARIITHEHATNET, VRFIKR®M1DOL30utlC "Shared Route
Control Subnet; ZF2>H 7 XY N HBEE. VRFIADLIOUtTZEE N, < DShared Route
Control SubnetlC —EH T2 INXTOIL—RMHAVRF2ICA HR—RhEhhET,

LROFEFTR, FHLBEWNZ 7Y O7O-NRETIARMEI B KT, RHEPGE TH
LBEWT RNZA D2 JL30ut EPGOBICEZWA B WEE, RZT7A4YIROYTHARELET

o



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



