ACIEEBS & TFAFPH—EADRS TNy 1—F
42T AV RBETFIRNAT Y RE
E

&

=

B S5

AN REBLKOCTIRAT N RERE
APICEH DERTE

SFVF  EBIXYRNID—JICEHETELZL
TORATNREBTIOHRA

TORAT N REREDRIL

AETAYV O /—REBFT RL AGUIDHEF
TORNATINREPG: F7#) K

i 2240

ABEBRY ND—DAVAZAZO774)L
AN REBRE

AN REBY—RNIJIAELTHETEZITVY D RXA B TRY R
BE=F0467:inb EPG

14 >2]N REPG
NEEPGA VAR AZO77A)
ARERTAVO/)—REBTRLA

BE

CHORFIXNTIK, ACIZORNAT /N ROOB)BLT' AN RINBBEEDODNZ IS 2
—TFA I FIEICOVTHBELET,

HRHH

CORFIXNOARI. TTroubleshooting Cisco Application Centric Infrastructure, Second
Edition ( CiscoF 7’V —2a> > NIV IAVTSARNSIFYORNS TN A —F142 T,
F2MR ) g O "EBEATH—ERX AN RBREFIONATN REE, OEH SHEL -
£ENDTT,

AN REKTEFTINAT N RER

ACIZF77 )Y U /—RICE, EBEROATSAVHF2208VET. TOMNTTNTUKR

(OOB) : FNAADEHICHZ2EADYEEER—PZEELET, 12/ R(NB) : EET T
> NHNDOKENEPG/BD/VRFEFEAL T, H2REOREARLK/NZX—2T7OEZ3Z2Y
LET. EE(mgmt)TF> MZOOBEPGHFHELEIAN . TF7FINTHEETDOEETE
FRA, BREETNI-O0BEHWOREDHH AIGETT, APICTIE. Tifconfigs N> ROHEAIC

&



https://www.cisco.com/c/dam/global/ja_jp/td/docs/switches/datacenter/aci/apic/sw/4-x/troubleshooting/Cisco_TroubleshootingApplicationCentricInfrastructureSecondEdition.pdf
https://www.cisco.com/c/dam/global/ja_jp/td/docs/switches/datacenter/aci/apic/sw/4-x/troubleshooting/Cisco_TroubleshootingApplicationCentricInfrastructureSecondEdition.pdf
https://www.cisco.com/c/dam/global/ja_jp/td/docs/switches/datacenter/aci/apic/sw/4-x/troubleshooting/Cisco_TroubleshootingApplicationCentricInfrastructureSecondEdition.pdf

OOBA B —7 T4 AN Toobmgmty EXRTJEN, 1N RA2EZ—=T T4 AR "bond.xs 1
VB—TILATRENET, . 12/N REPGIZEREE Ni=H7EIL{LVLANT T,

api c1# ifconfig oobmgmt
oobnmgnt : fl ags=4163<UP, BROADCAST, RUNNI NG, MULTI CAST> ntu 1500
inet 192.168.4.20 netmask 255.255.255.0 broadcast 192.168. 4. 255
inet6 fe80::7269:5aff:feca: 2986 prefixlen 64 scopeid 0x20
et her 70:69: 5a:ca: 29:86 txqueuel en 1000 (Ethernet)
RX packets 495815 bytes 852703636 (813.2 M B)
RX errors O dropped O overruns O frane O
TX packets 432927 bytes 110333594 (105.2 M B)
TX errors O dropped 0 overruns O carrier O collisions O

api c1# ifconfig bond0.300
bond0. 300: fl ags=4163<UP, BROADCAST, RUNNI NG MULTI CAST> ntu 1496
i net 10.30.30.254 netmask 255.255.255.0 broadcast 10.30. 30. 255
inet6 fe80::25d: 73ff:fecl: 8d9e prefixlen 64 scopeid 0x20
et her 00:5d: 73:cl:8d: 9e txqueuel en 1000 (Ethernet)
RX packets 545 bytes 25298 (24.7 Ki B)
RX errors O dropped O overruns O frane O
TX packets 6996 bytes 535314 (522.7 Ki B)
TX errors O dropped 0 overruns O carrier O collisions O

U—7 T, O0BA > R—7 I 4 Al Mifconfigys X KEAT Teth0s &L THRRE N,
INBREASVIELTRRENET, 1—FIk. Tifconfigs £ "show ip interface vrf mgmt:
TAVER—TIAAZRRFTEET, T, BAV/NRVRFAICEBRENLEBEITT,

| eaf 101# show interface mgmt 0
ngmt 0 is up
admn state is up
Har dwar e: G gabi t Et hernet, address: 00fc. baa8.2760 (bia 00fc. baa8. 2760)
Internet Address is 192.168.4.23/24
MIU 1500 bytes, BW 1000000 Kbit, DLY 10 usec
reliability 255/255, txload 1/255, rxload 1/255
Encapsul ati on ARPA, nediumis broadcast
Port nmode is routed
full -dupl ex, 1000 M/ s
Beacon is turned off
Aut o- Negotiation is turned on
Input flowcontrol is off, output flowcontrol is off
Auto-ndi x is turned off
Et her Type is 0x0000
30 seconds input rate 3664 bits/sec, 4 packets/sec
30 seconds output rate 4192 bhits/sec, 4 packets/sec
Rx
14114 i nput packets 8580 uni cast packets 5058 nulticast packets
476 broadcast packets 2494768 bytes
TX
9701 out put packets 9686 uni cast packets 8 nulticast packets
7 broadcast packets 1648081 bytes

| eaf 101# show ip interface vrf mgmt:inb
IP Interface Status for VRF "ngmt:inb-vrf"
vl anl6, Interface status: protocol-up/link-up/adm n-up, iod: 4, node: pervasive
| P address: 10.30.30.1, |P subnet: 10.30.30.0/24
secondary | P address: 10.30.30.3, |P subnet: 10.30.30.0/24
| P broadcast address: 255.255.255. 255



IP primary address route-preference: 0, tag: O

'show ip interface vif mgmt:'ld., EHAVIP7RLAELTA /N REEBDY 7%V K
IPZRRILET, chBEFFEEIhDEITT,

ANA VALY FTRE, 412N REEBIPT RL AN "Tmgmt:y VRFOERIL—TNY O4 A
—TJIAARAELTEMENES, LEN2T, COFEEEF, V=T AAMYFTOA/N\ REE
IPRFEERFERBNVET, ANAAAYFTTEED Tshowipintvif mgmt:y INX > R ZRER
LET

spi ne201# show ip interface vrf mgmt:inb
IP Interface Status for VRF "ngnt:inb"
1010, Interface status: protocol-up/link-up/adm n-up, iod: 98, node: pervasive
| P address: 10.30.30.12, |P subnet: 10.30.30.12/32
| P broadcast address: 255.255.255. 255
| P primary address route-preference: 0, tag: O

[System Settings]® FIZ, APICOA VN RELERETIORATN ROBHET V7 7L A%E
RIBBRENHYET,

APICA SEEFEND NT 7 1Y U1 FA, [APIC Connectivity Preferences]| TiIR & n 1= EIE R
EZFEALET, APICK. 1NV RELERTIRNAITNROEESH—FFBREETN TV
BHBETE, NZT714Vv U ZZETEET, APICRROEZEO Y VZ2FEALET,

AVE=TIAACEEL, BUAVE—TIA AN SRETNDINTY K,

- APICH SEFEEh, EEERECNERY ND—DZREEITDINT Y NG, BEEERES I
AVB—TIAANSEEFEEILET,

-APICASHREEN, UE—RRYRNT—VZBEETEINTY MNE, APICEROREICED
WTA NV RELERRTIRNATN REBELET,

APICE#E O R E



::IIIS'::IC; AD;C admin @ oo 6 e

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

QuickStart | Dashboard | Controllers | SystemSettings | Smartlicensing | Faults | ConfigZones | Events | AuditLog | Active Sessions

System Settings

APIC Connectivity Preferences 0 o
= Quota
Policy History
E System Alias and Banners
e

Interface to use for external connections: inband m

S Passphrase Encryption,

f POD Redundancy Pol.

1 Time Protocol

B Date and Time

OOBA"BIRE NIAPICIL—FT 1 > T T—T ). cobmgmtf > X —T7 I A ADOXKN) Y V{E16%
BRELEXT, COER, bond0.3000 1 /N REBAVEA—TIAADXRNI Y U32&K1) /)
EL<BYET, DEY, ooomgmt7P I RN REBAVEZ—TIA AN REEENTZ 71V DIC
FEREhET,

api c1# bash
adm n@pi cl: ~> route -n
Kernel 1P routing table

Desti nation Gat enway Genmask Fl ags Metric Ref Use | face
0.0.0.0 192.168.4.1 0.0.0.0 uG 16 0 0 oobngnt
0.0.0.0 10.30.30.1 0.0.0.0 uG 32 0 0 bondo0. 300

AN RFFBIRENEAPICIL—T 4 > FT—7 )lbond0.30014 /N> REBA >V RX—TIAA
DARNUY IHBDBEIC, COXRNUY IHFoobmgmtf VZ—TIAADXKNIY I THS
16K E/LSB2>TVWBRCEZHERLET, ik, bond0.30014 /N REBA > X—T T4
ANREEEBEN T T4V IILERAEThDEEZEKRLED,

adm n@pi cl: ~> route -n
Kernel 1P routing table

Desti nation Gat enway Genmask Fl ags Metric Ref Use | face
0.0.0.0 10.30.30.1 0.0.0.0 uG 8 0 0 bondo0. 300
0.0.0.0 192.168.4.1 0.0.0.0 uG 16 0 0 oobngnt

U—TZIZANA> D/ —REBTVT77LVAR., COREOHEBESHELA, ChSDERR
Eik. 7ORINKRUS—OTTERENET. NTPOFERICRLET,



dul APC XXX

System Tenants Fabric Networking L4-L7 Services Admin Operations Apps Integrations
Inventary | Fabric Policies | olicies
Policies e i
Providers - NTP Server 10.48.37.151 0 o
(C» Quick Start
Policy Operational Faults History
—
O X W
Host Name/IP Address
Descrig
Preferred. [
Minimum Polling Interval: 4
Maximum Polling Interval: |6
Keys -+
= Key

Management EPG

default (Out-of-Band)
mgmt/default

inb_mgmt (In-Band)
mgmt/default Show Usage

[APIC Connectivity Preferences] C[in-band] A" #iR& 1 T\W T, 70O k)L T[out-of-band] A" &R
ThTVWBBE, ZORIANTY NFERTRZ A X—T T4 AREND?

- [APIC Connectivity Preference]ld (-, APICTO 7 ORNJILEBRE Y EBEESNET,
)= /—RE@ET, 7O JILOTORBROAZESHELET,

SFIUF EBRYND—OLBETERV

A—YHERZXY RD—JCRETERVERR, TRTXCBESREATHZARMNHY F
IH. BCEAUAFEZFEAL TRAEZY DR ZENTEERT, COFUATE, I—HH
L3OUtN ERL SEERY ND—TJRAOTFNA ALLEETERZVZEANMBERZ>TLERT,

-APICEBR 7TV 7 7L AZBELET., CnIZDO2VWTR., TAPICEGORE) ORTHAE
nNTHY, A7 32V FOOBELIFEA /N RTT,

CEBRUERECKHSUT, REFELVCE, A E2—TJI(AATY7TLTVWBR L, ER
LEAVR—TIAARBRHATT7FILRT—RIIAICEETEDCE, NTY MONAL
ROY 7ABVWCEZRABLET,

GUIDRENE LI AV THREZERID L ZENBVTSEEV, £EL, —HOE

EZARFHLEWRETRETDCEANHYEIN, I-YAIRNDICEBLEEIS 3>
BADEIS a3V TERENFr REITHARMNBYET,

FIORATNY REBTF V=R



Out-of-Band
Management Access

Fabric Node Managed

Interfaces Node
Connectivity
Group

Supervisor Management

Ports IP Address
Pool with
Gateway,

Mask and IP
Addresses

FIoNFT N REREDREE

TIORATNY RBREICKEK. "mgmts EVSHBBETFRNOTTRETZ 7 2ILAF402HY)
£

- J—REETRLZA,

. /— REEEPG

CTIORNFATNY REH (ZHDOT ) .

CABMRYRNDT—=TOA2ARVATOT7 74 ),
J—REETRLAR, BNIC, RERT—IASENHTRENTERT, AEZTAYIT
RLABIETOBZRICRLET . RATOTINATNY RIPFRLANE) HTShTWY
e, FIANIRNT—RIIAHFELVCEZRELET,

ABT4Y D /)— REERTF RL AGUIDHREE



r | se I 3 L e @ @ o
admin
S APIC i
System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

ALL TENANTS | AddTenant | Tanant Searc _—I common | infra | mgmt | Ecommarce

Static Node Management Addresses 0 o
ol o
=~ Node ID Name Type EPG IPV4 Address IPV4 Gateway IPVE IPVE
Address Gateway
pod-1/node-1 bdsol-aci37 -apicl Out-Of-Band default 31761
I P Addre 1/node-101 S1P1-L Out-0 default 10.48.176
B Cont pod-1/node-102 S1P1-Leaf102 Out-0f-Band default 0.48.176
1/node-2 bdsol-z default
pod-1/node-201 S$1P1-Spine201 Out-0f-Band default 10.48.176.1
4 pod=1/node=-202 S1P1-Spi Out=-0f default 10.48.176 0.4B.17¢
pod-1/node-301 S1P2 Out-0Of-Band default 10.48.176.72/24
1/node-3 S1P2-1 Ut 10 10.48.176.1
pod-1/node-401 S51P2-Spined01 Out-0f-Band default 10.48.176 10.48.176.1
1/node-402 S1P2-Spined0 Out 10.48.176.1
3 bdsol-aci37 -apic3 Out-01-Band default 10,481 3.176.1

7O RAT /N REPGIE. Node Management EPGs7 # LA DT ICEETIHBEN HYET,
FIORNATNY REPG: F#7#)L b
el APIC e @ €C © O

System Tenants Fabric Virtual Metworking L4-L7 Services Admin Operations Apps Integrations
ALL TENANTS | Add Tenant | Tl'sna'ln15&6'lr¢h:_ | common | mgmt | infra | Ecommarce

AL I QOut-of-Band EPG - default 0 o

Policy Faults History

(]

Name: default

Tags

Configuration Issues

Configuration State

Class ID
e QoS Class: Unspecified
Provided Out-of-Band
Contracts: +
Prafil g T Ont [ 3
OO8 Contract Tenant Type = (oS Class State
QOB-default c-00B-default Unspecified formed

=D €D

TIORNFTNY REPGH S RME B EBH—EAZHHTIEZNE. TORFTNY REZHT
FINXTHREENDEAEEZNTT,

™ R



lll.'.lllsl-cigl APIC admin @ ﬁ e e
System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

ALLTENANTS | Add Tenant | Tenant Search: [ RTGRGESE | common | mgmt | infra | Ecommerce

Contract Subject - OOB-default 0 o
Policy Faults History
1 Profiles General Label
o & %R.

Name: OOB-default

Description:

Reverse Filter Ports: ]

Filters: +
MNama Tenant State Action
jefault COmmaon formed Permit
B Managed Noc
Show Usage

R, AREEZRY ND—OA AR ATOA77AINNEREH, ELVWTIRAT N RE
#74° TConsumed Out-Of-Band Contracty E L TEREETNTWVWB EZERLET,

ABEBRXY ND—O4A2ARATAOT77A4)L
el APIC o @ C O ©

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations
ALLTENANTS | AddTenanmt | TenantSearch: TGN ' common | infra | mgmt| Ecommerce

mgmt

External Management Network Instance Profile - default 0 0
Policy Faults History
Q)
Name: default -
Tags:

Configuration lssues:
Configuration State: apphed

QoS Class:  Unspecified

k Instance Profil Consumed Out-of-Band T
Contracts:
Out-of-Band Tenant Type « QoS Class State
Contract
D0B-datault migmit oobbre-008-defaull  Unspecified fomed

RCERITZEAR, AVX—TIAAOREET—TLBR, T—RIIAANDERTT,

.oobmgmtf VR —T IA AN TYTLTWVWBHAESH EERRTSICIE. APIC CLIT Tifconfig
oobmgmty EABLET, A VE—TIAARTZTH "TUPL 8KV "TRUNNINGL TH



E, EULWIPTRLANFBREENATWVWDCE, BLRENT Y RIRXATBRETXAT AT
EBMLTVWRZEEBRALET, FIVINRELTVEEERE, ELVWI—TIILNFERE
NTVWT, APICOELVWYEBEEBR—NIERENTVWREZHALET, BER—KC
FEth1-1EEth1-2E VWS IRIAMFE, RIEO/N—RIITFTICETINFATN R4 Z—
7 IA4AZRToobmgmtATY A—ABEShTWVWET, APICOTHICHZDYENETIRNF
TNV REBR—NOFEMEICOVWTR., "T777Uv00KE) OFE0 "THI7770v D
Y RNTYT ) OEBEZZRLTKEEV,

api c1# ifconfig oobmgmt

oobngnt : fl ags=4163<UP, BROADCAST, RUNNI NG, MULTI CAST> ntu 1500
inet 192.168.4.20 netmask 255.255.255.0 broadcast 192.168. 4. 255
inet6 fe80::7269: 5aff:feca: 2986 prefixlen 64 scopeid 0x20

et her 70: 69: 5a:ca: 29:86 txqueuel en 1000 (Ethernet)

RX packets 295605 bytes 766226440 (730.7 M B)

RX errors O dropped O overruns O frane O

TX packets 253310 bytes 38954978 (37.1 M B)

TX errors O dropped O overruns O carrier O collisions O

- 00BZNULERY ND—VEGZERETSICE. ping2FALT, TORNFTN REY K
D—02NULIENTY NONAZETARNLET,

api c1# ping 192.168.4.1

PI NG 192.168.4.1 (192.168.4.1) 56(84) bytes of data.

64 bytes from 192.168.4.1: icnp_seq=1 ttl =255 tine=0.409 ns
64 bytes from 192.168.4.1: icnp_seq=2 ttl =255 tine=0.393 ns
64 bytes from 192.168.4.1: icnp_seq=3 ttl =255 tine=0.354 ns

APIC®bash> I )| TtracerouteZfEAL T, IV RI—FANOEHZNL—ALET,
traceroute N FEEBJ/BEE. COTFNAAICOTA L (T EATREREZEE ). oobmgmtA
VB —TIAAICpingZRITL, RANCpingZRITLET, BENFRELELFBEICISUT, #
KOZRY RD—FJOBMBEELTEAEEZN I 21 —FT 420U LET,

tracerouteld. 1A SHEEATTLAEML ZUDPNT Y REEETRDCEICKR > THEELET
o W—BNTTILAMONT Y REZEL., ThEIL—T1VITHIHEN HDEEE. 7L
—A%ZROYZL, ICMPRIEFREXY -2 EEAIICIERLET, EFRY TRERBED
TTLT3D2OUDPNNT Y RZEEFEL, FAZRUAVIFICMPREIERBE/TTLEB/NT Y RA'ZE
ENBA2EETERLET, ChED3D2OTARVAIO7TOY IR, BEAEDXRY
RO—OTREENTVWET, —ZBOIN—FT 12 TF/)NA4 ATIFICMPELEARRE/TTLHEIB X
YE—I N EMICE>TVWDEDED, L—FT AT TEIRBEOHDTILINTY N E2ZETS
ECNTYRZEROYZIREGT, XvE—2ZEEBEICRELEFR A

api c1# bash

adm n@pi cl: ~> traceroute 10.55.0.16

traceroute to 10.55.0.16 (10.55.0.16), 30 hops max, 60 byte packets
1 192.168.4.1 (192.168.4.1) 0.368 ns 0.355 ns 0.396 ns

2 * k%
3 * k%
4 10.0.255.221 (10.0.255.221) 6.419 ns 10.0.255.225 (10.0.255.225) 6.447 s *
5 * k%

6 * k%



7 10.55.0.16 (10.55.0.16) 8.652 ms 8.676 ms 8.694 s

=T XA Y Fldtcpdump ANV RICFIVEATEERT, CcOOANV REE, EONTY R
oobmgmtf R —T7 I A AZBBLTVRIHL ZHRIDLHICEATEET, XOFITE, ©
ethOy (V=T AAYFEARNA VALY FTHEAEThDoobmgmtf > Z—TIA A ) &F+ S
F¥ L, tepdumpll " —ny A7 23> ZFEHALTDNSBEORDYICEAEThBIPT RLAZEE
L. NTPAT Y N (UDPR—KN123)ERICTAIINEZVTILET, BIOBITE, V=7
NTPH—/Y172.18.108.14%ZR— > TJLTVWE T, AT T, NTPNTY RFTFTIORAT N R
AVB—=TIAAZNLTEFBEATVDRZEE, V=T —NHrhsEEZELTVWSRCE
ZHRTEERY,

fabl-| eaf 101# tcpdump -n -i ethO0 dst port 123

tcpdunp: verbose out put suppressed, use -v or -vv for full protocol decode
listening on ethO, link-type ENIOMB (Ethernet), capture size 65535 bytes

16:49: 01. 431624 1P 192.168.4.23.123 > 172.18.108. 14.123: NTPv4, dient, length 48
16:49: 01. 440303 | P 172.18.108. 14. 123 > 192.168. 4. 23. 123: NTPv4, Server, length 48

ANV REERETE., LAV2FRLERLAVIOEACELTRHENDERSEENYETT,
OBPITE, LAVIDBAERT TN 1—FT 4TIV TOHBTEBALET,

12N> REERE

EPG (fvAEPg) <-> In-Band EPG EPG (I3extInstP) <-> In-Band EPG

Management Direct to L2 Bridged L3 Routed
functions via Fabric Leaf External External
device Node
connected to

Management
functions via
device

Management
functions via
device(s)

connected to

Network Network
connected to
an L2 bridged
external

network

fabric leaf
access port(s)

an L3 routed
external
network

EETFFNIBDYHY ., TOHTZRYRASAUN R —REBT RL AN A /N RiEk:
BIL7770)9 9 /—RICEIYYTOSNBZEAERERL., LIOUWHN 1> /\ REEBDO T CHE
HFHshTWA L E2RAELET,



AV REBYP—RITLELTHETBTUY I RXAUHTRY N
itk AP - XXX

cisco

System | Tenants Fabric Virtual Metworking L4-L7 Services Admin Operations Apps ntegrations
ALLTENANTS | AddTenamt | Ten h —I COMMon mgmt | infra | Ecommerce
Bridge Domain - inb 0 o
Summary Operational Stats Haalth Faults History
Genaral Advanced/Troubleshooting
@D 0 4

Unicast Routing: [«

Operational Value for Unicast Routing: irue
Custom MAC Address: 00:22.80:F8:19.FF
Virtual MAC Address: | Not Configure
s +
Gatewary Scope Primary IP Address  Virtupl IP Subinet Control
ddress
30,3 Ag 1
Associated L3 Outs. T
- L3 0ut

==

A2VIN R/ —REBEPGHNBEETDCEEHERLET, XOAIU—223Y NIRTESIC
AN REPGEBERZTL74Y 9 A Tinb- 4 TGUICERRENET., 412 /N\> REPGHV &
JLAEVLANA'VLANZ —)LICEL < BEEMAF TSN TWBR & 2R LET .

12NN REBEPGTREENEATEILILVLANK, FUOEARD D —IC&>THAET D24
ENfHYET, "inb mgmt EPG encap VLAN > VLAN Pool > Domain > AEP > Interface Policy
Group > Leaf Interface Profile > Switch Profiles H/R— K327 OEARD D —HFREE LTV
BVWEEE., ROARI)—=223 Y MOKRSIC, I—RFM46TOIT—HFRELET,

FEZ=F0467:inb EPG



8589935303

ID: 8589935303

Jescription: Faull delegate: Configuration failed for uni/tn-mgmt/mgmtp-default/inb-inbmgmt due to Invalid VLAN Configuration, debug message: i
I

vlan-300STP Segment Id not present for Encap. Either the EpG is not associated with a domain or the domain does not have this vian
Severity: minor
ted Object: uniftn-mgmt/mgmtp-default/inb-inbmgmt rl_..."]
jated From: topology/pod-1/node-101/local/svc-policyelem-id-0/uni/epp/inb-[unif/tn-mgmt/mgmtp-default/inb-inbmgmt]/nwissues
Created: 2019-10-03T02:23:04.637+00:00
Code; F0467
Type: Config
Cause: configuration-failed
‘hange Set:
Action: deletion
Domain: Tenant
Life Cycle:
t Occurred: 1

ient Status: false

TUYSRAALAUDN, AN RYTZYNAICLETHERENEZEEOERALUTHD L E2ER
LET, ZEICL. 1/V REEEPGIZEREE N /=Provided Contract ' 2L . Z A 526
EPGIC& > THEBENTVWA L EZERLET,

1> /N> REPG
asce APIC o @ @ © ©
’ ad|
cisco APIC e
System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

ALL TENANTS | AddTenant | Tenant Search _I common | imfra | mgmt | Ecommerce

mgmt

In-Band EPG - inb_mgmt 0 o

Policy Stats Health Faults History
—
Policy
o
Name: inb_mgmt —
Tags
Encap: | vian-300
Configuration |ssues.
; Conhguration State
Class 1D
(oS Class.  Unspecified
Bridge Do mb @
Rescived Bridge Domain. ir
Provided Contracts: +
MName Tenant Type QoS Class Match Type State
default COMMoN AtleastOne formed
Show Usage

AEBEPGA VARV ATO77A)



v, \ ~
o i APIC
System Tenants Fabric Virtual Networking L4-L7 Services Admin

mgmt |

|  Add Tenant | Terlanl:-‘SeaH:h:_l commen | infra |

External EPG Instance Profile - Inband-0ut

ALL TENANTS

@GO O

Ecommerce

4

St

Operational t:

General

Provided Contracts Consumed Contracts

Contract Interfaces

Tenant

common

Type

Cont:

QoS Class

Q€

s Health Faults History

Subject Labels EPG Labels

3

Taboo Contracts Inherited Contra )

+

TORFATNYREBERIC, 777UV 0 /—ROA2NY REBIPT RL AR, FRIERL

ICERA SERICEY)
RAEhad7 RLAAN,
LRTF—=RIOIAAELVCEZBFELET,

AET4Y O /—REBFPRLA

afua]n APIC
cisco -
Virtual Networking L4-L7 Services Admin Operations
ALL TENANTS | AddTenant | Tenant Search _ | common mgmt | infra |
Static Node Management Addresses
= Node ID Name Type

Out-0Of-Band
In-Band
Qut-Of-Band
Out-Of-Band
Out-Of-Band

Orf-Band

] Apps Integratio
Ecommerce
EPG IPV4 Address
default 10.48.176.57/24
inb_mg 10.30.30.101/24
Jefault
default JAB1TE.71/24
default 10.48 176 58/24

UTBHIEE, BNICE)HTRLETEET, 1NV REATICHE
REESNLEBOBDY T/ RY hE—BITBHEEEZRALET, Tk, T74

@GO O

ns

00

O+
IPV4 Gateway IPVE IPVE
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fab2-1eaf 101# tcpdump -n -i kpm_inb dst port 123

t cpdunp: verbose output suppressed, use -v or -vv for full protocol decode
listening on kpm.nb, |ink-type ENIOMB (Ethernet), capture size 65535 bytes

16: 46: 50. 431647 | P 10.30.30.3.123 > 172.18.108. 14. 123: NTPv4, dient, length 48
16:47:19. 431650 | P 10.30.30.3.123 > 172.18.108. 15.123: NTPv4, dient, length 48
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fabl-| eaf 101# show ip interface vrf mgmt:inb-vrf
IP Interface Status for VRF "ngnt:inb-vrf"
vl anl6, Interface status: protocol-up/link-up/adm n-up, iod: 4, node: pervasive
| P address: 10.30.30.1, |P subnet: 10.30.30.0/24 secondary
| P address: 10.30.30.3, |IP subnet: 10.30.30.0/24
| P broadcast address: 255.255.255. 255
IP primary address route-preference: 0, tag: O
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