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Tenant: tnl EPG_18@

VRF: vl pcTag 16388
Segment: 2949121 ED_1@
ClassID: 16386 18.1.1,254/24

0SPF L30ut

SVI lee
172.16.108.x/24 F
0SPF_ExtEPG Eth1l/? '
EEhl PcTag 32774 4 )
Hostl
SVI 1@
18.1.1.1/24

Failover

FW2 = Standby FWl = Active
SVI 180
172.16.108.2/24

R 0> B4

LeaflI0O1DELAMF ¥ 7’F ¥ Z2FEAT D E, Host1ASFW2AD RS 74y o ROY 7Enizh
ESHEBRIETEEXT,

ROELAMFA 72 a VA EREhEL I

leafl01l# wvsh_1lc

module-1# debug platform internal roc elam asic 0

module-1(DBG-elam-insel6)# trigger reset

module-1(DBG-elam)# trigger init in-select 14 out-select 1
module-1(DBG-elam-insell4)# set inner ipv4 src_ip 10.1.1.1 dst_ip 172.16.100.2
module-1 (DBG-elam-insell4)# start

module-1(DBG-elam-insell4)# status

T, EFLAR—RFRNUH—EhBDE, WY ITYTHRRERTTEETD,



L3 Type : IPv4

DSCP : O

Don't Fragment Bit : 0x0

TTL : 254

IP Protocol Number : ICMP

Destination IP : 172.16.100.2 <<<———-
Source IP : 10.1.1.1 <<<—-——-

IP Protocol : ICMP( Ox1 )
L4 Src Port : 2048( 0x800 )
L4 Dst Port : 52579 ( 0xCD63 )

sclass (src pcTag) : 16388( 0x4004 ) <<<—-=——-—
dclass (dst pcTag) : 16386( 0x4002 ) <<<—-=——-—
<snip>

Contract Drop s yes <<<-—---
Contract Logging : yes

Contract Applied : no

Contract Hit : yes

Contract Aclgos Stats Index : 81824

( show sys int aclgos zoning-rules | grep -B 9 "Idx: 81824" )

COLR=RNCE, ZO-DNROFHEEEICEZNBPETHDIEN TENET,

- SCLASSIXEPG1638810MpcTagT o
- DCLASSI3163867C., VRF vi®pcTagT 9,
K, VRFOY =238 —)L 2L T,

leafl02# show zoning-rule scope 2949121

o tmmmm Fmmm Fmm Fmmmmmm Fmmmmmm Fmmmmmm Fmmm e
e +

| Rule ID | SrcEPG | DstEPG | FilterID Dir | operst | Scope | Name

Action | Priority

o tmmmm Fmmm Fmm Fmmmmmm Fmmmmmm Fmmmmmm Fmmm e
e +

| 4131 | 0 | 15 | implicit | uni-dir | enabled | 2949121 |

deny,log | any vrf_any deny(22) |

| 4130 | 0 | 0 | implarp | uni-dir | enabled | 2949121 |

permit | any_any filter(17) |

| 4129 | 0 | 0 | implicit | uni-dir | enabled | 2949121 |

deny, log | any_any_any (21) |



| 4132 | 0 | 49155 | implicit | uni-dir | enabled | 2949121 | |

permit | any_dest_any (16) |

| 4112 | 16386 | 16388 | default | uni-dir | enabled | 2949121 | tnl:EPG-to-L30ut |

permit | src_dst_any (9) |

| 4133 | 16388 | 15 | default | uni-dir | enabled | 2949121 | tnl:EPG-to-L3Out |

permit | src_dst_any (9) |

e e ———— tmm—————— e e ———— e ———— e ———— e e tmm—————
R e e +

EPG_10(16388) 5 OSPF L30ut(0.0.0.0/0 = 15)DE#ICH 2 %Y NTI—IADBEICET 22
WABEELET, =70, 17216100275 D RS 7 4 v &1k, VRF viDpcTag(16386) T X4
HFHEhE,

BERTT &

OSPF Ext_EPG®) FICL3Outh EEEHKic iY77 XYy NZ2BMLET,

@ External EPG - OSFP_EXtEPG Q00
Policy Operational Health Faults History
General Contracts Inherited Contracts Subject Labels EPG Labels
o £ %
pcTag: 32774

Contract Exception Tag:
Configured VRF Name: v
Resolved VRF: uniftn-tni/ctx-vi
QoS Class:  Unspecified
Target DSCP: | Unspecified
Configuration Status: applied
Configuration Issues:

Preferred Group Member:

Intra Ext-EPG Isolation: | nforced

Subnets:

+

« |P Address Scope Name Aggregate Route Control Profile Route Summarization Policy

External Subnets for the E

10.1.1.0/24 Export Route Control Subnet

COEBMZE2DDHMBENFHVY)ET,
1. BEEEREEINEYTXYRASORS 7 14 Y 71, OSPF_EXEPG pcTag(32774) TR 4 {4

FEhXT
2. EPG_10£ OSPF_EXtEPGE DB N7 O—%Z2FFA T2 —IILFEMENEXT

leafl102# show zoning-rule scope 2949121

mm o mm Fmmm Fmm Fmmm e mm o o
e e i e e + | Rule ID | SrcEPG | DstEPG | FilterID | Dir | operSt |
Scope | Name | Action | Priority | +--------- Fomm - Fomm - Fomm - Fom e o
————— B ——————+ | 4131 | 0 | 15 | implicit
| uni-dir | enabled | 2949121 | | deny,log | any vrf_any deny(22) | | 4130 | 0 | 0 | implarp |
uni-dir | enabled | 2949121 | | permit | any_ any filter(17) | | 4129 | 0 | 0 | implicit | uni-
dir | enabled | 2949121 | | deny,log | any any any(21) | | 4132 | 0 | 49155 | implicit | uni-dir
| enabled | 2949121 | | permit | any dest_any(16) | | 4112 | 16386 | 16388 | default | uni-dir |

enabled | 2949121 | tnl:EPG-to-L3Out | permit | src_dst_any(9) | | 4133 | 16388 | 15 | default |



uni-dir | enabled | 2949121 | tnl:EPG-to-L30Out | permit | src_dst_any(9) | | 4134 | 16388 |

32774 | default | bi-dir | enabled | 2949121 | tnl:EPG-to-L30Out | permit |
src_dst_any(9) | <<<----

| 4135 | 32774 | 16388 | default | uni-dir-ignore | enabled | 2949121 | tnl:EPG-to-L30Out |
permit | src_dst_any(9) | <<<----

e e ———— tmm—————— e e e e e
e e +
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leafl02# wvsh_lc
module-1# debug platform internal roc elam asic 0
module-1(DBG-elam)# trigger reset
module-1(DBG-elam)# trigger init in-select 6 out-select 1
module-1(DBG-elam-insel6)# set outer ipv4 src_ip 172.16.100.2 dst_ip 10.1.1.1
module-1 (DBG-elam-insel6)# start
module-1 (DBG-elam-insel6)# status
ELAM STATUS

Asic 0 Slice 0 Status Triggered

COLR=NCRE, WY IOTYTHERIRTENET,

module-1(DBG-elam-insel6)# ereport
Python available. Continue ELAM decode with LC Pkg
ELAM REPORT

L3 Type : IPv4d

IP Version : 4

DSCP : 0

IP Packet Length : 84 ( = IP header (28 bytes) + IP payload )
Don't Fragment Bit : not set

TTL : 255

IP Protocol Number : ICMP

IP CheckSum : 32320 ( Ox7E40 )

Destination IP : 10.1.1.1 <<<———-—

Source IP 172.16.100.2 <<<----



Contract Lookup ( FPC )

IP Protocol : ICMP( O0x1 )

L4 Src Port : 0( 0x0 )

L4 Dst Port : 19821 ( 0x4D6D )

sclass (src pcTag) s 1( O0x1 ) <<<———=
dclass (dst pcTag) : 16388( 0x4004 ) <<<—=—-—-—
src pcTag is from local table ves

derived from a local table on this node by the lookup of src IP or MAC
Unknown Unicast / Flood Packet : no
If yes, Contract is not applied here because it is flooded

Contract Drop : No <<<----
Contract Logging : no

Contract Applied : no <<<----
Contract Hit : yes
Contract Aclgos Stats Index : 81903

Bm7O0—ZRET2FIERE, ROEHTT,

module-1(DBG-elam-insel6)# trigger reset
DBG-elam)# trigger init in-select 6 out-select 1
module-1 (DBG-elam-insel6)# set outer ipv4 src_ip 10.1.1.1 dst_ip 172.16.100.2
module-1 (DBG-elam-insel6)# start
module-1 (DBG-elam-insel6) # status
ELAM STATUS

(
module-1 (
(
(

Asic 0 Slice 0 Status Triggered

RY7O0—OSBER -

module-1 (DBG-elam-insel6)# ereport
Python available. Continue ELAM decode with LC Pkg
ELAM REPORT




IP Version

DSCP

IP Packet Length
Don't Fragment Bit
TTL

IP Protocol Number
IP CheckSum
Destination IP
Source IP

4

0

84 ( = IP header (28 bytes) + IP payload )
not set

255

ICMP

32198 ( 0x7DC6 )

172.16.100.2 <<<----

10.1.1.1 <<<———=

IP Protocol

L4 Src Port

L4 Dst Port

sclass (src pcTag)

dclass (dst pcTag)

src pcTag is from local table

derived from a local table on this node

Unknown Unicast / Flood Packet

b

ICMP( Ox1 )

2048 ( 0x800 )

18134 ( 0x46D6 )

16388 ( 0x4004 ) <<<----

1( 0x1 ) <<<——==

: yes
v the lookup of src IP or MAC

no

If yes, Contract is not applied here because it is flooded

Contract Drop

Contract Logging

Contract Applied

Contract Hit

Contract Aclgos Stats Index

no < <K<K =-===

no

no < <K<K =-===
: yes

81903
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