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6.0(1) s VIAMR=AORHARIS—R—=AVA ALY NPBR)

Rt LDEESH

PBRI&, MEBT ISA TV AEARBT IS SAT AOEBEEHELET
PBRI%. L30ut EPGEEPGMORE. EPGR, $ & UL30ut EPGRITHERTE £J, L20ut
EPGHAEZ NN —EHTHBDHES. PBRETYR—KREhEHA

« PBRIE, Cisco ACINILFRY R, IILVFHA K, BLRTFVE—RNJ—TRETHR—KE&

nEd,

« CiscoACI777VY Ok, H—NBIRUVPBR/— RO —KNIIATHIBENHYWET
o L4-L7FNA Ak, gotoE—R (IL—FTY RE—R ) TEATBIHLEN HYET

« PBR/— RIFEFEXAAM Y FTRYR—KhEhEtA

« PBR/—RICEEFERAT VYD RXLA K MBETT

PBR/—RODAAF+ZIYIMACT RLARWK, BIE, ANLATIL—T2#EALTHR—K &
nNTLVET,

PBR/—R7UYI RXALTCGARPR—ANDBREEEMICTRD L EHEOHLET
ARP, 1 —HXYKNKRZTA4Y T, BLETOMDIFPRZ T 1Y I ZEC—RNETT
INT7 14 )Z2ZPBRICERALEVTLSEEW

« PBR/—RWE, VRFA 2V AZY ABELRBVRFA VAR ARAOVWTNNICBYYET, O

RAROD T, 3B DOVRFTOPBR./ — ROYR—KNEThhd, A1 —-XEELRET
ONA X —VRFOWVWTFNATPBR/— RERETIXENHYVET

BRHH

ELAM & FriageM E #7888 Ik, v > 3 2 BRKDCN-3900b®M CiscoLiveZd > FX > RS 4TS5 1)
CHVET,

T, IXTOEREHSM RTA &, 58D A4 hAR—/V— FCisco Application Centric Infrastructure
Policy-Based Redirect Service Graph Design White Papers IZE8&EEhTVWE T,

SFUF  B—RYRT7Z7TIYIOTOE—VRF

XY RNIT—=UK

YENROD



https://www.ciscolive.com/on-demand/on-demand-library.html?search=BRKDCN-3900b#/session/1655424228564001Qh2m
https://www.cisco.com/c/ja_jp/solutions/collateral/data-center-virtualization/application-centric-infrastructure/white-paper-c11-739971.html
https://www.cisco.com/c/ja_jp/solutions/collateral/data-center-virtualization/application-centric-infrastructure/white-paper-c11-739971.html

(2] (AR )
Tl [T
Spine1002 |

[Spine1001]

| Leaft01 |

[ Leaft02 |

BD: Prod-Consumer
Subnet: 10.10.100.1/24

EPG: Prod-Consumer

pcTag: 49155

10.10.100.10/24
aaaa.aaaa.aaaa

BD: Prod-Provider
Subnet: 10.20.200.1/24

EPG: Prod-Provider
pcTag: 49156

10.20.200.20/24
bbbb.bbbb.bbbb

[Learios |

BD: Cons-Connector
Subnet: 192.168.100.1/24

BD: Prov-Connector
Subnet: 192.168.200.1/24

Connector: Consumer
pcTag: 16387

192.168.100.10/24
0050.56b7.d05d

Connector: Provider
pcTag: 49157

192.168.200.20/24
0050.56b7.bf94

| VRF: Prod |
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General
Name: TZ-PER-Device

Alias:
Service Type: Firewall
Device Type: VIRTUAL

Trunking Port: [+

VMM Domain: ViMwaref/UCS-VCENTER

Promiscuous Mode: [ ]

Context Aware; ( Multiple
_ ™
Function Type: | GoThrough GoTo L1 L2 jl

* LDevOTFNA AV THFARNRIODNERA

CODIT—R, BETFNAAFYT—ERTZ7OLVRVIJIIBRETERVWCEZRLE
T LA, Y—ERTZ7ICEERGFTSNEEZNIC—HT BTN ABRRI S —HFx
WATBEMA" BV E T,

BRRE . FINAARBRRV—HNEBENTVBCEZBRBLET, TN RABRKD S —
. YR, Y—ERTIZ 78, BLUOHY—ERTIZT7AO/—RBICEIVWT, H¥—ER
FNAREFOARIVROBREEZIEELET, chik, TFU r>H—ERA>L4-L7 >
Device Selection Policy® FIC& V) £ T,

Properties
Contract Mame: TZ-PEBR-Cantract

Graph Hamea: TZ-PBR-5G
HNaode Hamea: M1
Alias:

Contest Namie;

Devices: TZ=-PER-Device
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« BDARDOANFEEA

CHDIZ—k, Y—EA/—ROTVYIRXALBDNRONSBVIEERLET
o IEZIE, BDIRRT/NARBIRRIS —TREEENEL A,

FRRE . TINAABIRKRY S —TBDAEE N TWA L E, ORIRBHAELWC L
ZHERLET, CcOFRER. TF > h>P—EA> L4-L7 > Devices Selection Policy > [
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Properties
Conne clor Mame: consumaer

Cluster Interface: TZ-PER-Cluster @

Ty
Associated Metwark: Bridge Domain L 30w

Bridge Domain: Cons-Connector

Fraferred Contract Group: Exclude

o LIfFCIFE RN B <, LFICEEMDBCIHFHY XY

« DZAZAVEZ=TIAAFRONYKEBA
ChEDBEER. FNAANVFZARAVR—TIAAEBRENBVWIEZRLTVLE
9o

BRRE : LAVL ~LAVIL-L)TNAAREIL. REDEANBZAR—TI( At
LOZRFEFENTVDRCEEZBRELET, CORER. 7F2 h>Y—ERA> 1L4-L7>F
INA A>[Device | > VT AZA 2V EZ—T I/ AICHYYET,

Logical Interface - Cluster Interface - TZ-PBR-Cluster

Devicn InkpeTace

- E W]

« BUWBH—EAVSAALIRNKRIS—
COITZ—W, Y—ERTZTHROY—ERBETIURXALIZIVHFTIOT 17
nNTLVBICELADST, PBRRVY—AFERAEATVWEVWCEZRLET,
R - PBR7R') 2 —A"Device Selection PolicyfR ERN TREETNT VD & ZERELE
I, CcOEREWR., TF > b>—EA>L4-L7 > Devices Selection Policy > [ Contract +
SG]>[Consumer | Provider |® Rl V) £ T,



Logilcal Interface Context - consumer

Properties

Conndctor Mame: ConSums

Cluster Interface: | TZ-PER-Cluster @

X ~,

Associated Network Bridge Domain L30ut )
Bridge Domain: | Cons-Connacton &

Freferred Contract Group: Exclude

Parmit Logging

L3 Destination IVIP)]:

L4=-L7 Policy-Based Hedract

L4-L7 Service EPG Policy
Custom QoS Policy
F0759: graph-rendering-failure - "Service graph for tenant < tenant > could not be instantiated.d
B/ — R</—R>BEIBEBUTT,

B/ — REOBERABHELES, BEEENLETFVNOY—ERITZ 724V ARV AL
TEXEBATLEL,

COIZ—F, AIROREICEHETIRENBEN BB ZRRLTVERT,

TSI, PHBARIC, COBREN—BHIEREL, ISICHRESINDAEEN BV XTI,
chiE, IXNTORVZ—ZBATRIEHICACITRITENB LAV IT7OANRRET
HELEXT,

R BESNLMEOEEZHEL, RRICWUTHERLET,

FO764: configuration-failed - "L4-L7 Devices configuration < device > for tenant < tenant > is
invalid."

PBRT/\A ARUS —OBEN BB, HEENETFY ROY—ERISTEAV A
B AL TEELATLL,

COIZ—F, AIROREICEETIRENHEN BB ZRRLTVERT,

R BMESNIEMHOBEZTZRAEL., RRICWUTHEARLET,



FO772: configuration-failed - "LIf configuration < cluster > for L4-L7 Devices < device > for tenant <
tenant >F | TT, "

PBRFNAARAIVZARAZ—T T A ABROBRI BB, BEESINEZTFVNOY
—ERTZ 742V ARALTERREATLL,

COIZ—F, AIROREICEHETIRENBEN BB Z2RRLTVERT,
R BMEShEMHMOBEZTZRAEL., RRICTUTHEARLET,
ATYVT2  BERABLVREEI RRAMNODZT—Z22Y

777UV IORTEBAIY RRAVNETRELIY RRA 2V MARBBEhTVR L 2HBIABLE
Fo CNICRHERRENVETY,

« Virtual Routing and Forwarding(VRF)#A 7> T ~
s AZFYARNL—TFTAVIFERCE2>TVWBRTVYDRASBD) AT IO KN, IPF—
BTL—DF—ZVTBWCTBCERRANTSUVTARAERBENETTH . AT

EHVEREA,
c RERXAMVEYBRAMVOBFICEATEDLY RRAVNTIIL—TEPGC)A TS LY
Mo

C TORRRUS—  PORRARUS—BEFI-—UARTLTVAZE, BLPEPGTR
ENREENTOVAVC EERBLET,

ELWEPGEA Y B—T7IAATIY KRA Y RSEBERRBTBICE, I KRS My gEe
nEU—7 (AYEI—RU—7E6HENS ) TROIYY RERFLET,

<tfroot>

show systeminternal epmendpoint [ ip| mac ] [ X.X.X.X | eeee. eeee. eeee ]

<ffroot>

Leaf101#

show systeminternal epm endpoint ip 10.10.100.10

MAC :

aaaa. aaaa. aaaa
i Num IPs @ 1
IP# 0 : 10.10.100.10

::: IP# 0 flags : ::: 13-sw-hit: No
Vlan id : 57 ::: Vlan vnid : 10865 :::

VRF nanme : TZ: Prod



BD vnid : 16056291 ::: VRF vnid : 2162692
Phy If : 0x16000008 ::: Tunnel If : O
Interface :

port-channel 9

Flags : 0x80004c05 :::
sclass : 49155

::: Ref count : 5
EP Create Timestamp : 02/18/2025 15:00:18.767228
EP Update Timestamp : 02/18/2025 15:04:57.908343
EP Flags : Tocal|VPC|IP|MAC|sclass|timer|

Leaf101#

COOANVRTE, IV RRAY M DEE N TVBEPGICEEN 5 hTWBpcTag(sclass) %
BAIL, 18— I4AX, VRFAO—7, BLUTMACT RLAEHZBMEBTEET,

EERERLEREELY RRAY NOFHRAFHOASKEVERE. APICTROIONY REFATEE
ERD

<ttroot>

show endpoint [ ip | mac ] [ X.Xx.X.X | eeee.eeee. eeee ]

<tfroot>

APIC#

show endpoint ip 10.10.100. 10

Legends:
(P) :Primary VLAN
(S) :Secondary VLAN

Dynamic Endpoints:
Tenant : TZ
Application : TZ
AEPg : Prod-Consumer

End Point MAC IP Address Source Node Interface

AA: AA: AA: AA: AA: AA 10. 10. 100. 10
Tearned,vmm

101 102 vpc VPC- ESX- 169



vlan-2673 not-applicable 2025-02-18T15:16:40.
Total Dynamic Endpoints: 1

Total Static Endpoints: 0
APIC#

GUITIKE., IV RRANOEREEED-®IZ, Operations > EP Tracker®JEICEIRT B &
T, EP Tracker#gEICT Y EATEET,

System Tenants Fabric Virtual Networking Admin Operations Apps Integrations

Visibility & Troubleshooting | Capacity Dashboard | EP Tracker | Visualization

EP Tracker

End Point Search

[101010010] ]

Learned At Tenant Application EPG IP

1101-1/102, vPC: VPC- TZ TZ Prod-Consumer 10.10.100.10
ESX-189 (learned,vmm)

EEREREDIY RRA A SIREL LBEWREEAL T, PBRRUS—DEAICEFRTER
ER

ATYT3: ZEOVAAL I b

PBRIEY—ERITIZST7TIL—LTD—DJICHEETIhTVET, TOLH, Y—ERITZT7F7L
—RNE, BRI TEETASMNYTFERERSMYTFOMAICEAL, RETHIHEN HYET
o BHINFIETINEL fpcTagstdHZFAL T, KONV RZETITDE, TVRRAKNTL
— 7 EPGNY—ERTIZTIIN—=TICVZALIRENTVRILESH EERTEET,

<tfroot>

show zoni ng-rul e scope [ vrf_scope ]

V=238 —ILTR, ROIL—ILZERBIDIHBENHVET.
1.BEEMFShIEVRAL I NI I —T &2/ D5EEEPGANDIEFETEPG
2. YV —APBR./—R> ¥ RJEPGH 5 Y —AEPG
. EERFSNLEVAAL I NI IIN—T2HDEBREPGADIEEPG, COTIL—TIF,
DEiDBREERUTHBIEE, BEBDIEEHVET,
4. 8%PBR./ — R ¥ RJEPGH S 3EEEPG

<tfroot>
Leaf101#

show zoni ng-rul e scope 2162692



i +-------- +-====-=- Fommm - Fommmmmmmmmmmm - Fommm - e e Fommmmmmmm - +
| Rule ID | SrcEPG | DstEPG | FilterID | Dir | operSt | Scope | Name | Action |
i +-------- +-====-=- Fommm - Fommmmmmmmmmmm - Fommm - e e Fommmmmmmm - +
| 4565 | 49155 | 49156 | default | bi-dir | enabled | 2162692 | | redir(destgrp-8) |
| 4565 | 49156 | 49155 | default | uni-dir-ignore | enabled | 2162692 | | redir(destgrp-9) |
| 4973 | 16387 | 49155 | default | uni-dir | enabled | 2162692 | | permit

| 4564 | 49157 | 49156 | default | uni-dir | enabled | 2162692 | | permit
i +-------- +-====-=- Fommm - Fommmmmmmmmmmm - Fommm - e e Fommmmmmmm - +
Leafl1l01#

RIS —R=ZAN—TFT 14T PBRYDEBEATOLEARICERE N ¥ RUEPGDpcTagZ fEER
I B(C&E. Tenants > [ TENANT_NAME ] > Services > L4-L7 > Deployed Graph Instance > [
SG_NAME ] > Function Node - N1ICEBBL £ 7,

Function Node = N1 0

Concrete Interfaces Encap

~ MName Encap Class ID L30utPER Service pcTag

s A RZ IV RNN—Y—

CORIVTRE, V=28 —I, 7432, HitER., BLUCEPGREZEENHFET,
DAVVTNE, ACIU—T EIFAPICETEELZLICETTEE T, APICETERITITSE, ¢
XNTCOV—=TAAYFTEENBAT IV N PREETNET, KRBELZR) S —EHETREESD
DIHBDHEENHYET,

ACINN—2 3 2 3.2L Tk, contract_parserld 4 X—2RICNY R)LEhTHY, U—T THEA
TE&F T, iBash> T LA Scontract_parser.pyE ANFTBETTT,

<{froot>
Leaf101#

contract _parser.py --sepg 49155

Key:
[prio:RuleId] [vrf:{str}] action protocol src-epg [src-14] dst-epg [dst-14] [flags][contract:{str}] [hi

[7:4999] [vrf:TZ:Prod] Tog,
redir

ip tn-TZ/ap-TZ/epg-



Pr od- Consuner (49155)
tn-TZ/ap-TZ/epg-
Pr od- Provi deer (49156)

[contract:uni/tn-TZ/brc-

TZ- PBR- Cont r act

11
hi t =81

destgrp-8
vrf:TZ:Prod ip:

192. 168. 100. 10
mac:

00: 50: 56: B7: DO: 5D
bd:uni/tn-TZ/

BD- Cons- Connect or

Leafl01#

COINVREFE, OVNFORNTOYa3y, EERABRVEEEPG, FRAFOI NS I NE,
EYRNADORNEEDFHMZERHLET,

ATYVT4: URALOKNITN=T

V—22E)—)CEREAEO NS IONIETVWTUR AL NT I —T2BELEE, K
NDATY7ELT, VDEFALIBMNFROTFNAADIPF RLAEMACTZ RLAZFHELET, C
hZEITS5Ck,. ROON RZEETLET,

<{froot>

show service redir info group [ destgrp_ID]

<tfroot>
Leafl01#

show service redir info group 8

LEGEND
TL: Threshold(Low) | TH: Threshold(High) | HP: HashProfile | HG: HealthGrp | BAC: Backup-Dest | TRA: Tr

GrpID Name destination HG-name BAC W operSt operStQual TL T



8 destgrp-8 dest-[
192. 168. 100. 10
1-[vxTan-

2162692

] Not attached N 1
enabl ed

no-oper-grp 0 0 sym no no
Leafl1l01#
Leafl01l# show service redir info group 9

LEGEND

TL: Threshold(Low) | TH: Threshold(High) | HP: HashProfile | HG: HealthGrp | BAC: Backup-Dest | TRA: Tr

GrpID Name destination HG-name BAC W operSt operStQual

9 destgrp-9 dest-[
192. 168. 200. 20
1-[vxTan-

2162692

] Not attached N 1

enabl ed

no-oper-grp 0 O sym no no
Leafl01#

COOXRVRZEFERATDE, VAAL I NTIIL—TOEEAT—2RX(OperSt), L4-L7 PBREZY
AVTHREENEIPPRLA, BKUPBR/—RTJUY S RAXASVIZCEEMN TS NIZVRFD
VNIDZ®ESLETEE T, XIZ, BMESNTVBAMACT RLAZHBITHIHRENHV)ET,

<#root>

show service redir info destinations ip [ PBR-node IP] vnid [ VRF_VN D]

<tfroot>

Leaf101#

show service redir info destination ip 192.168.100.10 vnid 2162692

LEGEND

TL: Threshold(Low) | TH: Threshold(High) | HP: HashProfile | HG: HealthGrp | BAC: Backup-Dest | TRA: Tr

Name bdVnid vMac vrf operSt operStQual

dest-[

HG-



192. 168. 100. 10
1-[vxlan-
2162692

1 vxlan-

15826939

00: 50: 56: B7: DO: 5D
TZ:Prod
enabl ed

no-oper-dest Not attached
Leaf101#
Leaf101# show service redir info destination ip 192.168.200.20 vnid 2162692

LEGEND
TL: Threshold(Low) | TH: Threshold(High) | HP: HashProfile | HG: HealthGrp | BAC: Backup-Dest | TRA: Tr

Name bdVnid vMac vrf operSt operStQual HG-

dest-[

192. 168. 200. 20

1-[vxlan-

2162692

1 vxlan-

16646036 00: 50: 56: B7: BF: 94
TZ:Prod

enabl ed

no-oper-dest Not attached
Leaf101#

BIRDEFMICIAT, COIONZ RiE, VRFA, BDVNID, 8 &U'PBR/ — RDFREFHMACT
RLABEDHEREZBRERHLET,



S COBBTE. PP RLAEMACT RLADEAEF I—HREICA>TWB LIS
EELTLKHEE Y, DV, LALTRUSY—R—Z—F 1 F (PBRIEETICANTS
—ARET DTN BYET,

ATYTEPBR/—RHFKZT714v0ZZELTVEEA,

PBR7 #D—F 4 I TRETD — B BEEREAK, PBR/—RICEETDINFT 71V I/ B30T
ETY., COBMBEBO—MWAERERRF, L4-L7KRYS—R—AIN—F 1 > (PBR)BENNDOMACT K
LADEENER>TWVWBZETT,

L4-L7R) S —R—ZAN—FT A I THBEENIEMACT RLADKEEZRIITSICIE. ATFvS
2T RIERALEON RZETLET, COONRIEF, Y —ERD)—=J7&LTEESAE) —
TAAYFLETERITTEET, COU—TRAAYTFT/—RIFIFEBETIhET,

<tfroot>

show systeminternal epmendpoint [ ip| mac ] [ X.X.X.X | eeee.eeee. eeee ]



<{froot>
Leaf103#

show systeminternal epm endpoint ip 192.168.100. 10

MAC :
0050. 56b7. d05d

:: Num IPs : 1
IP# 0 :

192. 168. 100. 10

:: IP# 0 flags : ::: 13-sw-hit: Yes ::: flags2 :
dp-lrn-dis
Vlan id : 71 ::: Vlan vnid : 10867 ::: VRF name : TZ:Prod
BD vnid : 15826939 ::: VRF vnid :
2162692
Phy If : 0x16000008 ::: Tunnel If : O
Interface : port-channell9
Flags : 0x80004c25 ::: sclass : 16387 ::: Ref count : 5

EP Create Timestamp : 02/19/2025 12:07:44.065032
EP Update Timestamp : 02/19/2025 15:27:03.400086
EP Flags : local|vPC|peer-aged|IP|MAC|sclass|timer|

Leafl03#

Leafl03#

show systeminternal epm endpoint ip 192.168.200. 20

MAC :
0050. 56b7. bf 94

:: Num IPs : 1
IP# 0 :

192. 168. 200. 20

:: IP# 0 flags : ::: 13-sw-hit: Yes ::: flags2 :
dp-lrn-dis
Vlan id : 60 ::: Vlan vnid : 10866 ::: VRF name : TZ:Prod

BD vnid : 16646036 ::: VRF vnid :



2162692

Phy If : 0x16000008 ::: Tunnel If : O
Interface : port-channell9
Flags : 0x80004c25 ::: sclass : 49157 ::: Ref count : 5

EP Create Timestamp : 02/19/2025 13:51:03.377942
EP Update Timestamp : 02/19/2025 15:28:34.151877
EP Flags : local|vPC|peer-aged|IP|MAC|sclass|timer|

Leaf103#

EPMT—7ILICRFEE NIEMACT RLAKN, $—ERAUSAALIKNTIL—TTREENLET RL
ALE—HIBDELZWELET. PBR/—ROBEANDEYNERNZT T4V TII—FT 12T 2R
TBRICE, DIDPBASDIT—TEBETILENHYET,

ATY76: NZT74v 070,

« 77 RUT—=2

ELAMZ’ Ot ANKREELEBREI RY—TI RTHELT D KSICERFTE NI-APICHADOCLIY
—)e COY—IIE2FERATRE, BEN7O—E, TO7O0—NDRAERDV—TARAY F%IE
ETEET, &/ —RTELAMZIEXREFTLT, 7JO0-0OEENAZSHLET, cOY—ILIF
INTY NNARAZBRBICREBTEBRVEMENAROSTHICKRIBEET,

<ttroot>
APIC #

ftriage -user admin route -sip 10.10.100.10 -dip 10.20.200.20 -ii LEAF:101, 102

Starting ftriage

Log file name for the current run is: ftlog_2025-02-25-10-26-05-108. t xt

2025-02-25 10:26:05,116 INFO /controller/bin/ftriage -user admin route -sip 10.10.100.10 -dip 10.20.200
Request password info for username: admin

Password:

2025-02-25 10:26:31,759 INFO ftriage: main:2505 Invoking ftriage with username: admin

2025-02-25 10:26:34,188 INFO ftriage: main:1546 Enable Async parellel ELAM with 2 nodes

2025-02-25 10:26:57,927 INFO ftriage: fcls:2510

LEAF101

: Valid ELAM for asic:0 slice:0 srcid:64 pktid:1913
2025-02-25 10:26:59,120 INFO ftriage: fcls:2863

LEAF101

: Signal ELAM found for Async lookup
2025-02-25 10:27:00,620 INFO ftriage: main:1317 L3 packet

Seen on LEAF101



Ingress:
Et h1/ 45 (Po9)

Egress: Ethl/52 Vnid: 2673
2025-02-25 10:27:00,632 INFO ftriage: main:1372 LEAF101l: Incoming Packet captured with [

S| P: 10. 10. 100. 10, DI P: 10. 20. 200. 20
]

2025-02-25 10:27:08,665 INFO ftriage: main:480 Ingress

BD(s) TZ: Prod- Consuner

2025-02-25 10:27:08,666 INFO ftriage: main:491 Ingress

Ctx: TZ:Prod Vnid: 2162692

2025-02-25 10:27:45,337 INFO ftriage: pktrec:367 LEAF101:

traffic is redirected

ééé5—02—25 10:28:10,701 INFO ftriage: unicast:1550 LEAF101:
traffic is redirected
to vnid:15826939
mac: 00: 50: 56: B7: DO: 5D
via tenant:TZ
gr aph: TZ- PBR- SG
contract:

TZ- PBR- Cont r act

é6é5—02—25 10:28:20,339 INFO ftriage: main:975

Found peer-node SPI NE1001

and IF: Ethl/1 in candidate Tist

ééé5—02—25 10:28:39,471 INFO ftriage: main:1366
SPI NE1001

: Incoming Packet captured with Outer [SIP:10.2.200.64, DIP:10.2.64.97] .... Inner [

S| P: 10. 10. 100. 10, DI P: 10. 20. 200. 20

]
2025-02-25 10:28:39,472 INFO ftriage: main:1408

SPI NE1001
: Outgoing packet's Vnid:

15826939



2025-02-25 10:28:58,469 INFO

SPI NE1001: Proxy in spine

2025-02-25 10:29:07,898 INFO

Found peer-node LEAF103

ftriage:

ftriage:

. and IF: Ethl/50 in candidate 1ist

2025-02-25 10:29:35,331 INFO

LEAF103

: Incoming Packet captured with Outer

ftriage:

S| P: 10. 10. 100. 10, DI P: 10. 20. 200. 20

]

2025-02-25 10:29:50,277 INFO

00: 50: 56: B7: DO: 5D

2025-02-25 10:30:07,374 INFO

vl an- 2676

2025-02-25 10:30:13,326 INFO

Ctx TZ: Prod

2025-02-25 10:30:13,326 INFO

TZ: Cons- Connect or

2025-02-25 10:30:18,812 INFO
EP i f (Po19)

same as egr if(Pol9)
2025-02-25 10:30:18,812 INFO

bri dged

in SUG

2025-02-25 10:30:18,813 INFO
2025-02-25 10:30:19,378 INFO
APIC #

+ ELAM:

ftriage:

ftriage:

ftriage:

ftriage:

ftriage:

ftriage:

ftriage:
ftriage:

fib:524

main:975

main:1366

[SIP:10.2.200.64, DIP:10.2.200.64] .... Inner [

ep:128 LEAF103: pbr traffic with dmac:

main:800 Computed egress encap string

main:535 Egress

main:536 Egress BD(s):

misc:908 LEAF103: caller unicast:581

misc:910 LEAF103: L3 packet caller unicast:668 getting

main:1822 dbg_sub_nexthop function returned values on node LEAF10
acigraph:794 : Ftriage Completed with hunch: matching service dev

Embedded Logic Analyzer Module(ELAM)I&, 1—HA/N—RIVIT7THREORHEEIL,
NSOXBZR/BEIRIDONTY NELRTIL—LAZXYTFYTEDRSICTHIBHY—IT
T FYTFYHFHINTBE, ELAMAT—X Aldtriggerede RRENE T, M H—EFIC



ELAMAERICEY), TF—RIF T OWRENAREICRED D, TONTYRNEERFETL—LALIKCH
LTARAALY FOASICTERITENZZHOEEREDDTWNI BRIV ET, ELAMIFASICLARIL
THEL., A4 Y FOCPURMBD)Y —RICEEEEXRBRVLSIZLET,

O REXOEE, CO#EiElE. TACI Intra-Fabric Forwarding Tools® RS 7)1 —F 14>
TJis ORFAIXRNDSPESNIEEDTT

vsh_Tc [This command enters the 1line card shell where ELAMs are r
debug platform internal <asic> elam asic 0O [refer to the ASICs table]

NUH—F2RHEDRE

trigger reset [ensures no existing triggers are running]
trigger init in-select <number> out-select <number> [determines what information about a packet s
set outer/inner [sets conditions]

start [starts the trigger]

status [checks if a packet 1is captured]

NTY N EBdCH T 2ERLET,

ereport [display detailed forwarding decision for the packet]

» Traffic flow

WREBBDINTOTFNAABORNT 74V O 7O0—ZREBEIBZDENEETT, FtriageV —JL
F. CO7O0-DENLEENZRELET, L., FHASRBNRIEE, N7y NSE7OR
ADKV)RVEEZBFZDZHIC, XY MDJ—2 MNROZ AN E R TEmbedded Logic Analyzer
Module(ELAM)E 27 TE £,

1L.AANT 749 ok, RERY—NNFEFchEI L2 —FT4 20— TRELET
o COBENDIFTIATR, BEXHNVPCA U E—T I/ ADBTRICEEEATVWSD LY,

VPCET7 CELAMZRETRIMEN BV ET, chik, Ny a2aTFILdVXALICEK > TERE
NEYMBA DV R—T I ANTEETCHDILEHICHETT,


https://www.cisco.com/c/ja_jp/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/217995-troubleshoot-aci-intra-fabric-forwarding.html#toc-hId--1379611329
https://www.cisco.com/c/ja_jp/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/217995-troubleshoot-aci-intra-fabric-forwarding.html#toc-hId--1379611329
https://www.cisco.com/c/ja_jp/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/217995-troubleshoot-aci-intra-fabric-forwarding.html#toc-hId--1379611329
https://www.cisco.com/c/ja_jp/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/217995-troubleshoot-aci-intra-fabric-forwarding.html#toc-hId--1379611329

28

Leaf101

L

Leaf102 |

BD: Prod-Consyumer
Subnet; 10.10.180.1/2

EPG: Prod-Consumer
pcTag: 49155

10.10.100.10/24
aaaa.aaaa.aaaa

VRF: Prod

<#froot>

LEAF101#

vsh_|c

module-1#

debug platforminternal tah elamasic 0O



module-1(DBG-elam)#

trigger reset

module-1(DBG-elam)#

trigger init in-select 6 out-select 1

module-1(DBG-eTam-insel6)#

reset

module-1(DBG-eTam-insel6)#

set outer ipv4 src_ip 10.10.100.10 dst_ip 10.20.200. 20

module-1(DBG-eTam-insel6)#

start

module-1(DBG-eTam-insel6)#

stat us

ELAM STATUS

Asic 0 Slice 0 Status

Tri ggered

Asic 0 Slice 1 Status Armed

module-1(DBG-eTam-insel6)#

ereport

Trigger/Basic Information

Incomng Interface : 0x40( 0x40 )

>>> Et hl/ 45

Destinati on MAC : 0022. BDF8. 19FF >>> Bri dge-domai n MAC addr ess

Source MAC : AAAA. AAAA. AAAA



802.1Q tag is valid : yes( Ox1 )
CoS : 0C 0x0 )

Access Encap VLAN : 2673

( OxA71 )

L3 Type : IPv4

IP Version : 4

DSCP : 0

IP Packet Length : 84 ( = IP header(28 bytes) + IP payload )
Don't Fragment Bit : set

TTL : 64

IP Protocol Number : ICMP

IP CheckSum : 6465( 0x1941 )

Destination | P : 10.20.200. 20

Source | P : 10.10.100.10

IP Protocol : ICMP( Ox1 )
L4 Src Port : 2048( 0x800 )
L4 Dst Port : 7345( Ox1CB1 )

sclass (src pcTag) : 49155( 0xC003 ) >>> Prod- Consuner

EPG

dcl ass (dst pcTag) : 49156( 0xC004 )

>>> Prod- Provi der EPG

src pcTag is fromlocal table : yes

>>> EPGs are known |ocally

derived from a local table on this node by the lookup of src IP or MAC
Unknown Unicast / Flood Packet : no
If yes, Contract is not applied here because it is flooded

ovector : 176( O0xBO ) >>> Ethl/52



Ovec in "show plat int hal 12 port gpd"

Opcode : OPCODE_UC

sug_luc_latch_results_vec.luc3_0.

service redir: Ox1 >>> Service Redir 0x1 = PBR was applied

REEhLBEBD, S, service_redirF 7> arABMELESH., NTY "RV —R—=Z)—F

1 JPBRBHTUAALIRENTVWDRZENBASH T, £/, sclass&dclassDE & EE
LET, COBENDFUATIR, AM4 Y FlkdclassZfBELET, L, BEIY RKRA

RAEPMT—7ILICEELBWVEE, dolassBET7 A NT1CKRY ET,

ESIIC, AHABZ—T I A ARFSRCIDIZE > TREE N, HOAMX—T T4 ARRYNILE
ICK2THRAENET, XOEWE., vsh lcLRILTROIAR > REZETITDEICK2T, BIH
R—NICEBRTEERT,

<tfroot>

show platforminternal hal [2 port gpd

2. 70— DEEDATY T TR, ANA VALY FICEEL THEEMACT RL A%ZPBR./ —
RICXYETLET, RS T7 1Y TRVXLANAY A —THTEIILE D . A/NA>
FEEFUE—NJ—T7TELAMZR{TTSDICIE, in-select 142 AL THTEIILZEELL
FA—RITBIDLENFHYET,
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module-1(DBG-elam)#

trigger reset

module-1(DBG-elam)#

trigger init in-select 14 out-selec O

module-1(DBG-elam-insel114)#

reset

module-1(DBG-elam-insel114)#

set inner ipv4 src_ip 10.10.100.10 dst_ip 10.20.200. 20

module-1(DBG-eTam-insel114)#

start

module-1(DBG-eTam-insel114)#

stat us

ELAM STATUS

Asic 0 Slice 0 Status Armed
Asic 0 Slice 1 Status Armed

Asic 0 Slice 2 Status Triggered

Asic 0 Slice 3 Status Armed

module-1(DBG-elam-insel14)#

ereport

Trigger/Basic Information

Incoming Interface :

0x48( 0x48 ) >>> Ethil/1

( S1lice Source ID(Ss) in "show plat int hal 12 port gpd" )
Packet from vPC peer LEAF : yes
Packet from tunnel (remote Teaf/avs) : yes

Destination MAC : 000D.ODOD.ODOD
Source MAC : 000C.0COC.0COC

Inner L2 Header



Inner Destination MAC : 0050.56B7.D05D >>> Firewal | MAC

Source MAC : AAAA.AAAA.AAAA

DSCP : 0
Don't Fragment Bit : Ox0
TTL : 32

IP Protocol Number : UDP
Destination IP : 10.2.64.97
Source IP : 10.2.200.64

L3 Type : IPv4

DSCP : 0
Don't Fragment Bit : Ox1
TTL : 63

IP Protocol Number : ICMP

Destination | P : 10.20.200. 20

Source | P : 10.10.100.10

L4 Type : iVXLAN

Don't Learn Bit : 1

Src Policy Applied Bit : 1
Dst Policy Applied Bit : 1

sclass (src pcTag) : 0xc003 >>> pcTag 49155 (Prod- Consuner)

VRF or BD VNID : 15826939( OxF17FFB ) >>> BD: Prod- Consuner

Opcode : OPCODE_UC

bky_eTam_out_sidebnd_no_spare_vec.

ovector _idx: Ox1F0 >>> Ethl/10



tEEOHEAAS, BEMACTFRLAA T FATIO4—)LOMACT RLARAICEERZShTWVWDC
EFDAVYNET, TDE, COOPILY IT Y THEITENT, MACDRENT )Y v &bl
N NTYRNSAAYFORBETEDAEZ—TIAAICEEENET,
TDYSRAXLNIDET7ATIA—)LOMACT RLAZFEALTANOIAI REETTS
E.COINYIOTYVTH#ANADTIZIIL—RNTEEXT,

<tfroot>

SPINE1001#

show coop internal info repo ep key 15826939 0050. 56B7. DO5D | egrep "Tunnel | EP" | head -n 3

EP bd vnid : 15826939
EP mac : 00:50:56:B7:D0:5D

Tunnel nh : 10.2.200. 66

SPINE1001#

3.KTFTA4Vv DR, T7ATT7A—IOMACT RLAABAEAE Y —ERAU-TICEEL
. PBR/—RICEEENET,



L SEw

T N =T

Spine1001 Spine 1002

iy

Leaf103

BD: Prov-Connector
Subnet: 192.168,200.1/24

BD: Cons-Connector A,
Subnet: 192.168.100.1/24" /

i
P

.h-
."'-F.

Connector: Consumer
pcTag: 16387

Connector: Provider
pcTag: 49157

192.168.100.10/24
0050.56b7.d05d

192.168.200.20/24
0050.56b7 .bf94

VRF: Prod

<#root>
MXS2-LF101#

vsh_Ilc

module-1#

debug platforminternal tah elamasic O

module-1(DBG-elam)#

trigger reset



module-1(DBG-elam)#

trigger init in-select 14 out-select 1

module-1(DBG-eTam-insel114)#

reset

module-1(DBG-eTlam-insel114)#

set inner ipv4 src_ip 10.10.100.10 dst_ip 10.20.200. 20

module-1(DBG-elam-insel114)#

start

module-1(DBG-eTam-insel114)#

stat us

ELAM STATUS

Asic 0 Slice 0 Status Armed

Asic 0 Slice 1 Status Triggered

module-1(DBG-eTam-insel114)#

ereport

Trigger/Basic Information

Incomng Interface : 0Ox0( 0x0 ) >>> Ethl/17

( S1lice Source ID(Ss) in "show plat int hal 12 port gpd" )
Packet from vPC peer LEAF : yes
Packet from tunnel (remote Teaf/avs) : yes

Destination MAC : 000D.ODOD.ODOD
Source MAC : 000C.0COC.0COC

Destination MAC : 0050.56B7. DO5D >>> Firewal | MAC

Source MAC : AAAA.AAAA.AAAA



L3 Type : IPv4

DSCP : 0
Don't Fragment Bit : Ox0
TTL : 32

IP Protocol Number : UDP
Destination IP : 10.2.200.66
Source IP : 10.2.200.64

DSCP : 0
Don't Fragment Bit : Ox1
TTL : 63

IP Protocol Number : ICMP

Destination | P : 10.20.200. 20

Source | P : 10.10.100.10

L4 Type : iVXLAN

Don't Learn Bit : 1

Src Policy Applied Bit : 1
Dst Policy Applied Bit : 1

sclass (src pcTag) : 0xc003 >>> pcTag 49155 (Prod- Consuner)

VRF or BD VNID : 15826939( OxF17FFB ) >>> BD: Prod- Consuner

IP Protocol : ICMP(C Ox1 )
L4 Src Port : 2048( 0x800 )
L4 Dst Port : 50664( OxC5E8 )

sclass (src pcTag) : 49155( 0xC003 ) >>> Prod- Consuner EPG

dcl ass (dst pcTag) : 16387( 0x4003 ) >>> Consumer connector EPG

src pcTag is from local table : no
derived from group-id in iVXLAN header of incoming packet
Unknown Unicast / Flood Packet : no
If yes, Contract is not applied here because it is flooded

Sideband Information



ovect or

64( 0x40 ) >>> Ethl/45

Ovec in "show plat int hal 12 port gpd"
Opcode : OPCODE_UC

4. PBR/—RASEBRENZ/NYH—DOFEE., £, CO/—RFAEBEOFAUVIIVAETT
W, VRF, 1282 —7IA A, £ERFVLANZZEITDIHENHYWET, RIZ,. NTYRNET
ONAEZ—OFVXOACICEEENE T,



7R A
2l M o

Spine1001 Spine1002

i

Leaf103

BD: Prov-Connector
Subnet: 192.168.200.1/24

BD: Cons-Connector
Subnet: 192.168.100.1/24

Connector: Provider
pcTag: 49157

Connector: Consumer
pcTag: 16387

192.168.200.20/24
0050.56b7.bf94

192.168.100.10/24
0050.5607.d05d

| VRF: Prod

<ffroot>

LEAF103#

vsh_lc

module-1#

debug platforminternal tah elamasic 0O

module-1(DBG-elam)#

trigger reset



module-1(DBG-elam)#

trigger init in-select 6 out-select 1

module-1(DBG-eTam-insel6)#

reset

module-1(DBG-eTam-insel6)#

set outer ipv4 src_ip 10.10.100.10 dst_ip 10.20.200. 20

module-1(DBG-eTam-insel6)#

set outer 12 src_mac 0050.56b7. bf 94

module-1(DBG-eTam-insel6)#

start

module-1(DBG-eTam-insel6)#

st at

ELAM STATUS

Asic 0 Slice 0 Status Triggered

Asic 0 Slice 1 Status Armed

module-1(DBG-eTam-insel6)#

ereport

Trigger/Basic Information

Incomng Interface : 0x40( 0x40 )

>>> Et hl/ 45

Destination MAC : 0022.BDF8.19FF

Source MAC : 0050. 56B7. BF94

802.1Q tag is valid : yes( Ox1 )



CoS : 0C 0x0 )

Access Encap VLAN : 2006( 0x7D6 )

L3 Type : IPv4

IP Version : 4

DSCP : 0

IP Packet Length : 84 ( = IP header(28 bytes) + IP payload )
Don't Fragment Bit : set

TTL : 62

IP Protocol Number : ICMP

IP CheckSum : 46178( 0xB462 )

Destination | P : 10.20.200. 20

Source | P : 10.10.100.10

IP Protocol : ICMP( Ox1 )
L4 Src Port : 2048( 0x800 )
L4 Dst Port : 37489( 0x9271 )

sclass (src pcTag) : 49157( 0xC005 ) >>> Provider connector EPG

dcl ass (dst pcTag) : 49156( 0xC004 )

>>> Prod- Provi der EPG

src pcTag is from local table : yes

derived from a local table on this node by the lookup of src IP or MAC
Unknown Unicast / Flood Packet : no

If yes, Contract is not applied here because it is flooded

ovector : 176( 0xBO ) >>> Ethl/52

Ovec in "show plat int hal 12 port gpd"
Opcode : OPCODE_UC

sug_luc_latch_results_vec.luc3_0.

service_redir: 0x0



5BVDEXYRNIT—IORT T4V 0k, CNETICHALEFIE(NTY NFANA RS
YFIZRY, coop)LY VT Y TICETVWTERKNBEY—NEENMREENS ) ICRVET,
T0E. NTYRNIO—ANLEBI7SVZFE>AELI—F AT V=T A4 Y FILEES
n, ANADOCOOPT—T7NICCDBEREGELET. ATYT2EATY T3MELAM®D
KT, REROBEEANONTY NOBRABICELT—EBLTVET, EREEEEZRIETS
Lk, S5 ZBAEPGDpcTagb HAHAM >V R—T I A ATRIET D ENTARTT,

IP SLA

IPSLA, XY RT—IONADBERAT—RAENT AN AZMOIT2EHICFEATIhET
o DFPILRALZY NT—ODREICEIVT, ERENERVI—IZR2>TRS T4V IHM
RWICIL—F12TENBDLS5ICLET, ACITIE., PBRIZIPSLAZSFERAL T, BRICETVE
W—TFT A TOREETVET, IPSLAXKNUY ZICNAONT #—I AN RKRTFLTWD &
ARENTWBEHES, PBREMSBERBRNT X AREZF LEIRBENAZNLTINZ 719D
EBIN—FTA1JTEEY,

N—23252(1) U Tk, IPSLADZAFIYIMACKRS Y X 2EBMICTEET, Chi
. PBR/—RATI—=)IF—N—L, BUIPZRLAOMACT RLAZZEETDF ) FIC&IL
589, AXTAVIBEATE, NZT7A1YIDEEEZLETIDEHICPBR/—RAMACT R
LAZZETDLELIC, RU—R—=—ZAOVREAL IRV —OEBEZTOMBENHVYET,
IP SLATIE, CORVS—THEAETNDIMACT RLAN7O—-TRBEIZVL—EhET, cOR
FIAIXNDHERST, PBR/—RHFIEETHZIHNESH EHE TS =HIC, ICMP, TCP,

L2Ping, HTTPHZ EDEE I O—7 2 FEATEET,

IP SLARU S — 0 — MR BREFXDESICBEY KT,



1P SLA Monitoring Policy - tz-ipSLA

Properties
Mame: 1z-ipSLA
Descnptuon:
SLA Type: TGP . L2Ping HTTE 3
S5LA Freguency [S6C): |60 ™
Detect Multiplier: | 3 4
Request Data Size (bytes): 28 4y
Type of Service: 0 £
Operation Timeout (milliseconds): 900 -+
Thresshold (miliseconds): 900
Trathic Class Value: 0 &)

IPSLARUZ —E, ANLARTIN—T2FEALTPBR/—RIPICXYEY T ITRRENHYET,

Create L4-L7 Redirect Health Group [¥]

Mame: | tz-} 451

Description:

MACT7 RLAZBWICKRETSIP SLANEAENBIEE, CO7 1 —)LREZETREL, IXT
OICEREETNET,



Destination of redirected traffic - uni/tn-aperezos/svcCont/svcRedirectPol-TZ-PBR-Con.. Q €@

Policy Faults History

@) AL

Properties
P: 192.168.100.10

Destination Name:

Description:

MAC: |D0:00:00:00:00:00|

Additional IPv4/IPvE: | 0.0.0.0
Pod ID: |1
Weight: |1
Redirect Health Group: |tz-HG @
Wirtual Dynamic MAC of Service Node: 00:00:00:00:00:00
Implicit Service VRF VNID: O

T €D €D

L4-L7RV S —R—=ADUR AL U "KRD>—T, L3%EL%Z S L THealth GroupH'PBR./ — R
IPEEEN oD &, FETRERFOIP SLABEZERZT A OO LEVEEZRELEFT, UK
ALO23aHERIIEOICHERTITATI3RAODRNERELET, 514 TPBR./—
ROBALEMEON—ET—DZTEZ N, BAREE, BRENLLEVERXR DT O
AVICK2TITIN—T246NEEEZ T, BEAIELENETT, COT77O0-Fk, vZ741
YOO ICEEEEXTIC, NSTNS21—F 12 JHROPBR/—RONA/NAZEYR—KL
-

Threshold Enable: 7]

Min Threshold Percent (percentage): | 50 o

L

Max Threshold Percent (percentage): (O

Threshold Down Action: 1: bypass action deny action permit action :
l\.\"\. ~ g

B — MHealth Group/R) > —AFERAENBRY ., 1DOL4-LTRIS —R—=AVEAL I KKRD>
—FKERFEBOLA-LTR) S —R—=AVEALLIRNR) D —DLIBETERES NLEITNTOIPE
. Health GrouplC &k >T/NAM > REhET,

Leafl101# show service redir info health-group aperezos::tz-HG

Ty

o

LEGEND

TL: Threshold(Low) | TH: Threshold(High) | HP: HashProfile | HG: HealthGrp | BAC: Backup-Dest | TRA: Tr

HG-Name HG-OperSt HG-Dest HG-Dest-OperSt

aperezos::tz-HG enabled dest-[192.168.100.10]-[vx1an-2162692]] up
dest-[192.168.200.20]-[vx1an-2162692]] up



Leaf1011#

BYIE 5 2

» Cisco Application Centric Infrastructure Policy-Based Redirect Service Graph Design7s 2 4
AAR—/\—

« ACILAY4-7 RS —NR—AVBAL YU NPBR)DEEMiE > N (Cisco LiveZLE>T—
>3az)

e YILFRY RPBRTOIPSLAO NSNS a—F4>T



https://www.cisco.com/c/ja_jp/solutions/collateral/data-center-virtualization/application-centric-infrastructure/white-paper-c11-739971.html
https://www.cisco.com/c/ja_jp/solutions/collateral/data-center-virtualization/application-centric-infrastructure/white-paper-c11-739971.html
https://www.cisco.com/c/ja_jp/solutions/collateral/data-center-virtualization/application-centric-infrastructure/white-paper-c11-739971.html
https://www.ciscolive.com/c/dam/r/ciscolive/global-event/docs/2025/pdf/BRKDCN-3982.pdf
https://www.ciscolive.com/c/dam/r/ciscolive/global-event/docs/2025/pdf/BRKDCN-3982.pdf
https://www.ciscolive.com/c/dam/r/ciscolive/global-event/docs/2025/pdf/BRKDCN-3982.pdf
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