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Group Name: *

SWIM

Description:

Enter group description

Admin

User List:

Users

admin

demo
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bpaadmin
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devmgr
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user001
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-
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Role List:

All v  Search All v  Search
Roles
Tenant Admin (Global)
BPA Super Admin
Use Case Admin (Global)
Network Operator (Global)
Read Only User (Global)
compliance
firewallengineer
Device Activation Admin
Device Activation Read Only User

1 ltems per page 10 Device Activation Operator
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3. [Submit)| 20Uy ULET,
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operator

SWIM

ITIN—TwET 0
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SwWiM
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Policies

Add Policy

Al v Search

Policy Groups Resource Groups Asset Groups Action
Australia I0S-XR North East Swim Australia North East
US West Cat9300 SWIM swim 03b9c684af4e9,03bac83b32607
EMEA All SWIM 02a0cecca524c,02ae 12567158
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Asset Groups

Add Asset Group

All v  Search

Group Name Group Type Source Action
1ddbc883f818a static nso-85
le17aea3cflab static nso-85
20fa0fd815cf8 static nso-85
2726bdddcdcOc static nso-85
359891607258 static nso-85
45744b5bb70ae static nso-85
57e9fc5e978a4 static nso-85
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alvalie Business Process Automation

CISCO 1

Asset Groups

Add Asset Group

All v  Search

Group Name Group Type Source Action
1ddbc883f818a static nso-85
le17aea3cflab static nso-85
20fa0fd815cf8 static nso-85
2726b4ddcdcOc static nso-85
35f989f607258 static nso-85
45744b5bb70ae static nso-85
57e9fc5e978a4 static nso-85
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Create Asset Group

Group Name Show only selected assets

Name Ip Address Location Managed By Product Description
Asset Group Dynamic
Type nso-85 testing
nso-85 test
A\ Asset Selection criteria
nso-85 test
Name
m nso-85 test
nso-85 rtest
IP Address
-85 test
Software Type
m nso-85 Test device - Asset-FQIH
nso-85 Test device - Asset-LFv_33_36- Updated
Location
m nso-85 Test device - Asset-NBS_33_36

EEOBRRESE

2. Group NameZ AH L., StaticA7’'>a>Z&EIRLE T,
BDVARDSTFINAAZEIRLET,

4. RBEIZHELUT., TEEBIREE , £33 071 )L REFERALTEEERELET,
5. BMNNEEDTFIVIRY VREAVICLET,

6.[Save] 20V YO LET,

BNEETIL—T ORmE

Asset Groups

Add Asset Group
All v test_a X

Group Name Group Type Source Action

test_asset static

1 View s per page 10
Edit

BNEEIIN—TOmRET V>3

1. Asset GroupsR—> T, BHDOEEY )L —7 0O ActionF| A 5 More Options 7 A 12> Edit&
BIRL E£9, Edit Asset GroupT 1 > RIHFBREEXT,
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Edit Asset Group

Group Name

Name Ip Address
Asset Group

ype

A Asset Selection criteria

Name
IP Address
Software Type

Location

*A A A A

7ty boBm/ER

2BMNOT7EYNDFIVIORY DREFVRIEEFTICLET,

3.[Save] 20U Y ILET,
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Asset Groups

Add Asset Group

Group Name Group Type

test_asset static

BNEETIN—TOHIKRT 3>

Location

Source

Managed By
nso-85

nso-85

All

- Show only selected assets

Product Description
Aggregate device 10.105.52.29

test

1 Items per page 10
v test_a
Action

1 View S per page 10

Edit

Delete

1. Asset GroupsR—> T, BHOEEY )L—7 D Action¥|H S More Options7 A 12>

DeleteZ BIRL K¥, BRI RUNMHEXT,



Asset Groups

Add Asset Group
All test_ X
Group Name Group Type Source Action
test_asset static
1 View S per pag: 10
Edit
Delet
> ‘ ° Ny
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Are you sure you want to delete 'US West Assets'?
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Asset Groups

Add Asset Group

All v  Search

Group Name Group Type Source Action
1ddbc883f818a static nso-85
le17aea3cflab static nso-85
20fa0fd815cf8 static nso-85
2726bdddedcOc static nso-85
35f989f607258 static nso-85
45744b5bb70ae static nso-85
57e9fc5e978a4 static nso-85
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1. Asset GroupsR—=> T, Add Asset GroupZz 2 1) Y 2 L& T, Create Asset GroupJ 1 > R
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Create Asset Group

Group Name howing 10 of 2 matching asset assels selected for t Show only selected assets
Name Ip Address Location Managed By Product Description
Asset Group Dynamic
-85 testing
Type nso
nso-85 test
A Asset Selection criteria
nso-85 test
Name
T m nso-85 test
nso-85 rtest
IP Address
Enter IP Address here @ nso-85
nso-85 test
Software Type
Enter Software Type here m nso-85 Test device - Asset-FQIH
nso-85 Test device - Asset-LFv_33_36- Updated
Location
Enter Location here m nso-85 Test device - Asset-NBS_33_36
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3. Asset Selection Criteriaz 7> 3 > OBREEZFEAL T, PTEY NJARNEZERYVIAKET
o T—REANTDE, BEC—HIDEEZEDLVBRALEYTBDRSICEE) AN
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4.[Save]l] 2V VYU LET,
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Asset Groups

Add Asset Group

(ees Al v  dynamid X
Group Name

Group Type

Source Action
test_asset_dynamic

dynamic
Items per page 10

BEIIN-T

1. Asset GroupsR—> T, BROEEY )L—7 DActionF|H S More Options7 A 2> Edit%
BIRL E£9, Edit Asset GroupT 1 > RUFFHEET,

Asset Groups

View test_dynamic

Edit Delete
Al -
Group Name Group Type
. Managed
test_dynamic dynamic Name Ip Address  Product Description Location By
NSO-170
nso-85
1 Items per page 10
S . o —
BEJTIN-—T10imE
FRBRHENEEEI I -TRIRETEE
o 1 TRBETEERA,
Edit Asset Group
Group Name
Name Ip Address Location Managed By Product Description
Asset Group m NSO-170
Type nso-85

v Asset Selection criteria

Items per page 10
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3. [Save] 20U Y O LET,
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CISCO

Asset Groups

Add Asset Group

) Al v dynamic X
Group Name Group Type Source Action

test_asset_dynamic dynamic

1 liems per page 10

RETEET N7

BNEET )L —T DOHIER

Asset Groups

Al dynamic X
Group Name: Group Type Source Action
test_asset_dynamic dynamic
View lems per page 10
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1. Asset GroupsR— T, BROEEY )L—7 D Action¥|H S More Options7 4 1>>
DeleteZ#IRL £9,

Asset GFOUDS View test_dynamic LRIRS

Edit Delete
Add Asset Group

Al »
Group Name Group Type
. Managed
test_dynamic dynamic Name Ip Address Product Description Location By
NSO-170
nso-85
1 Items per page 10
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Asset G rOU pS @ DeviceGroup Dynamic_AssetGroup deleted successfully. X

Add Asset Group

No Record Found S~
(\-‘-/) All v | Dynamic_ X
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Home / Admin / Settings Select Tenant *

= alualn i X Platform Tenant (Defaul... ¥ i i
cisco  Business Process Automation s ( admin admin
103

Settings
m Agents SMTP Support Password Settings Ticketing Data Purging >
Add
¥ csv ¥ Excel aQa v 0
Controller Name i Controller Type ¢ Host : Sync Status ¢ Actions
|D nso-65 (Default) NSO 4.7.3.2 Success o L0/ ,. 1%
nso-80 NSO 5.2.0.2 Success 00/ S0
E] ansible-18 Ansible Success o ©/s 5 i
nso-74 NSO 5.7 Success o © ,. < i
D NSO_Pass_Through NSO 5.7 Success o 104 ,. 0 i
nso-lIsa (LSA) NSO 5.7.7 Success o © ,‘ < i
7] LSA NSO1 (LSA) NSO 5.7.7 Success 0o/ <0
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\lteay,  Home / Device Manager / Add / nso-65 / NSO
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Device Manager Credentials Device Groups
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Search

Select Tenant *
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s @O Q O

device-group *
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J 0000000
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Group Name Group Type Source Tenant Name Action
StaticSynced_Asset_Group static nso-65 Platform Tenant

1 Items per page 10
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Assits

W5-C20600X

BPC-L

TEY NIZ—D9yR=DF, FEYRNT 1) RE, BPATEERTEDT7EYNODUAKNICO D
nNTVWET, BENDIAMNO—FT7EY NEXRRITDICE., BHOONO—FXA47714)LR
BEBRLET, BEDOEEICODVWT, O MO—FID71IIE2%ZBIRLET

N BENINO—S0TEY NERRTBICE. 12ULEORXA YOV RO—5%
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TEYMNIZ—2v0O20EI23a2VICE, RREWBDTEYNOKE, TEY N EZBIRT D12
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BEHRE, 1Y CRRENTVIEEDOSTHHZRLE T, BPAILK > TEEENBEEOD
BEBRIRRENELA. RRENDTEY NOBEKEE, I—FICRTEhBT7EY FOB (KR
EBENETIORARVD—CEI ) EBRUETANRIIK>TEBYET,

BPARXD 7 1 )L ZEBHELET,

e RXAV i RYRND—=DORXAVICKRDT7A4INEAT., F—2E22—, V7 RNIJITE
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BPATI&, Search7 1 — )L ROREZRHZFEAL T, EEVARNET ARV TTBHIEET
XTI,

BRUEZAIILENFTEYRVANDODLEICRRENET, B4O7 1)L 2 ZHIBRT S ICIE, HIBR
571 )2 TRemove7 A I &BIRT S A, Clear AlZV )Y VL TINTNDT 1)L X ZHIBR
LET, 71N RICEATEZENMMOZERBADHEE., 71ILENZFLOZATIVOTICKRET
1—=ILRABYVET,

alval Business Process Automation

CISCO
— Assels TF ~
Q Core
Campus
bt Data Canter
Security
a SD-\WAN
Total Domain
Firters rch
L3 Contraller Type -~ Managed Product Product Software Software
NSO Name ControllerType  Ip Address Location By Description Family Type Version Action
Ansible WS-
NSO nso-B85 Aggregate C3650- 105-XE 16.3.7
&3} Controller ID ~ 48PS
Ws-
nso-145 NSO nso-85  test C3650-  I0S-XE  16.12.58
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e Data Center
Security
o SD-WAN
Total ain
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M v Search
L3 Controller Type ~ Managed Product Product Software Software
NSO Name ControllerType Ip Address Location By Description Family Type Version Action
Ansible WSs-
NSO nso-85 Aggregate C3650- 105-XE 16.3.7
a Controller ID o~ 48PS
WS
neo-148 NSO nso-85  test C3650-  IOS-XE  16.12.5b
nso-80 48PS
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ansible-57 NSO nso-85 test
NSO-Mock-33-1 ws
NSO-Mock-33-001 NSO nso-85  test C3650-  I0S-XE  16.9.7
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Ansible

Connect
NSO nso-85 Aggregat Export CSV
Controller ID ~
o Add Assets Fetch Host Keys
nso-148 NSO nso-85  test
-80
nso-85 Update Assets Check Sync
ansible-57 NSO nso-85 test
NSO-Mock-33-1 Remove Assets Compare Config
NSO-Mock-33-001 NSO nso-85
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- - Ping Status
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@ SO-WAN
Device Name Controller  Result
Tokai D
PING 56(84)
bytes of data.
Filers
64 bytes from Lomp_pegel
ttla2S) timesl.7) &3
L} Controller Type ~
nso-85
NSO Name ControllerType  Ip Address ping statistics =-n
Ansible 1 packets transmitted, 1 received, &%
NSO packet loss, time @ms
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Ansible
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Compare Config

ios-xr-122 (NSO-176)

devices {
device ios-xr-122 {
config {
interface {
MgmtEth 0/0/CPUO/O {

* description mgmt;
}
GigabitEthernet 0/0/0/0 {
+ description testl2i;
}

GigabitEthernet 0/0/0/2 {
description GigabitEthernet0/0/0/2;
mtu 1500;

}

preconfigure {
GigabitEthernet 0/0/0/3 {
description "\ "demo interface\"™";

t }
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BROKXRT  BRULE1ODULEOTFNA ADEBRZRRLET, VAN SEHOFT/N14 AZER
IBICIE, View Configl 1 > ROTFNAARAZZIIYILET,
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inso=-65)

devices device

config
ies:tailfned police cirmode
igs:version 15.2

igs:service config

no

ios:service pad

igs:service timestamps debug datetime msec localtime

105 :5ervice timestamps log datetime msec localtime
ios:service password-encryption

isz:service password-recovery

ios:service sequence-numbers

ios:hostname cisco
ios:enable secret 9

iss:elock timezone EST 18 @

no
no
no
no
(1)

ios:cable admission-control preempt pricrity-voice
ios:cable gos permission create

ios:cable gos permisslon update

foz:cable goz permizsion modems

ios:ip source-route
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Direct-To-Device M Interactive CLIBBEIC T VAT B ICIE. XOFIEEETLET,

1. AssetsR—< T, Managed By$1Z AlZDirect-to-Device N RRENTWVWBF/NA AZREL
7,
2. FATABEA TS a D SsTFINA AZEIRLET,

alialie Business Process Automation

cisco .,
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= Edit
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SD-WAN View Gonfig
Lt Data Center
Security "
Q Campus Ping
Tols ;
o Pomain Connect
Filters Clear All ¢ All:10.10 ! x | Direct-To-Device x | Clear All All w 10.105.52.2 Discover Device
L3 Controller Type -~ Managed Product Product Software | —
. . Mame ControllerType Ip Address Location By Description Family Type nteractive CL
Direct-To-Device
NSQ tesr.-?g- DII‘E.ET-TD- D:re.ct-TD- ioat cisco-los CISCO- €37 :
Ansible device Device Device 105
£} Controller ID ~ 1 Items per page 10 -
Direct-To-Device
nso-85
NS0-37
ansible-156
NSO-166
(@) Asset Group -~
2l

AR50 F147CL

3. B F/N1 ADActionF| A5, More Options 7 A4 _1>> Interactive CLIZZIRL £,
Interactive CLI/NRIILARRENET,
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Interactive CLI

all-loa_device_d2d % | Direct-To-Device X | Clear Al

- |
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Hame Description iP Address Software Type  User Crodentinl  Usedname B * Passward *

@
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Interactive CLI

Q

User Credential Username * Password *

cisco o - () |

ABSOF14TCLIULTF>SYIL

4. A—HEBENADT—RZABLET,

NV ALAETIERERETBEHI. FNARCKLTHUBICADENEI LT
S v L UBEREENET, 1—F—0F/\( AZEBEROREEWHE. 1—RAT—R
D-—XRIZISU TIREBEH TEXPIRES_INTERACTIVE CLI, 2ZEJ5 & THRETEE
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& Execution of Device command is in progress

Interactive CLI

%
User Credential Usemame * Password * L

cisco o - Q

» show running-config

show& = [Fconfig AN > R



Interactive CL|

User Credential
Lisername * Password * G

adrmn

= show nenning -config

show running-config

|Command: show running-config

|Running confipuration last done at:

ITim:

6. Refresh7 4 & BRL T, OV RETAT—RAZEHLET., ETHFITTITD &,
REAVOAT—RAN "TET71 ICEDYET,

7.X>ROBOXKHNZOUYOTDE, ON ROBANrRRENET,

8. Download7 4 1> ZBIRL T, HOARBEETFARTI7TAILELTREFELET.,. BREROD
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DEBRLET, VA RIUNREE, DNV REDZEATES (LEL, FEI-THE
RLTOVEW ) FNAADVARAFRRENETT,

clsco=losxr-B7 clsco=losxr-86 cdt-mock-device-18004 %

RITENEFNAAOANY R
10. Device 7 A A & BIRT D &, RITENETFNAAIDYY ROFHNFRRENET,
Interactive CLI
User Credential Username * Password * y

CISCO O weann Q

> interface GigabitEthernet1/0/3
description sample_data

configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
adminclircy78(config)#interface GigabitEthernet1/0/3
adminclircy78(config-if)#description sample data

adminclircy78(config-if)#end

adminclircy78#

A2BZ0FT147CLOLTFVo v
M BEIZBUT, RIERTLSIC, REIAVNV REZRITLTITFNS AREZEFLET,
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Interactive CLI

0

User Credential Username * Password *

cisco @ e &

» show running-config

> show version

I

» show clock

» interface GigabitEthernet1/0/3
description sample_data

configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
adminclircy78(config)#interface GigabitEtherneti/e/3
adminclircy78(config-if)#description sample data

adminclircy78(config-if)#end
adminclircy788

Interactive CLI®D & XHHARR
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Device Name Controller Result

ios xr 13 Direct-To-Device true
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Core Sync Inventory Status
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Device Name  Controller Result
Total Deomain

nso-85 true
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NSO
I3 Controller ID ~
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Discover Device 7 V> 3> ZRTI3ICIE, ROFIEZERITLET,

1. Asset ManagerCERABER A 723 A S TNA AZBIRLET,
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[‘all:ios_device_d2d x |[ Direct-To-Device x | Clear All (\7/\ Al v | ios_device_d2d X

&

Name Managed By 1P Address Description Product Family Software Type Location Action

@

ios_device_d2d Direct-To-Device test_desc

TEY MRETFNAAT O3>
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Discover Device

4 devices were discovered

Device ID IP Address Platform Version

cdt-mock-device-10502 Cisco 3725, Capabilities Cisco |08 Software, 3700 Software (C3725-ADVENTER
cdt-mock-device-10503 Gisco 3725, Capabilities Cisco |0S Software, 3700 Software (C3725-ADVENTER
cdt-mock-device-10504 Cisco 3725, Capabilities Cisco 10S Software, 3700 Software (C3725-ADVENTER
cdt-mock-device-10506 Gisco 3725, Capabilities -:;.,.isco I0S Software, 3700 Software (C3725-ADVENTER
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FINAARA R N DIED
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Backup Configuration

! Last configuration change at 14:49:54 UTC Tue Dec 12 2023 by adain

ersion 16.9

N service pad

service TimesUamps ocebug datetise msec

service timest [ ek 1 Log datetime msec

platform Issu reload Interface-sodule sequence @ 1 2 3 4 5
ng platfora punt-keepalive disable-kerngl-core

platform bfd-debug-trace 1
hostname F241.88-25-A5R.303.2
DoOt - STArL -marker

t system bootflash:asr9@drspi-universalke.16.89.985.5PA.bin
boot -end-marker

+

e er s ik
viel definition Mget-intf 1%

address-family Ipvd

exit-addresd-tamily
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Compare With Current Config

Device Mame - brr-asr-11 Conbroller Name : N50-17¢
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Device&amp;deviceldentifier=ios_device_d2d&amp;fileName=_&lt;file_named&agt;
BT ILAEX TFNAARZAE—TB 7741 IILOAR
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> show run Completed

show run

ICommand: show running-config
IRunning configuration last done at: Mon Dec 18 12:41:31 2023
!Time: Mon Dec 18 14:47:47 2023

version 9.3(5) Bios:version

hostname N93H-155-FF

vdc N93H-155-FF id 1
limit-resource vlan minimum 16 maximum 4894
limit-resource vrf minimum 2 maximum 4€96
limit-resource port-channel minimum © maximum 511
limit-resource ud4route-mem minimum 248 maximum 248
limit-resource u6route-mem minimum 96 maximum 96
limit-resource m4route-mem minimum 58 maximum 58
limit-resource méroute-mem minimum 8 maximum 8
limit-resource vni_bd minimum 4896 maximum 4096

feature nxapi
feature scp-server
clock timezone IST 5 3@

clock protocol none vdc 1

$5$CAJIIMDSY/FyrN8NdP367.63w4IPIXVXPZBKS/GStKdT55PbdD4 role network-admin

ip domain-lookup

copp profile strict

snmp-server user admin network-admin auth md5 @x6a94@c28ef5040dd93a3fac6allebase
priv @x6a940c28ef5040dd93a3fac6alleba5e localizedkey

rmon event 1 log trap public description FATAL(1) owner PMON@FATAL

rmon event 2 log trap public description CRITICAL(2) owner PMON@CRITICAL
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HOST>/bpa/api/v1.0/settings/custom-form/CustomSettings
Method: GET

Response
{
'_id": "5cac5c60e462ba27e5d85a05",
"createdBy": {
"name": "admin",
"firstName": "admin",
"lastName": "admin",
"id": "b90306e7-7e55-447b-a531-df36ea55aae3"

}!
"formName": "CustomSettings",
"tabName": "CustomSettings",
"data": {
"Host": "10.1.1.XXX",
"Port": "8080"
}!
"_v": 0
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JSON® 4l

"service_schema": {

"telemetry:telemetry": {
"containsMultipleServicePath": false,
"containsWhenStatement": true,
"subscription": {

"mandatory": true,

"isCustomElement": false,

"sort_order": 3,

"interface-id": {

"deps": [

"/telemetry:telemetry/subscription/source-interface"

]l

"evaluated_when_entry": false,

"mandatory": true,

"isCustomElement": false,

"sort_order": 4,

"when": true,

"data-type": "String",

"namespace": "/telemetry:telemetry/subscription/interface-id",
"label": "interface-id",

"nodeType": "Leaf"

1,

"source-interface": {
"isCustomElement": false,
"sort_order": 3,

"options": [

"HundredGigE",

"Bundle-Ether",

"FortyGigE",

"GigabitEthernet",

"TenGigE"

]l

"data-type": "enumeration",

"namespace": "/telemetry:telemetry/subscription/source-interface",
"Tabel": "source-interface",

"nodeType": "Leaf"

1,

"destination-id": {

"mandatory": true,
"isCustomElement": false,
"sort_order": 2,

"id": {

"deps": [
"/telemetry:telemetry",
"/telemetry:telemetry/destination-group"

]!

"key": true,

"lTeafref": "/telemetry:telemetry/destination-group/name",

"mandatory": true,

"isCustomElement": false,

"sort_order": 0,

"data-type": "String",



"namespace": "/telemetry:telemetry/subscription/destination-id/id",
"Tabel": "id",
"nodeType": "Leaf"

1,
nkeysll: [
ll_idll
1,
"namespace": "/telemetry:telemetry/subscription/destination-id",
"Tabel": "destination-id",

"nodeType": "List"
1,
"sensor-group-id": {

"mandatory": true,

"isCustomElement": false,

"sort_order": 1,

"interval": {
"isCustomElement": false,
"sort_order": 1,

"default": "30000",

"maxRange": 4294967295,

"minRange": O,

"data-type": "int32",

"namespace":

"/telemetry:telemetry/subscription/sensor-group-id/interval",

"Tabel": "dinterval",

"nodeType": "Leaf"

1,

"sensor-group": {

"deps": [
"/telemetry:telemetry",
"/telemetry:telemetry/sensor-group"

1,

"key": true,

"lTeafref": "/telemetry:telemetry/sensor-group/name",

"mandatory": true,

"isCustomElement": false,

"sort_order": 0,

"options": [

"oc-platform",
"cisco-platform",
"oc-bgp",
"cisco-bgp-ipv4",
"cisco-bgp-ipve",
"oc-bundle",
"cisco-bundle",
"cisco-isis",
"oc-bgp-rib",
"cisco-bgp-rib",
"cisco-qos",
"oc-mpls",
"oc-acl",
"cisco-T1dp"

1,

"data-type": "enumeration",

"namespace":

"/telemetry:telemetry/subscription/sensor-group-id/sensor-group",

"Tabel": "sensor-group",

"nodeType": "Leaf"

1,

"keys": [

"sensor-group"

] ’



"namespace": "/telemetry:telemetry/subscription/sensor-group-id",
"Tabel": "sensor-group-id",
"nodeType": "List"

1,
"subscription-group-name": {
"key": true,
"mandatory": true,
"isCustomElement": false,
"sort_order": 0,
"data-type": "String",
"namespace":
"/telemetry:telemetry/subscription/subscription-group-name",
"Tabel": "subscription-group-name",
"nodeType": "Leaf"
1,
"keys": [
"subscription-group-name"
1,
"namespace": "/telemetry:telemetry/subscription",
"Tabel": "subscription",

"nodeType": "List"

3,

"sensor-group": {
"mandatory": true,
"isCustomElement": false,
"sort_order": 2,

"name": {
"key": true,
"mandatory": true,
"isCustomElement": false,
"sort_order": 0,
"options": [
"oc-platform",
"cisco-platform",
"oc-bgp",
"cisco-bgp-ipv4",
"cisco-bgp-ipv6e",
"oc-bundle",
"cisco-bundle",
"cisco-isis",
"oc-bgp-rib",
"cisco-bgp-rib",
"cisco-qos",
"oc-mpls",
"oc-acl",
"cisco-11dp"
1,
"data-type": "enumeration",
"namespace": "/telemetry:telemetry/sensor-group/name",
"Tabel"™: "name",
"nodeType": "Leaf"
1,
"keys": [
"name"
1,
"namespace": "/telemetry:telemetry/sensor-group",
"label": "sensor-group",
"nodeType": "List"

1,

"destination-group": {
"mandatory": true,
"isCustomElement": false,



"sort_order": 1,
"address-family": {

"mandatory": true,

"isCustomElement": false,

"sort_order": 2,

"protocol": {
"isCustomElement": false,
"sort_order": 3,
"options": [

"grpc”,

"tep”,

"udp”
] )
"default": "tcp",
"data-type": "enumeration",
"namespace":
"/telemetry:telemetry/destination-group/address-family/protocol”,
"Tabel": "protocol",

"nodeType": "Leaf"

1,

"encoding": {
"isCustomElement": false,
"sort_order": 2,
"options": [

"gpb",
"json",
"self-describing-gpb"
1,
"default": "self-describing-gpb",
"data-type": "enumeration",
"namespace": "/telemetry:telemetry/destination-group/address-family/encoding",
"Tabel": "encoding",
"nodeType": "Leaf"
1,
"port": {
"key": true,
"mandatory": true,
"isCustomElement": false,
"sort_order": 1,
"maxRange": 65535,
"minRange": 1,
"data-type": "int32",
"namespace":
"/telemetry:telemetry/destination-group/address-family/port",
"Tabel": "port",
"nodeType": "Leaf"
1,
"ip": {
"key": true,
"mandatory": true,
"isCustomElement": false,
"sort_order": 0,
"data-type": "ipv4",
"namespace": "/telemetry:telemetry/destination-group/address-family/ip",
"Tabel": "ip",
"nodeType": "Leaf"
1,
"keys": [
"ip",
"port"
1,

"namespace": "/telemetry:telemetry/destination-group/address-family",



"Tabel": "address-family",
"nodeType": "List"

1,
"vrf': {
"isCustomElement": false,
"sort_order": 1,
"default": "default",
"data-type": "String",
"namespace": "/telemetry:telemetry/destination-group/vrf",
"Tabel": "vrf",
"nodeType": "Leaf"
1,
"name": {
"key": true,
"mandatory": true,
"isCustomElement": false,
"sort_order": 0,
"data-type": "String",
"namespace": "/telemetry:telemetry/destination-group/name",
"Tabel"™: "name",
"nodeType": "Leaf"
1,
"keys": [
"name"
1,
"namespace": "/telemetry:telemetry/destination-group",
"label": "destination-group",
"nodeType": "List"
3,
"device": {
"deps": [
"/ncs:devices/device"
1,
"key": true,
"Teafref": "/ncs:devices/device/name",
"mandatory": true,
"isCustomElement": false,
"sort_order": 0,
"data-type": "String",
"namespace": "/telemetry:telemetry/device",
"label": "device",
"nodeType": "Leaf"
3,
"keys": [
"device"
1,
"service-point": "/telemetry:telemetry",
"Tabel": "telemetry:telemetry",
"nodeType": "service"
}
}
}
JSON/N A D41

1. service_schema.telemetry:telemetry.subscription.keys

« HRHI> T . Tsubscription-group-name



2. service_schema.telemetry:telemetry.subscription.interface-id.deps

« A7 Titelemetry:telemetry/subscription/source-interface
3. service_schema.telemetry:telemetry.subscription.source-interface.options

« RO FT>Y : "HundredGigEs . "Bundle-Ethers . "FortyGigEs .
GigabitEthernets . "TenGigE J
4. service_schema.telemetry:telemetry.subscription.source-interface.options[0]

« HROI>F>Y : "THundredGigE |
5. service_schema.telemetry:telemetry.subscription.subscription-group-name.key

« RO T Y : true

12:

"_id": "5d336e€66259cd02c05b14567",
"createdBy": {
"name": "admin",
"firstName": "admin",
"lastName": "admin",
"id": "6fea3c84-20c7-4a40-b3a5-5a861a4ffbh86"
}!
"formName": "TMO_Settings",
"tabName": "TMO_Settings",
"tabId": "5d336df75ff94c2c00facec3",
"data": {
"database": {
"host": "localhost",
"port": "8080",
"username": "admin",
"password": "admin"
}’
"usecases": [
{
"usecase": "VNF",
"displayName": "Basic VNF Check",
"canSchedule": true,
"emailBody": ""

"usecase": "ESC",
"dispTayName": "Hello ESC Use Case",
"emailBody": "HHHHHEEEEE"

JSONPath® i :



1. data.usecases[x].usecase

« R0V F>Y : "VNFL ., TESC.
2. data.usecases[x].displayName T3

- BRONE : "EFXHABVNFFIY Y, . "Helo ESCIA—AT—A,
3. T—Ro T—AR—RA, KA

« HRO>FT Y : Tlocalhost.
4. data.usecases[0].usecase

- BROIOFTY : TVNF,
5. data.usecases|[1].usecase

- ROV TY : TESC,

B3

"success": true,
"response": {
"jsonrpc": "2.0",
"result": {
"current_position": 1,
"total_number_of_results": 6,
"number_of_results": 6,
"number_of_elements_per_result": 3,
"results": [

[
"arista-dcs",
"arista-dcs",
"5.2.4"

]!

[
"cisco-ios",
"cisco-ios",
"6.10"

]!

[
"cisco-iosxr",
"cisco-ios-xr'",
"7.7"

]!

[
"cisco-nx",
"cisco-nx",
"5.7.6"

]!

[
"cisco-staros",
"cisco-staros",
"5.10.4"

]!

[

"juniper-junos",



JSON/NA DB :

1. response.result.results[0]

« #RAA : Tarista-dcs, . Marista-desy . 75.2.4

2. response.result.results[0].[0]

- HERAZA : Tarista-dcs,

3. response.result.results[0].[2]

« HERNA : 1524,

4. response.result.results[5]

« RO F>Y : Tjuniper-junoss . Tjunosy . T4.1.3.

5. response.result.results[5].[0]

« WERBE: Tjuniper-junos._

6. response.result.results[5].[1]

« BRO>7T>Y : Tjunos.

7. response.result.total_number_of results ( #£R D &5 )

s BROITY 16

{
"name": "A11",
"defaultPreference": true,
"1sa": false,
"default": false

3,

{
"name": '"nsol79",
"defaultPreference": false,
"1sa": false,
"default": true

3,

{

"name": '"nso226",
"defaultPreference": false,



"1sa": false,
"default": false

"name": "nsol65",
"defaultPreference": false,
"Tsa": false,

"default": false

"name": "USER_NSO",
"defaultPreference": false,
"Tsa": false,

"default": false

JSON/NA DB :

1.name : IXNTOZHHFIRRENET,

s HMERIOFTY : TAIlL . "™so1791 . ™so02261 . "nso1651 . TUSER_NSO,
2. [0L.&

- BROOVFOY : TFRT,
3. 1.8 :

« HEREAZE : "nso179,

$15:

"id": "6fea3c84-20c7-4a40-b3a5-5a861a4ffb86",
"username": "admin",
"email_address": "admin@bizapps.cisco.com",
"first_name": "admin",
"Tast_name": "admin",
"created_at": "2019-07-15T08:39:36.000Z",
"local_user": true,
"groups": [
{
"id": "1ef891d0-cb52-40bd-ae6d-61c829502489",
"group": "admin"

},

"id": "edfb066f-93b1-43e2-8ed1-5118f9651311",
"group": "workflow-admin"

"id": "21512d4a-5e0a-4f0e-8de6-55c344d25aba",



"username": "demo",

"email_address": "demo@bizapps.cisco.com",
"first_name": "demo",
"last_name": "demo",

"created_at": "2019-07-15T08:39:36.000Z",
"local_user": true,
"groups": [
{
"id": "1ef891d0-cb52-40bd-ae6d-61c829502489",
"group": "admin"

"id": "0224419d-8168-4ddf-9212-5811e4b6d913",
"username": "svcuser",

"email_address": "svcuser@bizapps.cisco.com",
"first_name": "Service",
"last_name": "User",

"created_at": "2019-07-15T08:39:37.000Z",
"local_user": true,

"groups": [

{
"id": "1ef891d0-cb52-40bd-ae6d-61c829502489",
"group": "admin"

3,

{
"id": "f7557a5e-0d75-4357-bcab-2a74680f2890
"group": "svcacct"

}

"id\": "7100d085-3067-46c0-8f0b-945162f5e011",
"username": "bpaadmin",
"email_address": "bpaadmin@bizapps.cisco.com",
"first_name": "bpa",
"Tast_name": "admin",
"created_at": "2019-07-15T08:39:37.000Z",
"local_user": true,
"groups": [
{
"id": "1ef891d0-cb52-40bd-ae6d-61c829502489",
"group": "admin"

"id": "9ebfd385-f7c9-40f7-aa50-8c27d88a5c93",
"username": "svcmgr",
"email_address": "svcmgr@bizapps.cisco.com",
"first_name": "Service",
"last_name": "Manager",
"created_at": "2019-07-15T08:39:37.000Z",
"local_user": true,
"groups": [
{
"id": "340d0431-52c0-4f43-9214-2a6db989b865",
"group": "service-manager"



"id": "3bebeca7-bf5c-48d6-98fc-65208be59589",
"username": "devmgr",

"email_address": "devmgr@bizapps.cisco.com",
"first_name": "Device",

"last_name": "Manager",

"created_at": "2019-07-15T08:39:37.000Z2",
"local_user": true,

"groups": [
{
"id": "cc5b9f7e-12dc-46ec-b31c-529d7671d073",
"group": "device-manager"
}
1
1,
{
"id": "dcab8603-e763-4d5c-958b-d57e4bc7eel2",
"username": "demouser",
"email_address": "demouser@bizapps.cisco.com",
"first_name": "demo",
"last_name": "user",
"created_at": "2019-07-15T08:39:37.000Z",
"local_user": true,
"groups": []
}
]
JSON/NA DA -

1. 7' )L—7"[x].group

« RO F Y : Tadmini . "workflow-adminy .
adminy . Tservice-managers . "device-manager
2. [0].last_name:

« RO FT>Y : Tadming

T77ANETIY RIC, 774N EANL—DICHEK

Fadminy . Tsvcaccty . ©

"774MLASANL—=2 ) OAVR=—FVNE, BPAT 7 UT—=23 2 AO7 740 OT Y70
—RETFIVERALZEUSE, "774IUASTUY Ry AVKR—FRNE, 774ILOT7 Y 70—

RETVY RTOFVHFTIZATOLUHA IV TICRIBET,

P77AUNDSARNL—=IA) AVR—RVPNZETA—LTERTZICE. ROFIRECHVET

o



Configuration

Element Name
FileToStoragel

Info
FileToStorage

txt

Rule e
I Mandator xis

json

Data Type

Key
FileToStorage-/762960

P77A4NDST )Y RIARL—=JADREL V12 R

1. BERBZHMETD
2. RAY 7RIV VARTTF—R AT ZBRLET,



T77A4NTIY R OVR—FVNIBETSICE

1. Group AV R—F > MEEEFLstOVR—F N EERLET,
2. 7F—LAQOT )Y RAVKR—FNZIT7A4I)LZ2EMLET,

Configuration

Element Name
FileToGrid

Info
FileToGrid

Rule
I Mandatory

Data Type
xls

txt
CSV

xls



T—2EOER

B.EXELEMEL. ROVIHAIVVARNTT—REATZERLET,

REZ DRE

14—, K2V AVR—XT REBRL. I—F—FLBIL—TILRZIAOT IR
ERBETEET,

READAVR—ZFXNEBRITDICE., XROFEIZHWVWET,



Configuration

Element Name
Button

Key
Button-892117

info
Button MNamea

[ ] Hide

Button Type
Mo Prompt -

Send Form
_ B Send Form

“falidate Form

1D Validate Form

Candidate Users

Candidate User(s) W

Candidate Groups

Candidate Group(s) N

Button \Asibiity

Hide -
REVEREIARYD

1. ERBERBERELET,
2. ROYFAI 1) ARNND S, Button Type, Candidate Users, & &k TfCandidate Groups & i&
RULET,



N BRI-—YBLOBERIIL—T . BRICESOTT I ERERBLET,
T —LNDER

T7A—LBEBRITDE, 1—F—RBT7F—LO—HBFRLEF T —L2EhZERHTED D, LB
NERCEDETCORBEENTEE T, coneXVY VY RiF, " BLEEZD+EY hOOE—%F
TLET, 2FY, JO—EROEHICERLET7A—LAEFOH—ERICIEUT, —ELE
BEEEIOE—LET, DAZNAAXTBHFEICOVWTR, "7F2—L0HEE 25RBL LK
Lo

7A—LZBHRIDICE. ROFELCRWVWET,

23/18, 04:47 PN

: Updated At 3 Actions a

o0—>- 74>

1. 90—Z299%74—LNOClone7A A =&RLET, (ERHRE) 74—LT142R

INREET,
(Create/Edit) Form

o Select Form Type

Clone Form
MLULBEIOA D

2HLVWTA—LDEREANLT, SaveZ VU Y ILET, 74— LOFHNKRTENIE
EE



Home / Form Builder / (Create /Edit) Form B . ) a l o o
. P v
(Create/Edlt) Form TextA Togg ckBo: boBox SelectBox  TextB P
Fi N:
Enable Import
Service:[vl:vian] BEZQ  Sevie 2 [ Qg
[lockdown:lockdown]

= "
AHMDNARIAX

. FHMENAZINAALT, Savez Vv IL, BRENLT A —LERELET,

T7H3—LDAVR—NELTAR—K

COMEEEFERTRE., SBROBALCBATINYITYSELTTA—LBAVR—bELRGT
DAR=—RFIBET, 7F—LZERTEERT, TTVAR—NENLTF—LRISONERXT
RIEFENET,

7 #— L DBl

73 —LZHKRTDICE

1. BENDT7A—ALATHRTZAOZBIRLET, BEXYE—DDHFRRENET,
2.0KEOUYOLT7A—LZHKRLET,

TURALT A=A

BPATIE, 1—HY—ANZEWEBLTTIIAVEETIDEDHIC, SFSTEETIUIT—>23>
ToOURALTFA—LNFERENELE, BPASADOD U —RICKY), 41 2RST9F 47 THEWV
RFTVWHLWSG O RA LT —ALAUINEAENELE, COUIEK, IXTOEIaI>%EI—A
LAICBBHTEDELSICTRZCETI—HIVARVIVAZALEEDRSICHRTAENTEY
. FILLUBPAUITOXKERTEE T,



View Tree ) Expand All ) Collapse All

v test-form

name

v form-container

vpn-Target-1 vpn-Target-1

v List

Add List

> L3VPN

A

TDTZVRALT F—LTHA>

@ ? 9\09
#///'/e

test-form New Ul
test-form > Upload Download Basic Advanced Preview —@— o
<
[~ testform test-form v
v form-container name
List
L3VPN
form-container ~
vpn-Target-1 vpn-Target-1
10
List v
»
»
Add List
L3VPN v
Target-1 Target-2

MLWS 2 RALTA—LTHA



&

HL = BR

BS

1 7*—LBERRLET

2 7+ —LBEOEEIRLET

3 7A—LOREEZRLET

4 F7Yy7O—R:73—LF—2%2TF7Y70O—RL, JSSONTV7AIILEZTFTANEKT,
5 AoO—R: 7F—LRAO—RZFZJAO0—RLET

BEX: 7A—LERZRRLET, BEEXATRERRENFTEA,
6 Al 7 A —LAT—REIJSONERATRRLET

E -, BEXRECFABEOHEDADZEHMTERT,
TJO—=NILLARILOTLY ROZLANAZRRLET, 7LY ROTLZBRTZE, 7

T A AOERIOEIY IV HBIERESLHS A O—REhET
o JATLENSHEBTA—LKEERRL. INTOFEEE-KRRLET, LV

ROZLNAEREKIC, BRAET, GRAOEI> 3> TERLESBSZO—-RLET
9 EEOBEND 7 #—LT7LEI—2RRLET

10 7 —LNFRRENDEAOLYZ >, COEI—RBERTOBRICK>TEDYET,
11 73—LDEADEIZIAVORTEFHBRIZDLEHICRT VI TEIEE/N—

NTLNRERZFERALT, TV EALTA—LEHFLWS O RA LT A—LEYNE

12 2%+

nestedList

HERT7E1—

7LEI—F—RTR, 77 —LREEOBETRTEN, BELARILCHEETAIVHFRTEN
£9,

Exit7 4122 BRLTCTLEI—F—RZELTLET,



test-form

N
<)

\ /
N

name

A

test-form ( # )

form-container

vpn-Target-1

List #

Edit Form

vpn-Target-1

Leaf-705229

item1

Preview

All v | Search

Action

1 ltems per page 10 ~

7LEI—F—ROKT

Device Manager7 7’7 —> 3> ORE

FNAARR=T*FTUT =23V aERATHE, ZY RI—IRADFNA AEEETEET

o

Device Manager7 7’ U —> 3> Tk, ROT U< 3

« FILLWFNNA ADIEM

- BEOTFNAAD

S

axX fE

« ZINA ADHIER

DimE

« FNARADYURRDA 2 R—KTHRAR—h

« TU7L—bOXoO—R

- EREROEE

s ZNARATN—T DER

- BRNYOT V7237 ORE

- BROERLS I TORTE

VERTTEXRT,



TNAARERTTDICE., ROFIBEICHVET,

Home/R—= TDevice Manager7 7’ U —>3a> &0y OL%ET,

RRENET,

= alial
cisc

Device Manager

|1, Home / Device Manager
o Business Process Automation

Device Manager Credentials Device Groups Configuration Backup Jobs iguration Restore Jobs
+ csv ¥ Excel
Name i Description i Address i Pport i Controller i Sub Controller
vSmart-2 Smart-2
VEdge-BMT2 VEdge-BMT2
VEdge-BMT1 VEdge-BMT1
vBond-2 Bond-2
Manage2 Manage2

Cat8kv-BMT-2

Cat8kv-BMT-4

clgk1-1

Cigk1-2

Cat8kv-BMT-1

Cat8kv-BMT-3

Cat8kv-BMT-2

Cat8kv-BMT-4

clgk1-1

Cigk1-2

Cat8kv-BMT-1

Cat8kv-BMT-3

FINA AR Z—T + EEN

ige-C8000V

edge-C8000V

edge-C8000V

edge-C8000V

edge-C8000V

edge-C8000V

—— XX -]

Select Controller Type

Select Controller Instance

~  vManage-Master -

Tto110f 11

>

© 66 06 0 06 6 6 0606 0 06¢

QVO@

1< < Page10f1 > >l

FINA A Z—T ¥

XY RT=OAROTFNAADIAR, TOHEF, IPPRLRA, K-k,
A7, BFLTZ7ORINUFTFNAAIZ=D Y R=DIZRTRENET,

SR IL—7". NEDDO X
Add7R R > iE, NSOH &

U'Direct-To-Device(DTD)J> RA—ZIZW L THEXMTY, Sync RFSARAX > F., NSOO> hAO—
SICHLTOHRBEWNTT,

Ui

TINAAT D

3

%

BPATI(E, 1—% A Device ActionsXZ1—%ZFEAL T, FNAALCKHL TEROBREZREITT

EFXT,

BELTI7EATSICE :

1. TFNAADFIYIRY DRAEFIZLET,



Device Manager

Device Manager Credentials Device Groups

TN Select Controller

Add Upload ownload ) nso-80 -

o Q0

Name i Description ! Address i Port £ Controller i Credentials i os i Protocol i Actions

B 101055244 nso-80 I0S_AUTH_LOCAL_LAB cisco-ios-cli-6.33 ssh o/
| DeLF_o nso-80 default cisco-iosxr-cli-7.14 ssh Lo AVa |
| DeLF_1 nso-80 default cisco-iosxr-cli-7.14 ssh o/ 5
| DeLF_2 nso-80 default cisco-iosxr-cli-7.14 ssh o/
| DeLF_3 nso-80 default Gisco-iosxr-cli-7.14 ssh o/ 5
| Juniper_34_Netconf_NED nso-80 junos_Avinash  netcon f ©/s 3

1t060f6 1< < Pagelof1 > >

FINAATO>3a>
2. Device ActionsZ2 7Y O LET, ROVIFIZAIUARNFRIRENET,

N BERAVE. FAAMROFIVIRY IR AV B2 TWBEA L OAERENE
¥,

Select NSO Select RES Node
NSO 226 A jun_32 -

NSO E

S X : NSO Settings TLSAN BB HEE. NSODLSA/ — RFBIRENBD ERFS/—RIZHE
ABENET, RFS/—REBRIDHBEN BT,

Device ActionsD A 7'>a> V) ARNE, O MNO—ZF0RATICE2TERYET,



Device Manager

Device Manager Credentials Device Groups

Device Actions ~

Ping

Connect
Fetch Host Keys

Check Sync

Compare Config

View Config

sync From

sync To

E]. Juniper_34_Netconf_NED



TFNAAT O3 ARM

Device Actions A

Ping

Connect

View Config

TFNAAT O3 1)AR2



( Device Actions A )

Get Status

View Config

Sync

TFNAAT O3 )ARS



Device Actions A

l Get Status

o ~ 1

View Config

Check Sync

Deploy Config

Backup Conhg

TNAAT O3> AR



[ peice Acions ~
Device Actions A
A 4

Get Status

View Config

Check Sync

TFNAAT O3> )ARS

€



Device Actions

Ping Device

View config

Discover device

TINAAT V2321 ARG



Device Actions A

View Config -

Compare Config

Check Sync

Sync From

TNAAT O3> AR

TFNAAT 223220V TRE, XTHHALET,

F73a> S
i pingld, RZTIN1—F120, FINARE D#EL
Ping FAN, BLEBEBEHOUBICERENET,

[Connect] Connectld, BIRENLET/NA ANOEFRERIL ., #



RANF—DEE

5 i D 2 53

B D LB

BEL DR

Bt

AT —BAZRLET, -
[RARNF—ZT7TYF]: BRUETFNA AN SHKAR

Fetch Host Keys

unchanged | -

*—EHETIYFUET, —

Check Syncld, NSO CDB®O 7 /N1 AREN T/N1 A
FOERFTOAV7a4F2L -3 ERBPLTVSRHLE

Check Sync X

Device Name Result Info

3021 in-sync

Compare ConfigifElk, NSO CDBDiRE%#., iBIRE
NETFNAAQOERFTAV 74 F 1L -3 EHBRL

Compare Config

X

3.0.21

3.0.2.100

7,

BROXRT . BIRUE1DOUEOF/NA ADEKZE ) A
RASKTRTEET, JANTEHOT/NA AZER
L =384, View Configl 14 >~ RUTF/\N 14 AB &Z&EIR

LT, TOR/RZERTLET, - -
Sync Froml&, NSO CDBZF/NA ADXITIV 714 F
1L—>3a > TEHITARESICOA714F¥1L—23
CERHBLET,



F7>3ar EA)

Sync From

Device Name Result Info

3.0.2.1 frue

B &% (Sync To)lk., NSO CDBICREEhTWVWR Y
Z4F1L—>3arvzE, TLTWAFNA AN

X

Sync To

E % ?6 Device Name Result Info

3021 true

74F1L -3 ERBLET,
NYOTFYZ7A74F2L—>3avIC@F, BRUE
FNAADAFIVRNY OTY T2 RNUH—F 5
F7oarvreIET, I—H—& NvIOT7YTIC
INY DT THRK FRITBDRI—&, NVOTY 7 =28BNTHHTS
AVOTIRIIVEBRTEERT, NV ITYTHERE.
O RNO—SOBENFNY OTY THEREYR—KNL
TVW3EE (BRERDCNM) ICOKBRTEEXT, |
XAy RTERLETFNA AR, —RFNA
AELTHEDNET, BPAIKCDP neighborY > RIZ
KBTNA AEZFERALET, BE, BPARSEET
DTFNA AzRELET, "REL &, —RFNA

ANTKELIZHBDTNAADEZERLET, -
Discover devicesR—Z IZl&, BHEhE=F/NAAD )
ARNEIPPRLA, RARNE, 7Y RTH—L4A,

BREVYTIRNIITN=23 2 ICBATRIBERIRRE
hET, FNAARBARNJICEMTZICEK, F
N4 A%&EIRL T, Add Device to Inventoryz 7 1) v &
LET,

TINA ADKH



FINA ADIEM

FNAAIZ—D v RERAL E=ET/NA ADEMEK,. NSO & U'Direct-to-Device ControllerlZ @ &
BRENIhET,

FLLFNARZEMTBICEK., XROFIEICHVET,

1. Device ManagerR—2 TAdd& V') Y 2 LE T, Add Device T 1 > ROHFRHEXT,

Add Device %
Name * Address *
( Port * Description
|
; Latitude Longitude
| Select Auth Group * v  Select Device-Type * v
Admin State * v

1

NSO®MAdd DeviceJ 1 > R

2.NSOO> RO—Z0HEEE. ROT1—ILRIZAALET,

« ZBEl: FINAADBEHZEADLET,

e Port: R—RNBESZAHDLET,

« Latitude : /N1 ADHHEBHBZEEDOBERZEAILET,

s BE : FNAAOHMAEOMEBIEHRZAILET,

« Authgroup : BT 3 F/NA ADO RAOAY FH I 1) AKNH SAuthgroupZiBIRL £ T

« Admin State : B9 %7 /N4 ADAdmIn StateX 4 7°%, Admin State RO Y &>
JARNASBEBIRLET

« Address : N1 ADIPF RLAZAHILET,

« B RYRND=OICEBMTRTFNAADBBAEADLET,

 Device Type : BMTBDF/NAAOROAYTEIVVARND S, FINAARA T ZER
LET



Add Device X
Name * Address *

Port * Description

Latitude Longitude

Select Auth Group * v Select Device-Type * v
Select Protocol * -

Jump Server

Server Name or IP address Select Auth Group -

Connection Method

[] ssH[ ] Telnet Port

Cancel

Direct-to-DeviceMAdd Device™J 1 > R

3. Direct-to-Device ControllerlZ &, XD 7 1 —)LRZAHALET,

« Name : /N1 ADZH]
« Address : T/NA1 ADIP7 RL A
« Port: R—KNES
o B XY RND—=TIZEMTZT/INA RADEA
« Latitude : F/N1A AD#HBHNEEICEETDIER
« BE . FINA ADOHKES B O thEER
 Authgroup : /N4 A® ROY 7Z 2 1) A KD 5 AuthgroupZiBIRL £ 7
- Device Type:T*/N1 AR A 7 &ERL £9(fl : Cisco I0S, 10S-XR),
* Protocol:SSHE /= Ik TelnetZiBIRL £ 9,
s DA DTH=N DY TH—NOFHM (IP7RLA, REAEJIL—7", ORI,
R—KNE&E)
4.0KZ2)vOLT, FNAARZZXY RD—=DICEMLET,

TINA ADFMDImE

FNAAIZ—D v Z2FALEFNA ADFMBOMmEE. NSO, Ansible, # & U'Direct-to-
Device A NO—ZICOXABHATEE T,



TNAADHBERETDICE., ROFIEZEITLET,

1. Home~XR—< MDevice Managerzs V7 JY LT, FNAADVARNZERRL, T/)NA A%&
RUET,

Device Manager
Device Manager Credentials Device Groups

Select Controller
Add < Upload ) ( Download ) ns0-80 -
S 0
[] Name { Description i Address i Port £ Controller i Credentials i os i Protocol i Actions
B 101055244 22 nso-80 10S_AUTH_LOCAL _LAB h ©/s 3
[} oeiro 10022 nso-80 default h 104 @ u
[ opetr1 10023 nso-80 default h o/ 5
[} petr2 10024 nso-80 default cisco-iosxr-cli-7.14 ssh o/
[} obcirs 10025 nso-80 default cisco-iosxr-cli-7.14 ssh /s 3
[} Juniper_34_Netconf_NED 22 nso-80 junos_Avinash netconf o/

1t060f6 1< < Pagelof1 > >

wmE7A4>

2. Edit7 41 12 2 BIRUL &, Edit DeviceV 1> RUARHEXT,

Edit Device X

Name Address
Port Description
22 test_device

Latitude Longitude

Select Auth Group Select Device-Type
cisco ~ cli -

Ned Id Protocol
cisco-ios - ssh

Admin State
unlocked -

&= -

TNA ADHwE : NSO hO—Z



R e TR S — e L T LT e RS RNeaFL L EWELALST PR T

Edit Device X

Name Address
Inventory Name

Credential * v

FINA ADHRE : Ansible > NO—F

Edit Device X
MName Address *

Port * Description

22 test description

Latitude Longitude

Select Auth Group * ~  Select Device-Type * -

Select Protocol *
ssh g

Jump Server

Server Name or IP address Select Auth Group -

Connection Method

[ ] sSH[ ] Telnet Port

Cancel

TINAADERE : AL IKNY—FNAAO> vO—F
3.AYKO—ZRATICETVWTTF NI ADFHMERELE T,

Nk TEEL 7 — L KEFETEE AL, NSOOY RO—5 TR, NEDIDKOY 745>
) ANDER, B#IRL f=Device-Typelc EOWTEEEhE T,



4. 0KZOV VYO LTEEZRELE T,
FINA A D HIBR

FNAAIZ—FICKRDT/INA ADOHIBRIFE., NSOS & UDirect-to-Device Controller T ® & 7R
—RENhTVWERT,

TNARZHKRTBICE. ROFIEZRITLET,

1. /EDTNAADHIBRT A IV ZBRLET, BEXY E—IHFRTREhET,
22.0KZZ DY O LTTFNA AZHIBRLE T,

N NS0T RO—SEBIBT B &, NSOREF—2X—A(CDB)A 5 KEMIC MK hE
T,

TINAADA 2 R— K

TFNAAIZ=D Y ZBALETNAADAVR—KFE, NSOOMNO—-FTHEHHYR—KrEh
TVEY,

TINAREAVR—RNTBICF. ROFIEEZERTLET,

Device Manager

Device Manager Credentials Device Groups

rd —\
Add Upload ( Download J
. A

FRAARZ—T ¥ OF v 70— K

1. Upload& 2y 2 LT, O—HALYATFLCHBAY 74 F1L -3 TP AILERD
TEXR

2. BBIEBUT, FNARAFYTL—hELDYO—RL, ThEEALTFNAADURR
EAVR—RLET, FANARAFYTL—ROBMIOVTR, "FALRFYTL—hO

Ao O0—Rs 25RLTLKEE L,

FNARATTL—hOAI>O—K



TFNAARAT7L—ROA T O—RIEF, NSOOY RO—FTOHFR—RENTVET,

TFNAATVTL—REXDO-RIBDICE. ROFIEZRITLET,

Device Manager

Device Manager Credentials Device Groups

Yy
S vy

FRARAIZ—S ¥ ORI O—K

1.[Download] 20 VY O LET, BT A —IRZEETVTL—RNT7 7 A ) (csv)DIERE
N, O—HILZATALICREENET,

A B C D E F G H [ J K
name address port description authgroup admin-state device-type ned-id protocol

1
2
3
4
5
6
7
8

9
10
11
12
13
14
15
16
17
18
19 |

BN AoO0—R
2.Sync RFSZFEA L TRFSEF/NAL AZRHL T,
NYOTY TBERORR

NYOTYTBEORTRGE., ROBJBEICHR—INEhERT,



* NSO

« CNC
« Cisco Catalysttz>r & —
« DCNM
« NDFC
Select Controller Type Select Controller Instance
DCHNM - DCMM-MNeaw b
Q T "y |20
: 0s Type S Pr : Actions
NIK-CI300v © B
NOK-C9300v © E
L ————————1
NIK-CI500v ® B
NAK-Ca300v LO LE
1tod of 4 1< ¢ Page 1of1 > 3

NYOTY TBBORRT A

11—+ & View Backup History7 4 1> Zi&IRL T, BackupR—TJ ZRTRTEEXRT, cOR—T(C
&, BRUETFNAATHERATEBNY OT Y TEBEO) AN RRENET,



_ \taty,  Home / Dsvice Manager / Backups

. . dmin ad|
cisco  Business Process Automation aaminacmin o O 9

Backups

Device Manager Credentials Device Groups Configuration Backup Jobs Configuration Restore Jobs

Device Name: N93H_207 Controller Instance: DCNM-New
+ csv + Excel Q T O (20 v

[7] Backupid i Policy Name } ScheduleT... i Label i StartTime i Duration f Actions

D a87043e0-13ed-11ed-b116-254. Default-DB On Demand sanity-test 202. 08/04/22, 5:34:57 PM 37s © -~ @
’—| 4885cc00-13e5-11ed-9487-a54.. Test-BnR Recurring 08/04/22, 4:35:00 PM 37s © 9
m aa9d57b0-13da-11ed-ac10-79f8. Test-BnR Recurring 08/04/22, 3:19:00 PM 2s © - @
m ©¢53b6cb0-1290-11ed-b470-f1d0. Test-BnR On Demand UAT-08-02-20. 08/02/22, 11:57:31 PM 38s © - @
D 5727b600-1274-11ed-8ddd-276... Test-BnR Recurring UAT-test-001 2.. 08/02/22, 8:34:00 PM 3s @ @
\:‘ 7b5de0b0-1235-11ed-b851-b14... Test-BnR-Gitlab On Demand test-009 2022-...  08/02/22, 1:04:03 PM 37s © - @
r‘ 06a22db0-1232-11ed-8d99-c11... Default-DB On Demand sanity-case 20... 08/02/22, 12:39:18 PM 37s @ - @

INYOTY TBEBRER—D
COR—=DICIEE, BRUEFNAAOELBBEERTENETT, BIEFROEHYTT,

NYOTY TEBROERT

Backup Configuration X

vlan 1

vrf context management
ip route

interface Ethernet1/1
interface Ethernet1/2
interface Etherneti/3
interface Ethernet1/4
interface Ethernet1/s
interface Ethernetl/6
interface Ethernet1/7
interface Ethernetl/8

interface Ethernet1l/9

AmtarnEarn CHhammatd fan

Copy Download

Backup Configuration™> 1 > R™J



COR=DIE, NYOTYTARTOTFINAARENFRRENET, COR—DICE,
AI9VO—RIBEOOFT2AVEHYNET,

B O L]

Compare With Current Config

Device Name : ios-xr-120

Running Config vs Backup Config (30/05/2023, 12:58:58)

1

~Wed Jul 5 09:43:12.245 UTC

Controller Name : NSO-176

2 -Building configuration...

3 11 105 XR Configuration 6.0.1 11 105 XR Configuration 6.0.1

4 11 Last configuration change at Wed May 10 10:10:32 2023 by cisco 2 11 Last configuration change at Wed May 10 10:10:32 2023 by cisco
501 30

6 hostname 105_XR_116 4 hostname TOS_XR_116

7 logging hostnameprefix 4.3.2.1 5 logging hostnameprefix 4.3.2.1

8 cdp 6 cdp

line default
transport input ssh
|

interface MgmtEtho/6/CPUG/0

line default

3 | transport input ssh
'

interface MgmtEtho/0/CPUO/O

13 cdp 11 cdp
14 ipv4 address 12 ipv4 address
51 13

interface GigabitEthernet/0/0/0 14 interface GigabitEthernet0/0/0/0

cdp

cdp

kg

Restore ~

18 ipv4 address 16 ipv4 address -
19 1 171

20 interface GigabitEthernet0/0/0/1 18 interface GigabitEthernet0/0/0/1
21 cdp 19 cdp

22 ipvd address 20 ipvd address

23 1 21 1

24 interface GigabitEthernet0/0/0/2 22 interface GigabitEthernet0/0/0/2
25 shutdown 23 shutdown

2% 1 2 1

27 router static 25 router static

28 address-family ipv4 unicast 26 address-family ipv4 unicast

29 27

30 28

3 2 1

32 ssh server v2 30 ssh server v2

33 end 31 end

34-

35 - RP/0/0/CPUD: 10S_XR_116#

Compare Configuration™> 1 > R

COFATAVRF, NV OTYTZ#BRENORITIA7A4F1L -3V ERGBONY IOT YT

A 74FaL—>3a>ekBLET,

BROETT

EXTTD EEIED

Are you sure you want to restore to this backed-up config?

B

E DR

Xa

X
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I—HYBEEEDO/NY T Y 7T DRestore ConfigF 4 A ZBIRTEEXT, BRBEXAT7OTRY Y
ANRE, BETIFHMABEBIRTENET, BREhDE, WRWITBIRI—CHEEFTSH
EERD—V70—NERTENET,

Credentials



TLTF v IR—TF, £ICNSOIZ hO—7 &Direct-to-Device(DTD)I> RO—Z THR—
hERTWET,

Cisco Catalyst Center& &K U'Ansibled> FNA—ZIZ2V\WT, EREAZ A NO—FHAS57 1Y
FENEBRFOILF Y IILOHRHKEER) ARNFRRENET, Cisco Catalyst Center,

DCNM, Ansible, & &TvManaged> RO—FOILF> v I)L&ENM, . FELEGHIBRTS
F7oavEbEREA

CredentialsR—> Tl&, BET S SSHFEMFEHRZFEAL T, O—AHIINI1—FZVE—-—KrI1—HI(C
IvEVITTEET,

TLFVOYIWCTOEARATRIEGE, FINAAIR=—DYR=ITIOLTFUIYIIEBRLET

o

U]

DTI>I3VERTTEERY,

>
N

« #LVWEREROIEM
- BERBHORSE
- MAAREERBERO-—EASHIERLTVWERT

N FNMROILFUS LG, BEBERSI VDI T —TERERYET,
EiRIBEHROEM
LTI v )LOEME, NSO K UDirect-to-Device A NRO—F TO &P R—hEhET,

FALIFRZEBMNTDICE, ROFIEZETLET,

1. CredentialsR—> TAddZ V)Y VL& T, Add Auth GroupV 1 > RUHNFHEEEXT,



Add Auth Group

Auth Group name *

default-map: Remote authentication parameters for users not in umap

remote-user hd

remote-auth il

remote-secondary-password

FeRL 7 )L—7 DB

22 RDT7 A=) RICAILET,

. WERETIN—T28
« UE—RKF
s FNAADI—HH
-éibVU% RNXAD—R
BROUE—NEAAIUNADT—R
38&@%7U17bf\m&7k TEEBEMLET,

SoRIL TR D MW

LT v ) 0imEE. NSOB KU Direct-to-Device 1> RO—Z TH AP R—RNENET,

1. Credentials® 7 ZiBIRL £ 9,

2. 9L 7 v ) Z2BIRL, ET A1 Z&IRL £I, Edit Auth GroupV 1 > RN BE
£9,

3. default map D ZMmEL . Savez VY I LET,



Edit Auth Group X

Choice - rematellser
rematelame -

Specify device user name *

Cholce - remotesuth
remaotePasswond -

Specify the remote Password

remoteSecondaryPassword

Cancel [ Lpdate ] m

umap ® &4

4. BEIZHELUT, XORXT D12 EICEHREZEASDL TumapZBIMLET,

* admin

e JAX

. SR
- ROAYFTHAIVIVARDSVE—RNBZBRLET
- FNAADI—HFRZADLET
- ROYTRZIVIVARMDSUE—RNNAD—REZBRLET
- DE—RMNAD—RZAHLET
- E—REARAINAT—RZAHILET

5.SaveZ V)Y 2L TumapZzBMLET,

LT v )OI, NSOH KUDirect-to-Device A ROA—S THAYR—KRENET,
FNAADORIAERZHRTZICIE. ROFIEEETLET,

1. Credentials—> T, BED I I —7DDelete7A A &BIRLET, BEEXYE—JHK



RENET,
220KV Y oOLT, JIL—T%HIBKRLET,

TFINARTIN—T

Device GroupsR—=> ik, EIZNSOIOZ hO—7 &Cisco Catalyst CenterA> NO—Z THR—bK
ThTVERT,

BEREBZAMNAO—FA57 TV FENERBEOTFNAARTIN—TO5IBIER AR,
DCNM#& LV AnsibleA> RA—ZIZ2WTHRTRENET, DCNM, Ansible, & & ¥FvManageT
RO—Z0FNA AT IN—T7=EMN, EHF. FLEHBRIZ AT a2 @ddERA,

Device GroupsR—2 Tk, I—YHNFNAADTIN—TZERL. FIL—TICHEOER ZE
WETBENTEET, 1—HR., TORBEOIIL—THOITXNTOTFNAAICERAEND Y
N—TIRUTEBD TV ERITTEET,

TFNARITN—=T T IO ATBICE:

1. Device Manager7 7°'') r —</ 3 > TDevice GroupsR—J ZiBIRL £ T,
2. Device GroupR—I AN RREN, ROFA T I UHFRENET,

« TFINARTIN—T D&M
s FNARTIN—T Dims
o TINA ADHIBR

FINNA AT IN—7 D&M

TFNA AT I —70EmME, NSOO> NO—F & & UCisco Catalyst Center D & HR— k& h
9,

TINAR TIN—T72EBMTBICE. ATOFIRICH>TSEZW,

1. Device GroupR—> TAddZ V)Y J LE T, Add Device GroupJ 1 > RUAEHE X T,



W Selected(6) W Selected(30)
Q Search Q

eeeeeeeeee eeeeeeeeeeeeeee

10.105.5; 07

CLF_0 09

DCLF_1 o

DCLF2 o B 10495b0287659

DCLF_3 12

Juniper_34_Netconf NED [ 18583867848

S NA R N —T DR
2. HLWIL—TOEHEANL. SaveE Iy ILET,
FNARTIN—T DiRE

TFINA AT —7DfmERF. NSO hO—F & KU Cisco Catalyst CenterTND & HR— K& h
TVET,

1. Device GroupsZiEIRL £ 7,
2. IWMETAIHREDTI—TOEAtT A& 1)Y U LET, Edit Group Details™V 1 > RUA
ME, FATEEIXNTOFNAADIARNNFERRENET,

@ Selected(1) @ selected(29)
Device Name Device Group Name

101085244 . @ o7es4mdozeds

S e
9 —7 OEMOIRE

B.ERDRAVTTFNAARBZANL, TNARAZEMELZFHIRLET,
4. ERA>T, BMISBTIIN—7%FRL T, Updatez 77U Y IL&ET,

BREONYOTYTTaT



\ltui]y,  Home / Device Manager / Configuration Backup Jobs

cisco Business Process Automation admin admin 9 0 O e

Configuration Backup Jobs
Device Manager Credentials Device Groups Configuration Backup Jobs Configuration Restore Jobs

Controller Type Controller Instance Status From Date To Date
DNAC, CNC, NSO, DCNM v CNC-211, DCNM-67, DCNM-... ¥ COMPLETED, RUNNING, FAIL... ¥ 5/21/2023 B x  6/5/2023 B x @ Auto Refresh
4 csv ¥ Excel Qa v O

Device i Controlle... i Policy Name ¢ Schedule N... i Schedule... : Label i StartDate... ¢ Durati... i status i Actions
CIOS8kv-18.f... DNAC-R3 DNAC Backup De.. On Demand 06/05/23, 2:55:3...  17s SKIPPED @ -~
jos-xr-121 NSO-176 NSO Backup Defa. On Demand 06/05/23, 12:27: 4s COMPLETED @
cisco-iosxr-n...  CNC-211 CNC Backup Defa... On Demand UAT0602 06/02/23, 7:54:4... FAILED o
cisco-iosxr-0 CNC-211 CNC Backup Defa... On Demand UAT0602 06/02/23, 7:54:3.. FAILED (]
cisco-iosxr-2...  CNC-211 CNC Backup Defa... On Demand UAT0602 06/02/23, 7:54:3... FAILED (]
cisco-iosxr-1...  CNC-211 CNC Backup Defa... On Demand UAT0602 06/02/23, 7:54:3.. FAILED (]
br-cisco-iosx...  CNC-211 CNC Backup Defa... On Demand UAT0602 06/02/23, 7:54:0...  21s SKIPPED @
cisco-ios-1 CNC-211 CNC Backup Defa On Demand UAT0602 06/02/23, 7:54:0 FAILED o
N93H_157 DCNM-67 DCNM Backup De... On Demand device check 70 06/02/23, 7:01:1... 155 SKIPPED ©
N93H_154 DCNM-67 DCNM Backup De... On Demand device check 70 06/02/23, 7:01:1...  29s SKIPPED ®© -

BENYOTY7oajJgyy R

Configuration Backup JobsR—Z 2, RIEOITXTONY VT Y TREDI) ARNFRRENET
o TVYRICEK, FNAARZECIDOIRNIE, BFONYIOTYTDAT—RANKRREN
£, F—ZEF. I>NO—F0Z2A47, AV KNA—FA2VAZVA, NV ITYTOAT—X
A, BLROBANEEAT7 IRV I TEERS, F7FINTRE, JUY RCGFBE2EEOF—
BHFRTENET,

TVYRIZEROTI>3VHFBYET,

INY OTF Y THERORR



Backup Configuration

Il I05 XR Configuration 6.0.1

!! Last configuration change at Wed Jul 5 04:36:30 2023 by cisco
hostname I0S XR_121

telnet vrf default ipvd server max-servers 1
aaa authorization exec default local none
aaa authentication login default local
cdp

line default

transport input ssh

(]

interface MgmtEth0/0/CPUD/0

description testl234

cdp

ipvd4 addreas

!

interface GigabitEthernet0/0/0/0
description testl2l

cdp

ipv4 address

1

interface GigabitEthernet0/0/0/1
description test

cdp

NYOT Y TRE

COTFTO23VE, NVITYTARTHASOTNAAREEZERTLET, BREFX U O—R
TR2FT7AVEFATEET,

-5 40%nd 3



Compare With Current Config HH

Device Name : ios-xr-121 Controller Name : NSO-176

Running Config vs Backup Config (05/06/2023, 12:27:53) ~

1-Wed Jul 5 09:48:31.963 UTC
2 -Building configuration...

3 ! I0S XR Configuration 6.0.1 1 1 I0S XR Configuration 6.0.1

4 !t Last configuration change at Wed Jul 5 04:36:30 2023 by cisco 2 !l Last configuration change at Wed Jul 5 04:36:30 2023 by cisco
5 ! 3

6 hostname I0S_XR_121 4 hostname I0S_XR_121

7 telnet vrf default ipv4 server max-servers 1 5 telnet vrf default ipv4 server max-servers 1
8 aaa authorization exec default local none 6 aaa authorization exec default local none
9 aaa authentication login default local 7 aaa authentication login default local
10 cdp 8 cdp

11 line default 9 line default

12 transport input ssh 10 transport input ssh

13 ! 11 !

14 interface MgmtEth@/0/CPU0/@ 12 interface MgmtEth@/0/CPUG/@

15 description test1234 13 description test1234

16 cdp 14 cdp

17 ipv4 address 15  ipv4 address

8 ! 16 !

19 interface GigabitEthernet@/0/0/0 17 interface GigabitEthernet0/0/0/0

20 description testl123 18  description testl123

21 cdp 19  cdp

22 ipv4 address 20 ipv4 address

23 ! 21 !

24 interface GigabitEthernet0/0/0/1 22 interface GigabitEthernet0/0/0/1

25 description test 23 description test

26 cdp 24 cdp

27  ipvé4 address 25 ipv4 address

28 ! 26 !

29 interface GigabitEthernet0/0/0/2 27 interface GigabitEthernet0/0/0/2

30 description test 28 description test

31 shutdown 29 shutdown

ARTE D LB

ATV, NVOTYTZRBEOERTIA74F1L—23a>FERBAONYOTY T
A 74FaL—>3>EeEBLET,

BROExT 3T

Nz MO 77" 3 > & Classic Ul Device Manager?' 5 HIBR& f1. Next Generation PortallC
BEEhEL L,

IZ—DFEORT



View Error X

Prechecks Execution Failed

IZ— DI 1> R

IZ—HFRETERD—V70-HFFLLESRE. "I7—0FlEZRTR) TA4AVARRE
hEI,

RANARN=2ORR

{l1ai]s, Home / Device Manager / Configuration Restore Jobs

cisco  Business Process Automation admin admin 9 ° Q 9

Configuration Restore Jobs

Device Manager Credentials Device Groups Configuration Backup Jobs Configuration Restore Jobs

Controller Type Controller Instance From Date To Date
NSO, DCNM ~  DCNM-67, DCNM-Nexus, nso... ¥  5/21/2023 B x 6/5/2023 B x
Device Name : ios-xr-121 o ° ° ° 100%
Start Time: 06/05/23, 9:47:12
AM PreChecks Restore ConfigDiff PostChecks
4 csv ¥ Excel Q v o [20 v

Device ¢ Controller Instance ¢ ControllerT... ¢ Policy Name i Initiated By ¢ Start Time } Status  Actions

= | ) o ERN AN -

UJ ios-xr-121 NSO-176 NSO NSO Backup Default Po...  admin 06/05/23, 12:30:35 PM RUNNING =)

| L ios-xr-121 NSO-176 NSO NSO Backup Default Po...  admin 06/05/23, 12:28:20 PM RUNNING ° Iz"

ios-xr-121 NSO-PT-179 NSO NSO Backup Default Po...  admin 06/05/23, 9:47:12 AM COMPLETED
bnr_nexus_145 NSO-176 NSO UATintern3005 admin 05/31/23, 2:14:39 PM RUNNING

NANAN=2TFA4Y

Milestones7 A A2 & V)Y 032, IAINARN—2DIVARNERBITDAT—RANRRE
nEJ,



D—U070—A VARV ADFHORR

Home / Workflows / Tasks / 16861574-13ed-11ed-ba50-16a7cf8c3813

= M .
Business Process Automation

cisco

admin admin o Q e

Task List

Overview Tasks Defined Workflows Workflow Instances

liﬂllgmm —
Auto Refresh : 1D From Date B ToDate o)

+ csv + Excel Q Y O [20 v
Task i oType ! started i Ended ! Duration i status i Owner i Assignee i Groups P Acti.

End noneEndEvent 08/04/22, 05 08/04/22, 05 0:00 Completed

Update serviceTask 08/04/22, 05: 08/04/22, 05 0:00 Completed

ConfigD...  serviceTask 08/04/22, 05: 08/04/22, 05 0:00 Completed

View Pr... userTask 08/04/22, 05: 08/04/22, 05:... 213 Completed

Execute.. serviceTask 08/04/22, 05:. 08/04/22, 05.... 0:00 Completed

ConfigD.. serviceTask 08/04/22, 05: 08/04/22, 05 0:01 Completed

Postche.. serviceTask 08/04/22, 05 08/04/22, 05 0:00 Completed

D—070—1A2AZVA

F)Y ROBEOFAIAVNREL, T—970—F7Ur—23>07—9 70— 4 VARV
AR—THBEET, ChiCkY, I—F—@7—07O-RTOFMICRULA IV TEET

o

BAVOFHMDORREER

View Config Diff

Device Name : ios-xr-121 Controller Name : NSO-176

Running Config vs Backup Config (Mon Jun 05 2023 06:57:53 GMT+0000 (UTC)) ~
24 interface GigabitEthernet0/0/0/1 22 interface GigabitEthernet0/0/0/1

25 description test 23 description test

26 cdp 24 cdp

27 ipv4 address 25 ipv4 address

28 ! 26 !

29 interface GigabitEthernet0/0/0/2 27 interface GigabitEthernet0/0/0/2

30 description test 28  description test

31 shutdown 29 shutdown

32 ! 30 !

33 router static 31 router static

34  address-family ipv4 unicast 32  address-family ipv4 unicast

35 33

36 ! 34 !

37 ! 35 !

38 ssh server v2 36 ssh server v2

39 end 37 end

40 - -

41 -RP/0/0/CPU@:I0S_XR_121#

T7A—L0 "FHEHEWE, D142 RD



BRID—V7O0—AVAZVANI—HYRAITIOTAETATHERLTVWRBERE., RAT7T
AAVHFRRENET, COTAOAVZEBERIDE, I—F—RAVICHIETD 7+ —LDOFH
ETO2AVERIFEATOTRY VANREXRT,

OS7Y 7 UL—RF77UTr—23>nig

OST7Y7JL—RT77VTr—>32%ERATRE, XY RNT—TJROTNAATRITENDTY
T7IL—RBEEZEZRTEERT,

OS7Y 749 L—RMI—2 70—k, Market Variance 7 7’ —> 3> TFNAAZRA T &4E
MUTRELET, FNAARATICW, BEDOST Y TIL—REAIDHAZRLT #—ALL
D—O 70— %EBEITDAT2aUHFIHYNET, OSTYTIL—REAVE, OSTYTIL—
RF7FV)4—> 3> TCreate Order2 V)Y V3§D ETHHUTEET, EXDERR—T T,
OSETYTYIL—RIBDTFNARAEBIRTDIMBENHVET,

TINAADERE, KOBRT7 A LNRICETVTEITTEERT,

« 2 MO—F R4 7 :NSOF IzldvManageZi#IRL £ 7,

« NSOZEBRLET (EHMONSOFREENTVDESL ),

+ Region/Market= %= (& Device Group7 1 L X %&RL £ 9

« BIRL 127 1)L X HRegion/MarketD3FE ., BIMO A7 3 2/ (Region, Market, Device
TypeZ E)VERBIRTEEFT

~ 7 :Region & MarketldMarket Variance TRRET D HLEN H VY E T,

« Device Group”7 1 )L R &BIRL =548 &, Device Group & Device TypeDftD A 7> 3> %
BIRTEET,
- vManage®i#1R ( vManage7 /N1 AH )
- 74 I)EZDER : vManageA RO—F A2 AZV A
- FINA AR A4 7T DER : vManage_Controller

OSTY7JL—RF77UTr—>3>Ck,. TOT470—070-¢RT79—270—-CTI)—
THENLERATEZINTOTOEASN VARV AD) AR RRENET,

IOSE RVIOS-XRTZY N7 #—LDOSTYTIL—RAFR—REATVET,

1. R—LR—THS50S UpgradeZ V1) Y UV LE T, Os UpgradeR—I HARREN, RORT
FRRENET,

c FOTATERT D=V T70-HNOTFITATBTORAAV ARV ARE, BRUE



TFINAADOSTY T IL—ROAT—RAZINTRRLET,
« TET7, 827 :0—070-AOETE7OLA A VARV AZIXRTRRLET

- "REL 27 D—070-NORBPOTOLAR A1 VARVAZIXNTRRLE

2. Create Orderz 2 JUY O L&E T,

Create Order

EXDER

3. NSO, Select Region, Select Market, Device Type, & & U'DevicesZiEIRL £, [Next]
29UV OLET,

4 NAZLCRESZAHNL, BEIZKUT, KAZSTI<SATZ1—-IITDH, BTARATD
1—)LUE T, Schedule TypeZiBIRL £7,

5. Create Order2 V)Y JLET,

N TYUTIL EEE TASLIL ERTT ALY AT AVERBOHRRL T
F—LEERTEET., TYTIL—R7OERG. SUTL (—ECIAOFNAR) A
FU1— ) EERAT (—ECEROFNAR) AT 1L TR TEET,



Os Upgrade

Active

4 o, 14
B.E

{1 | (R | [
PP P-B°
|
=

I«
=

Ttodofd  1c < Pagelofl > >

xrLED—270—

RICTRTHIEL, 2, 3. BRT4E. LORIERTTAOAVIERHLTVWET,

&S At EA

1 FNAAVARDERTR
2 BEOXRT

3 HUO—ROBE
4 RAVIARNDRTR

I1—HYR@EE2HD—V9 70— OBEZRRITEET, BIRULEFNAADOSOT Y 7L —RA
EEICETITDE, F/NAAD "Completed; RTICRRENET,

o0

Template Id: 105-Validation-Tmpl Device Mame: 3.0.2 1 Commands Evaluation Result @

show version Rules Evaluation Result @

View Summary7 A > &2 Uv 033 &, TFINAADOSTY T IL— ROBENFRTRENET
o TR, TYTIL—ROBENIZ 714V IVTRRENET,



3.0.2.1

Post-Check

3/31/20, 11:01 AM

Template Id: |05-Validation-Tmpl

show version

Upgrade Device
Backup Config
Download Image
Pre-Check

Validate Device

AHMERREZATV VAR

Device Name: 3.0.2.1

3/31/20, 11:00 AM

3/31/20, 11:00 AM

3/31/20, 11:00 AM

3/31/20, 11:00 AM

3/31/20, 10:59 AM

Commands Evaluation Result : @

Rules Evaluation Result : @

O 0000
<

View Device List7 4 A ZBIRL TTF/NA AV AN ZERTL, Eye7A A ZEIRL T
Evaluation Results& Task ListZ R xRL £ 9,

Download Summary7 4 > & BRL T, ENZX V> O—RLET,

Process Instance 1D:655¢c1cc/7-731e-11ea-b904-0242ac160005

Overview Tasks Defined Workflows Workflow Instances

Debug Vew —

4 csv + Excel

Task i Type i started
Upgrade Com noneEndEvent 03/31/20, 12:38 PM
ify Status eniceTask 3/31/20, 12:38 PM
Next one exclusiveGateway 03/31/20, 12:38 PM
>  NoDevice Ty callActivity 3/31/20, 12:38 PM
multilnstanceBody 03/31/20, 12:38 PM
Gateway 3131120, 12:38 PM
Process in Par.. exclusiveGateway 03/31/20, 12:38 PM
Get Template scriptTask 3/31/20, 12:38 PM
ValidateData seriptTask 03/31/20, 12:38 PM
eGateway 3/31/20, 12:38 PM

Duration

2:38 PM 0
PM 1110
2:38 PM 0:00
PM 0

2 PM 0:00
M 0

PM 0

38 PM 0

* Status

Completed

Completed

Completed

Completed

Completed

From Date m  ToDate n

a v o0~

i Owner : Assignee : Groups i Actio...

v

1to130f13 1€ <« Pagelofl1 3 3



Variable String : deviceType

+esv & Excel v o2 ]

[ Value i TaskName

[} nsc-ssos No Device 1

[} Nsc-ssos Process Pai
< >
Tt020f2 1K < Pagelaf1 >

Overview Tasks Defined Workfiows Workflow Instances

. o _

Ommnemsm

View Task List7 4 1> &iEIR L T, Task List, Debug View, & &Incident ListZxR~LE T,

Os Upgrade

From Date B ToDat 8
+ osv b Excel a v o
[] Device Name Current Step Current Ste.. Custom Pay. Custom Pay... Device Type Create. Star.. = Compl... Region Market Actions
No Rows To Show
0w 0of 0 < Page 0of0 >

BEIIBHUT, A2 Fhe—BELE BRE. FEEEFELLET, BEELEBRICATD 1—
ILEnzFNA4 Ak, "Pendings 27 ICRRENET,

Config Validator7 77U 7 —2 3 > OR4E

Config Validator7 77U 7r—> 3> ZERHT % &, NSOH—/Y®DNetwork Element Drivers(NED)Z
MUTHREIANY REZRIETEEXRT, CcOT7VEFEALT, I—¥—EENEDZZEIRL., ZO L
TOANV REZETU KR ZHBTEELET, £, BELCKUT, TACEHBETERHRIL KR—
REIOAR—KNITBDZEETEET,
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NEDZRFA T B ICIE, ROFIEICHVET,
1. Home/~R—= TConfig ValidatorZz 1) ¥ ¥ L &9, Config ValidatorR—I A RRENE T,

Config Validator

Select Controller

Upload Config NSO-6578 ~  Select NED v -

Commands

ip vrf ccs-auto-02

description ces-auto-02.com

rd 20057:800294

route-target export 20057:800200
route-target import 20057:800200
route-target export 13979:103104

i

./- -\.
i Reset | Validate Config
S g

BRNUTF—X

2. ROYFTHAIVI)ARNDASNSO>NEDZRBIRLET, CNSIENSOXRY RDO—TURH®D
NEDTH'Y), AN RFBMTHIHNESH ZHABIT B LEHICKRTENET ( Cisco-ios,
Cisco-iosxr’z & ), ANV RAFUVAREATVEWVWE SR, TACHR—KNICEKL T, O
YV ROYPR—KNZENEDICERL T EE L,

N 5% 1 NSO Settings TLSAHEMT. NSOIZLSA/ — REBRL 184, RFS/— KA E B
ICABEN, RFS/—RELEIZZEFT,

Select NSO Select RES Node
NSO 226 - jun_32 -
NSO E

3.ROAYZFAIIUARNDSVersionZiBIRL £ T,
4. Commands7 4 —J)LRIZ, BREETDIAX>REAHDLET, RIZHIZERLET,

* ip vrf ccs-auto-02

- HiBHccs-auto-02.com

* rd 20057:800294

* route-target export 20057:800200

e L—hER—%7Y N2 7R—20057:800200



* route-target export 13979:103104

ORVROREZBRIZICE. HLWTE, TORDITOAR—AZI1ITREF21TICER
ETBCENEETY,

5. Upload Confige V7 Uy O LT, BE77A4INZEZT7Y7O—RLET, chs5OT7 71
WXtERXTT,

6. Validate Configz 7Y VL TIAN> RERTLET,

7. XEBIZISUT, ExportZ VY O UL THIBERETIVAR—BNLET, 77 1 )LIEF.csvER
TIVAR—RNENET,

BRILBRE TR, BPAREEE NIV RICHL TRIEZRTL, HHERTRLET,
D—070-T7 V=32 0RE

D—070-TF7VT7—>32@, RTHOAVAZVA, HLVWTLVWBRERY, BLWTWB 1Y
STFUN HYOERY, BLTTN—TE2AVOBEEZRBLET, £, 7—J70—-0DA
T—RAERTFENKT,
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Overview

This document explains how BPA's Adapter Builder framework works at a high level. It also attempts to explain how an Admin can eonfigure a new Adapter and inferact with an extemal system.

Adapter Builder can be used for the following types of integrations w.r.t. BPA
1. Northbound integrations: Example: Data entry systems, Inventory management systems etc.
2. Southbound integrations: Example: Underlying controllers like DNAC, vManage, Meraki etc
3. East-West integrations: Example: Ticketing systems like Service-Now & Remedy, Git etc.

Supported Versions

BPA: 3.1 and all the newer versions

What problem is the Adapter Builder solving?

Every customer of BPA has felt the need to integrate it with one or more external systems (mentioned above). A classic example is to integrate BPA'S service order with a ticketing system like Servi

-Now (SNOW) so that a ticket/change record keeps track of how the service provisioning is

progressing. Let's look at a simple illustration:
Milestones in BPA for a Service order | Status of a Change record in SNOW — [ Submit a service order after performing data entry | Create a new change record in SNOW (Status = New) Workflow performs basic validations on the devices | Change the state to Assess Display Dry-Run results
and seek Approval to continue | Change the state to Authorize Provide approval via BPA or SNOW portal | Change the state to Scheduled Push config changes to the device once we are inside the change implementation window | Change the state to Implement Allow user to review the Pre &
Post check diff report | Change the state to Review User reviews the report and confirms that the service provisioning is successful | Change the state to Closed

TRTRIIRL—RICDOVT

"PRTRDIZL—2IC2V\WTL 27ICR, PRTRERICETD RFIXD M REEEIT
W&Ed,

NAOTY—

COR—DTlE, ABIJSONA T T U NELHI%EH L TISONata Path QueryZ L, BREET
BET, COR—DIZEIEBENRTREN, I—HF—RGFIITIUNFELLERENELES D ZRKREE
TEEY,

RDEEZRITLET,

{ Account. Order [8] . Product [8].Description
“Account”s { ISON
"Accour ) :
"Order": Invoice v
{
"Product Nan
“ProductID" 8.
"SKU": "94066546088", {j . — .
“Description”: { Colour": "Purple”,
Colour": “Purple®, L] 300,
"Widt 300, g 200,
"Height": 208, “Depth’s 216,7
"Depth": 210, Weight": 0.75
“Weight": 0.75 }
Price": 34,45,

"nant i

JSONF—Z D AN

1. EAONFRILIZISONT—RZAHDLET,



Adapter Generator

Manage Credentials

JIVDAA

2. 5l TPath QueryE AL E T,
L.BIDR—ZIINESRETZRDYIC, BPAT7Ur—>3a> ol haMELE T,

O3y NYEZR—2 v ORE

= alual .
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Dashboard

% B = O

Service Center Form Builder Device Manager 0OS Upgrade

oy

Process Templates Golden Config Templates Config Validator Workflows

Service Topology Network Topology Market Variances Device Activation
Migration Service Catalog ommit Manage

Commit Manager7 77U —> 32, NSOOXY hF1—Z0BIHHEZREALET, O3
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ERTIDHEETR—NLTVET, AIYMNIEF—2 YR, ISY N F1-—TA4FL00Y
o, Oy IR, TI——27., HIBRBEDNSOBEZTR—KNLTWVWET, SRIICETVT
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ROFIEZERITLT, JO-NILAT2a2ERELET,

1. HomelE T TCommit Manger tileZi#iR LU £ 9, Commit ManagerR—I HAFRRENE T,
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alialn _ . -
ccccc Business Process Automation admin admin o O e
1

Commit Manager
Commit Queue Rollbacks

. Select NSO Commit Queve
Global Options v ol ~  Running

+ csv + Excel a v o
Item ID i Age ! Status i Tag i Is Atomic i Actions
1581597536211 32230  executin g true 0
1to1of1 I Page 1 of 1 ]
- - -~
Sy RT3
1 =Y 2= Y

2. Select NSO A RN A*SNSOZZEIRL £F ., Running Commit QueueN'RRENET,
3. Completed2 7)Yy UL T, ETLEF1I—ZRRLET,
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Commit Manager
Commit Queue Rollbacks

) - Select NSO Commit Queue
—— L commit
4+ csv 4 Exce Enable By Default
Set Atomic

item ID Wait Until Empty i status i Tag i Is Atomic i Actions

1581597536211 LockDevice ~ executin g true °©
Prune Device

Clear

TJA-NILAT2 3> 0ER

4. Global OptionsZ 2 )Y 2 LT, JXZY M F1—ICHLTI/O-—NILEREEZRTLET, &
F72aVOFMIOVTR, XROKRTHBALET,

Options [7 223> (Actions) ]
TOTATRFI-TATLAEIIY M F1—-ICEBMLET,
AZY RN FI1—ICABRUTFNAM AICEEZEZXZF1—T4
TARINT, COOAYITATLNFOY VBBRELGHIBRE
nNdnNEF5%EY,
F1—2E&%EZO9UFLEST, COTI>Ia>ORITHE, IV
F1—0OUTF RFI1—ICFEETBDIXNTOTNA AN FHEhLBLLBZYNET
o BEDOFEAGITIE, CORESHEREAhTERA,
AZYRFI—AOINTOFI—TATLNLS, EEEIIL
FINAADTIN—_2T INTOFNARZTIN 2T LET, COTV>a2NDR
T, FEZZ 3 TNA AORBIENELSBZYET, RE

TFNAA0OY



Options [72> 3> (Actions) ]
SYRENTVBRTFNA AR T IL—ZTEnEBA,
IRTCOF1—TATLOTNIY VBERRELET,
falselCERELLBE., F1—HOBICHAMOIET KNIV IF
I 1—TATLRDEBUFNA AN ETTDE, CchsDF1—
TATALILEENDTFNAADETERHBETEE T, truellF%
EFTdE, CNSsOF1—TATLADT NIV VBEEBEHNR

BThEd,
FT7AIRNTENM CONSONAZY RFa1—%F7AINNTEMCLET,
mBAS>3a>
C o meeee 0ce

Delete

"Foar, ROYZEIVIAR

HEZEBZERL, "7TU>ar, ROAVITEIVVARDST O a2 ZBERLET, RO
RIC, 7O ERLET,

Options [72> 3> (Actions) ]
BFEOXF1—TAT7LZOYILEY, AV IEniz¥1—7

0> AFLR. Oy IFREE D ETEFEEBTE A,

D o Oy o&nit1-T747LE0Y SBBRLET, Ov HEn
TOBWFI—FAFAOOY T RBEERS hET.
EEERETFNAREFI—TFATFLASTN—"VTLET

TIN—=>9 o BEOZSYRENTVBRFNA AR TIN—ZTEhhFTEEA

F1—TATLDT NIV IREEZREL FTT, falselci&E
LEBER., F1—AORICHDMOIIET NIV IF1—T4

TREIVIDERE FTLARDOEBLUFNA AN RETTDE, COFI1—TATALICE
FNE3TFNAADETZRKRTEE T, truelCiRET D&, F
A—TFTATLDT NIV ORBRBEMNIN REEIET,
F1-NASFI1—TATLZHKRLET, HOF1—T AT A
NHBRENETATLAZE>TVSHEE, BENICETERRA

[HIB& ( Delete ) ] LET, 7O OETHFRABEATVEWVEES, 723
VOERTEICHBRENEFI—TATLOTNAANBEHL T
WEBA.



DeleteA 7> a > IEWNFERATEERT,

Home / Commit Manage

Al
cisco. Business Process Automation

Commit Manager
Commit Queue Rollbacks

D =

Delete

tcel

Item ID i When

1581918799723 02/17/20, 11:23 AM
1581916655634 02/17/20, 10:47 AM
1581916590166 02/17/20, 10:46 AM

1581659587906

HIBRA 7> 3>

02/14/20, 11:23 AM

TATLDFMERTTSICIE,
ED

Commit Queue ltem Details

1581597536211

executing

# Name

ziled Device

TH B D4

O—ILXv D

Select NSO
nso143

7 : Commit Queue TCompleted N IBIRENTWVBIHE, ActonROY F7HA I IJARNTIE

admin admin o o 9
1

Commit Queue
Completed -

P — X Clear Selection e °

: status ! Tag ! Rollback Data

completed
completed
completed

completed

"OXY RIR—T ¥ R—TT TRR,

323935

true

Rollbacks 2 7 TRD R AV #RITLET,

i Actions

® ~

(o4
©
(o4

TAdAZERLEK



Rollbacks

Commit Queue Rollbacks

Select NSO
Rollback ¥ Preview Rollback &% nso -

4 csv ¥ Excel

Q o2~
NR(Rollback ID) i File No. i Created By i Label i Comment i Created Date i Actions
0 rollback10095 admin  sewicecenter-  servicecenter- 2020-04-29 10:35:52 B ~
1 rollback10094 admin  seicecente-  sewicecenter- 2020-04-29 10:34:52 B
2 rollback10093 admin 2020-04-28 19:34:43 B
3 rollback10092 admin 2020-04-28 12:34:24 B
4 rollback10091 admin 2020-04-28 12:30:27 B
5 rollback10090 admin 2020-04-28 12:24:26 B

A=Y OR=D

1. ZRIMCEIVTO-INY OV ZTLEI-LET,
2. FRNICESI<<O-ILNY D

Rollback X

Selective

Are you sure you want to selectively rollback till NR - 1 ?

BMA2ULEOO-INYODFTY IRY VAEFIZL, Rollbackz 7'y U LET, &R
WO—ILNY ONFBERIFEE. SelectveFIY IRY VRAZEFIZLET,

O—JLINY U DR



Preview Rollback

Selective

Are you sure you want to preview selective rollback till NR - 1 7

O—LNY 207 LE 1R

4. O—=INYODOFTYORY OAEAIZL, Preview Rollbackz 2 UYy o L%Ed, 7LE
11—k, XA4T 147, CLI, FEEXMLERTRRENE T, BIRUWLE21—0O-)L/\NY
INMBERFEE, SelectiveF IV IRY IREAIZLET,

) View format X
Preview Rollback 9

cli v

devices |
device {
config {
ios:logging {
host {
+ ipvd {
+ }

"O—INY D142 ROOTLELI—

MHEENSOIE, Select NSOROY 7HAIVIARNASEBBIRTEET, O—ILNY IVDBEE,
SelectiveA 7' a>aERALT, BEOIZIY MDA ZO—IIL/NY O LET, SelectiveF TV
RYODANFATDEE. UBIOIDISY NEIAXNTO-INYOEhET,



Rollbacks

Commit Queue Rollbacks

X Select NSO
Rolback &% [ Preview Rollback nso9 -

el X Clear Selection eo

NR(Rollback ID) i FileNo. i Created By i Label i Comment i Created Date i Actions
B ~
. o rollback10095 admin servicecenter- servicecenter- 2020-04-29 10:35:52
. 1 rollback10094 admin  servicecen ter-  servicecen ter- 2020-04-29 10:34:52 E
.2 rollback10093 admin 2020-04-28 19:34:43 B
.3 rolloack10092 admin 2020-04-28 12:34:24 B
-4 rollback10091 admin 2020-04-28 12:30:27 B
. 5 rollback10090 admin 2020-04-28 12:24:26 B
=

A=Y OR=D

5. RollbackD#&IC&» B Configlh 2> 720 )Y O L TIRILZERL, Commitz o)y LT
O—INY V%ZBEBLET, LEIZHU T, "Preview Rollbacky D#IZH S Configy R
X EIBIRL, IR %ZZIRL Tcommit -dry run2RXRRLET,

Rollback By Label X

Label *
servicecenter-|

Selective

FRIIZKDO-ILINY T OHERR



Preview Rollback By Label

Label *
servicecenter-intelsat

Selective

SRIIWEZRICRLRDO-INYIOTLE1I—
AROVTRZF—=TF7V5—>23 > 0OBRE

Script Runner7 7V —<a>#ER T3 &, PythonAV U7 KRB KU Ansible A7) 7 N &EE1T
TEZET,

1.IR—LR=DHDBSATVTRNTUFT =B ZBIRLET, ScriptsR—IHFRRENET,
A—HYRIHLVWAIVUTRNZEBML, ROT I3V ERTTEERT,

e Run: AVV7TKNEETLET,

« RR: RAVUTNESH

fmE : AV RNEZELET,

 Delete : AV VU7 NZHIBRLE T,

e AOVO—R: A2V MOIE—%ZHSE

Scripts  Executions

dov 4 el a v oo@m ]

ROEBESE, LORICRITAAVICHBLTVET,
E5 i8R

1 AVUTBPORT

2 AVUTRNORTR



%5 S8

3 ARVUTNDIRE

4 AUV NOHIER

5 ARVV7rN0OAoAO—R

ExecutionsZ2 7 IZlE. RAVUTRDAT—RANRRENET,

1.[Add] 22U Y 2 LET,

Add Script X
~
Key *
Type * -
MName
Script
Enter script here...
b

ATV 7 N0EH

3. KeyZANL., ROYVFTHAIUUARNDSTypeZiBIRL ., Name& ScriptE A DL ET,
4.[Save]l] 2V VY I LET,

J1—%Ik "Executiony RT CAT—RALHERTEET, £/, TActions, ¥ T "Eyes 74
vEBRLT, OJ&ZFIVITERT,
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ERXTUTL—hK

BPARZ., 7—J70—-"SHUPHEhBIHABRAVAODNHARLERT T L—hEYR-—KNL
TWERYT, chsik, D—270-—0OF7VT—>3>0REETZ7—HDSTIEATEH. 4
BEFZ—ONYT—2ELTHIVO—RTEEXT,

SNt a>TR, YR—KRENTVWBITXRTOBPAEETF/L—KERLET, EEXET
Z7L—BNECE, RO2200AFTIUNBHYET,

s Y—ERBZRAIR—ADTUTL—h
« A—HRAIR—ADTUTL—h

B—EARRAIR—ADTUTL—RERIZRLET,

AT DHEIE

- BB COELXRTVTL—bNE. 9WMEST7L—MOERTEHR—KML, BERFESD
REERTHIEHICERAEIET
» Parameters:
- BT 7L —BNID: BPATHEREA D DT> 7L —NDOREEF
C FIVOVEIORTID: BE, V—UV70—ORTHICHEENDF IV UVHIORETHE
Bl F
C FIVIOERDOREITID: BE., V—OV7A0—0ORTHICHEBEINDF IV IERDETID

BHROED OB

c BH : ZOEBEXETUTL—NEK, BEOPWMES T TL—NOEFTEYR—KNL, BER
EDDREZERTDEDICHERAShET
» Parameters:

- RAO—R  BROGHEST VT LR ERTIBLEHITEENDIRA(O—K
« U TIRAO—R:

"deviceList": [
{
"deviceName":"iosxrl",
"templateId":"migration-template",
"variablesMap": {
"port_type":"TenGigE",



"port_number":"0/2"

H—ERX JZY NOERRTAET

- BN COEXETVTL—HME NSOH—ERSA VARV ALCLRTRZIAIYNRTATY
HAONDRITEHR—BLET

* Parameters:
- PayloadNSOH—E RS VARV AICHUTIAZIY NRTAETERTIDEHICE

Th3RAO—R
- U7 RAO—R:

{
"create": [
{
"prefix-set-service:prefix-set-service": [
{
"name":"pre-test",
"prefix-set": [
]
}
]
}
1,
"delete": [
]
}

B—ERAL AR ADER

- BHN : COEXETVTL—HME NSOTOH—ERSAVARVAOIIY hZEHYR—KL
ESX)

» Parameters:

- Payload:NSOY—EAA/ VAR ANDIIY NERTITHDEHICEETNBAR/AO—R
s BT RAO—K:

"create": [

{

"prefix-set-service:prefix-set-service": [



"name" :"pre-test",
"prefix-set": [

T7L—MDET

c BR : ZOEXEFTVITL—MNEK, BEBRAO—RTTOCVATFTL—NEETLET
+ Parameters:

- FNAAB  FINAADRERE

- T2 7L—RNID:BPATHERE -7 OAT>7L—KID

ONRFUTL—RNDETT
- BB COEETVTL—HME, B2BARAMO—RTTORAT L —FZ2ETLET
* Parameters:

CRAO—R:OANVRTUTL—MORTHICEE B RAO—R
« 2 TIRAO—R:

{
"deviceName":"11.1.1.1",
"templateId":"test2735",
"commandList": [
{
"command" :"show version",
"isConfigMode":false,
"goToStepOnPass":"",
"goToStepOnFail":"",
"passExpr":"",
"rules": [
]
}
]
}
GCTRZA4Z >



c BR : ZOEXRFTVITL—KMR, GCTRSAEBIZHR—NLET
» Parameters:

- Template Name : ERE N =GCTT7> 7L — MDA

- Version : ERENIGCTTF V7 L—hNON—2 a2 BEF

- FINARA: RSATUICEAEhBDTFNAA

B DAZLER (HDEE)

GCTO=XVY b

- BW: COEEXRTFTV7L—NE. GCTOOZY hZEHR—KLET
+ Parameters:

- Template Name : fEE ©7=GCTT> 7L — K DEH

- Version : EREN/=GCTTF 7L —~hODN—=2 30 FEF

- FINARA: RSATUVICEAE D TFNA A

B NWAZLER (HD5E)

TINA ADHERK

c BR : ZOEETVTL—NE, FNAREAFVR—RIBZDEHDDENTT
* Parameters:

- Payload : /N4 ADERFICEE B RAO—R
BT LRAO—K:

[
{
"address":"100.1.4.5",
"admin-state":"unlocked",
"authgroup":"default",
"description":"",
"latitude":"",
"longitude":"",
"device-type":"netconf",
"name":"3.0.1.2",
"ned-id":"1sa-netconf",
"port":"8080",
"protocol":""
3
]

RANF—DEIS

- B COEXRTVTL—ME FNAAOKRARNF—ZEELET

» Parameters:



c TFINAREB RANF—ZEBITE2T/NAADER

TINA AE#T

- B COEETVTL—ME. FNAADODTFNA ABHIREZEITLET
* Parameters:
- Device Name:NSO& DEIHIZRITIT D T/N1 ADEZHI

FINA AN DIEEE

- BB COEETUTL—HME, BEOFNARICELKELET
» Parameters:
- Device Name:NSO& D EIHAZ E1TT 5 7/N 1 AD ]

TINA AT I —T DR

- BW: COEEXETTL—RME. NSOICFNAARITIN—T%2ERLET
* Parameters:
- Name : FIL—7"0O&HI
CFENARE BT BFNARB
CFRARIN=T  FRAREREMT BBEN ST /NA AT N—T

X=IL DEfE

« B : COEBEXRTVTL—NE, EFA-INOEFZYR—NLET
+ Parameters:

- Receivers : & D X—)LID,

- BB X=I)LOHA

- MailText : X—)LA>7>Y

A =)L DA O FMEERE

- B COEEXETVTL—RNEBPARSX—LZEXELET

» Parameters:

- Payload:BPAN S X— )L ZXET B HICEEIhBIRA/O—R
s YO TIRAO—K:

"to": "receiver@xyz.com",
"subject": "Mail Subject",



"text": "Mail Text"

FTv NDER

« BH . COEBEETVISL—NEFTY NEERLET
» Parameters:
- FTY MERA AR AL BPAEBRETIEEENLET T Y MEKA VAR AD
AH
- Payload : F7 VY MERA VAR AZEHITBRAO—R

ABRAOTTL—h

- B : COEETVTL—NIE, CamundaBPMNI > 2> TOHTTPELDOREZ EE L
)
+ Parameters:
- RetryHTTPER ZB#H1TT 2 R
- TimeoutHTTPERZ XA LT IRNTBDETODE
- URL:HTTPE iz (EHTTPS URLEK
- XYY R:HTTPXY Y R ( GET, POST, DELETE®& &)
- RAAO— R:POSTHOHTTPRA O—R
- ANY S —HTTPERAY & —

FTy NOEFH

« B : COEBEXRTVTL—NEFITYREEHLET
» Parameters:
- FTY MERA VAR AR BPAEBRECEEENLEFTY MERA AR AD
AH
- FTYND:EFEThD—EZEOFTY ND
- Payload : F7 VY MERA VAR AZEFHTHRAO—R

BAIOER

- BN : COERTVTL—ME, BPATEBHZERLET
+ Parameters:
- AFId) BARATIV
- BRE B®. B¥. I5—, BE (inffodF7 2 )L MNME)
- BARNI BHARARNIL
- WE . BAORE
- User: BAIZFFrAiEnd 11—



ON=7 . BHRIZFRAENDTIN—7
TV arvF— BHROT T3 F—
- Enable Notification Key : BHIF— R —AZ— XV -2 2BMCTE T —ILE

BH O E R O FE

c BB COEET L —HME. RAO—RZETEICK>TBPATEBHZERLET
* Parameters:
- RAO—R : BAZERTDEHICEENBZIRAO—K

"category":"nso.device.added",
"severity":"error",
"user":"admin",
"payload": {
"title":"New device added",
"description":"10.1.1.1 managed successfully at NSO1"
3,

"_options":{
"toaster":true

}

A—HYRAIR—ADTVTL—RERICRLET,

T7A—LEILZDZRAY

c S 7 —ALTUEALBRRITDII—Y—RARY
s AVR=—FUN BAT SR A L TH—L- AVER—FU BN
« ABINT A=A

c H—ERATA—LF

o TF—LRE>

EITFEAIVOIAZIY ROXRR

e A XY NRSAMEHOHAERRITDI—HRRD
e AVKR—FUNEAT : RSAEBHIVR—F NEHEE
« ABMNT A=A

- T A—LREZY

- RAHO—R



AN RFUTL—KEAY

e B ONVRTUTIL—NOETERRTDI—HZRAY
e AVKR—ZFVNEA7 . HAEI-OVR—FV K
« AMNTA—=24:

- T A—=LRE>

- RITHABID

EDRATDRR

- B EDRTERRIBDI—HYRAY
e AVKR—FNEAT  HHEEI-OVR—F2 BN
s AMNTAX—24:

- fHEID

 TF—LKRE>

OS Upgrade Task - Description: OS7 ¥ 77J L — RIBEEZRTIBD LOHICFERAET D 1 —HXR
D -AVR—FVRKNEALT:0ST7YTIL—RIAATATIVR—F N - AINFTAX—=%: -7
A —LRR -RA4A—R

OSTYT7IL—RFNAADFMEARD

« RAOSTYTIL—RFNAAQOHBERRIDEHICEATHII—HEAY
e AVKR—FNEBAT.0STYTIL—RFNAAOFEMIR—F 2~
« AMNTX—24:

- J—2708—AAID

- T A—LRE>

UNT7 #—X2ADOME L

UDONT7 X AZE[LEEZDEHIC, TUY ROF—RIZEFK., F7FIINTERBEZEHR
CEDVTIEBROT—ENRRENET, I—HFHVF—22HET3HEEE. FromDate”
1—J)LR&EToDate7 1 — )L REZEETEE T,

BR71ILEE ROTTVT—

\ll

AVTREREETIET,

e 7HA—LEILAR



llllnlllv Home / Form Builder d d
cisco. Business Process Automation admin admin o @ 9

Form Builder

From Date To Date
LR Tags 7/29/2022 | x  8/5/2022 B x
i, CSV iy Excel e Yoo

Form Name ¢ Service { TagName ! Created At ¢ Updated At i Actions

test-single /golden:golden 08/04/22, 11:42 PM 08/04/22, 11:42 PM ,’ rD i
ServiceProvWorkflowParams /ncs:services/logging_serv... 08/04/22,11:16 PM 08/04/22, 11:16 PM /‘ rD i
DeviceCreationFailed 08/04/22, 11:16 PM 08/04/22, 11:16 PM ,‘ rD i

Generic_form 08/04/22, 11:16 PM 08/04/22, 11:42 PM /‘ rD i

NSOCallFailed 08/04/22, 11:16 PM 08/04/22, 11:16 PM ,‘ rD i

73 —LEILA
« OSOT7YTIL—KR

Nox:BRT LR 0SOTYTIL—KOTIT1T. RT. BLORBOERT THE
AEnET.

W 'l ' Home / OS Upgrade
= L ' . . di di
cisco. Business Process Automation admin admin o O 9

OS Upgrade

Active Completed Pending

From Date To Date
7129/2022 8 X 8/5/2022 8 X
¥ csv ¥ Excel Q v
Device Name ¢ Current Step ¢ Current Step Status ¢ Custom Payload ¢ Device Type ! CreatedBy  Actions
3.0.2.4 Post-Check 0 {"CR number.. 10S user001 user0C == n .4 lzl’
3.0.2.2 Post-Check 0 {"CR number.. 10S admin admin = ‘ h.4 lzl’
>
1to20f2 IK ¢ Pagelof1 > »

OSOT7Y7JL—R
« 7BEATY7L—b

N BRTALRER. OSTYTIL—ROTOERTFY T L— K. 217, 9. HE. &
LVRIYTNOERT TBAENET,



_ Home / Process Templates
= alaln

cisco. Business Process Automation admin admin o O e

Process Templates

Process Templates Executions Analytics Diff Scripts

From Date To Date
Tags ~ 7/29/2022 B x 8/5/2022 B x

+ csv ¥ Excel Qa v 0

Template § Commands ' Description ' Tag Name ' Created At = ' Updated At § Actions
S =
DeviceActivation 1 DeviceActivation 08/04/22, 11:16 PM 08/04/22, 11:16 PM /7 u
. =
10S-Downloadimage-T... 1 Template to Download |... 08/04/22, 11:16 PM 08/04/22, 11:16 PM /7 u
o =
10S-Validation-Tmpl 1 10S Validation template ... 08/04/22,11:16 PM 08/04/22,11:16 PM /7 1
P
10S-Upgradelmage-Tmpl 5 Upgrade Image steps 08/04/22,11:16 PM 08/04/22, 11:16 PM /7 0

Process Templatesi& &

+ GCT

~ SEO0SOT Y 7L —RTIE, Templates®7 EReportsR 7 TCL— K7 1 )LANBRAENE
ER

\l1ua]y,  Home / Golden Config Templates

N . d dmi
cisco  Business Process Automation admin admin o O 9

Golden Config Templates
Templates Apply Config Compliance Reports Groups

Controller Type  Controller Instance

NSO - nso-65 -
From Date To Date
Default View Instance View 7/29/2022 B x 8/5/2022 B x
+ csv + Excel Qa v 0o
Template Name : Version : Controller : Template Type : Config Ty... = E Device Mode Actions
=
test65-existing-partial 1 nso-65 partial_config LOZaaPdl | I—EI
-
test65-existing-partialto80 1 nso-80 partial_config 0"‘_, ] rD
=
test65-existing-full 1 nso-65 full_config o780

GCT

- TINAABMEL



il Home / Device Activation

cisco Business Process Automation admin admin o o e

396
Device Activation
From Date To Date
Add Device Uplo: B x B x

< & Bulk Upload Template \ ( Sync Smart Account \
%

Select Status Filter

\.

Waiting v
¥ csv ¥ Excel Qa v o [20 v|
. . . . . . . . . .
Seri... ¢ Onboard ... ¢ Statu... ¢ Devi... ¢ Cont.. ¢ Com... ¢ Com... ¢ Devi... N N ¢ Actions
77 » ¥
D87573DB Waiting Waiting Unsupport... vManage-... 0% N/A {"serialNoC... ~ 08/0... admi... =
/o
77 » ¥
8FB8752F Waiting Waiting Unsupport... vManage-... 0% N/A {"serialNoC... ~ 08/0... admi... _
/o
77 » ¥
FJC25251... Waiting Waiting DNAC Acc... DNAC-242 0% N/A {"serialNoC... ~ 08/0... admi... =
/o
7 » ¥
FJC26251... Waiting Waiting DNAC Acc... DNAC-242 0% N/A {"serialNoC... ~ 08/0... admi... -
/o

TINA ABRIE

- HY—EZRHE2OY
™52 BH7 LA, TActive Servicess &7 & TOrder Historys 2 7 ICBRAEThET,

Service Catalog

Service Categories Eg Orders
m ( Upload ) ( Upload Zip ) From Date To Date

7/29/2022 B x 8/5/2022 B x

+ csv ¥ Excel Qa v O [20 v

Name : Description ! Tags ! Modified Date i Actions
S =

service-item-1 none 08/05/22, 06:17 PM 7 1
. =

service-item-2 none 08/05/22, 06:17 PM 7 1
Tto2of 2 1K < Page1of1 > >l

H—EAHNE0O7

- BEAR

~ S BN7 14 RIE. TActives . "Completed) . &Y "Pendingy O&X7 THEHAE
nE9,



_ lal Home / Pre Post Check
= N admin admin o o e
10

- cisco. Business Process Automation

Pre Post Check

Active Completed Pending
To Date

From Date

7/29/2022 B X 8/5/2022 B X
¥ csv ¥ Excel Qv
Device Name ¢ Current Step i Current Step Status ¢ Custom Payload ¢ Device Type i CreatedBy  Actions
3.0.2.3 Analytics-Report Networ... 0 {"CR number... 10S admin admin = ‘ i lz"
<« >
Tto1of1 1< < Page1of1 > »i

ERFIVY

N BRT AR, ERENELE—NATTEAENET.,

fatl Home / Reports / Generated Reports
LS admin admin o O e
12

cisco  Business Process Automation

Generated Reports
Report Templates Schedules & Favorites Generated Reports

From Date To Date
Report ~ Status ~ 7/29/2022 M x 8/5/2022 B x
+ csv ¥ Excel Qa v 0
Report Name ¢ ExecutionID i Filter(s) i Status i Created Date i Actions
. ® 3
Pre post check Reports 62ed21a7¢c6c04f0035d8ee...  Status (Active, Pending, Co...  Success 08/05/22, 07:26 PM -_
62ed218ecf25230029155... Status (Active, Pending, Co...  Success 08/05/22, 07:26 PM 104 1

OS Upgrade Reports
Tto20f2 1< < Page1of1 > »|

—h

EWREhizL
« RIUT RS F—
N ERT LR, TEA, A7 CHEAEET.

fotl Home / Scripts / executions
il admin admin o o e
12

cisco  Business Process Automation

Executions
Scripts Executions
From Date To Date Select Status
7/29/2022 B x 8/5/2022 B x Al -
+ csv ¥ Excel Qa v 0
Key : Execution Id : Version : Type : Started : Ended : Duration : Status : Act...
AnsibleScript.yml| bc807d60-5b27.. 1 Ansible 08/05/22, 02:02 ...  08/05/22,02:02... 0 min 7 secs Completed ©
Addition.py 92d690f1-e3fe-... 1 Python 08/05/22, 02:02 . 08/05/22, 02:02 ... 0 min 0 sec Completed (04

1to20f2 IK < Page1of1 » »|



D—070—8BLOY—EANROTICERENDKE7 1L X

D—O70—FEREY—EANZOTTHED 7 1) R2EEFTLEET. I—YHFlox7T £k
FHANCBEBLESEES., TO7AINRAEI—YFEvy>a s hrsOdT7IORNTBETREES L
9,

D—070—8LCHY—EANZOTOKEH 7 A IILEZIZE, ROT IS ZHERATEET,

- BRE
FRBERSRTRTEDT AR
« T=TILT1ILE

7 1—)LROAEXNEZ

B —

« R—IUKRE

[Workflows]

— " | . \ " Home / Workflows " "
- cisco  Business Process Automation admin admin o o e
1"

Defined Workflows
verview Tasks Def orkflows  Workflow Instar

tow o e Jea 1@ oms

. m
l« |@

Tto2of 2 1< < Page1of1 > >

ERFAT—I7O0—R—2

27 BAY, BREXD—070—, D—070—1AVAEVA

s REBRTT—TINT1ILE
c ST 1A —)LROENEZ



Home / Workflows
= il

= i ) dmin admi
cisco Business Process Automation adminadmin o O 9
1"

Defined Workflows

Overview Tasks Defined Workflows Workflow Instances

m et AS Bret B Latest Tags -

Y csv ¥ Excel Qa v 0O

[] Key { Name i oVer.. = ¢ Tags ¢ Resource i status ¢ Last Modified ¢ Actions

|:| ios-osupgrade-up... 10S Software Upgr... 2 ios-osupgrade-up... Deployed ! , * > i i
D serviceprovisioning NSO Service Provi... 2 serviceprovisionin... Deployed ! / * > i 1
[:] base-migration Base Migration WF 1 base-migration-w... Deployed ! / * > i 1
D iosxr-osupgrade--... I0S-XR Software ... 1 iosxr-osupgrade-... Deployed ! / * > i i
D complianceCheck GCT Compliance S... 1 complianceCheck-...  Deployed ! / * > i 1

57 4—LROY—h

s HBBERTHO7AIINLEBLROR—DF—2 3>

Home / Workflows

alaln i . i s o 9
cisco. Business Process Automation admin admin
13

Workflow Instances
Overview Tasks Defined Workflows Workflow Instances

From Date Select Process Instance Type
Auto Refresh: D 8/3/2022 = x ToDate ©  Running -
¥ csv ¥ Excel Qa v 0O
[] mstanc.. i Name { Busines.. ! Version { star. = ! Ended i Duration { status i Actions
|:| 2daf3057-14... 10S Software ... ios-osupgrad... 1 08/05/22, 09:... 0 min 14 secs ACTIVE ! LLINN I O
D 23426764-1... NSO Service ... serviceprovisi... 1 08/05/22, 09:... 0 min 31 secs ACTIVE s oe
D 2849a2b6-1... OSUpgrade M... osupgrade-m... 1 08/05/22, 09:... 0 min 23 secs ACTIVE ! LLIN I O
Tto3o0of3 1< < Page1of1 > >

BR7AIILEZER—TZR—23 Y

H—EAHNZ0O7

Home / Admin / Service Catalog

Nimm . . ; :
cisco  Business Process Automation admin admin o 0 e
32

Service Catalog

Service Categories Orders

Add C Upload ) C Upload Zip ) From Date To Date

7/29/2022 B x 8/5/2022 B x

Lo e e Jo @ @0

D Name v S Description S Tags S Modified Date S Actions
item| Y Y Y Y
s =
E] service-itemCategorized none 08/04/22, 09:03 AM /7 B
. =
C] service-itemCategorized_1 none 08/04/22, 08:59 AM /7 B
1to 20of 2 1< < Page1of1 > >

BP—EAmBR—



27 H—EBER, TOTATH—ER, INER

ROTo>3aviEk, Y—EAARZOTICKENET7 1L E2EZERALRL I

S
FIHBERTRDT 1I)LE
« T=7ILT7 1A
74— ROAEXER

\liny, Home / Admin / Service Catalog

cisco Business Process Automation

Service Catalog

Service Categories Service Items

admin admin 0 O e
13

From Date To Date
7129/2022 B x  8/5/2022 B x
+ csv ¥ Excel Qv
Orderld i Service = i Date i status User
2 service-item-1 08/05/22, 10:24 PM admin
1 service-item-1 08/05/22, 10:15 PM admin
5 service-item-2 08/05/22, 10:57 PM user005
4 service-item-2 08/05/22, 10:56 PM user005
8 service-item-2 08/05/22, 10:50 PM admin
Tto50f5 Ik < Page1of1 > I
" " —
7 1—)LROAXNEZ
o SYELD
* N—YVEXE
_ Wl Home / Admin / Service Catalog
= alvaln i X d d
cisco  Business Process Automation admin admin o O e
13
Service Catalog
Service Categories Service Items
From Date To Date
7/29/2022 B x 8/5/2022 B x
+ csv ¥ Excel Qa v 0O
Order Id i service = i Date i status User
2 service-item-1 08/05/22, 10:24 PM admin
1 service-item-1 08/05/22, 10:15 PM admin
5 service-item-2 08/05/22, 10:57 PM user005
4 service-item-2 08/05/22, 10:56 PM user005
3 service-item-2 08/05/22, 10:50 PM admin
Tto5of 5 IK < Page 1of1 > >

ENR—D

s REBITT—TILT71)LE



AT 1—-T 0k

FR75oa1—)L, 27

Schedules2 72k, 77V —2a>TREBENZIXRTORTI 1—-I)HF—BRREh, B
BEEICEIVTT71IILRIVIITITRAT2avnNrslET, 72N NTR, BE2BEBORYT
V1A RFIENKT,

-k, AT21—-)LZEM. mE. HIER, 12KR—K, IJAR-—RIDIZEETERT,

_ T Home / Scheduler
= alraln dmin ad
cisco  Business Process Automation admin admin ﬂ O e
Scheduler
Schedules
' ™ From Date
Add ( fmport ) 11/30/2022 B x ToDate 8
i(;sv L&ml Q T O |20 v
Nam: Sched S D End Date L T Next Tr Create... Stati Actions
ing © /s 8
Scheudulerkafka One Time 12/14/22, 6:44:0 12/14/22, 6:. admin nactive @ I'd [ ]
Tto20f2 1€ ¢ Page1of1 > >

r2521—-5, %7

T, AT7T02-)2ell, SECRELEINTONIH—ZRRIDEETEXT,



Schedule Executions

Schedule Name: PeriodicProbe
Total Executions Count: 3
From Date To Date
1 " oo e v B
Execution Details: 1/30/2022 12/15/2022
+ csv + Exce Q, T & |20 w
Execution Date ¢ Topic Name : Topic Message
top
.
Twiol3 1€ ¢ Page1of1 » 3

RITOATI1-)

AT 1-)0EMERE

ATD1=)OENE LTRMER—JICEFE, ROTA—ILRABYET,

c ATV21—=)B AT 1-)IDOBRE, —ETHIUENHYET,
s NUHRAT : 2DV —ATI, KatkaX v E—I R —=AD KNV H—DOHHFHR—KEh
9,
c B RTD21-I)OBRB(ATTay)
c ATV 1—)Z2BRELIFEMCTNIEZTT,
* [Details] o> 3 >:
- REYOR AT D1=I)LNIH =Xy E—20RTEEBZEDKatkabEY U8,
- NEYIXYtE—TKatkabEY JICDNHTIHBEN HBDISONXY £—2
c ATTD1—)OFHME KBATD1—FAVR—FX2MOUIT, AT21—)LOFEKAB R
BREZAEZBRTD DL A —HFEENTLVET,
s [EHNBTATLOARAT D 1—=)EV>3> UI71—=)LREERALTEBRNBT AT A
ZBIRL V), cronN\Z—2&EBELEYTD A 723 >0otw0>3>Td,



Schedule Name * a3 - Description [ ]

Topie Name *

AT>1-=)
NSNS —F142Y
ELK Kibana® ¥ 2 27R— RADT7 IVt A

ELK Kibana® v 2 1 R— RZBEL I, XOFIEICHWVWET,

—

. 7' T % THR—KN5601(http://localhost:5601%% &) &2 EE L T, Kibana Webf > X—7 I A
AZRELET,

. localhostZKibana7k A N/BPAY—/NXDIP7 RL AN BB TEEBRAE T,

.ELK/Kibana7 AV > NOFRIIEHRTOTA 2 LET, FNFICERZHTET,

.Elastic A—/N\—1—% (admins & ) TOJ1 > LET,

DT AZOERBICNAT—RABEENTVEVEESRK, NATD—RE2UEY NLET,

A—YE 714 —=)LRIZ Tadming EABLET,

INAD—RZABDLET,

. SigninZ22UYILET, I—HRELKKR—AR—=JICVUAALIRNENET,
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elastic

B o

Welcome home

»

Enterprise Search Observability

Create search experiences with a
refined set of APIs and tools.

Consolidate your logs, metrics,
application traces, and system
availability with purpose-built UIs,

Get started by adding integrations

To start working with your data, use one of our many ingest options. Collect

data from an app or service, or upload a file. If you're not ready to use your
own data, add a sample data set.

PSRRI ) Trysampledata ¢y Upload afile

ELK KibanarlkR— AR —2

Prevent, collect, detect, and respond
to threats for unified protection
across your infrastructure.

Analytics

Explore, visualize, and analyze your
data using a powerful suite of
analytical tools and applications.

Y2 AR—RICRTFENDTFT7 A BOTH (HKAK10,000) ZEETDICE, ROFIEICHL

= S

1. XA XZ1—2RE,

Q elastic

= . Stack Management
Ingest &

Ingest Pipelines

Data ©
Index Management
Index Lifecycle Policies
Snapshot and Restore
Rollup Jobs
Transforms

Remote Clusters

Alerts and Insights ©
Rules and Connectors
Reporting

Machine Learning Jobs

Kibana ©

Index Patterns
Saved Objects
Tags

Search Sessions
Spaces

Advanced Settings

Stack ©
License Management

Upgrade Assistant

FrARY OER, >

Advanced Settings

Tie breaker fields

A comma-separated list of fields to use for tie-breaking between documents that have the same
timestamp value. From this list the first field that is present and sortable in the current index pattern
is used.

Default columns
Columns displayed by default in the Discover app. If empty, a summary of the document will be

displayed.

fields

Maximum number of fields rendered in the document column

Modify columns when changing index patterns

Remove columns that are not available in the new index pattern.

Number of rows
The number of rows to show in the table

Default: 568

Read fields from _source

When enabled will load documents directly from *_source . This is soon going to be deprecated
When disabled, will retrieve fields via the new Fields AP! in the high-level search service.

Search on page load
Controls whether a search is executed when Discover first loads. This setting does not have an

effect when loading a saved search.

Show multi-fields

MM E) ZBIRLET,

©

context:tieBreakerFields

doc

defaultColumns

discover:maxDocFieldsDisplayed

200

discover:modifyColumnsOnSwitch

@ o

discover:sampleSize
10000

Reset to default

discover:searchFieldsFromSource
X Off

discover:searchOnPageLoad
@ o

discover:showMultiFields
o5t

ELKDFFMRENR—

2. BRETHZAIVO-ILTEIIHBRERLET,
3. RRITDITHELEL, SavechangesZ VY UL ET,

Ny

DANBR=2BA2TY DANE—2TERE N,

RFENLEAT DI VNIRFEENTVD L ZBABRVOCRIALFT,
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= . Stack Management  Index patterns

& LR Index patterns

Ingest Create and manage the index patterns that help you retrieve your data from Elasticsearch.

Ingest Pipelines
pata Q Search.
Index Management

Index Lifecycle Policies

Pattern 1

Snapshot and Restore

Rollup Jobs bpalogs* Default

Transforms

Remote Clusters Rows per page: 10 v :

Alerts and Insights
Rules and Connectors
Reporting

Machine Learning Jobs

Kibana

Index Patterns
Saved Objects
Tags

Search Sessions
Spaces

Advanced Settinas

BPAOT DA FTY DANE—2

= . Stack Management  Saved objects

Dat
|Za M t Saved objects C Refresh  ch Import  y Export 4 objects
ndex Management

Index Lifecycle Policies

Manage and share your saved objects. To edit the underlying data of an object, go to its associated
Snapshot and Restore

application.
Rollup Jobs
Transforms
Remote Clusters
QU Search Type v Tags v

Alerts and Insights Type  Title Tags Actions
Rules and Connectors .

i Advanced Settings [7.16.2] D D
Reporting
Machine Learning Jobs &  dashboard

2 bpalogs*
Kibana palog
Index Patterns @  searchView

Saved Objects

Tags Rows per page: 50 v
Search Sessions

Spaces

Advanced Settings

Stack
License Management

Upgrade Assistant
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o

KibanaZ 4 LR >
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Kibana Querying Language(KQL)#& & U Lucene
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- EFEOBOXFEZEEBRADICET 7\'5“)7\70)'74)11 RO—RESZFEAL, 1XF
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. _exists_:response ) o

A=Y —R@G 71 =)L RANEEEZRRETEET (LEAEF, AHYIE2FERATI L,
BEREIrEENICEYET ), PENEFERT L. BREFMHOICHYET),

- MEATHE (AND, OR, TORE ) 2RI 2HEERF. AXFEFEALET, 4l
: response:[400 TO 500]

I, BRUNOTZFEAL T, BENSHEZERLET (Il : response:[400 TO
500] AND NOT response:404 ) .
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elastic

= @ oscoer v Options New Open Share Inspect (3 Save
[+~ Search KaL C Refresh
© | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ x 9 vice X || message: “[Capability Name: 'ping]" x |+ Add filter

bpalogs* eos €= 29 hits

QU search field names

> docker.name: /d2d-agent-service message: [@mDEBUG:root:[Timestamp: 2023-84-19T15:40:55.907013Z] [User ID: admin] [Device Name: [' 11 [IP Address: [* 1
Filter by type [0 o [Capability Name: ping] [Log Message: ' ---------Fetching Device Details--- ------'] @timestamp: Apr 19, 2623 @ 21:10:55.968 @version: 1
docker.hostname: 6767b64cf868 docker.id: 6767b64cT868525488100bed638766724bat717e66b891684aa5dcebbdcbalba docker.image: containers.cisco.con/bpa/d2d-agent:4.0.1-567
 Available fields 15 host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: uZEtmocBJhOF5-fpC3p2 _index: bpalogs-2023.84.19 _score: 8 _type: _doc
Popular
index > docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: 2023-4-19T15:49:55.924724Z] [User ID: admin] [Device Name: [’ 1 [1P Address: [' n

[Capability Name: ping] [Log Message: ' ping device use '] @timestamp: Apr 19, 2623 @ 21:10:55.925 @version: 1
docker.hostname: 6767b64cf868 docker.id: 6767b64cT868525488100bed638766724bat717e66b891684aa5dcebbdcbalba docker.image: containers.cisco.con/bpa/d2d-agent:4.0.1-567

© @timestamp

t) dockathostnama host: show: This is NOT services stream: stderr tags: grokparsefailure _id: uSEtmocBGhOFS-fpC3p2 _index: bpalogs-2023.64.19 _score: 6 _type: _doc
¢ dockerimage

t dockername docker.name: /d2d-agent-service message: [@mDEBUG:root:[Timestamp: 2623-84-19T15:48:55.924999Z] [User ID: admin] [Device Name: [’ 11 [1P Address: [ B}

[Capability Name: ping] [Log Message: ‘Payload: [{'hierarchylds': ['lab-34'], '_id': '643918decbcd56812fa2733d", ‘hostname’: '18.105.52.34", ‘deviceldentifier’

e “description’: '*, ‘address’: . ‘port’: '22', ‘deviceType': 'cisco-ios’, ‘osType': ‘cisco-ios’, 'credential': ‘lab-34, ‘protocol’': ‘ssh’, ‘deviceRole': '*

€ id ‘adminState’: '*, ‘latitude’: '*, ‘longitude’: '', 'additionalAttributes’: {'hostname’: }, “controllerld': ‘Direct-To-Device’, ‘controllerType’: 'Direct-To-Device',
# _score ‘__v': 8}]'] @timestamp: Apr 19, 2623 @ 21:16:55.925 @version: 1 docker.hostname: 0767b64cf868 docker.id: 8707b64cf868525488108bed638766724bat71fe66b891684aa5dcebbdcbalba
15 > docker.name: /d2d-agent-service message: [OmINFO:root:[Timestamp: 2023-84-19T15:40:56.580880Z] [User ID: admin] [Device Name: [* “11 [IP Address: [ 1
t| @version [Capability Name: ping] [Log Message: 'User group details: ['ebbb124f-fdb@-48c2-9d78-b6557357¢533", '9b8dad2b-4bed-4! 7- 0e2b10", ‘707 4-47ed-82b!

¢ dockerid " c359cc3e-838F -4397-bect-ebaf19a86a88", ' 986824b-750d-4590-b78d-3dbb259251F"]" ] @timestamp: Apr 19, 2023 © 21:10:56.637 @version: 1 docker.hostname: 6767b64cf868

B host docker.id: 6707b64cf868525488106bed 724baf71fe66b89 Tba docker.image: containers.cisco.con/bpa/d2d-agent:4.6.1-507 host: show: This is NOT

) show services stream: stderr tags: _grokparsefailure _id: xZEtmocBdhOF5-fpDnor _index: bpalogs-2623.64.19 _score: 8 _type: _doc

BPAO Y : ping1

elastic
= @ oscoer v Options New Open Share Inspect (3 Save
[+~ Search KaL C Refresh
© | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ x 9 vice X || message: “[Capability Name: 'ping]" x |+ Add filter
bpalogs* eos €= 29 hits
Q Search field names > docker.name: /d2d-agent-service message: [OmINFO:root:[Timestamp: 2023-84-26T14:48:16.205603Z] [User ID: admin] [Device Name: [’ *11 [IP Address: [ n
[Capability Name: ping] [Log Message: 'device action details: {'id': 'd87b7282-bbfc-4778-9668-9730c0ad8abd’, 'resource_type': 'device-manager-act-ctrl’, ‘action’: 'ping’,
Filter by type 0 2 “created_at': '2023-64-06T21:38:43.5987' }'] @timestamp: Apr 26, 2623 @ 2:10:16.207 @version: 1 docker.hostname: 724848bfc7af
Avaitabie i = docker.id: 724848bfc7af93bbBadh5f69d1d21act79d0872ee71818369214a7449746195 docker.image: containers.cisco.con/bpa/d2d-agent:4.0.1-510 host: show: This is NOT
v Available fields
services stream: stderr tags: _grokparsefailure _id: pLwCvocBdhOF5-fpBSzD _index: bpalogs-2623.04.26 _score: 8 _type: _doc
Popular
¢ _index > docker.name: /d2d-agent-service message: [6mDEBUG:root:[Timestamp: '2623-04-26T14:40:16.216972Z'] [User ID: 'admin’] [Device Name: ‘[’ 1'] [IP Address
) @timestamp iE 1'] [Capability Name: 'ping’] [Log Message: 'API response: {'status’: 'success’, 'message’: 'Successfully fetched device from inventory’, 'body’: {'hierarchylds’
['1ab-34"], "_id': '643918decbcd56012a2733d", "hostname’: ' ", ‘deviceldentifier’ ', ‘description’: ', ‘address’ Y, tport’: 22°,
t docker.hostname
“deviceType': ‘cisco-ios’, ‘osType': ‘cisco-ios’, 'credential': ‘lab-34", protocol’: 'ssh’, ‘deviceRole’: ', ‘adminState’: ', 'latitude’: '*, 'longitude’: "',
dock
£ Cockerimade ‘additionalAttributes’: { hostname’: '10.165.52.34'}, ‘controllerTd': 'Direct-To-Device', 'controllerType’: 'Direct-To-Device', '__v': 6}}'] Gtimestamp: Apr 26, 2623 @
t docker.name
T > docker.name: /d2d-agent-service message: [6mDEBUG:root:[Timestamp: '2623-04-26T14:40:18.564136Z'] [User ID: 'admin’] [Device Name: ‘[’ “1'1 [1P Address
ie *1'] [Capability Name: 'ping'] [Log Message: 'Device Ping Response: 'PING 56(84) bytes of data.\n4 bytes from : dcmp_seq=1
€ id tt1=226 time=270 ms\n64 bytes from : iomp_seq=2 tt1=226 time=269 ms\n64 bytes from : iomp_seq=3 tt1=226 time=270 ms\n\n--- ping statistics -
# _score \n3 packets transmitted, 3 received, 8% packet loss, time 2003ms\nrtt min/avg/max/mdev = 269.248/269.567/269.747/0.264 ms\n'*] @timestamp: Apr 26, 2023 @ 20:10:18.505 @version: 1
B tvpe docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb8aBbST69d1d21act79dc872ee71818309214a74497467195 docker.image: containers.cisco.con/bpa/d2d-agent:4.0.1-518
t| @version > docker.name: /d2d-agent-service message: [BmDEBUG:root:[Timestamp: '2623-84-26T14:48:18.584698Z'] [User ID: 'admin’ ] [Device Name: ‘[ 11 [IP Address
¢ dockerid iE *1'] [Capability Name: 'ping’] [Log Message: 'Response: [{ hostName’ , "deviceName': * ", ‘controllerId': 'Direct-To-Device', 'result’:
B host [{'name’: 'result’, 'value': 'PING 56(84) bytes of data.\n64 bytes from icmp_seq=1 tt1=226 time=276 ms\n64 bytes from
) show icmp_seq=2 tt1=226 time=269 ms\n64 bytes from icmp_seq=3 tt1=226 time=276 ms\n\n--- ping statistics ---\n3 packets transmitted, 3 received, 8% packet
loss, time 2003ms\nrtt min/avg/max/mdev = 269.248/269.567/269.747/6.204 ms\n'}]}]'] @timestamp: Apr 26, 2023 @ 20:18:18.505 @version: 1 docker.hostname: 724848bfc7af
€ stream

BPAOY : ping1

@ oscoer - Options New Open Share Inspect [3) save
B v Search KaL C Refresh
© | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ 00:00:00.000 X || docker.name: d2d-agent-service X || message: "[Capability Name: ‘view-config]" x | + Add filter

bpalogs* s = 21 hits

Q Search field names > docker.name: /d2d-agent-service message: [GmDEBUG:root:[Timestamp: 2023-84-19T15:41:33.8413932] [User ID: admin] [Device Name: [ 11 [IP Address: [ N
[Capability Name: view-config] [Log Message: '-- --

--Fetching Device Details------ -- ------'] Otimestamp: Apr 19, 2023 @ 21:11:33.842 @version: 1

Filter by type 0 v docker .hostname: 8707b64cf868 docker.id: 8707b64cf868525488100bed638766724baf71fe66b891684aa5dcebbdcbalba docker.image: containers.cisco.com/bpa/d2d-agent:4.8.1-507
host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: MZEtmocBdh9F5-fpn3uK _index: bpalogs-2023.84.19 _score: @ _type: _doc
V' Available fields 15
Popular > docker.name: /d2d-agent-service message [BmDEBUG: root : [Timestamp: 2023-84-19T15:41:33.843185Z] [User ID: admin] [Device Name: [ ] ] [IP Address: [ 11
¢ _index [Capability Name: view-config] [Log Message ] @timestamp: Apr 19, 2023 @ 21:11:33.843 Oversion: 1
© @tmestamp docker.hostname: 8787b64cf868 docker.id: 0767bb4cf868525488108bed638766724baf71fe66b891684aa5dcebbdcbatba docker.inage: containers.cisco.con/bpa/d2d-agent :4.0.1-567
host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: MSEtmocBdh9F5-fpn3uk _index: bpalogs-2623.84.19 _score: @ _type: _doc
¢ dockerhostname

¢ dockerimage

> docker.name: /d2d-agent-service message: [BmDEBUG:root:([Timestamp: 2023-84-19T15:41:33.843397Z] [User ID: admin] [Device Name: [ 1] [1P Address: [ N
¢ docker.name [Capability Name: view-config] [Log Message: 'Payload: [{'hierarchylds': ['lab-34'], '_id 643918decbcd56812a2733d ", 'hostname , 'deviceldentifier
t message , "description , 'address , 'port': '22', 'deviceType': 'cisco-ios’, 'osType': 'cisco-ios’, 'credential': 'lab-34', 'protocol': 'ssh’,
‘deviceRole’: ', 'adminState’: '', 'latitude’: ', 'longitude , 'additionalAttributes’: {’hostname '}, ‘controllerId': 'Direct-To-Device', 'controllerType':
0 ‘Direct-To-Device’, '__v': 8}]'] @timestamp: Apr 19, 2023 @ 21:11:33.843 @version: 1 docker.hostname: 0767b64cf868
# _score
D _type > docker.name: /d2d-agent-service message: [OmINFO:root:[Timestamp: 2023-84-19T15:41:34.3993422] [User ID: admin] [Device Name: [’ 1] [IP Address: [ 1

[Capability Name: view-config] [Log Message: 'User group details: ['ebbb124f-fdb@-48c2-9d78-b6557357c533", '9b8dad2b-4bed-48c9-89e7-e296788e2b10", '7071e782-a394-47ed-82b6-
. -4397-b baf19a86a88", '9868e24b-75dd-4598-b78d-f3dbb259251F ] ] @timestamp: Apr 19, 2023 @ 21:11:34.460 @version: 1 docker.hostname: 8767b64cf868

t @version

i) dockerd docker.id: 87@7b64cf868525488 d 724baf71fe66b89° ba docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-567 host: show: This is NOT
€ host services stream: stderr tags: _grokparsefailure _id: PpEtmocBdhOF5-fpoXvG _index: bpalogs-2623.04.19 _score: 8 _type: _doc
t show
> docker.name: /d2d-agent-service message: [EmINFO:root:[Timestamp: 2023-84-19T15:41:35.655591Z] [User ID: admin] [Device Name: [' 11 [IP Address: [’ n
¢ stream  — — - - -




BPAO Y : view-config

@ oscoer o Options New Open Share Inspect [3) save
[~ Search (M  C Refresh
© | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ x 9 vice X || message: “[Capability Name: 'view-config]" x | + Add filter

bpalogs* eee €= 21 hits
Q search field names [Capability Name: view-config] [Log Message: ‘controller details: {'id': '26e9p568-ed7e-4213-9d26-2a95979568¢3", “type': 'device-manager-act-ctrl’, 'keys': {'id': 'device-manager-
act-ctrl’, ‘subType': 'device-manager-act-ctrl’, ‘dsiplayName’: ‘Activity control’, 'elementType’: ‘app-menu’}, ‘name’: ‘Direct-To-Device'}'] @timestamp: Apr 26, 2023 @
Filter by type 0 @ 28:12:08.620 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb0adbst60d1d21act79dc872ee71818389214a7449746195 docker.image: containers.cisco.con/bpa/d2d-
_— agent:4.8.1-510 host: show: This is NOT services stream: stderr tags: grokparsefailure _id: 97wDvocBdh9F5-fpvS7P _index: bpalogs-2623.84.26 _score: 8 _type: _doc
7 Available fields 15
o > docker.name: /d2d-agent-service message: [emINFO:root:[Timestamp: 2023-84-26T14:42:09.511203Z] [User ID: adnmin] [Device Name: [ 11 [IP Address: [' 1
¢ _index [Capability Name: view-config] [Log Message: 'device action permission to user: False'] @timestamp: Apr 26, 2023 @ 20:12:09.696 Gversion: 1 docker.hostname: 724848bfc7af
& @timestamp docker.id: 724848bfc7af93bbBaBb5T69d1d21ac79dc872¢71818309214a74497467195 docker . image: containers.cisco.con/bpa/d2d-agent :4.8.1-518 host: show: This is NOT
) dockerhosthame services stream: stderr tags: grokparsefailure _id: -7wDvocBdhOF5-fpuS6j _index: bpalogs-2623.84.26 _score: @ _type: _doc
t dockerimage . . - . .
> docker.name: /d2d-agent-service message: [@mINFO:root:[Timestamp: '2023-04-26T14:42:69.713276Z'] [User ID: ‘admin'] [Device Name: '[ 1'1 [1P Address
+ dockername 18 1'] [Capability Name: 'view-config'] [Log Message: ‘API response ip: {'status': 'success’, ‘message’: 'Successfully fetched device from inventory’, 'body’
t message {*hierarchyIds': ['lab-34'], '_id': '643918decbcd56@12fa2733d’, 'hostname’ . “deviceldentifier’ , “description’: ', ‘address’: )
‘port’: '22', 'deviceType': ‘cisco-ios’, ‘osType': 'cisco-ios’, ‘credential': ‘lab-34', 'protocol’: ‘ssh’, 'deviceRole': '*, 'adminState': ', ‘latitude’ “longitude”
t _id
! ‘additionalAttributes’ : {hostname’ “controllerId' : ‘Direct-To-Device’, 'controllerType': ‘Direct-To-Device', '__v': 8))'] @timestamp: Apr 26, 2023 &
# score
D type > docker.name: /d2d-agent-service message: [@nDEBUG:root:([Timestamp: '2023-84-26T14:42:17.6927262° ] [User ID: 'admin’] [Device Name: '[* 1'1 [1P Address
B {8 1'] [Capability Name: 'view-config'] [Log Message: ‘Response: [{controllerId': ‘Direct-To-Device', 'deviceldentifier': * ", “hostnane’ .
¢ @version
X “serialNumber’ : **, ‘result': ® \n\nCurrent configuration : 21344 bytes\n!\n! Last configuration change at 11:43:47 GHT Wed Apr 26 2623 by cisco\n!\nversion
cccied 16.12\nservice nagle\nno service pad\nservice tcp-keepalives-in\nservice tcp-keepalives-out\nservice timestamps debug datetime msec localtime show-timezone\nservice timestamps log
€ host datetine msec localtime show-timezone\nservice password-encryption\nservice compress-confighnservice call-home\nno platform punt-keepalive disable-kernel-core\n!\nhostname
t show
€ stream

BPAO Y : view-config

= @ oscoer v Options New Open Share Inspect [3) save

[+ Search KaL C Refresh

© | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ 00:00:00.000 X || docker.name: d2d-agent-service X | message: “[Capability Name: ‘discover-device’]” x |+ Add filter

bpalogs* v vos €= 28 hits

Q search field names > docker.name: /d2d-agent-service message: [BmDEBUG:root:[Timestamp: 2023-84-19T15:42:00.283207Z] [User ID: admin] [Device Name: [ 11 [1P Address: [ 1

[Capability Name: discover-device] [Log Message ---Fetching Device Details--

e --='] @timestamp: Apr 19, 2623 @ 21:12:60.284 @version:
Filter by type 0 v docker.hostname: 8707b64cf868 docker.id: 8767b64cf868525488108bed638766724baf71fe66b891684aaSdcebbdcbalba docker.image: containers.cisco.com/bpa/d2d-agent:4.8.1-507

host : show: This is NOT services stream: stderr tags: _grokparsefailure _id: CpEumocBdhOF5-fpBoHU _index: bpalogs-2023.64.19 _score: @ _type: _doc

 Available fields 15

R > docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: 2023-4-19T15:42:00.2851212] [User ID: admin] [Device Name: [ 11 [IP Address: [ N

¢ _index [Capability Name: discover-device] [Log Message: 'Payload: [{'hierarchyIds': ['lab-34'], '_id': '643918decbcd56612fa2733d", 'hostname . 'deviceldentifier

O CE , ‘description’: '*, 'address , port': '22', 'deviceType': 'cisco-ios’, ‘osType': ‘cisco-ios’, 'credential': 'lab-34', ‘protocol’: ‘ssh’,
deviceRole': ', ‘adminState': ‘', ‘latitude’: '', 'longitude’': ‘', ‘additionalAttributes': {'hostname }, “controllerd': 'Direct-To-Device', 'controllerType

¢ docker.hostname
Direct-To-Device’, '__v': 6}]'] @timestamp: Apr 19, 223 @ 21:12:60.285 @version: 1 docker.hostname: 0767b64cf868

¢ docker.image

¢ docker.name > docker.name: /d2d-agent-service message: [GmDEBUG:root:[Timestamp: 2023-84-19T15:42:00.284886Z] [User ID: admin] [Device Name: [ 11 [IP Address: [ N

7) message [Capability Name: discover-device] [Log Message: ---discover device use case--- meees ] @timestamp: Apr 19, 2023 @ 21:12:00.285 @version: 1
docker .hostname: 8767b64cf868 docker.id: 6767b64cf868525488100bed638766724baf717e66b891684aaSdcebbdcbalba docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-567

€ id host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: DZEumocBdhOFS-fpBoHU _index: bpalogs-2023.04.19 _score: 6 _type: _doc

# score

- > docker.name: /d2d-agent-service message: [OmINFO:root:[Timestamp: 2023-04-19T15:42:00.9560262] [User ID: admin] [Device Name: [' 11 [IP Address: [* 1

_type

[Capability Name: discover-device] [Log Message: 'User group details: ['ebbbi124f-fdb8-40c2-9d78-b6557357¢533", ' 9b8dad2b-dbed-4 7- 6e2b10", '7071€ 4-47ed-82b0-
@version .

-4397-b baf19a86a88", '9868e24b-75dd-4598-b78d-f3dbb259251F ] ] @timestamp: Apr 19, 2023 @ 21:12:60.963 @version: 1 docker.hostname: 8767b64cf868

] dockerid docker.id: 0707b64cf868525488106bed 724baf71fe66b89 1ba docker.image: containers.cisco.con/bpa/d2d-agent:4.6.1-507 host: show: This is NOT

¢ host services stream: stderr tags: _grokparsefailure _id: FZEumocBdhOF5-fpCYF6 _index: bpalogs-2023.04.19 _score: 8 _type: _doc
t show

> docker.name: /d2d-agent-service message: [@mINFO:root:[Timestamp: 2023-84-19T15:42:01.791938Z] [User ID: admin] [Device Name: [ 11 [IP Address: [ 1
¢ stream I

BPAO % : discover-device



elastic

= @ oscoer v Options New Open Share Inspect (3 Save
© | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ x 9 vice X || message: “[Capability Name: 'discover-device']" x | + Add filter
bpalogs* eos €= 28 hits
Q Search field names [Capability Name: d);cuver—devlce] [Lo; Mes;age: ‘cuntroiler deta;ls {'id": ‘2669b568—647e—4213‘—‘;626—23959795690‘3", “type’ ‘dev’)ce—manager—act‘—c‘tr:l‘ , 'keys' {‘]d‘ : "device- -

manager-act-ctrl’, ‘subType': 'device-manager-act-ctrl’, 'dsiplayName': ‘Activity control', 'elementType’: ‘app-menu’}, ‘name’: ‘Direct-To-Device'}'] @timestamp: Apr 26, 2023 @

Filter by type 0 v 28:13:09.989 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbBaBb5f69d1d21ac79dc872ee71818309214a74497467195 docker.image: containers.cisco.com/bpa/d2d-
© Available fieids 5 agent:4.6.1-518 host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: tLwEvocBdhOFS-fprONC _index: bpalogs-2623.64.26 _score: 8 _type: _doc
s > docker.name: /d2d-agent-service message: [6mINFO:root:[Timestamp: 2023-84-26T14:43:10.4887582] [User ID: admin] [Device Name: [ 11 [IP Address: [* n
€ _index [Capability Name: discover-device] [Log Message: 'device action permission to user: False'] Gtimestamp: Apr 26, 2023 @ 20:13:18.489 Gversion: 1 docker.hostname: 724848bfc7af
© @timestamp docker.id: 724848bfc7af93bbBadh5f69d1d21act79d0872ee71818369214a7449746195 docker.image: containers.cisco.con/bpa/d2d-agent:4.0.1-510 host: show: This is NOT
1) dockerhostname services stream: stderr tags: _grokparsefailure _id: vbwEvocBdhOF5-fpriPe _index: bpalogs-2623.04.26 _score: 8 _type: _doc
t) dockerimage > docker.name: /d2d-agent-service message: [BnDEBUG:root:[Timestamp: '2023-84-26T14:43:22.2065762'] [User ID: ‘admin’] [Device Name: [’ "1'1 [1P Address
¢ docker.name iE *1'] [Capability Name: 'discover-device'] [Log Message: 'Response for device: [{'id’: 1, 'isSelected': False, 'Device ID': 'NCCM52', 'IP address’
¢ message ', "Platform’: ‘cisco WS-C3756X-48P, Capabilities’, 'Version': 'Cisco I0S Software, C3750E Software (C375OE-UNIVERSALKI-M), Version 12.2(58)SE2, RELEASE SOFTWARE
(fe1)', "level': 1}]'] @timestamp: Apr 26, 2023 @ 20:13:22.267 @version: 1 docker.hostname: 724848bfc7af
0 docker.id: 724848bfc7af93bbBadh5f69d1d21act79d0872ee71818369214a7449746195 docker .image: containers.cisco.con/bpa/d2d-agent:4.0.1-510 host: show: This is NOT
# _score
D _type > docker.name: /d2d-agent-service message: [GmDEBUG:root:[Timestamp: '2023-84-26T14:43:22.2071552'] [User ID: ‘admin’] [Device Name: '[' "1'1 [1P Address
iE *1'] [Capability Name: 'discover-device'] [Log Message: 'Response: {’controllerId': 'Direct-To-Device', 'deviceldentifier’: ' *, “hostname’ :
JEEED , “serialNumber’: ", ‘result’: {'body’: [{'id': 1, 'isSelected’: False, ‘Device ID': 'NCCM52', 'IP address’ , "Platform’: ‘cisco WS-C3750X-48P,
1) dockerid Capabilities’, 'Version': ‘Cisco I0S Software, C3756E Software (C3750E-UNIVERSALK9-M), Version 12.2(58)SE2, RELEASE SOFTWARE (fc1)', ‘level': 1}], 'msg’: 'success’, 'status’
€ host “success'}}'] @timestamp: Apr 26, 2023 © 20:13:22.207 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbBaBhST60d1d21act79dc872ee71818309214a7449746F195
t show
€ stream

BPA % : discover-device

@ oscoer - Options New Open Share Inspect [3) Save

[ v Search KaL C Refresh
® | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ 00:00:00.000 X || docker.name: d2d-agent-service X | message: "[Capability Name: ‘connect]" x |+ Add filter

bpalogs* v eos €= 29 hits

['10.105.52.34"]"] [Capability Name: 'connect ] [Log Message: '-------- ] Gtimestamp: Apr 26, 2023 0 20:15:37.237
Gversion: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbBabbS69d1d21act79dc872ee71818309214a7449746¢195 docker.image: containers.cisco.com/bpa/d2d-agent :4.0.1-510

---Fetching Device Details------- --

Q Search field names

Filter by type [0 9 host : show: This is NOT services stream: stderr tags: _grokparsefailure _id: PrwGvocBdhOF5-fp6zbK _index: bpalogs-2023.84.26 _score: @ _type: _doc
v Available fields 15 > docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: '2023-64-26T14:45:37.2382267'] [User ID: ‘admin’] [Device Name: '[ 1'] [IP Address
popular [ 1'] [Capability Name: 'connect'] [Log Message ---device connection-check use case--- ---'] @timestamp: Apr 26, 2023 @
1) _index 20:15:37.239 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb0aBbsT69d1d21acf79dc872ee71818309214a74497467195 docker.image: containers.cisco.com/bpa/d2d-
Blcteston agent:4.6.1-518 host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: QLwGvocBAhOFS-fpbzbk _index: bpalogs-2023.04.26 _score: 8 _type: _doc
) CEETHEETID > docker.name: /d2d-agent-service message: [BmDEBUG:root:[Timestamp: '2823-84-26T14:45:37.2384532' ] [User ID: 'admin’] [Device Name: '[ 1'] [IP Address
¢t docker.image [ ]'] [Capability Name: 'connect'] [Log Message: 'Payload: [{'hierarchylds': ['lab-34'], '_id 643918decbcd56012fa2733d", ' hostname .
¢ docker.name deviceldentifier , ‘description’: ', ‘address , 'port': '22', 'deviceType': 'cisco-ios’, ‘osType': ‘cisco-ios’, 'credential': 'lab-34,
protocol’: 'ssh’, 'deviceRole , 'adminState , 'latitude , 'longitude , 'additionalAttributes’: {’hostname }, 'controllerId’: 'Direct-To-Device',

t message

“controllerType' : ‘Direct-To-Device', '__v': 8}]'] @timestamp: Apr 26, 2623 @ 20:15:37.239 @version: 1 docker.hostname: 724848bfc7af

t id

) _score > docker.name: /d2d-agent-service message: [BmINFO:root:[Timestamp: 2023-84-26T14:45:37.666839Z] [User ID: admin] [Device Name: [ 1] [1P Address: [ 11
[Capability Name: connect] [Log Message: 'User group details: [’ebbb124f-fdb8-48c2-9d78-b6557357¢533", '9bBdad2b-4bed-48c9-89e7-6296780e2b18", *7071e782-a394-47ed-82b0~

t _type .

-4397-b baf19a86a88", '9868e24b-75dd-4590-b78d-f3dbb259251F ] ] Otimestamp: Apr 26, 2023 @ 20:15:37.66@ @version: 1 docker.hostname: 724848bfc7af

) @version docker.id: 724848bfc7af93bbBaBb5769d1d21act79dc872ee71818309214a74497467195 docker.image: containers.cisco.com/bpa/d2d-agent:4.6.1-510 host: show: This is NOT

¢ dockerid services stream: stderr tags: _grokparsefailure _id: SbwGvocBdh9F5-fp7TZq _index: bpalogs-2623.04.26 _score: @ _type: _doc
t host

> docker.name: /d2d-agent-service message: [@mINFO:root:[Timestamp: 2023-04-26T14:45:38.678741Z] [User ID: admin] [Device Name: [' 1 [1P Address: [' n
) show [Capability Name: connect] [Log Message: 'device action details: {'id': 'c62elbfa-edf7-4baa-a216-7a586b93c6ed’, 'resource_type': 'device-manager-act-ctrl’, ‘action’: ‘comnect’,
¢ stream “rreated at': 'DA23_AA-ART?1-3R-43 KAG7'\'1 @fimestamn: Anr 76 2002 A 7A-15-3 ARA Bversinn: 1 docker hostname® 7)ARARKEeTaf

BPAOY : ##t

elastic
= @ oscoer v Options New Open Share Inspect (3 Save
[+~ Search KaL C Refresh
© | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ x 9 vice X || message: “[Capability Name: ‘connect]” x | + Add filter
bpalogs* eos €= 29 hits
QU Search field names docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb8aBbST69d1d21act79dc872ee71818309214a74497467195 docker.image: containers.cisco.con/bpa/d2d-agent:4.9.1-518
host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: KrwHvocBAhOF5-fpBTFQ _index: bpalogs-2023.84.26 _score: 8 _type: _doc
Filter by type 0 ~
> docker.name: /d2d-agent-service message: [GmDEBUG:root:[Timestamp: '2023-84-26T14:45:47.4464372'] [User ID: ‘admin’] [Device Name: '[' “1'] [1P Address
Eghvatable fieids) i 8 “1'] [Capability Name: ‘connect’] [Log Message: 'SSH session with device is Successfully established'] Otimestamp: Apr 26, 2023 @ 20:15:47.447
o @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbBabbS69d1d21act79dc872ee71818309214a74497467195 docker.image: containers.cisco.com/bpa/d2d-agent:4.8.1-510
¢ _index host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: TbwHvocBAhOF5-fpFDcF _index: bpalogs-2023.84.26 _score: @ _type: _doc
© @timestamp
> docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: '2023-84-26T14:45:47.4474307'] [User ID: ‘admin’] [Device Name: ‘[ 1'] [1P Address
1) dockechostname 1 1'] [Capability Name: ‘connect’] [Log Message: 'SSH session for 16.105.52.34 device is closed'] @timestamp: Apr 26, 2623 @ 26:15:47.448 @version: 1
0 CEEETEE docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbRadb5f69d1d21act79dc872ee71818309214a74497467195 docker.image: containers.cisco.com/bpa/d2d-agent:4.8.1-510
¢ docker.name host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: VrwHvocBAhOF5-fpFDcF _index: bpalogs-2023.84.26 _score: 8 _type: _doc
¢ message
> docker.name: /d2d-agent-service message: [6mDEBUG:root:([Timestamp: '2623-04-26T14:45:47.4476442'] [User ID: 'admin’] [Device Name: ‘[ “1'1 [1P Address
g id ie 1'] [Capability Name: ‘connect’] [Log Message: 'Connection to is Successfull'] @timestamp: Apr 26, 2623 @ 26:15:47.448 @version: 1
# _score docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb8aBbST69d1d21act79dc872ee71818309214a74497467195 docker.image: containers.cisco.con/bpa/d2d-agent:4.0.1-518
1) _type host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: V7wHvocBAhOF5-fpFDcF _index: bpalogs-2023.84.26 _score: 8 _type: _doc
¢ @version
N > docker.name: /d2d-agent-service message: [6mDEBUG:root:[Timestamp: '2623-04-26T14:45:47.447807Z'] [User ID: 'admin’] [Device Name: ‘[’ “1'1 [1P Address
cccied T 1] [Capability Name: 'connect'] [Log Message: 'Response: [{’deviceName': ' , "controllerId' : 'Direct-To-Device’, 'hostName' ", 'result’
€ host [{'name': 'result’, ‘value': 'true’}, {'name’: 'info’, 'value': 'Connection to is Successfull'}]}]'] @timestamp: Apr 26, 2023 @ 20:15:47.448 @version: 1
€ show docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb8adbST69d1d21act79dc872ee71818309214a74497467195 docker.image: containers.cisco.con/bpa/d2d-agent:4.0.1-518

stream host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: WLwHvocBdh9F5-fpFDCF _index: bpalogs-2623.64.26 _score: @ _type: _doc



BPAOY : ##

@ oscoer - Options New Open Share Inspect [3) save
B v Search (OBl  C Refresh
@ | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ % || docker.name: 9 vice X || message: "[Capability Name: ‘execute-commands']* x |+ Add filter
bpalogs* v eos €= 10 hits
QU Search field names > docker.name: /d2d-agent-service message: [AnDEBUG:root:[Timestamp: '2623-84-21713:09:36.4534932'] [User I0: ‘admin’] [Device Name ] [IP Address: **] [Capability
Nare: * execute-commands' ] [Commands: *['show clock’, ‘show version']'][Log Message is use ] Gtinestamp: Apr 21,
Filter by type [0 v 2023 © 18:39:36.454 @version: 1 docker.hostname: eSe314chS13a docker.id: eSe314ch513abdd2a123c18553c7d30ac115fe9211 37a963789ad!
docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-508 host: 172.22.8.1 show: This is NOT services stream: stderr tags: _grokparsefailure _id: FKPvo4cBdh9F5-fpOYFx
v Available fields 15
_index: bpalogs-2623.04.21 _score: @ _type: _doc
Popular
¢ _index > docker.name: /d2d-agent-service message: [AnDEBUG:root:[Timestamp: '2623-84-21T13:09:36.4538222'] [User ID: 'admin’] [Device Name ] [IP Address: '] [Capability
® @timestamp Name: ' execute-commands' ] [Commands: '['show clock', ‘show version']'][Log Message: 'Payload: {deviceldentifier , ‘commands': ['show clock', 'show version']}']

. Gtimestamp: Apr 21, 2023 © 18:39:36.454 @version: 1 docker.hostname: eSe314cb513a docker.id: eSe31dch513abdd2a123c18553¢7d30act15fe92111d2468dafc37a963789adS
docker.image: containers.cisco.com/bpa/d2d-agent:4.8.1-568 host show: This is NOT services stream: stderr tags: _grokparsefailure _id: FaPvodcBAh9F5-fpOYFx
t docker.image

¢ _index: bpalogs-2623.04.21 _score: 6 _type: _doc
t docker.name

BT > docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: '2023-84-21T13:09:36.5001822'] [User I0: ‘admin’] [Device Name ] [IP Address ]
[Capability Name: ‘execute-commands'] [Commands: '['show clock’, ‘show version']'][Log Message: ‘Commands: ['show clock', 'show version']'] @timestamp: Apr 21, 2023 © 18:39:36.501

DEU @version: 1 docker.hostname: eSe314cbS13a docker.id: eSe314chS13abdd2a123c18553c7d38ac115Fe92111d2468dafc37a963f89ad5 docker.image: containers.cisco.com/bpa/d2d-agent :4.0.1-508

# _score host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: LoPvodcBAhOF5-fpO¥Fx _index: bpalogs-2023.04.21 _score: 6 _type: _doc

€ type

D rersion > docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: '2023-84-21T13:09:43.8076622'] [User ID: ‘admin’] [Device Name: ' 1 [1P Address 1
[Capability Name: 'execute-commands'] [Commands: '['show clock’, ‘show version']'][Log Message: ‘Result Payload: controllerd: Direct-To-Device, commandResults: [{'command": ‘show

e clock’, ‘executionStartTime': 1682082576, 'executionEndTime': 168282583, 'cmdOutPut: 'show clock \n*12:62:23.785 GMT Fri Apr 21 2623 \n', 'result': True}, {'command’: 'show

€ host version’, ‘executionStartTime': 1682882576, 'executionEndTime': 1682082583, ‘cmdOutPut’: 'show version \nCisco I0S XE Software, Version 16.12.85b\nCisco 10S Software [Gibraltar],

€ show Catalyst L3 Switch Software (CAT3K_CAA-UNIVERSALK9-M), Version 16.12.5b, RELEASE SOFTWARE (fc3)\nTechnical Support: http://www.cisco.com/techsupport\nCopyright (c) 1986-2621 by

¢ stream

BPAOY : 7OtAT>7L—h

elastic
= @ oscoer v Options New Open Share Inspect (3 Save
B v~ Search KaL C Refresh
© | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ x 9 vice X || message: “[Capability Name: ‘execute-commands” x |+ Add filter
bpalogs* eoe €= 10 hits

QU search field names

> docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: '2623-04-26T14:49:68.9718352'] [User ID: ‘admin’] [Device Name: ' 1 [1P Address: * 1
Filter by type 0 ~ [Capability Name: ‘execute-commands'] [Commands: '['show clock’, 'show version']'][Log Message: 'Payload: {'deviceldentifier': ' ", “commands’: ["show clock’, 'show
version']}'] @timestamp: Apr 26, 2023 @ 20:19:09.046 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbBaBbST69d1d21act79dc872ee71818309214a74497467195
 Available fields 15 docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-510 host show: This is NOT services stream: stderr tags: _grokparsefailure _id: cbwkvocBdh9F5-fpJzin
Popular _index: bpalogs-2623.04.26 _score: 8 _type: _doc
t _index
Blginestan > docker.name: /d2d-agent-service message: [OnDEBUG:root:[Timestamp: '2623-04-26T14:49:69.094697Z'] [User ID: ‘admin’] [Device Name: ' 1 [1P Address: * B
[Capability Name: ‘execute-commands'] [Commands: '['show clock’, ‘show version']'][Log Message: ‘Commands: ['show clock’, 'show version']'] @timestamp: Apr 26, 2623 @ 20:19:69.895
1) dockerostname @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbBabbST69d1d21act79dc872ee71818309214a74497467195 docker.image: containers.cisco.com/bpa/d2d-agent:4.8.1-510
0 e host : show: This is NOT services stream: stderr tags: _grokparsefailure _id: i7wKvocBdhOF5-fpJzin _index: bpalogs-2623.84.26 _score: @ _type: _doc
t docker.name
B > docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: '2623-84-26T14:49:16.1857992'] [User ID: ‘admin’] [Device Name: ' 1 [1P Address: * B
[Capability Name: ‘execute-commands'] [Commands: '['show clock’, *show version']'][Log Message: '{'executionStartTime': 1682520549, ‘cmdOutPut’: '{\'show clock\': \'%13:42:08.899
0 id GMT Wed Apr 26 2023\, \"show version\': \'Cisco I0S XE Software, Version 16.12.85b\\nCisco I0S Software [Gibraltar], Catalyst L3 Switch Software (CAT3K_CAA-UNIVERSALK-M), Version
# _score 16.12.5b, RELEASE SOFTWARE (fc3)\\nTechnical Support: http://wiw.cisco.com/techsupport\\nCopyright (c) 1986-2621 by Cisco Systems, Inc.\\nCompiled Thu 25-Mar-21 13:09 by
D). type mepre\\n\\n\\nCisco I0S-XE software, Copyright (c) 2885-2621 by cisco Systems, Inc.\\nAll rights reserved. Certain components of Cisco I0S-XE software are\\nlicensed under the GNU
i) @version > docker.name: /d2d-agent-service message: [BmDEBUG:root:[Timestamp: '2023-84-26T14:49:16.186271Z'] [User ID: ‘admin’] [Device Name: * ] [IP Address: * ]
¢ dockerid [Capability Name: 'execute-commands'] [Commands: '['show clock’, ‘show version']'][Log Message: 'Response: controllerId: Direct-To-Device, commandResults: [{'command’: 'show
) host clock’, ‘executionStartTime': 1682520549, 'executionEndTime': 1682520556, 'cmdOutPut’: 'show clock \n*13:42:68.896 GMT Wed Apr 26 2023 \n', 'result’: True}, { command’: 'show
) show version’, ‘executionStartTime': 1682520549, 'executionEndTime’: 1682520556, 'cmdOutPut’: ‘show version \nCisco I0S XE Software, Version 16.12.85b\nCisco 10S Software [Gibraltar],
e Catalyst L3 Switch Software (CAT3K_CAA-UNIVERSALK9-M), Version 16.12.5b, RELEASE SOFTWARE (fc3)\nTechnical Support: http://www.cisco.com/techsupport\nCopyright (c) 1986-2621 by

BPAOY : Z7OtAT>7L—b



elastic

= @ oiscoer v Options New Open Share Inspect (3 Save
[+ Search (Bl C Refresh
® | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ % || docker.name: 9 vice X || message: "[Capability Name: ‘preview-template’]” x | + Add filter
bpalogs* v e ¢ 20 hits
QU Search field names > docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: '2023-64-26T14:51:12.6276392'] [User ID: ] [Device Name: ‘[ 1'] [IP Address
[ 1'] [Capability Name: 'preview-template'] [Log Message: '------ -Preview template use case-------- - -] Gtimestamp: Apr 26, 2023 ©
Filter by type 0 v 20:21:12.629 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb0absf69did21act79dc872ee71818309214a74497461195 docker.image: containers.cisco.com/bpa/d2d-
agent:4.0.1-518 host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: BLwMvocBAhOFS-fpCkQf _index: bpalogs-2623.64.26 _score: 8 _type: _doc
v Available fields 15
o > docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: '2023-84-26T14:51:12.6272682'] [User ID ] [Device Name: ‘[ 1'] [IP Address
t _index [ '] [Capability Name: 'preview-template'] [Log Message: 'Payload: {'templateName test-template’, 'version': 1, 'templateld 635e955a-e047-11ed-alde-
© @timestamp 0242ac160083', osType': 'cisco-ios’, 'devices': ['10.165.52.34'], ‘variables': {'interface_name’: 'GigabitEthernet1/8/7', 'description_name': 'test_vishal262026'},
additionalAttributes': {'composite’: False, 'containingTemplates' : None, 'devicelnfo’: [{'hostName , “deviceld , "deviceIpAddress
¢ docker.hostname

}1}}'] @timestamp: Apr 26, 2023 @ 20:21:12.629 @version: 1 docker.hostname: 724848bfc7af
¢ docker.image

¢ docker.name > docker.name: /d2d-agent-service message: [OmDEBUG:root:([Timestamp: '2623-04-26T14:51:12.6376542' ] [User ID: ] [Device Name: '[ 1'] [IP Address

¢ message N ]'] [Capability Name: 'preview-template'] [Log Message: 'Raw template content: 'interface {{interface_name}}\ndescription {{description_name}}''] @timestamp: Apr
26, 2023 © 20:21:12.645 Gversion: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb0aBb5769d1d21act79dc872ee71818309214a7449746195

€ -id docker.image: containers.cisco.con/bpa/d2d-agent:4.0.1-518 host: 172.22.8.1 show: This is NOT services stream: stderr tags: _grokparsefailure _id: DrwMvocBdhoF5-fpCkQf

# _score _index: bpalogs-2623.84.26 _score: © _type: _doc

. -type > docker.name: /d2d-agent-service message: [@mDEBUG:root:[Timestamp: '2023-84-26T14:51:12.637864Z'] [User ID: ] [Device Name: '[" 1'] [IP Address

) @version i 1'] [Capability Name: ‘preview-template'] [Log Message: 'Got ‘interface {{interface_name}}\ndescription {{description_name}}' to be substituted with

¢ dockerid {'interface_name': ‘GigabitEthernet1/6/7°, 'description_name’ 262020')'] @timestamp: Apr 26, 2023 @ 20:21:12.645 @version: 1 docker.hostname: 724848bfc7af

2 host docker.id: 724848bfc7af93bbBadh5f69d1d21act79dc872ee71818369214a7449746195 docker.image: containers.cisco.con/bpa/d2d-agent:4.0.1-510 host: show: This is NOT

) show services stream: stderr tags: _grokparsefailure _id: D7wMvocBdhOF5-fpCkQf _index: bpalogs-2623.84.26 _score: @ _type: _doc

€ stream > dnekar nama- /HOA_anant SarARa massana:  [ARERIG-ront-[Timectamn: '2A23_G4-2AT14-K1-19 6414997°1 Misar Tn- * 1 Devica Name: [0 11110 ddrass

BPAOY : GCTRZA4Z >

elastic

@ oscoer - Options New Open Share Inspect [3) save
@ | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ % || docker.name: 9 vice X || message: "[Capability Name: ‘preview-template’]” x | + Add filter
bpalogs* v e = 20 hits

QOCKer.1mage: CONTAINers. C1SCO.COM/DPa/aza-agent 4. u. 1=16 NOST: [/Z.2£.6.1 SNOW: IN1S 1S NUI SErvices STream: STGErT Tags: _QrokparseTaliure _1a: ELWAVOCKGNYFo-TPUKUT
Search field names
Q _index: bpalogs-2623.04.26 _score: 0 _type: _doc

Filter by type 0 4 > docker.name: /d2d-agent-service message: [@mDEBUG:root:[Timestamp: '2023-84-26T14:51:12.6522182'] [User ID ] [Device Name: '[ 1'] [IP Address
© Avallable flelds 15 [ 1'] (Capability Name: ‘previe-template' ] [Log Message: 'API response ip: {'status': 'success', 'message’: 'Successfully fetched device from inventory’, 'body
{'hierarchyIds’: ['1ab-34'], '_id': '643918decbcd56012fa2733d’, 'hostname , "deviceldentifier , 'description’: ', 'address
Popular port': '22', ‘deviceType': 'cisco-ios', 'osType': 'cisco-ios', 'credential’: 'lab-34', 'protocol’': 'ssh’, 'deviceRole , 'adminState , ‘'latitude , 'longitude
O additionalAttributes’: {hostname’: '10.105.52.34'}), ‘controllerId': 'Direct-To-Device', 'controllerType': 'Direct-To-Device', '__v': @}}'] @timestamp: Apr 26, 2023 @
) @timestamp
1) dockechastname > docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: '2023-04-26T14:51:12.6792662' ] [User ID ] [Device Name: '[ 1'] [IP Address
[ ]'] [Capability Name: 'preview-template'] [Log Message: 'API response pass: {'status success', 'message Successfully fetched device from inventory', 'body
DCEEL) {"hierarchyIds': ['1ab-34'], '_id': '643918decbcd56012fa2733d’, 'hostname . "deviceIdentifier , "description , "address ,
t | docker.name port': '22', 'deviceType': 'cisco-ios', 'osType': 'cisco-ios', 'credential': 'lab-34', 'protocol’: 'ssh’, 'deviceRole , ‘adminState . 'latitude , 'longitude |
« message ‘additionalAttributes’: {'hostname '}, ‘controllerId': ‘Direct-To-Device’, 'controllerType': 'Direct-To-Device’, '__v': 8}}'] @timestamp: Apr 26, 2623 @
€ id > docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: '2023-84-26T14:51:43.3916632'] [User ID: ' '] [Device Name: [ *1°] [IP Address
# _score IS 1'] [Capability Name: ‘preview-template’] [Log Message: 'i , j: MultiResult: [Result: "napalm_configure’]'] @timestamp: Apr 26, 2623 @ 20:21:43.396
D 1ype @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbBabbS69d1d21act79dc872ee71818309214a74497467195 docker.image: containers.cisco.com/bpa/d2d-agent :4.0.1-510
D gersion host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: PLuMvocBAhOF5-fpgkw8 _index: bpalogs-2023.04.26 _score: 8 _type: _doc
i) docker.d > docker.name: /d2d-agent-service message: [@mDEBUG:root:[Timestamp: '2623-84-26T14:51:43.396569Z'] [User ID: '] [Device Name: '[ 1" [IP Address
€ host iE 1'] [Capability Name: ‘preview-template’] [Log Message: ' [92mINFO: Host Diff : +description test_vishal262620 [6m'] @timestamp: Apr 26, 2623 €
7 chow 20:21:43.397 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb0absr69d1d21act79dc872ee71818309214a74497467195 docker.image: containers.cisco.com/bpa/d2d-
D) stream agent:4.6.1-518 host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: PbwMvocBdhOFS-fpgkws _index: bpalogs-2023.64.26 _score: 8 _type: _doc

BPAOY : GCTRZ A4S~

= @ oscoer v Options New Open Share Inspect (3 Save
B v~ Search KaL C Refresh
® | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ % || docker.name: 9 vice X || message: “[Capability Name: 'execute-template’]* x | + Add filter

bpalogs* v eos ¢= 30 hits

> docker.name: /d2d-agent-service message: [@mDEBUG:root:[Timestamp: '2023-04-24706:21:50.8279012'] [User ID: ] [Device Name: '[ 1] [IP Address: '[ 11
[Capability Name: 'execute-template'] [Log Message: '--

QU Search field names

--Execute template use case-- -- ----'] Otimestamp: Apr 24, 2023 @ 11:51:50.828 @version: 1

Filter by type 0 ) docker .hostname: eSe314cbS513a docker.id: eSe314cb513ab4d2a123¢18553¢7d30acT15fe92111d2468dafc37a963f89ad5 docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-508
host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: s7PssYcBdh9F5-fp_F9I _index: bpalogs-2023.84.24 _score: @ _type: _doc
v Available fields 15
s > docker.name: /d2d-agent-service message: [@nDEBUG:root:([Timestamp: '2023-04-24T06:21:50.8280762' ] [User ID: '] [Device Name: '[ 1'] [1P Address: '[ 1
D [Capability Name: 'execute-template’ | [Log Message: 'Payload: {'templateName': 'test-template’, 'version': 1, 'templateld’: '635e955a-e047-11ed-alde-6242ac160083', 'osType
cisco-ios’, 'devices': [ ], 'variables': {'interface_name , ‘description_name': ‘GigabitEthernet1/8/7'}, 'additionalAttributes': {'composite

© @timestamp
False, 'containingTemplates': None, 'deviceInfo': [{'hostName , ‘deviceld , 'deviceIpAddress , 'variables': {'interface_name
t docker.hostna
ockerhostname description_name’: 'GigabitEthernet1/0/7'}}]}}'] @timestamp: Apr 24, 2023 @ 11:51:50.828 @version: 1 docker.hostname: eSe314cb513a

¢ dockerimage

T dockername > docker.name: /d2d-agent-service message: [GmDEBUG:root:[Timestamp: '2023-64-24T66:21:56.8285842'] [User 10: '] [Device Name: '[ 1'] [1P Address: '[ 1"
X [Capability Name: ‘execute-template’] [Log Message: ‘Render : Req 'interface {{interface_name}}\ndescription {{description_name}}''] @timestamp: Apr 24, 2623 @ 11:51:50.829
timessede Gversion: 1 docker.hostname: eSe314cbS13a docker.id: eSe314chS13abdd2a123c18553c7d38ac115Fe92111d2468dafc37a963f89ads docker.image: containers.cisco.com/bpa/d2d-agent :4.0.1-568

id host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: trPssYcBdh9F5-fp_F9T _index: bpalogs-2023.04.24 _score: @ _type: _doc
# _score
> docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: '2023-84-24T06:21:50.8286672'] [User ID: '] [Device Name: ‘[’ 1'] [1P Address: [ 11
t)-type [Capability Name: 'execute-template’] [Log Message: ‘Render : Payload 'interface {{interface_name}}\ndescription {{description_name}} '] @timestamp: Apr 24, 2023 @ 11:51:50.829
i) @version Oversion: 1 docker.hostname: e5e314cb513a docker.id: e5e314cb513abdd2a123¢18553¢7d36ac15e92111d2468dafc37a963789ad5 docker.image: containers.cisco.com/bpa/d2d-agent :4.0.1-508
¢ dockerid host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: t7PssYcBAhOF5-fp_FOT _index: bpalogs-2023.04.24 _score: 8 _type: _doc
t host
S > docker.name: /d2d-agent-service message: [@nDEBUG:root:([Timestamp: '2023-84-24T66:21:59.869900Z' ] [User ID: ''] [Device Name: '[' “1'] [IP Address: '[' 11
[Capability Name: 'execute-template’ ] [Log Message: 'Result Payload [{'deviceld : ', ‘status’: 'FAILURE', 'description’: "configure terminal\nEnter configuration
€ stream . RN - . e e . e .
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= @ oscoer v Options New Open Share Inspect (3 Save
B~ Search KaL C Refresh

©  @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ 00:00:00.000 X || docker.name: d2d-agent-service X | message: "[Capability Name: ‘execute-template’l” X |+ Add filter
bpalogs* eee ¢= 30 hits

QU search field names

> docker.name: /d2d-agent-service message: [BnDEBUG:root:[Timestamp: '2023-84-26T14:51:59.1586752'] [User ID: ] [Device Name: '[* 1] [1P Address
Filter by type 0 v T 1] [Capability Name: *execute-template'] [Log Message: 'Payload: {'templateName': 'test-template’, ‘version': 1, ‘templateld': ‘635e955a-c847-11ed-alde-
024250160083', "osType': "cisco-ios’, 'devices': [ ], ‘variables': {'interface_name': 'GigabitEthernet1/8/7', 'description name': ' b
@ (oS LS ‘additionalAttributes’: { composite’: False, 'containingTemplates’: None, 'deviceInfo’: [{ hostName': ' | deviceld': *, “deviceIpAddress’
Popular ‘variables': {'interfacename’: ‘GigabitEtherneti/8/7', 'description_name’: ° }}1})'] Gtinestamp: Apr 26, 2623 @ 20:21:59.159 @version: 1
t _index
) @rimestomp > docker.name: /d2d-agent-service message: [BMDEBUG:root:[Timestamp: '2023-84-26T14:51:59.1592272°] [User ID: ° ] [Device Name: '[* 1] [IP Address
T "1'] [Capability Name: 'execute-template'] [Log Message: ‘Render: Req 'interface {{interface_name}}\ndescription {{desoription_name}}''] Etimestamp: Apr 26, 2023 @

O GG 20:21:59.159 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb@adb5f69d1d21act79dc872ee71818309214a7449746f195 docker.image: containers.cisco.com/bpa/d2d-

t dockerimage agent:4.6.1-518 host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: KbwMvocBdh9FS-fpve7o _index: bpalogs-2023.84.26 _score: 8 _type: _doc
t docker.name
) message > docker.name: /d2d-agent-service message: [GmDEBUG:root:[Timestamp: '2023-84-26T14:51:59.1593332'] [User ID: '] [Device Name: [ “1°1 [IP Address
ie 1'] [Capability Name: ‘execute-template’] [Log Message: 'Render: Payload 'interface {{interface_name}}\ndescription {{description_name}) "] @timestamp: Apr 26,
€ id 2023 @ 20:21:59.159 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb8aBbST60d1d21act79dc872ee71818309214a74497467195
# score docker.image: containers.cisco.con/bpa/d2d-agent:4.8.1-518 host show: This is NOT services stream: stderr tags: _grokparsefailure _id: KruMvocBdhoF5-fpve7o
D _type _index: bpalogs-223.04.26 _score: 8 _type: _doc
€ @version > docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: '2023-84-26T14:52:07.3471962'] [User ID: ] [Device Name: [ 1'] [IP Address
€ dockerid iE 1'] [Capability Name: 'execute-template’] [Log Message: 'Response: [{'deviceld': “status’: 'SUCCESS', description’: 'configure terminal\nEnter
B host configuration commands, one per line. End with CNTL/Z.\ntwentynine(config)#interface GigabitEthernet1/8/7\ntwentynine(config-if)#description \ntwentynine(config-
) show if)#end\ntwentynine#', ‘controllerId': ‘Direct-To-Device'}]'] @timestamp: Apr 26, 2023 @ 20:22:67.348 @version: 1 docker.hostname: 724848bfc7af
o docker.id: 724848bfc7af93bbBadh5f69d1d21act79dc872ee71818369214a7449746195 docker.image: containers.cisco.con/bpa/d2d-agent:4.0.1-510 host: show: This is NOT

BPAOY : GCTOXVY b

elastic

= @ oscoer v Options New Open Share Inspect (3 Save

[ v “[UserID: ‘admin

nd "[Device Name: '10.105.52.34'7"

© | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ 00:00:00.000 X || docker.name: d2d-agent-service X || message: "[Capability Name: ‘execute-commands’" X |+ Add filter

bpalogs* eoe €= 10 hits

Q search field names Document

Filter by type [ o > docker.name: /d2d-agent-service message: [OnDEBUG:root:[Timestamp: '2623-84-21713:09:36.4534932'] [User ID: ‘admin’ ] [Device Name: '10.105.52.34'] [IP Address: ''] [Capability
Name: " execute-commands' ] [Commands: *["show clock’, 'show version']'][Log Message: * ds use '] etinestamp: Apr 21,

v Available fields 15 2623 © 18:39:36.454 Oversion: 1 docker.hostname: e5e314cb513a docker.id: e5e314ch513abdd2a123c18553c7d30act157e92111d2468dafc37a9638%ad5

popular docker.image: containers. cisco.con/bpa/d2d-agent:4.8.1-588 host show: This is NOT services Stream: stderr tags: grokparsefailure _id: FKPvo4cBAnoFS-fpOYFx

D T _index: bpalogs-2023.04.21 _score: 18.342 _type: _doc

O @timestamp > docker.name: /d2d-agent-service message: [BmDEBUG:root:[Timestamp: '223-84-26T14:49:08.959612Z'] [User ID: 'admin’ ] [Device Name: ' 1 [IP Address 1

¢ docker hostname [Capability Name: execute-comnands' ] [Comnands: '['show clock’, 'show version']'][Log Message: * ut ds use B

¢ dockerimage Gtinestamp: Apr 26, 2023 @ 20:19:08.972 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848b7c7af93bbBaBb5r69d1d21act79dc872ee71818369214a74497467195

) dockername docker.image: containers.cisco.con/bpa/d2d-agent:4.8.1-510 host show: This is NOT services stream: stderr tags: _grokparsefailure _id: Z7wKvocBAhoFS-fpJzim
_index: bpalogs-2823.04.26 _score: 17.63 _type: _doc

¢ message

D i > docker.name: /d2d-agent-service message: [BmDEBUG:root:[Timestamp: '2023-84-21T13:69:36.5001822' ] [User ID: 'admin’] [Device Name: * ] [IP Address: ' 1
[Capability Name: execute-comnands' ] [Comnands: '['show clock’, 'show version']'][Log Message: ‘Commands: ['show clock’, ‘show version']'] @timestamp: Apr 21, 2023 @ 18:39:36.501

o @version: 1 docker.hostname: e5e314cb513a docker.id: e5e314ch513ab4d2a123c18553c7d30act15Fe92111d2468dafc37a9638%d5 docker.image: containers.cisco.con/bpa/d2d-agent :4.0.1-508

D) type host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: LqPvo4cBGhOF5-fpOYFx _index: bpalogs-2023.84.21 _score: 17.547 _type: _doc

t @version

e — > docker.name: /d2d-agent-service message: [OnDEBUG:root:[Timestamp: '2023-84-26T14:49:09.8946972'] [User ID: ‘admin’ ] [Device Name: ' ] [IP Address: * 1

_— [Capability Name: execute-comnands' ] [Comnands: '['show clock’, 'show version']'][Log Message: ‘Commands: ['show clock’, “show version']'] @timestamp: Apr 26, 2023 @ 20:19:09.095
@version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbBab5f60d1d21act79dc872e¢71818309214a7449746F195 docker.image: containers.cisco.con/bpa/d2d-agent :4.0.1-518

) show host : show: This is NOT services stream: stderr tags: _grokparsefailure _id: i7wKvocBdhoF5-fpJzin _index: bpalogs-2023.04.26 _score: 17.28 _type: _doc

€ stream
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docker.name: d2d-agent-service X |+ Add filter

9 hits
docker.id: 724848bfc7af93bbeadbsf69d1d21acf79dc872ee71818309214a7449746195 docker.image: containers.cisco.con/bpa/d2d-agent :4.0.1-510 host: message: [BmDEBUG:root
[Timestamp: '2023-04-26714:45:47.446437Z'] [User ID: 'admin'] [Device Name: '[ 1'] [IP Address: '[ ]'] [Capability Name: 'connect'] [Log Message: 'SSH
session with device is Successfully established'] show: This is NOT services stream: stderr tags: _grokparsefailure _id: TbwHvocBAh9F5-fpFDCF _index: bpalogs-

2023.04.26 _score: 0 _type: _doc

docker .name: /d2d-agent-service @timestamp: Apr 26, 2023 0 20:15:47.447 Gversion: 1 docker.hostname: 724848bfc7af
docker.id: 724848bfc7af93bb@aBb5f69d1d21acf79dc872ee71818309214a74497461195 docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-510 host
message: [OMDEBUG:netmiko:write_channel: b'\n' ‘show: This is NOT services stream: stderr tags: _grokparsefailure _id: TrwHvocBdhOFS-fpFOCF _index: bpalogs-2023.84.26

_score: @ _type: _doc

docker.name: /d2d-agent-service Otimestamp: Apr 26, 2623 @ 20:15:47.447 Gversion: 1 docker.hostname: 724848bfc7af
docker.id: 724848bfc7af93bbBadb5T69d1d21acf79dc872ee71818389214a74497467195 docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-518 host:

message: [BmDEBUG:netmiko:read_channel: show: This is NOT services stream: stderr tags: _grokparsefailure _id: T7wHvocBdh9F5-fpFDcF _index: bpalogs-2623.04.26 _score: @

_type: _doc

docker.name: /d2d-agent-service Otimestamp: Apr 26, 2623 @ 20:15:47.447 Gversion: 1 docker.hostname: 724848bfc7af

docker.id: 724848bfc7af93bbBaBb5T69d1d21acf79dc872ee71818389214a7449746195 docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-518 host: message: twentynine#

show: This is NOT services stream: stderr tags: _grokparsefailure _id: ULwHvocBdhOFS-fpFDCF _index: bpalogs-2023.04.26 _score: 8 _type: _doc

docker.name: /d2d-agent-service Gtimestamp: Apr 26, 2623 @ 20:15:47.447 Gversion: 1 docker.hostname: 724848bfc7af
docker.id: 724848bfc7af93bbBaBb5T69d1d21acf79dc872ee71818389214a7449746195 docker.image: containers.cisco.com/bpa/d2d-agent:4.8.1-518 host: message: (empty)

show: This is NOT services stream: stderr tags: _grokparsefailure _id: UbwHvocBAhOFS-fpFDCF _index: bpalogs-2023.84.26 _score: 8 _type: _doc
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docker.name: d2d-agent-service X | + Add filter

9 hits

>

>

>

docker.name: /d2d-agent-service Gtimestamp: Apr 26, 2623 @ 20:15:47.447 Gversion: 1 docker.hostname: 724848bfc7af
docker.id: 724848bfc7af93bbBaBb5T69d1d21acf79dc872ee71818389214a7449746195 docker.image: containers.cisco.com/bpa/d2d-agent:4.8.1-518 host: message: (empty)

show: This is NOT services stream: stderr tags: _grokparsefailure _id: UbwHvocBAhOFS-fpFDCF _index: bpalogs-2023.84.26 _score: 8 _type: _doc

docker.name: /d2d-agent-service @timestamp: Apr 26, 2023 @ 20:15:47.447 @version: 1 docker.hostname: 724848bfc7af
docker.id: 724848bfc7af93bbBadh5f69d1d21act79d0872ee71818369214a7449746195 docker.image: containers.cisco.con/bpa/d2d-agent:4.0.1-510 host:
message: [BMDEBUG:netmiko:Pattern found: ([>#]) show: This is NOT services stream: stderr tags: _grokparsefailure _id: UrwHvocBdhOF5-fpFDCF _index: bpalogs-2023.84.26

_score: @ _type: _doc

docker.name: /d2d-agent-service @timestamp: Apr 26, 2623 @ 20:15:47.447 @version: 1 docker.hostname: 724848bfc7af

docker.id: 724848bfc7af93bbBaBb5T69d1d21acf79dc872ee71818389214a7449746F195 docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-518 host: message: (empty)
show: This is NOT services stream: stderr tags: _grokparsefailure _id: U7wHvocBdh9F5-fpFDcF _index: bpalogs-2023.64.26 _score: 8 _type: _doc

docker.name: /d2d-agent-service @timestamp: Apr 26, 2623 @ 20:15:47.447 @version: 1 docker.hostname: 724848bfc7af

docker.id: 724848bfc7af93bbBaBb5T69d1d21acf79dc872ee71818389214a7449746F195 docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-518 host: message: twentynine#

show: This is NOT services stream: stderr tags: _grokparsefailure _id: VLwHvocBdh9F5-fpFDcF _index: bpalogs-2023.64.26 _score: 8 _type: _doc

docker.name: /d2d-agent-service Gtimestamp: Apr 26, 2623 @ 20:15:47.447 Gversion: 1 docker.hostname: 724848bfc7af
docker.id: 724848bfc7af93bbBaBb5T69d1d21acf79dc872ee71818389214a7449746195 docker.image: containers.cisco.com/bpa/d2d-agent:4.8.1-518 host:

message: [BmDEBUG:netmiko:write_channel: b'exit\n' show: This is NOT services stream: stderr tags:

doc

_score: 8 _type:
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@ oo -

[ v connect

Options New ~ Open Share Inspect

@ | @timestamp: Apr 26, 2023 @ 00:00:00.000 X

bpalogs*

Q Search field names

Filter by type 0

v Available fields
Popular

€ _index
 @timestamp

¢ dockerhostname
¢ dockerimage

¢ dockername

« message

¢ id

# _score

€ type

@version
docker.id
host
show

stream

oo €

docker.name: d2d-agent-service X |+ Add filter

26 hits
WTIMeSTAMp: AP Zb, 023 © I5154I10.445 GVErSION: | GOCKET.NOSTNAMe: /Z4¥4BDTC/aT GOCKEr.10: /Z4B4DTC/ATYSDDYAUDOTOYAIOZIACT /Y0CK/ZE€] 16 1830YZ148/44Y/40T 195
docker .image: containers.cisco.con/bpa/d2d-agent:4.0.1-518 host show: This is NOT services stream: stderr tags: _grokparsefailure _id: 3budvYcBdhoFS-fpx_UU

>

>

_index: bpalogs-2623.84.26 _score: 5.238 _type: _doc

docker.name: /d2d-agent-service message: WARNING: Retrying (Retry(total=1, connect=None, read=None, redirect=None, status=None)) after connection broken by
ConnectTimeoutError (<pip._vendor.urllib3.connection.HTTPSConnection object at @x7fb889436a6@>, 'Connection to pypi.org timed out. (connect timeout=15)')": /simple/pip/
Otimestamp: Apr 26, 2623 @ 18:51:18.167 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb8aBb5F69d1d21acf79dc872ee71818309214a74497461195
docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-510 host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: LbuSvYcBdh9FS5-fpufad

_index: bpalogs-2023.04.26 _score: 5.238 _type: _doc

docker.name: /d2d-agent-service message: WARNING: Retrying (Retry(total=@, connect=None, read=None, redirect=None, status=None)) after connection broken by
ConnectTimeoutError (<pip. _vendor.url1ib3.connection.HTTPSConnection object at 8x7fb@894368e8>, 'Connection to pypi.org timed out. (connect timeout=15)')": /simple/pip/
Gtimestamp: Apr 26, 2023 © 18:52:22.275 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbBaBbST69d1d21act79dc872ee71818309214a7449746195
docker.image: containers.cisco.com/bpa/d2d-agent:4.8.1-518 host show: This is NOT services stream: stderr tags: _grokparsefailure _id: f7uévYcBAh9F5-fptPYo

_index: bpalogs-2623.84.26 _score: 5.238 _type: _doc

docker.name: /d2d-agent-service message: W: Failed to fetch http://deb.debian.org/debian/dists/bullseye-updates/InRelease Unable to connect to deb.debian.org:http
Otimestamp: Apr 26, 2623 @ 18:47:08.640 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb8aBb5r69d1d21acf79dc872ee71818389214a74497467195
docker.image: containers.cisco.com/bpa/d2d-agent:4.8.1-510 host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: 1rulvYcBdh9F5-fp6_QI
_index: bpalogs-2623.84.26 _score: 5.868 _type: _doc

docker.name: /d2d-agent-service message: W: Failed to fetch http://deb.debian.org/debian-security/dists/bullseye-security/InRelease Unable to connect to deb.debian.org:http
Gtimestamp: Apr 26, 2023 © 18:47:08.646 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb8aBbST69d1d21act79dc872ee71818309214a7449746195

docker.image: containers.cisco.con/bpa/d2d-agent:4.8.1-518 host show: This is NOT services stream: stderr tags: _grokparsefailure _id: 1bulvYcBdh9F5-fp6_QI

_grokparsefailure _id: VbwHvocBdh9F5-fpFDcF _index: bpalogs-2623.04.26
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https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-reference-data-management-v5-0.html
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https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-backup-and-restore-v5-1.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-backup-and-restore-v5-1.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-certificate-manager-v5-0.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-certificate-manager-v5-0.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-cnr-v5-1.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-cnr-v5-1.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-cnr-v5-1.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-cnr-v5-1.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-cnr-v5-1.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-cross-launch-v5-0.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-cross-launch-v5-0.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-launch-page-preference-v5-1.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-launch-page-preference-v5-1.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-launch-page-preference-v5-1.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-multitenancy-v5-0.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-subscription-management-v5-1.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-subscription-management-v5-1.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-ci-cd-ct-v5-0.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-cnc-v5-0.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-cnc-v5-0.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-device-activation-v5-0.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-device-activation-v5-0.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-golden-config-template-v5-0.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-golden-config-template-v5-0.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-golden-config-template-v5-0.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-golden-config-ng-v5-1.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-golden-config-ng-v5-1.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-golden-config-ng-v5-1.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-golden-config-ng-v5-1.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-golden-config-ng-v5-1.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-os-upgrade-v5-1.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-os-upgrade-v5-1.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-os-upgrade-v5-1.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-process-template-app-v5-0.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-service-catalog-v5-0.html
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https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-service-catalog-next-gen-v5-1.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-service-catalog-next-gen-v5-1.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-service-center-app-v5-0.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-create-a-custom-mfe-v5-0.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-create-a-custom-mfe-v5-0.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-create-a-custom-mfe-v5-0.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-create-a-custom-mfe-v5-0.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-asset-credentials-v5-1.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-asset-credentials-v5-1.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-asset-credentials-v5-1.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-mongodb-upgrade-v5-1.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-mongodb-upgrade-v5-1.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-mongodb-upgrade-v5-1.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-notifications-migration-v5-0.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-notifications-migration-v5-0.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-notifications-migration-v5-0.html
https://www.cisco.com/c/en/us/support/docs/bpa/reference/bpa-user-guide-dynamic-elements-v5-1.html
https://www.cisco.com/c/en/us/support/docs/bpa/reference/bpa-user-guide-dynamic-elements-v5-1.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-dynamic-elements-v5-0.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-dynamic-elements-v5-0.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-dynamic-elements-v5-0.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-distribute-tf-v5-1.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa-user-guide-distribute-tf-v5-1.html
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