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cisco Nexus9000 C93180YC-EX chassis Cisco nx0s.9.3.11.bin 9.3(11) Base NSO-142-0s admin Sep 24,2024, 3:58 PM
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TestServer-. 8 Direct-To-Device FTP D2D-o0s Sep 25,2024, 11:26 AM Delete All
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Are you sure you want to delete the selected server images?
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ICDWTIEk., FBPA Developer Guides 8B L TS E&E L\,

« BPA Kubernetes’RY RTlk, AAAST RNAHFU, NT, BAR—MNETREHRZIRET
PEHICAVER—ZFY NTIOEANBETT, BPARY NDO—OFBEEA 2 RX—FY NIT
DEALTVEVY, Z7OFBHTHNRATESZHER., UTOFIEICHK ST
Kubernetes’RY RICA 2 —%Y NAO7OF > 2FEAETEET,

1. <<http://proxy-domain.com:port>>DRH V) ICEBOT7OF T RLAZFEALTAIV TN
ZEFHLET,

2. EAYAMLE ZlEheimF ¥ — KR DOBRY RICKHLULTREBENTXA—RXEZRELF T,

3. NO_PROXY&E fzlEno_proxyi2RETINTOTF7O4BZEML T, Kubernetes./— R TR
NDAVITREERITLET,

#!/bin/bash
# Define the environment variables
HTTP_PROXY="<

>!!
HTTPS_PROXY="<< http://proxy-domain.com:port>>"
http_proxy="<

>ll
https_proxy="<

>!!
NO_PROXY="*.svc,localhost,127.0.0.1,192.168.0.0/16,10.0.0.0/8,172.16 .0.0/12,adaptor-builder,agent-mana

no_proxy="%*.svc,localhost,127.0.0.1,192.168.0.0/16,10.0.0.0/8,172.16 .0.0/12,adaptor-builder,agent-mana
# Get the Tist of deployments
deployments=$(kubectl get deployments -n bpa-ns | grep -v NAME | awk '{print $1}')

# Loop through each deployment and set the environment variables
for dp in $deployments;do
kubectl set env deployment/$dp\

HTTP_PROXY=$HTTP_PROXY \
HTTPS_PROXY=$HTTPS_PROXY \
http_proxy=$http_proxy \
https_proxy=$https_proxy \
NO_PROXY=$NO_PROXY \
no_proxy=%$no_proxy \
-n bpa-ns

done


https://www.cisco.com/c/ja_jp/support/bpa/business-process-automation.html

o FROXSICTOFTERET DL, Insights AdapterldZ AR Y NDO—J(ICFEL
. BEIxSoftware InsightsT*—X ZBPAICX UV O—RTEET, 7OF &L ThDHAED

Insights B —/NICEZEHR T HIFSE. no_proxyZHICEML T EE L,

BPANDY 7R IITFA YA RF—EDTIYF

V78N ITDOREF—XZBPAICEEAT DI :

1. BRVI7 NIV ITORRTF—RIITIEATERZILF v I ZEALTBPAICOT A

LET,

am} Assets
% Compliance & Remediation b
&y Service Catalog NG b

&y Service Catalog [

‘s, OS Upgrade 3

[ Configuration Templates* [

Core

Campus

Security
SD-WAN
Data Center

@ Software Conformance

A
= Upgrade Jobs

) Ansible Templates [

_/ﬁ Software Image Management

®¢ Service Center [

L

. Service Topology []

//’, Upgrade Policy

a Settings

V7RDITAX—EREOFES—>3>

2. BIm/NZ& LA S 0S Upgrade > Software Image Management® JIEIZ&IRL £9,

Security Advi I Security Advisories are determined by matching the OS Type and SW version of the devices

Last Updated : Dec 20, 2023, 1:17:06 PM_Sync Status : Completed () m‘

[7 RNAHFUI1RT




3. Advisories® 7Y O LET,
BEHIL TBPAICY 7 NI 7 MOAEZEE
‘ Security Advisories are determined by matching the OS Type and SW version of the devices Last Updated : Dec 20, 2023, 1:17:06 PM_Sync Status : Completed (%) m
BHEIL TBPAICY 7 R DI 7 NDAEZHE
4.8ynce V)Y I LEXT,

IR, AORVNIICFETZDEEICHEIZINTOEFIVFTATRNAFU, B
EOSWNT, BYR—METER, SLTVYIRNIJITORENREENET, EF21UT47
RNAHFVEVTRIITOHR—NMETHE, OSORATEVTRIITN=232VIZETLY
TREENET, BEIDEVIRNIVITON=2IVICETVT, BEEOBVWNI®RY TR
ITORENFREETNET,

Last UpdatedIC &1 >4 RF—E N HKRRICABE hZBENfRRE N, Sync Status7 1 —JL R
ICRERBEORPAT—RANRTENET,

N EATBTRACYYU, AT, UU—R/— . BETREFFAT, Cisco-
Insights-Adapters 7 7 4 )LZBLU TCiscoV TV RASEBENET,

EFIVFTFATRNAPUDORREEE

T RINABUR=DICTIEATRICE :

1. TFRNAHFIOANOEBT IV LRAEEZFT >IVLF ¥ ) TBPAICOT A LET,



&=} Assets

% Compliance & Remediation 2
Core

oy Service Catalog NG 3 Campus

Security
SD-WAN

& Service Catalog [ Data Center

% OS Upgrade » @ Software Conformance

(¢ Configuration Templates* [ € Upgrade Jobs

S

@) Ansible Templates [ A

4 Software Image Management

2 i A
¢ Service Center [ }, Upgrade Policy

o g

: A
.8 Service Topology [ a Settings

U]

YIRDITAX—SEBOFES—>3>

2. OS Upgrade > Software Image Management® JEIZiEIRL £ 9,

Software Images Image Distribution Server Advisories Insights
Security Advisories Security Advisories are determined by matching the OS Type and SW version of the devices Last Updated : Dec 20, 2023, 1:17:06 PM Sync Status : Completed (%)
Priority Bugs
Security Advisories 214 Total Al v | Search
Filters
Last Potentially Affected
|mpacts A Advisory Impact CVE Softwares Versions Updated Version Assets
i Vulnerability in NVIDIA Data Plane
® A Development Ki High CVE-2022-28199 |0S-XE:17.6.2,10S-XE:17.6.3a lyearago 1.0 4
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< Low .
SNMP Remote Code Execution CVE-2017-6736,CVE-2017-6737,CVE- [
Vulnerabilities in Cis High  2017-6738,CVE-201 10S:15.2(4)€1,108:15.0(2)SE 1o 2
Last Updated A~ ago
® Al OpenSSL RSA Temporary Key
O <30 Days Cryptographic Downgrade Medium CVE-2015-0204 10S:15.0(2)SE 8yearsago 14.0 1
¢)31-60 Days OSPF LSA Manipulation Vulnerability in
61-50 Days Multiple C Medium CVE-2013-0149 10S:15.0(2)SE 6yearsago 1.4 1
) >90 Days

Multiple Vulnerabilities in ntpd (April

— 2015) Aff Medium CVE-2015-1798,CVE-2015-1799 105:15.0(2)SE 8yearsago 1.11 1
Clear All

Muttiple Vulnerabilities in OpenSSL CVE-2010-5298,CVE-2014-0076,CVE-

BFIYTA T RINAHY

3. Advisories® 7 &V UV O LET, T7AIRNTR, TEFIUFATRNAH) ; R=D
FPAEEXRT,

T RNAFVF—=R2OTANRVDTIRE, ROFTZa>HFRrEhExT,



« ImpactsTlE, ZRNAHFUDEREICESWTTAINRI)INTETT, T7FILKT
FAIFBIRENATVET,

« LastUpdatedid, 7 RNAHFVOBRKREFHFHICESIVWTT74IILRIVILET, F72ILB
TRAINBIRENTVET

s INXNTUVT :BRULET71IILEREVEYRNLET,

s BRRT7ANZRBT RNAFDOBRRICEAET N, KON BRET AIILEFEENET,

« All:Advisory, CVE, & & UFSoftware Versions’x & D% THHRE

s TRNATF) RETEEENERGETTRNAMTFUZRELET,

« CVE : $E ®Common Vulnerabilities and Exposures(CVE)D 7 R/N A ¥ ##%

c V7RDITN—=232 . BEDOSERATELEFVIRNDITN=-23aVICEETSHT R
NAF I ERELET,

* Refresh7 AV &EATRIE, R—DZEMLT, BRUETAIINEZEZIVVTTEXRY

« BFOT7 RNAHFVE, ROFTRRENET,

- PRNAFD T RN UDOEW
- B TRNAYUDODEKRE
- CVE:AIW HTSNICVE
VTR ITN=232 BEBEZFR0SRATHBLTVYTINIITN—23Y
- BRREFH  TRNAY I RRICEHFENLELAF
- N=232 T RNAFIUN=232
- HEBEZTRURMOHIEE : COTRNAYPUOHEEZZTIARMEOHDEE
F
s ANYVRE—=T4—=)LRZVVYITRE, TRNAHFUNY—KRELET

N URBRE, HEESUITEROHETEY NOAT IV TEBY L A,

Filters
High
Impacts A Advisory Impact  GVE Cisco NX-OS Software OSPFv3 Denial of Service Vulnerability
_ Cisco NX-OS Software TACACS+ or
@A RADIUS Remote Aut High CVE-2023-20168
) Critical CVE Published Last Updated
JHigh Cisco NX-OS Software OSPFv3 Denial CVE-2022-20823 Aug 24,2022, 9:30 PM(1 year ago) Aug 24,2022, 9:30 PM(1 year ago)
)Medium of Senvice Vul High  CVE-2022-20823
OLow . Versie
Cisco NX-0S Software NX-API 0
Comman d Injection vul High  CVE-2022-20650
Last Updated ~
®al Cisco NX-O0S Software MPLS OAM Summary Affected Assets (2)
- Denial of Service V High CVE-2021-1588 —_—
2 <30 Days
)31-60 Da
e D’Vt Gisco NX-0S Software Cisco Fabric
)61~ ays
‘—)QOD v Services Over | High CVE-2022-20624 A vulnerability in the OSPF version 3 (0SPFv3) feature of Cisco NX-0S Software could allow
~>90 Lays an unauthenticated, remote attacker to cause a denial of service (DoS) condition on an
Cisco NX-OS Software CLI Comman d affected device
Injection Vulner Medium CVE-2023-20050
Clear All
Cisco 10x for 10S XE Software
Privilege Escalatio Critical ~ CVE-2020-3227 cific OSPFv3 packets. An

s 0SPFv3 link-state
could allow the at ker

Cisco 10x for 10S XE Software tac
using the affected

Command Injection V' Medium CVE-2021-1384
Cisco 10x Application Hosting CVE-2022-20677,CVE
Environment Vulnera Medium 20718,CVE-2022-207

T RNAHUFMRAE L —

s TRNAHVFTZERTZE, ROZXTEZECT RNAHUOFHEE 1 —FBHAEET,

S HIU—BRULTRACHUOYTU—ERRLET., F7HLRTRRE 1E
7.
 PEESIRRE  RES. YUTNLES. TFINE. YIRNVITN-YaY,



IP7RLA, OV MAO-ZIDBE, REBZZTDWRMEOHDIEENFHEZRRLE
T cORT TR, BEOAIXNEAXKRRERITTEEXT

Filters
High X
Impacts A Advisory Impact  GVE Cisco NX-0S Software OSPFv3 Denial of Service Vulnerability

Cisco NX-0S Software TACACS+ or
RADIUS Remote Aut High CVE-2023-20168
. Published Last Updated
Cisco NX-0S Software OSPFv3 Denial CVE-2022-20823 Aug 24,2022, 9:30 PM(1 year ago) Aug 24,2022, 9:30 PM(1 year ago)
of Service Vul High CVE-2022-20823
Version
Cisco NX-0S Software NX-API 10
Command Injection Vul High CVE-2022-20650

~ View Security Advisory
Cisco NX-0S Software MPLS OAM Summary Affected Assets (2)
Denial of Service V High CVE-2021-1588 7

Below is the list of assets known to be affected by this security advisory. Expand to view the details.
Gisco NX-OS Software Cisco Fabric

. Services Over | High GVE-2022-20624 .
O >90 Days 2 Total Assets Al v  Search :

Cisco NX-0S Software CLI Command
P Controller

Injection Vulner Medium  CVE-2023-20050 X .
Clear All Asset Name Serial Number Model Name Version Role Address D

)61-90 Days

Cisco [Ox for [0S XE Software CNXS-N93180-2 NOK-CO3180YC-FX  9.3(7)  Per NDFG
Privilege Escalatio Critical ~ CVE-2020-3227 spine

= CNXS-N93600CD- N9K-C93600CD- 9.3(7) border NDFC
Cisco 10x for 10S XE Software 2 GX

Command Injection V Medium CVE-2021-1384

1 Items per page 10
Cisco 10x Application Hosting CVE-2022-20677,CVE

Environment Vulnera Medium  20718,CVE-2022-207

tFIUFTATRNAFUDOERT

s BEFIVFATRNAF VI IDORT : RRXOT RNAFUR=JICBBLET,

BEEOEVWNTORREER

Software Images Image Distribution Server Advisories Insights
Security Advisories Security Advisories are determined by matching the OS Type and SW version of the devices Last Updated : Dec 20, 2023, 1:17:06 PM_Sync Status : Completed (%)
Priority Bugs
Security Advisories 214 Total Al v | Search :
Filters
Last Potentially Affected
Impacts A Advisory Impact  CVE Softwares Versions Updated  Version Assets

BEEOSV/NT 0ER

HOEI> I THRALET RN UR=D WS, Priority Bugs2 722U Y OLET
o Priority BugsR—I A RRENET,

Software Images Image Distribution Server Advisories Insights
Security Advisories 7) Priority bugs are determined by matching the product Id and SW version of the devices Last Updated : Dec 20, 2023, 1:17:06 PM_Sync Status : Completed (%)
Priority Bugs
Priority Bugs 73 Total All v | Search E
Filters
BugID Severity Summary Product Versions Potentially Affected Assets
Severity ~ csown9e32 6 N8300 fails to establish OSPF adjacency in non-vp NOK-CO3360YC-FX2:10.2(5) )
£SCwd31302 2 VC’lﬂM. Vulnerabilities in rpm 4.14.2 CVE-2021-3593 NOK-C93360YC-FX2:10.2(5) 2
CcSCwid3066 3 F)?C Undete NoK SFow dacumentation for teh sampl NOK-C9364C-GX:9.3(10),NIK-CI3180YC-FX:9.3(10) 2
CSCwi40943 3 /32 routs 1s rot getiing lnstelled In the RIB on NOK-CO364C-GX:9.3(10),N9K-CI3180YC-FX:9.3(10) 2
cscwis2972 2 Multicast traffic forwarding issues for random NOK-C9364C-GX:9.3(10),NIK-CI3180YC-FX:9.3(10) 2
csCwilsa83 3 Interface UP without cable, only QSFP interted NOK-C93180YC-FX:0.3(7) 1
csowinaaer 2 Nexus 9504 unable to upgrade correctly from 9.3(7 P, ;
CSCwi26553 6 Web Ul on 17.9.4 performance/response is slow €9300-24T:17.9.4,C9300-24UX:17.9.4 0
CSCwho9413 4 Consele Logging for some XPATH isco-I0S-XE-instal €9300-24T:17.9.4,C9300-24UX:17.9.4 0
CSCwi23471 2 é;/aluation of all for HTTP/2 Rapid Reset Attack v ©9300-24T:17.9.4,09300-24UX:17.9.4 0
1 2 3 - 8 Next Items per page 10
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Priority BugsR—Z TRIXDOA 7> a U FRAREETT,

s NTDEREILETVWTTANRIVITERERETAINE, F74I)IBNTRINTHE

REhTLVERT

o

« Search7 A LR NTORRIZEATE, ROFMHBERET A LEZNEENTVET,

C[IRTLEIRTOT 1 =)L RERELET,

- NTIDFEEENEENTIDZFIODNT Z2RLET

- BE BECEENDIREDF—TJ—REFONJEZRRLET

CH®HBEN=T3Y  REOHRDELEZFVINIITN-C3aVICEETINT 2RE

LXT

« Refresh7A A &FEATRIE, R—DEZFEHLT, BRRUETAIILREDVIVTFTTEERT
s BEEOEVWNTIE., ROFEEEICKRICRRENET,

- Bug ID
- BRKE

- Summary

\TDEXRE
: NT DEXFFEA

CRBRN—YaY  HEBESUBRBIDEYTIRIITN-DaY
SEESTHIURMOBHZTEY N  NTOFEESTDTRMEOHDTEY NOK

=2

. WNEZE,
EFXT,

Software Images mage Distribution Server Advisories Insights
Sec i Priority bugs are determined by matching the product Id and SW versio
Prio B

Priority Bugs 73 Total
Filters
Bug ID Severity  Summary
Severity ~
NS300 fails to establish OSPF adjacency in
CSCwh39932 6 Jocency
@A CIAM: Vulnerabilit 4.14.2 GVE-2(
: Vulnerabilities in rpm 4.14.2 GVE-
)Sev 1 csCwd31302 2 P
::: ; CSCWi43066 3 DOC: Update N9K SFlow documentation fc
z:: CSCwWi0943 3 /32 route is not getting installed in the RIB
) Sev & CSCwis2972 5 Multicast traffic forwarding issues for randc
Cloar All csCwils483 3 Interface UP without cable, only QSFP inter
Nexus 9504 unabl ade correctly fri
csowaasr 2 lexus 9504 unable to upgrade correctly fr
CSCwi26553 6 Web Ul on 17.9.4 performance/response is
csownooais 4 Consale Logging for some XPATH isco-10¢
csowinaar 2 Evaluation of all for HTTP/2 Rapid Reset At

INT FHE 1 —

FEBERTRURMDOHIEELZR<SEREDIANYR—ZT)YILTRITT

Sev 6
CSCwh39932 : N9300 fails to establish OSPF adjacency in non-vpc vlan with orphan
port connected L3 device

Affected Assets (2)

Bug Severity
Sevs

Description:
Symptom:

0SPF stuck in exstart state.

Conditions:

VPC Orphan port connected L3 device establishing OSPF adjacency in non-vpc vlan carried on
L2 trunk between vpc peers.

Workaround:

N/A

Further Problem Description:

s NT%#DVYITBRE, RONBZECNTOFHAE I —FHREXT,

- SummaryZ& 7' : Bug Severity, Description, # & TFApproverway D ¥#liN R "E hE

EE



Software Images Image Distribution Server Advisories Insights

Security Advisories Priority bugs are determined by matching the product Id and SW versio

Priority Bugs
Priority Bugs 73 Total
Filters
Bug ID Severity Summary
Severity ~ CSowh39932 N N9300 fails to establish OSPF adjacency in
CSCwd31302 2 bIAM. Vulnerabilities in rpm 4.14.2 CVE-2(
CSCWI3066 3 0oc: Update N9K SFlow documentation fc
CSCwid0943 3 }32 route is not getting installed in the RIB.
CSCWi52972 2 i\ﬂulhcast traffic forwarding issues for randc
CSCwi15483 3 Interface UP without cable, only QSFP intel
P ) Nexus 9504 unable to upgrade correctly fr
CSCwi26553 6 Web Ul on 17.9.4 performance/response ig
CSCWh99413 4 Console Logging for some XPATH isco-10¢
CSCwiz3471 2 E;zalualion of all for HTTP/2 Rapid Reset At

'TRBEXTREE,

"THBERZVIREE, 37  BER, DUTLES, EFILE. VIRNIITN—
IP7RLA, O O-FIDBE, EZZ

Sev 6
CSCwh39932 : N9300 fails to establish OSPF adjacency in non-vpc vlan with orphan
port connected L3 device

View Priority Bugs

Summary Affected Assets (2)

Below is the list of assets known to be affected by this security advisory. Expand to view the details

2 Total Assets All Search
Asset Name Serial Number Model Name Version Role IP Address  Controller ID
CNXS-N93360YC-2 N9K-C93360YC-FX2  10.2(5)  border NDFC-151
CNXS-N93360YC-1 IN9K-C93360YC-FX2  10.2(5)  border NDFC-151

1 Items per page 10

~w

~3az,
(TRAEMEDOH DI NTHOEEDFMZRT

LET, CORT TR, EEODAXRBEAXCREERITTERT

Software Images Image Distribution Server Advisories Insights

Security Advisories %) Priority bugs are determined by matching the product Id and SW versio

Sev 6
CSCwh39932 : N9300 fails to establish OSPF adjacency in non-vpc vlan with orphan
port connected L3 device

Priority Bugs
Priority Bugs 73 Total View Priority Bugs
Filters ’ s S
Bug ID Severity Summary Summary Affected Assets (2)
Severity A ..
CSCwh39832 6 N9300 fails to establish OSPF adjacency in  gelow is the list of assets known to be affected by this security advisory. Expand to view the details.
@A GIAM: Vuinerabilies in rpm 4.14.2 GVE-2(
- : ilities i . -
CSCwd31302 2 . 2 Total Assets Al Search
. DOC: Update N9K SFlow documentation fc
CSCwia3066 3 i Asset Name Serial Number  Model Name Version Role  IP Address Controller ID
N 132 route is not getting installed in the RIB
CSCwid0943 3 . geting CNXS-N93360YC-2 NO9K-C93360YC-FX2 10.2(5) border NDFC-151
. Multicast traffic forwarding issues for randc
CSCwi52972 2 . ot CNXS-N93360YC-1 NOK-C93360YC-FX2  10.2(5)  border NDFC-151
Clear Al CSCwi15483 3 Interface UP without cable, only QSFP inter ; tems perpage 10 <
4 I ly i
CSOwWiZa447 2 Nexus 9504 unable to upgrade correctly fro
CSCwi26553 6 Web Ul on 17.9.4 performance/response i¢
- isco-10¢
Csowneoara o Console Logging for some XPATH isco-10¢
CSowi23471 5 Evaluation of all for HTTP/2 Rapid Reset At
—_ Sy —_—
=
BEEOSVWNTORTR
—_ " , — ~ " . _—
BEOEWNTORRIVY  AXONTRREY —ILICBELET
BEEOSWNITORRI>U - 7 - o
Assets Y Filters A
Core
Campus W Ansible W ANSIBLE-156
Data Center H NSO W NSO-183
Se
SD-WAN
Total Domain Controller Type Controller
Al v arch
Name ControllerType Ip Address Location Managed By Product Description Product Family Software Type Software Version Action
ASRIK-12 NSO NSO-183 ASRIK 10S-XR 76.2
ASRIK-13 NSO NSO-183 ASR9K-13 ASRIK 10S-XR 7.6.2
ASRIK-154 NSO NSO-183 ASRIK 10S-XR 7.6.2
ASRIK-155 NSO NSO-183 ASRIK 10S-XR 7.7.2
asr9k-154 NSO NSO-183 ASRIK 10S-XR 7.6.2 :



TEY MNZR=D¥ TR, YR IXNTOTEYNOUARNERRTEEXRT, 7Y FEER
I2E, NRLCTEY PLRILOBHBARRENETT, COBRICE. 7 R/NAHUELEOXD
220RTICHEENLETEYNY TR I I T OMBHEOHFMAEELET,

N |
Campus B Ansi
Qata Center NSO State th Groug
ecurity I I
3D-WAN unlocked cxlab
fotal Domain Controller Type NSO 162
atform Device-Type
cli
Core
Name ControllerType Ip Address Location Managed By

T RINA 1) EEOX

Advisories 2 7'\Z &, Security Advisories & Priority Bugs®2 2 DU 7 2T FHWET, ChosnA
TOFEMICOVTR., UTorI>a > THALET,

tXIUTA T RNAT

JAa : |
Cl9k-CP-T2 fra-lab.net
-~ s
il - "__ - il BDEONTT DI {7 ovsst el O TWYB DRSO CODNTOR 1| o 00 2 Doy ol
o 3-Mdos -3 1535 by mcpre natzor sradled
1 BT

BRUEEEOEFIVT AT RNAFY

Security AdvisoriesH 727 T, 1—HRFBRL L EEICHEEZEZXZ2IXNTOEFIVFATR

NAFVERRTERT, EF21VT AT RNABFURDIICE, 7 RNAHU, K&,

BREHB., BREN—232HFEENET,

Assets

All:CI9k-CP-T2.Fra-Lab.Net x Clear All

Name ControllerType  Location  Ip Address Produict Description

CI9-CP-T2.fra-lab.net DNAC

Cisco 10S Software [Cupertino],

CVE.

CI9k-CP-T2.fra-lab.net

IP Address:

Product Description: Cisco 10S Software [Cupertino], Catalyst L3 Switch Software (CAT9K_IOSXE), Version 17.9.2,
RELEASE SOFTWARE (fc2) Technical Support: http://www.cisco.comjtechsupport Copyright (c) 1986-2022 by Cisco
Systems, Inc. Compiled Wed 02-Nov-22 15:25 by mcpre netconf enabled

Al v ASR X
Advisory

Impact CVE Last Updated  Version

Cisco 108 Softw SR 1000 S
Cisco 10S XE Software for ASR 1000 Series Aggrega High CVE-2023.20187 8monthsago 1.0

1 ltems perpage 10



EFIVFTATRNAFUDOKRE

Assets

CI9k-CP-T2.fra-lab.net

Data Center
IP Address:
1 Core R g Product Description: Cisco I0S Software [Cupertino], Catalyst L3 Switch Software (CAT9K_IOSXE), Version 17.9.2,
SD-WAN NSO
Security
Campus

M Direct-To-
Tota

RELEASE SOFTWARE (fc2) Technical Support: http://www.cisco.com/techsupport Copyright (c) 1986-2022 by Cisco
Systems, Inc. Compiled Wed 02-Nov-22 15:25 by mcpre netconf enabled

Domain

Controlier Type

All:CIOk-CP-T2.Fra-Lab.Net x | Clear All

Name ControllerType Location  Ip Address Product Description

Cisco 10S Software [Cupertino],

Cl9k-CP-T2.fra-lab.net DNAC

v Critical X
Last
Advisory Impact | CVE Updated Version
Multiple Vuinerabiliies in Gisco 108 XE
L Vinerabifies in bisco CVE-202320198CVE2023. 6 months
Software Critical ” 26
20273 ago

lems per page 10

tFIVFATRNAYURE -KEAT> 3

J—#&, Advisories, Impact, CVE, Last Updated, & & U'VersionFIDEICETVTT R/NA
H)ZERETEEFT, R—TDX—2IVZEFEATRIE, R—DBHEBHTEET,

BENT

Assets

S — CI9k-CP-T2.fra-lab.net o

B DNAG
Ansibie
NSO

IP Address:

Product Description: Cisco 10S Software [Cupertino], Catalyst L3 Switch Software (CAT9K_IOSXE), Version 17.9.2,
Manage

RELEASE SOFTWARE (fc2) Technical Support: http://www.cisco.com/techsupport Copyright (c) 1986-2022 by Cisco
W Direct-To

Systems, Inc. Compiled Wed 02-Nov-22 15:25 by mepre netconf enabled
Total

Domain

All:CI9k-CP-T2.Fra-Lab.Net x | Clear All

Summa Backups Adwvisorie EOX
Name ControllerType Location Ip Address Product Description
Security Advisories
i I ware ine
CISK-CP-T2fra-lab.net  DNAC Cisco0S Software [Cupertino],

| Bug ID Severity Summary I

CSOWIB0TS3 4 O flow does not support forward siash in the pa

BRUECBECRKEIDIBEEOSVNYT

Priority BugsH 727 T, 1—H B ENEEICHEEEZAZBEEOIXNTONTIZTIER
TEET, CORTDATALICIE, Bug D, Severity, Summaryh'&H V) £7,

Assets

I X
ClI9k-CP-T2.fra-lab.net
IP Address:
1 f;”u N Product Description: Cisco I0S Software [Cupertino], Catalyst L3 Switch Software (CAT9K_IOSXE), Version 17.9.2,
Security VManage

RELEASE SOFTWARE (fc2) Technical Support: http://www.cisco.com/techsupport Copyright (c) 1986-2022 by Cisco
M oorect-To-  Systems, Inc. Compiled Wed 02-Nov-22 15:25 by mcpre netconf enabled

Total Domain

Controller Type

All:.CI9k-CP-T2.Fra-Lak.Net X  Clear All

Sum Vi
Name ControllerType  Location  Ip Address Product Description
Securty Advsores
C19k-CP-T2.fra-lab.net DNAC Cisco I0S Software [Cupertino],
. Al v|| 9800 X
Bug ID Severity Summary
CSCwe10941 6

9800 add SNMP OIDs

0. S Vi
CSCwe10951 6 9800: align certain 10S-XHIODs with the same OID

items perpage 10
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CISk-CP-T2 fra-lab. et

i
N P Ariireas
A P i e | pa s
Fr— ROLEASE SCETYRAL (122 Tecncdl Susporl: Hip
» . ST, I, Cormied Wil 51-Her T

 (OF

ERELIPEEENSVNIT KRR

J—4&k. BugID. Severity, &&XTFSummary3IOEICETVTEBEENOTGVNT ZRETESE
T R=TX—2aVaFERATDIE, R—DPHEZEHEICBHTEET,

EOX
3 X
Cl9k-CP-T1.fra-lab.net
IP Address:
Product Description: Cisco I0S Software [Cupertino], Catalyst L3 Switch Software (CAT9K_IOSXE), Version 17.9.2,
RELEASE SOFTWARE (fc2) Technical Support: http://www.cisco.com/techsupport Copyright (c) 1986-2022 by Cisco
Systems, Inc. Compiled Wed 02-Nov-22 15:25 by mcpre netconf enabled
Summary Backups Advisories EOX

End of SW Maintenance End of Security Support

Mar 30,2025 Sep 30,2026

Last Date of Support

Mar 31,2027

EOX&Z 7

EOXZ Tk, XD3DNEELHBNZEL. BEICEEOY I RNIITHR—INETTF—2H
RRETNIhET,

c VIRNIDITXRUTFTADKRT
e EFXFIVTFTAHR—-—PNDOKRT
« [H7R—KN# 7T B ( Last Date of Support ) ]

V7RIDITAH A NORTR



Software Insightsld. Cisco Catalyst Center& KR'NDFCO > RO—FIC K2 TEEE D F/NA
AEFLOYVIRNIDITHEHBERHELE T, EBEEFEI Y. BREIrAATESEEIC. TNA
AEFINOERR) S —ZEKTEET,

Software InsightsiIC 7 VAT 3 I -

1. Insights \DEB T UV AEZHF >IVLF v I)L2EALTBPAICOJ A LET,

0-C
1-F
1-0

Policy Status

o=} Assets

¥y Service Catalog [

e ' s, Software Conformance
", : " y ]
Lgg Configuration Templates® [ ‘¢, Upgrade Jobs
¢
@ Ansible Templates [] -

-+ Software Image Management

12 i 7
®¢ Service Center [ ‘e Upgrade Policy

8. Service Topology [ ‘S, Settings

Config Validator [
Backup & Restore
V7RIDIT AX—DER

2. BIE/NZX LA S 0S Upgrade > Software Image Management® JIEIZ&IRL £9,



Software Images mage Distribution Server Advisories Insights

Filters 24 Total Device Models Al v | Search O
Suggestions “ ' Device Model Product Family Software Type  Curent Releases Selected Release Assets  Suggestions  Action
5:! - 3850-48P - ?i:.cu Catalyst 3850 Series Ethemet Stackable Swi oSXE 6126 . Vs
Oves NIK-CI300v Data Center Switches NX-0S 9.3(9) 7 No
WS-C2960S-48FPD-L Cisco Catalyst 2960-X/XR Series Switches 108 15.0(2)SE 1 Yes
WS-C3750%-48PF-S Cisco Catalyst 3750 Series Switches 108 15.2(4)E1 1 Yes
©9300-24T Cisco Catalyst 3300 Series Switches 10S-XE 17.9.2 1 Yes
©9800-CL-K9 Cisco Catalyst 3800 Wireless Controllers for Cloud 10S-XE 17.9.2 1 Ves
©9300-24UX Cisco Catalyst 9300 Series Switches 10S-XE 17.9.2 1 Yes
N9K-CI364C-GX Data Center Switches NX-0S 9.3(10) 1 Ves
€9500-24Y4C Cisco Catalyst 9500 Series Switches 10S-XE 17.9.2 1 Yes
€9500-48Y4C Cisco Catalyst 9500 Series Switches 10S-XE 17.5.1 1 Ves
1 Next ltems per page 10

T4, 27

3. Insights R 7 %# V1) Yy O LET,

Insights R 7 IC IR DIEBNEENE T,

s A—HYHARRICEITVTTF—RETANRIVITERZ T 1I)LZ, AIFTT7 2 )L N TER
ThTVEXRT,

- YesZlEETRE, REEZBUCTNARETFINOTF—EN TNV TEhET
Nokk, BERDBVWTFNAAREFINDOT—RETAIINEIVTLET

Software Images Image Distribution Server Advisories Insights
Filters 29 Total Device Models Al v O
Suggestions X i (
Device Model Product Family Software Type  Current Releases Selected Release Assets  Sugget Export to CSV
OAIl Ci Catalyst 3850 Series Eth t Stackable Swi
o WS-C3850-48P-E 1560 batalyst 3550 Series Ehemet stackable Swl 10S-XE 16.126 1 No
Yes
C9500-48Y4C Cisco Catalyst 9500 Series Switches 10S-XE 17.51 1 No
Clear Al N9K-C93180YC-EX Data Center Switches NX-0S 10.2(2) 2 No
N9K-C9500v N9K NX-0S 9.3(5) 1 No
WS-C4500X-32 Cisco Catalyst 4500-X Series Switches 10S-XE 03.11.02.E 1 No

CSVIZCI UV AR—h

« More Options7 4 AV IClE. R—DICKRTRENTVBRTF—RZTIVAR—KTBEHD
Exportto CSVA > a> A&V &9

Refresh 74 1> &2 0 v 03d &, R=IUNEFHEh, BRLETAIILENFOUTE
nEd
- BRRBTAINZET—RORRICEAET N, ROMHNBERET IIILENFEENET,
c Al : IRXTOHIEREBELET(TFNARETFTIN, BRT77I), YVIRNIITRATIRE),
s FNARAEFIN . BEODFNAAREFILBODTF—RZRELET,
c BRI BEORRBITFIVETTF—RERELET,
c VIRNIIT BAT BEDOVTIRNIIT ZBATEOT—RZBRELET,

- BEOTFNAAETILE., ROFTRRENET,



- FNAAETFTIL  FNAREFTILOER
HET773) . FNARAETINEIZDERET7IVOAEF

- Software Type : F/NA RAEFIABIBDVIRNIITRATDOEHR

- Current Releases : /N1 AEFILOA R NIICREFETSD—ENVY I RNDI
TN—23a2>o AN

- Selected Release : Y AN BB IBRERROFASHTa>oN—23 2 & L THER
ENEHERBY)—-AN—-—23a >

- BE TN AETFILOEEIXZ—DYILEETHIEEOH

- Suggestions : /N1 AEFIIN THEATREBBRMBICOWVWT, YesTFFENoZRRLET

Software Images mage Distribution Server Advisories Insights
Filters 24 Total Device Models Al v | Search @)
Suggestions | Device Model Product Family Software Type  CumentReleases  Selected Release  Assets  Suggestions  Action
@Al
,_: ASR1001-X Cisco ASR 1000 Series Aggregation Services Routers 108-XE 17.9.2a,17.6.5 2 Yes
ONo
Y3 €9300-48U Cisco Catalyst 9300 Series Switches 10S-XE 17.9.2,17.6.4 4 Yes
N9K-C93600CD-GX Data Center Switches NX-0S 10.2(8) 1 Yes
Clear All
C9500-40X Cisco Catalyst 9500 Series Switches 10S-XE 17.9.2 2 Yes o
View Suggestion
WS-C4500X-32 Cisco Catalyst 4500-X Series Switches 10S-XE 03.11.02.E 1 No
View Assets
C9300-48P Cisco Catalyst 9300 Series Switches 10S-XE 17.9.2,17.5.1 3 Yes
N9K-C93180YC-EX Data Center Switches NX-0S 9.3(10),10.2(2) 10.2(6) 4 Yes
N9K-C93180YC-FX Da NX-0S 9.3(10),9.3(7) 2 Yes
WS-G3750X-48PF-L Cisco Catalyst 3750 Series Switches 10S 15.2(4)E10 1 Yes
ASR1002-X Cisco ASR 1000 Series Aggregation Services Routers 10S-XE 17.6.5,17.9.3a 2 Yes
Pev. 1 2 3 Next ltems per page 10

REFES—>3a>0ERR

« Action: More Options 74 A ZFEAL T, TAEOFT V>3 Z2BELET (B : View
Suggestions, View Assets),

o FINARAETIICEREN B VEHES. MView Suggestions IEEXICKY) ET,

RUE—HFHERTDITRNITITN-23 2V ORREER



Device Model : N9K-C93600CD-GX
Product Family : Data Center Switches

Filters

& ERE#| 2T

Action%l TMore Options7 4 12> View SuggestionsZiBIR T2 &, B4 RNIIAEVTEED
HMENITNTRRENET, SuggestionsZ 7, BIRULEFNARAETFTILORED ) —R1IF
MEHR) ) —ABBAIRRENET, 1DO0FNAAEFILICEROER) ) —ANHDHEE
HV)ET. ROT—RZHEATEXY,

e V)=2ZAN=232 R AV TV RTHAAREBRESRTHER)U—AD) 1) —
AN=232, B, BROXEOFHANIRTENETT, A OXVNJUOT Y NFEHO
N=23VICET5E, BRAWUELEINTON=23 N AIRYYEE L TREDS
ICRRENET

« Create Conformance Policy : &k, F/N1 AO—)LZAnye LTEIHEO/N—23 >
DERR) S —ZERTEXT,

N EWRUS—0EREE. NDFCOY RO—S5FNA ZAEFLTOXYA— REhTUOE
"



Device Model : N9K-C93180YC-EX £31 X

Product Family : Data Center Switches

Suggestions Affected Assets (4)

Select one of the Cisco suggested software releases as the Last Suggestion Date :Dec 20, 2023
standard or policy while taking into consideration known
issues and any workaround

Release Version & Date CURRENT OpTlMAL - 1
9.3(10),10.2(2) 10.2(6)
Dec 16, 2021 Sep 1, 2023
Release Notes Release Notes
Conformance Policy

Insights-policy-for-N9K-C93180YC-EX |

Created On : Dec 20, 2023

RS —OHIBRAT> 3>

ETFNARETINICRID NI TICFEETHIEE. T7—HFRRENET, RUZ—H
ﬁﬁbkv%é\ﬁUD—@Emmw%%TWﬁéhiﬂyHWWB#S%U&—E#&L
EBmEe. 19 —RBRV—ZHIRTZD AT IV EZBIRTEXRT,

Bugs : & U—ADHKENT Bz RR

TXFIVFATRNAF) BV I)—AOHEET RNA YU EBERRLET

EoX: BVV—ADVYTRIDIFTAVTFARTH, EF¥F1VFT4HR—METH, ¥R
—RMETHNFRREIET,

Device Model : N9K-C93360YC-FX2 £3 X

Product Family : Data Center Switches

Suggestions Affected Assets (2)

2 Total Assets Al ~ Search
Asset Name Serial Number Model Name Version Role IP Address Controller ID
CNXS-N93360YC-2 N9K-C93360YC-FX2 10.2(5) border NDFC-151
CNXS-N93360YC-1 N9K-C93360YC-FX2 10.2(5) border NDFC-151

1 Items per page 10

THBEZTREE, 87



More Options7 4 12> View AssetsZActionF| A SEIRT B &, U4 RNIRILABEVNT, 7%
JL N TAffected Assets R /N RRENET, "HEEZ(IDEE, FT TR, BER. VU7
ES, EFILE. VI7hDIT7N=23>, IPPRLA, O MO-JIDBEDT|IC, FEEF
FRAREMENHZIEEOFANS RTRENET, COXT TR, 7Y NOAEXREZ EREEET
T&EEY,

VIRDITTYTITL—RABERZRTNAADEE

Ak, TYTZROTTEP, 2SRLTILEETL,

V7RJIT70OHEEM

V7RI T7AVT7#—XR VAR, MRV T RNIDITFN=23 2 CERLTVEVRY ND—7D
RNOT7EY NEBEIZDICRIEERT, Rillk, V7RI ITFIATA#—IVADA T K
ZEERIDRI—EIL—NLNCEITVTITDIET, chsORIUZ—GF, ATTZ1—-)LICED
WT, RERBAVFIVRTRITTERT, BEUHRVI—HAERICRITEND L, BEERY
WEEh, REITDEEOAT—RAN REhET, BREFHERF. 7N A0KE, I>~O—
TAVAZV ADEBBREDETTEBEECKTFLET,

HI R SR

« Cisco Catalyst Center, vManage, NDFC, FMCHZEND I ROA—S DY T RIJIT A X—
DREHUTVRRENHYET, FHICODVTE, TYTRIVITFAX—IDODXRTF—2Z
NDEH ZZRLTLEZ L,

« NSO, CNC, Direct-to-Device, ANSIBLEZEND I ROA—FJICHEBY T RIIT A X—
DXBRTF—BZEBMTBIUENHVET, FHllE., TYIRIVITAX—IXEZTF—RDE
My Z22RBLTLEEL,

« EPLDEY 1)l F—RZBEBIBICE. ReDTF7UT—23UANOTFT VL AENF BET
EP
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ASRIK
Total Assets : 13 Conformant Assets : 4 Non-Conformant Assets : 9 Unknown Assets : 0
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« Conformant : T4 AN ERZHADR) > —ICEHLTVWDBEEZRLET,
« Non-Conformant : XDEZHFIC—HTRHBEIC. TNA AN BELTVWEVZEZRLET

o

K=Y NN—=23> SMU AT SATUVAFIVI AT—3A

BHEL &L BEAA HEAA BELELV
BHE FERAT XML A HELEV
HE Available KB U 7= Al HELEV
BE FEATE L—IL ORI BEL&L

« Unknown : FNA RAICBREDOY I RNDITN=2a3a BB BVESD, FNAMAADY T K
DITEEMTFIVIORETTER,>ECEZEZRLET,

Unknown AT —Z2 ANEEFRXODEB V) TT,

2—7v R NN—213 AT ZAT AT

>, SMU EPLD Ty AT—3A
BHBEL &L EAS EAA T2 AN BEL&L
BHE FEATT BEL&EL KU A BHEL&L
BE FEATH BE KL 8l BHEL&L
HE Available BHE KEL =5 A HELEW
BE Available BEL&L KL EREA BHE L&
BEE FEATH HE IL—IL DK Th BEL&L
BHE FEATT BE IL—=IL DK Ih BHEL&L

AREASMURT—R X :

« Available:SMUN"F/NNA RICHY), FOTATRETHZ % RLET
« Unavailable:SMUAZELBZVAEEN H DD, TEEEETDICEM P DSTIIETIT 1
TRETHDCEBERLET

EZZASNBEPLDED 1—)ILAT—XRA



« Conformant:EPLDEZ 21—/, FHEIhDX—9'Y NKNN—2 3 TFNAARICEETD
CEZERLET,

« Non-Conformant : FichfzN—>2 3> e—HULBEVWER—TY NKN—2 32 TEPLDED 21
— U FNAALLFETDEZRLET,

« Missing Module : /N1 ATEPLDED 1 —)LAREE N TVEWA, YT RAISA4T&n
TWB\WZEeERLET,

ZEASNBDAVTZATVAFIVITOTL—NORE

« K FNA AN BWEIAN Y REL—LZFEALTTOELAT7L—MZEEICETL
' RULET

e Failed : NA AN 7OCAT 7T L—RERTTEBD) 2 LECEZRLET (AN RY
ELLBEVWGEREE ),

« NA: FNA AN 7ACAT VT L—RNERTITIERNIBVCEZRLET (FNLAD
ERFLADRX—TY NKNN=2aVICBALTVWEVWEEARE ),

N ROURNIEELTLEEL,

c VIRNDJITHEEUTFIVIR, F7AILRNTFURNIBIBDTNAATOHMELET

s V7RKNJITHEMHFIVIR. FNAAOREOY I RNIITFN=232OELVWY—RA
ELT, BEAURYNIECKFELE T, BEA AR N)F—R2FH<BDE, VTR
ITHEHEMTFIVIDORREHA<BYET, sVTF—FOBEZE#ETHICEF. ERRDD
—DRTERBRIDEZILTATAURINIFIY VMEERFERALET

s F7A)KNATT 21—)LIE. OS Upgrade > Settings > Software Conformance TEE TE &
-

*« BPASANDT Y7 JL—RE, BFEORV—RFINTEDISREIBITLET, 21—
FERVD—Z{FEL., BUSEZERLTEMCIL, SEOFEACHEATEEZRIFTS
BENFBHYNET

TYTITL—RAKR)S—
Ty 7TIL—RRUS—OAVR—ZF2 RNTlR., RO2BEEORY S —HFHR—REhTVET,

s SVINATYTRID—
- Any-Any (£E)
C<BEOY—AN=23(T1710)>-<BEORX—TY NN—232(7.7.2)>
s RLFARFYTRIS—
S V77 ~ 772
- V7.7.2-778
s NWFARATYTTYTIL—RTR., ROBUIZRTKSIZ, TUYISMUZEDHD &N
TE&ZET,
- V7.7.1 ~Vv7.71[7 ) v T SMU]



- V7.74[7 V) v 2SMU]-7.7.8

TYv7JL—RRIUS—=OAVR—FVNTR. ROTZYRNTA—LBEBEOT—T1 77U %E
ERICERTDRHAMSREH—ENET,

s TY7TIL—RKRNA

- BRRISRVCEERIAT VL —MELERED—2 70—

- BAD—0 70—

s PUOTAR—32I)—070—

s NVOTYTO—0 70—

s BALTINE

s A—INYOD—0 70—

- BB HEESDEIE

s RS T4V VEED—OV7O0—FERENZ 74V IORED—V 70—

EIE=es

« REZBARIABIOCERRIATOEAT 7 L—NELEERD—2 70—
« BEBNYOTYT, BfA. TOT1474. LO-INYIOD—0 70—
c BEBAX=IAXZT—Z

TYTIL—R: RUS—ORREEE

Upgrade PolicyR—Z IZT7 VAT B I :

1. 7Y TTL—RRUS =L+ BB T I EAEEFE >IL T v )L ZEAL TBPAICOT A
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?& Compliance & Remediation
&y Service Catalog NG

Lo ¥y Service Catalog [}

s, OS Upgrade

[# Configuration Templates* [
) Ansible Templates [
“£ Service Center [

_J_f Service Topology [F

Config Validator [

Core

Campus
Security

©

SD-WAN
Data Center

Software Conformance

ﬁ Upgrade Jobs
d
_/‘I’i Software Image Management /
\
ﬁ Upgrade Policy |
A
) 7
a Settings \
-t
AN

Ty 7IL—REYS—FEF—TaY

2. OS Upgrade > Upgrade Policy® JE(Zi#IR L F 9. Upgrade PolicyR—Z HFRRENET,

Y Filters -~
M 1-cNC
Y , \ M 1 - DNAC
{ \‘\ 1 - Direct-To-Device
[ | 1-FMC
1 - NDFC
M 1 - yManage
M 1 - Ansible
1-NSO
Policies Controller Types
Al - Search 0
Device Model Controller Type Name Created By Last Modified On Action
ASR-9901 Direct-To-Device D2D-ASR-9901-Default System Mar 22,2024, 11:14 AM

TYv7TIL—RRUZ—

Upgrade PolicyR—ZJ ICIFRDEEAEENTVET,

« EBICRTENDGHEIZ VIR, ROBBRIEENET,



C VATLARAOT Y TITL—RARV—DOEFH
- A MA-FRA4T7TOEE T AINE, A NA—FDRATTTAINRI T TEFE
ED
« More Options7 4 1> <D F 4 Q/IZI&, Create PolicyX*, Delete All’z & D —FEMIET
D23AVEERTBIEHOFTIaUNBYIET,
« Search7 A L& : RV —ZRELET, ROKSICTAINERIVITTEET,

Al IRXRTOT71—)LREBRELET,
s FNARETFI  BELEEFILORIS —ZRELET,
- BE BELERVS—ZE2E ORIV —ZRELET
- HERE BELEI—Y—0ORI—ZRERELET
« TRENDIRBEERFET—TINT74—=ILREVUYOLT, RUS—2EREXET

alraly Business Process Automation

cisc ‘Cisco Intarmal - BPA Davelopar Subscrigtian - Not for Customer Usa
— [ Ansible_TR_TD_workflow_check
o 6 ’] Description: Cisco
e s Max Batch Count: 5 Default Policy: No
<l olicies
Policies Controller Types & Ansible = ASRSK
1 osupgradeadmin @ Aug 6,2024, 2:34 PM
Planning Distribution Activation
Device Model Controller Type Name
ASR-9901 Direct-To-Device D2d_any_without_TD Backup Details ~
Workflow: I0SXR_Ansible_Device_SW_Backup (Version : Latest)
ASR-9901 Direct-To-Device D20-ASR-9901-Default
ASRIK Ansible Ansible_multi_step_123
Traffic Diversien ~
ASRIK Ansible Ansible_TR_TD_workflow_check Traffic Diversion Workflow: OS_Upgrade_Device_SW_TraficDiversion (Version® Latest)
Traffic Reversal Workflow: OS_Upgrade_Device_SW_TrafficReversal (Version: Latest)
ASRIK Ansible Ansible_multi_with_TD
ASRSK Ansible Ansible_TD_Rllback_remove
ASRIK Ansible Ansible_7.8.2_to_7.7.2_policy
ASRIK Ansible Ansible_activation_pelicy
ASRIK Ansible Ansible_roll_back_Multi_step_for_asr
SROK Ansibl Ansible multi without TD

RIS —OFMEE1—
s BEORUD—FLBGRV—OFHELI—DTEZIIY TS

N RSB —BOBE. AUFNARAEFABLEIY NO—S5 84 T ICEBEOKD
RS —ERETEET.

Ty 7 IL—RRUS—DER

1. TYTIL—RRV—OEBT VL AEZFE DL T v I)L2EALTBPAICAT 1>
LET,
2. OS Upgrade > Upgrade Policy® JE(Zi#IR L £ 9. Upgrade PolicyR—I HFRRENET,



- CMG

- DMAC
Direct-Ta-Device

- FMC

- NDFC

- wManage
Anslile

- WSO

Palicies Controller Types

Al - Search O :
Device Model Controller Type MName Created By Last Modified On

ASR-9901 Direct-To-Device D20-ASR-9901 -Default System Mar 27,2024, 1114 AM Delete All

SO Doy P [V N-F R

RIS — DK

3. More Options > Create Policy® JEIZi#IRL £9, Create Upgrade PolicyR—T A" RRE 1
9.

aliili Business Process Automation

CISCO  Ciocoinernsi - B9 Deveioser Susseriction - Mot far Customer Use

All > Create Upgrade Policy

P
I\
Planning Distriby Activation
Policy Name* Description
Enter nama here Enmer description here
Controller Type * Device Model*
Distribution Timeout (minutes)* Upgrade Timeout (minutes) * Max. number of batches in a job *
60 60 5
Config Backup Traffc Diversion
Upgrade Paths:
Source Version* Target Version
Select option Select option ()]

No Record Found

Ty 7IL—RRUS—DER

1. 2N BRIS—ICHETRI/NTX—RZRELERT. RORIC, &7 1 —)L ROBEZH
BHZERLET,

714—=)LR
RIS —% RIZ—2&
S RS —OEE ISR
OS7Yy 7Y L—ROEFTICERAEADEYN A MO
—
TINA RAETI OST7Y7YUL—ROERFTICEAETNDFNAAEFI
BEXALTIN (D) AAX=DBBTITAET A ORKRSEER (2)
TYTIL=—ROBALTIN(D) AA=SOFTITATUTITAET 1 OBRREGHEE

SHI:I

B

aA>sO-Z0%247



74— R

TaTJHONY FOERKREK

BENY OTYTOH)ER

Traffic Diversiontl V) & %

. BA
B (7)
TaJICEBMTERNY FOH, FAEchdHERK/NY
F#HIE20TT
NYOTYTHFBBEZEICCOTYEZZBEMICL
. VManage® & U'Direct-to-Device 1> NO—ZF D™ 1
VRIOTRODTA—=I)LRICAHALET,

- Workflow Name : BRAABERNY OF VS O—07
D_

A D—070-KFBEO2hS5KBVEEE. D—o70
—I(Z0S Upgrade NextGenZ I N ELLK 2T e h
TVWBEezBRELTLEEY

-0V —V 70— %2FER  BRIBE, BRULED
—070—0O&HN-2aVHERAEHET

-D—=070-N=>32:  HARLD—0270—-NN—
>arv, BRTEZOR., [BRFODV—V 70— %2EA
INBRENATOVBEWVEEDHTT,

NDFC, NSO, CNC, & & U'Cisco Catalyst Center]
>hO—Z0BE, NVITYTRENYITYTEX
CERY—EABBETITODhET, LENF 2T, [NV
DT Y TOFMOA 2 RITNYITYTEETDOR
) —%BIRTDIUBENHYET,

o 1-YREIANO—FR2AFICBLERDD—%
BRTDIVLENHYVET, NVITYTEETDRY
S—OFMICOVWTR, "Ny IOTFTvTEET, D
2avaESRLTLSEEY,

NexusT/N1 ADNNY OTFT v T2 BMICTBICIE. scp-
serverBBENREN Z—T Y R TFNA ALICFEL T
WBRENFHYET,

NST7 4 OEENBERFEICZOEY) B ZER
(C L. Traffic DiversionJ 1 > ROTXD7 14 —)L RIC
ABLET,

- Traffic Diversion Workflow : & FA 7] 8& %% Traffic
Diversion7—%2 70—,


https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa222603-bpa-user-guide-backup-and-restore-v4-1-2.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa222603-bpa-user-guide-backup-and-restore-v4-1-2.html
https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa222603-bpa-user-guide-backup-and-restore-v4-1-2.html
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Ty 7IL—RNA

S

A D—070-KFBEO2h5KBVEEE. 7—o70
—I(Z0S Upgrade NextGenZ I N ELLK RIS IHEh
TVWBEezBRLTLEEY

-7 4V ORED—O70—  BRAARERNT T 4
YIOREI—7 70—,

A D=0 70-NFRO2A5KBVERE. 7—o70
—|(Z0S Upgrade NextGenZ I N IELL X T FIHEh
TWHeZzRmRALTSEZY

-BHOD—U 70— %ER  EROEBERLED—D 7
AO—oO&H/N—>3>

-D—o70-NN—>3> : AAZRLD—270—/N\—
ar, BRTZEZ DR, [RFOD—OV70—%EH
IPMBIRENTVEWVWEENODATT

TY7IL—RNAG, BRAAEBEATYTTY T
L—RNAZEZLET, cETELBFEICHRDTS
O, ROT1—=I)LRICEHDOY—A/N—23 R
—2Y NN—D 3V EBMTEET

- Source Version : 7Y 7 L—RNAOREK/IN—> 3

~

S

- Target Version : 7Y 7 L—RNADKRTN—2 3

S

- Source Version (Any) to Target Version (Any) : 1l
IRTOFNARETFILOTFT7AILNMETH D
Source Version”7 1 — )L R &Target Version7 41 —JL R
OEAICANYZBIRT D ETHEATREICEYET,
D> F 1) AT, Distribution’R—= & ActivationR—=
TTPY7IL—ROBKL—TOLRAEZRITLET

- Source Version (Specific Version) to Target Version
(Specific Version) : 7*/N4 AETI)L THERAAELZIEE
DAAX—DN—=23V2BRIDETHEATREICE
WET, BBOY—AN—2322—T7TY NN—2
IVZEEMNMTEERT. BABRETITAR—=>3Y
FYv7JL—R7OCAOALHEE. EMEhizY—
AN=2arerz—7y  NN—=2320e—HL,

ThENCHRTRY—AN—232E8—TY RN
—2I32OIRIVFFVERY EdtEY 3 EL
TRRENET, PYTIL—RNATR., BED



74=IR At EA

SMUZY —AN—23VICEBALTAS. ThEAD
TY7TIL—RNAICTIYSSMUEL TEMLTAR
— Y NN=23AVICTYTIL—RIBDBEN DY)
£9, 7UYISMUDFEMIZOVTIK, RNDEESR
LTLEEL,

71y <SMU

TUYISMU (RETYTIL—RELEZIIVITL—RSMUEEREND ) FRIRZHETHY)
CEUTZYRT7A—LFRERETFLOBOY T RNIITII—RIITYTIL—RELEGED
VIOL—RIBEICAVARN—ILTIHBENHYET,

TY7TIL—RNATOT )Y SMUDIEBDD

Source Version Bridge SMU(S) Target Versi

TYTIL—RNAODFATZ 3>

1.7V 7IL—RNAZEBIMU %, More Options7 A4 > %2R L £9, Delete Pathds &
U*Add Bridge SMUsZA 7> a A RRENE T,



Planning Distribution Activation
Policy Name* Description
Controller Type * Device Model*
NSO ASRIK
Distribution Timeout (minutes) * Upgrade Timeout (minutes) * Max. number of batches in a job*
60 3 60
Config Backup Traffic Diversion
Upgrade Paths:
Source Version Target Version
Source Version Bridge SMU(S) Target Version Action
7.6.2 772
1 Delete Path

Add Bridge SMUs.

71y SMUMIE BN

2. Add Bridge SMUs%3i#iR LU £ 9, Add Bridge SMUsJ 1 > RUNBZEET, EELETY T
TJL—RNATEAARBETRNTOT Y Y ISMUNRTRENET,

Add Bridge SMUs

asr9k-xbd-7.6.2.CSCwt/7 7420 tar
asr9k-x64-7.6.2.CSCwc41614.tar
7)Y SMUDEM

3. Add Bridge SMUsV 4 > RJT, 7Y ISMUZEMT R LEHDOBEINEFIVIRY IR
BAVNCTRH, HIRTBLEODFIYIRYIREZFTICLET, 7Y ISMUZEM
TBE, FTYTIL—RNANFBRUET VY DSMUDHEHMBTERENET,



Plannin g Distribution Activation

Policy Name * Description
ASR9kPolicy
Controller Type * Device Model*
NSO ASRIK
Distribution Timeout (minutes) )* Upgrade Timeout (minutes) * Max. number of batches in a job*
60 60 5
Config Backup Traffic Diversion

Upgrade Paths:

Source Version Target Version

Source Version Bridge SMU(S) Target Version Action

7.6.2 asr9k-x64-7.6.2.CSCwf77420.tar 7.7.2

7)Y ISMURERTZT7YTIL—RNA
N TUYTSMUBREETYTIL— RN, FYTIL— ROBRT2BEEOT Y T

TL—RERBENET, LORICTRITYTIL—RNATR, &8RN BETYTIL—R
NARRDEISIZH)ET,

« 762 ~ 7.6.2[7JvY<SMU]

CONAR, 7UYSSMUZFERAL TVI62TETENTVWABRTFNAAZEHITH L ERLE
T

- 7.6.2[7JYTSMU]-7.7.2

CONAE., VIB2ABVITI2ADTFNAADT YT L—REXRLET, CDIBES. FNA1AD
V—AN=232k7627T, BAEND T YISMUEEENET,

7T Y ISMUDRE

Source Version Target Version
Source Version Bridge SMU(S) Target Version Action
772 asr9k-x64-7.7.2.CSCWe22538.tar, asr9k-x64-7.7.2.CSCwd07897 tar 782

1 Items per pag  Delete Path

Edit Bridge SMUs

JV)YISMUEERTZT7YTIL—RNA

1. Upgrade Pathstz© < 3> T, More Options7 4 12> Edit Bridge SMUsD JEIZIZIRL £ T
o Edit Bridge SMUsV 1 > RUNFHEEXT,



Edit Bridge SMUs

asrok-x64-7.7.2.CSCwd07897 tar

asr9k-x6d-7.7.2 CSCwe 22538 tar

7)Yy SMUDGRE

2. BYIBRFIVIORYIREAVEERFATZICLT, 7VYSISMUEEFHFLET,
3.[0K| 20y O LET, BEOBENRRENET,

Pl g Distr Activati
Policy Name * Description
ASROK bridge 772
Controller Type* Device Model *
NSO ASRIK
Distribution Timeout (minutes)* Upgrade Timeout (minutes) * Max. number of batches in a job*
60 60
@ ) Config Backup & @ ) Traffic Diversion /'
Upgrade Path:
Source Verzion Target Version
Source Version Bridge SMU(S) Target Version Action
772 asr9k-x64-7.7.2.CSCWd07897.tar,asr9k-x64-7.7.2.CSCwe22538 tar 782

TEOHE

4 BEOHEZHZEL, Next2 VUV ILEY,

7'y SMUD Bl

Source Version Target Version
Select option Select option

Source Version Bridge SMU(S) Target Version Action

772 asr9k-x64-7.7.2.CSCwe: tar,asr9k-x64-7.7.2.CSCwd07897.tar 782

1 Items per pag  Delete Path

Edit Bridge SMUs

o
C Cancel ) Next

7)Yy SMUDGRE

1. Upgrade Pathstz© < 3> T, More Options7 4 J1>/> Edit Bridge SMUsD JEIZ:BIRL E T
» Edit Bridge SMUsJ 4 > RUARAE X T,



Edit Bridge SMUs

asrok-x64-7.7.2.CSCwd07897 tar

asr9k-x6d-7.7.2 CSCwe 22538 tar

7)Yy SMUDGRE

2. BYBFIVIORYOREZATICLT, 7UYISMUZHEIBRLET,
3.[0K| 20y O LET, BEOBENRRENET,

Planning Distribution Activation
Policy Name * Description

ASROK bridge 772

Controller Type* Device Model *
NSO ASRIK
Distribution Timeout (minutes) * Upgrade Timeout (minutes) * Max. number of batches in a job*
60 60
@) Config Backup @) Traffic Diversion
Upgrade Path:
Source Verzion Target Version
Source Version Bridge SMU(S) Target Version Action
772 asr9k-x64-7.7.2.CSCWd07897.tar,asrOk-x64-7.7.2.CSCwe22538 tar 782

Items per page 25

TEOHE

[AH

Distributionld. Image DistributionlZB§E T2 AN/NTX—&R ( D&Y, 41 X—JOE— ) ZEY)
F9. RDAA=2D@, EFYTITL—RNAZRATICBBIBEAINTA—RTT,

N

Planning Distribution Activation
Workflow Name *
Use latest workflow
ASRIK_Device_SW_Distribution
Pre/Pozt Common Templates Pre Check Templates Post Check Templates
asrok_distribution_precheck asrok_distri

Pre/Post Workflow

AX=DBHEEIZIAD -DINATYTTYTIL—R



Planning Distribution Activation
Workflow Name * Workflow Version*

Use latest workflow
ASROK_Device_SW_Distribution v
Pre/Post Common Templates Pre Check Templates Post Check Templates
v ~ v
@) Pre/Post Workflow
Pre check Workflow * Workflow Version*
Use latest workflow
0S_Upgrade_Precheck_PostCheckExample o v
Post check Workflow * Workflow Version*
Use latest workflow
05_Upgrade_Precheck_PostCheckExample o v

AX=DBAEEI2AY -D—0 70— ORREPVER I VINATYTTYT
JL—R

1

All > D2D_multi_step_policy > Edit Uparade Policy

Planning Distrinution Activation
A 76200772
Workflow Nama* slow Varsion*
Use Iatest workflow
ASROK_Device_SW_Distribution ~ ~
PrafPost Common Templatas. Pro Chock Templatss. Post Chack Templates
Select option(s v asr9k_distribution_precheck asrok_distribution_postcheck
Pre/Post Workllow
Use the same properties for al the below upgrade paths
ATI20782
Workflow Nama* fiow Varsion*
Use latest workflow
ASRSK_Device_SW_Distribution v v
PrefPast Common Templates. Pre Check Templatss. Post Check Templates
Select option(s| v asr9k_distribution_precheck

asrok_distibution_postcheck

Pre/Post Workflow

(&3] " }

FAANIELI—>3>w023Y  IIVNFARAFTFYTTFYTIL—R

Planning Distribution Activation
A T6210772

Workflow Name * Workflow Version ®
Use latest workflow
ASRSK_Device_SW_Distribution

Pra/Post Common Tamplatas Pra Check Tamplatss Post Chack Templatas

@m)PreiPost Workflow

Pra chack Workfiow*

Varsion*
Use latest worklow
0S_Upgrade_Precheck_PostCheckExample

Post check Workfiow *

Workfiow Version *
Use latest workflow
Select option

ot option

Uss the same properties for all the below upgrade paths

AT7210782

Workflow Name * Workflow Version ®
Use latest workflow
ASRSK_Device_SW_Distribution

Pra/Post Common Tamplatas Pra Check Tamplatss Post Chack Templatas

a()preipost Worktow

Pra chack Workfiow*

Use latest workflow
0S_Upgrade_Pracheck_PostCheekExample °

FAANIELI—>3> w923  IIVNFARATFYTTFYTIL—R



TFAANIELI=>a> w0232 TJUYTISMUDOT Y 7IL—K

1L AX—DBACEHETINTX—ZZRELET,
22 RORIC, BE71—)LROBEBHPAZRLET,

74—=ILR
D—770—%
BHOT—070—2FA

J—o70-N=>3>

BAR/BAROHBT 7L —b

T—070—-DHEOY)EX

70— 70— OEHHER

RANFIVODO—070—

SHI:I

BA
BAWTEAEMAD—2 70—
BRUED—O270-0K&FN—232E2BRLET
HAZLD—o70—-NN—>23>2, chi&k, [RFDOD
—O70—ZFRIFIVIRY VAN FTTDHEEICD
HBIRTEFRT

WA DR (EaEREERER ) TRITENB O
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E TFIVIORTFAANIELI -3 RAINAN—
JICOKBBRENET,

k., TZ7O0ERATUTL—ba ZSRLTLKEE
(W)
I1—HREBAENAIILAN—"RATTLFIVIOELER
RARFIVOOD—070—NDRTZBEIRTEEXRT
o COYINEBEAN A DEZE, FIVIRELFFI
VOBDI)—VTO—NDHERETEET,
FIVIRDEETOLAETEND AN RAFEEN
£Y,

F:hsoFIv ik, F41ANJELI—>3X
AINARN—=VICBEBEOEDTY,
RARNFIVOID—o70—F, RANFIY IERKE
T—EICERTEND IOV RTERENINET,


https://www.cisco.com/c/ja_jp/support/docs/bpa/reference/bpa222621-bpa-user-guide-process-template-applicat.html
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At EA
A hsoFIv IR, F4ARNJELI—->3UN
AIINARN=2"ICEBEOENDTY,
N7 LFIYy VONY REEE7ORATYT
L—bke 727 L—HKRETLFIYVIRBETOHKRIT
TNERT,

A TFIVIRTAANIELI -3 URAINAN—
VICOKBERENET,

BN BZRANFIVIOAR Y REECTORATY
7L—bhe TVTL—RBRRANFIVIRETOK
RITENEY,

E:FIVIRTFAANIELI—23RAMILARN—
JICOKRBRENET,
BRERT7Y7IL—RTR, IXTOT7Y7IL—
RNAIC—EBLEZ7ONTA N ERAESNET,

X ERTDE, BRERT7YTIL—ROIRNTO
Ty 7JL—RNACELUZ7ONT A FERENET

o

A D=0 70—-F£E7O0AT>7L—KIE,. OS Upgrade Next-GenX J &AL T

BYIICRTRTITRIHBENHYET,

3.Nextz 2 Uy O LT, Activatontzo>3a > ICEARAET,
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Planning Distribution Activation

A 76210772

Workflow Name *

Use latest workflow
ASROK_Device_SW_Activation

Pra/Pest Commen Templates Pre Check Templates Post Cheek Templates

asr9k_activation_check?, asr9k_activation_checkl
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Use the same properties for all the below upgrade paths

v 77210782

TOTAR=2320820232 :INFARATYTTYTIL—R

o e ©

Planning Distribution Activation

A 76210772

Workflow Name * Workflow Version*

Use latest workflow
ASRIK_Device_SW_Activation

Pro/Post Common Templates Pre Check Templates Post Check Templates
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Policles CONTROLLER TYPES

Device Model Controlier Type Name

N9K-C933I6C-FX2 NODFC N9336 policy

Created By

admin

*  NOK

Last Modified On

Aug 14,2023, 12:17 PM
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1. Upgrade PolicyR—> T, Search7 1 —JLRZFERAL T, BHORIS—ZRDOFET,
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1 - Direct-To-Device
1 - VManage
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Policies CONTROLLER TYPES
Device Model Controller Type Name
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Created By

admin

Last Modified On

Aug 14,2023, 1217 PM
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Policies Controller Types
Device Model Contraller Type Name
ASR-9901 Direct-To-Device D2D-reg-Policy
ASR-9901 Direct-To-Device D2D-ASR-9901-Default
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Al » Search
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Device Name asr-147
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Serial Number
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Target Version 772

Software Upgrade Version: 7.8.2 -7.7.2
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Milestone Distribution

Execution Start Time Fri, 29 Nov 2024 05:45:45 GMT

Execution End Time Fri, 29 Nov 2024 06:24:53 GMT
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Pre-Check
Process Template precheck_passfailrules
Command Execution Time Result
admin show running-config Wed, 21 Jan 1970 01:20:59 GMT Faded
Rules :

Rule View Rules Operation Result

FIN 4 AL A— K

>3aJOT7—hAT

1. TV 7IL—R2aT I+ oBTIOEREREFDILF ¥ I)LEERLTBPAICOY 1>
LET,

2. OS Upgrade > Upgrade Jobs D JEIZZEIR L £ F, Upgrade JoboR—I A KRRENE T,

B.RERTANZEFEAUARERTZT7 71N R EHEIEDETERAL, 23T 274N RIY
LET,

4. 12T aTERBIRLET,



NDFC x

N9336 job 02

& admin ) Aug 14,2023, 12:19 PM @ 1 Batch, 1 Assets £ NDFC 938 B NO9K-C9336C-FX2
Draf Commit
N9936 job 01
L admin D Aug 14,2023, 12:00 PM @ 1 Batch, 1 Assets £ NDFC o938 B N9K-C9336C-FX2

Nithya-NDFC-DNAL-Backup

>aJoF7—h47
5. More Options7 4 12> Archive D JEIZEIRL £ 7,

N B FHATTEBOR. ETUEREA—A—DHTT.

> a7 oYk

—

LEXY,

LEXY,
APREDRTaTEBRLUET,

TYTIL—RSITIZA BT IOEAERZE DILF O vILEERAL TBPAICOY 1>

. OS Upgrade > Upgrade Jobs D JEIZEIR L E 9, Upgrade JobR—I A KRRENE T,
RETAINREFERAERTIZT7 71 REEBAEDETERL, a7 271002V YT

Draft x

NSO-Distribution-Only_Activation

XL admin ) Aug 11,2023, 7:21 PM @ 1 Batch, 2 Assets £ NSO B ASRIK

C Con
testPolicy /
X admin ) Aug 3,2023, 358 PM (@1 Batch, 4 Assets £ DNAC o 17.06.02 B Cisco Catalyst 8000V Edge Softw
Draft Commit
testPolicyP 7

> a7 OHIkR
. More Options 7 4 112> Delete JobZiBIRL £,

N vaTENBRTEAINOR. VI THARS T NBRCHBEAETTT.

oa7JAONY FOHIB



All ¥ Job for DNAC cB000v upgrades 2

Batch Mame ™
B Job Summary

LG
B Cisco Catalyst 000V Edge Soltwang

Target Versdon : | 17.08.00a

Exizting Releass
ILT2{2} | 1782a(11)

W) Baiches [ B L S

E:I Europe 1

B T Assana)l 5 Pasallal

0B My 20,2023, 2:03 PM

Incli m
E 1 Assohis) 5 Paradel

0 My 37,2073, .03 PM

10 Asaets Pomding

SaJAO/NY FOYIR



1.4 RNZRILTERNONY FORIRTA A2 RBRULET, BRI RINFSRERT,

Delete Batch

Are you sure you want to delete the batch Europe ?

INY FOHIBR DR

2.[OKl&EOUYHILET,

HIBRENIENY FICEENT SN EER, REFOEET—IILICRY ., HRILEBEFO/NY

FTERTEDRSICBYET,

aJoxrotll

1.7V 7T TL—RIZITIADBT IV EAEEZFE >IVLTF VI v)LEERALTBPAICOT 1>

LERT,
-3 —IHARRENET
2. OS Upgrade > Upgrade Jobs M JEIZEIR L &9, Upgrade JobR—T A" KR o
Active Job: d Jab: T ~
1 9 Jobs
538 Assets
SSSSSS CONTROLLER TYPE
O
— O—o——0 ‘
L admin ) Aug 16,2023, 4:48 PM @ 1 Batch, 2 Assets % vManage 0 20.6.2a = g¢
Draft Commit Deploy Complete
N9336 job 02 @ \:\ C (_) ‘
L admin ) Aug 14,2023, 12:19PM @ 1 Batch, 1 Assets 3 NDFC 093 B NOK-C9336C-FX2
Draft Commit Deploy Complete

Tyv7JL—RZa7

BRETANREFEATNERT ST 71\ 2=2BHrEaDETHEAL, BROTZ3TZ2T7 1%



)>IULFET,
4. BHOZ a7z 0UYOLFET, Job SummaryR—I N RRENET,

Last Saved On : May 11,2023, 6:11 PM

Cancel

5 [Cancell 20 YU L&ET,
ETLEDATEEETYZTIL—RoO-ILNY Y

1. 7V79L—RSaJII+DBTIOEAREZZE >OLTF OOV )L 2EALTBPAICOT 1>

LET,
2. OS Upgrade > Upgrade Jobs® JEIZiEIR L E 9, Upgrade JobR—I A RRENET,

Archived Jobs ) ¥ Fiters

-I 9 Jobs

538 Assets

Test Perf1
& admin 1D Aug 16,2023, 4:48 PM @ 1 Batch, 2 Assets £ vManage

N9336 job 02

4L admin ) Aug 14,2023, 1219 PM @ 1Batch, 1 Assets 5 NDFC

Tyv7TIL—kTa7

BRRTVAINAEFERARLIZT 7 1IN EZHAEDETHEAL, BROD3ITZ2T71)LA

DI L%ET,

4. BHDZ a7z 0UYOLET, Job SummaryR—I N RRENET, EAIORA D T
ExNYvTFZERL, GAONIKIITETHER/O—INY OFVBEZET/INA AZERLE
5

5. More Options7 4 > ZiBIR L. EHIZIEU TRollback® 7z Ik Complete D VT h A DO X

1—=F023a>xrIOUYOLET,



All > NSK-Downgrade

Job Type : Distribution & Activation | Controller Type : NSO | Success 100% O
&= JOB SUMMARY @

RCDN Y Filters A
Batches Assets
® 0 Awaiting ® 0 Awaiting
©0n Progress ® 0 In Progress 2 - Completed 2 - NSO-142-0
2 Completed
1 Completed 0 Failed
® 0 Failed ® 0 Rolled Back
Asset: User Tasks Asset Status Controller Id Complete
= cisco N...
All v | Search
Target Ver: (0:38)) .
Existing Version Download
@@ Name Controller ID Versions % Completed Distribution BackUp Pre-Check Activation Post-Check Rollback
N9K-227 NSO-142-08  10.1(2)-9.3(8) 100 | Rollback |
(® BATCHES
N9K-226 NSO-142-0S 10.1(2)-9.3(8) 100 Complete
(® RCDN [i]
B 2Asset(s) & Parallel

Items per page 10
(5 Feb 25,2025, 6:07 AM

O—ILXv D

N PR KON EREN B EE N TV B RS OAERTEET,

s RYLETYTIL—RE&ZITOO-INY VFTS
BETY, FMICO VTR, TERE, ZZRLTEZ L,

s BERICT V23 2FRTEAETAE,. T/N1 AFBBRICCompleteREEICEITLRT

s O—INYIAFTTICRTLTVRIGEE, LEEO-ILNY IXAILA N =2 FFEPIR
BOZE. TNAARFYFIV RO—ANY OT O3V ICHERATERT

IVEBMCTRICE, BREN D

Settings

OST7Y7YIL—RRERK., OSTYTIL—RFPFTUTr—23a>op0d R—%2 NTERE
NBHBOBREERRETETL—ARIL ERELET,

SettingsR—I LT VAT BRI, KOFIEZRTLET,

1.BRENDEBT OV AEEF >VLF Y TBPAICOTALET,



Wiy
)
L
7
@

-
v

ﬁ Compliance & Remediation b
Core
*
¥y Service Catalog NG » Campus
SéC:..ri':‘,
SD-WAN
& oy Service Catalog [ Data Center
‘s, OS Upgrade > - R
e @ Software Conformance
g Configuration Templates* [ @ S
¥ Uiy lald SN
Anc = smnlataee T~
o Ansible T!..I"I"'.r'J.:.Tr.. S L] /\/' Software Image _l_i\.t,\.::_:t___,.r‘\,l,t.l

¢ Service Center [ » : e

oIract

.8 Service Topology [ a P

Config Validator
Settings

2. OS Upgrade > Settings® JEIZEIR L £7, SettingsR—I A BHEET,

SettingsR—T 2, KD2DODRTHHVET,

CYTRYITRA . ABEARARAT VI LENTTHIBEE. CORT TEHTEET
c O=ANY Y  FNARREOT Y 7T L— REO—LIY I TEBRER. CORTTE
FeEET

V7RNJDIT7OEEHE



TY7RNDOIT7EEM, 27
Software Conformance X 7 I X DBERNI R RENET,

« FTEERTFIVY (STEZEMRLBEEMCLET,
- A% A : MM/DD/YYYYZERL T,

N EBBREROANCTAILENBY ET,

+ Cron Pattern:i /X D filiEHREIBEL £ I,

. (0 ~ 59)

. BSR(0 ~ 23)

- B(R) (1-31)

S B~ 12)

- B (B) (1-7)
« Add Auto Refresh Interval : 77 # )L NMEFZ30W T
- RF . ZEEOREF

O—J)LNXY 2

=]

A=y 27

Rollback 2 7 IC IR DIBERARTRENET,




s I—YRIEDYIVER . I—RIEZEMNFELFEMCLET,

- enablediRB& : 7Y 77U L—RZaTJADT/NA Ak, Configuration Threshold
Time(hrs) T3 EéhtbéUﬁLi?éiT I—HRRBICLBO-LNY IELE
TYV7TIL—ROZETZFHELET, LEWVMEIZIETDE, FNAMARFBEHWIC
CompletedREEICRBITLET

- EBYMREE . YT IUL—RIITAOTFNARR, I—HYomREE2FL-IIC., BEN
7Y 7TI9L—REZETLET

« Confirmation Threshold Time:#F#EFE O L & \MEZ KR EMNTEMLET,
- RE . EEORE

BADERTE

BRI —F IV VESWIMARTF—2OMADT7AINATZ1—)LIk, RitEEO
FHI7T25\ICBHBREENET,

SWIMA X=X B F—RREABOF 7 AINATD1— )L Z2EETSICE. BPAFM AN
—)lLEnTWVWBF 1L U K~ T<BPA install directory>/conf/@cisco-bpa-platform/mw-
osupgrade-nxtgen/config.jsons BB L. Cron= % £ fH L Tschedule.swimSchedule7'[d/\
TAZEHULET, ATP1—)LEEARICEFHTEE T, k. TYTZ I ITEHN,
ZESRBLTLSEEL,

B30 NO—F2A47ICHULTNTFLILE—RTREE D TF/NA ADRABKZIERT
BICEE. ROFIEZRTLET,

—

RDTTANEEHLET,

+ Cisco Catalyst Center7 7 1 )L: "<BPA_INSTALL_DIRECTORY>/conf/@cisco-bpa-
platform/mw-dnac-agent/config.json J

« vManage” 7 1 )L: "<BPA_INSTALL_DIRECTORY>/conf/@cisco-bpa-platform/mw-
vmanage-agent/config.json i

« NDFC7 7 4 JL: "<BPA_INSTALL_DIRECTORY>/conf/@cisco-bpa-platform/mw-ndfc-
agent/config.json"

« FMC7 7 14 )L: "<BPA_INSTALL_DIRECTORY>/conf/@cisco-bpa-platform/mw-fmc-
agent/config.json

2. Update throttling > capabilities > image-activation, image-distribute D JEICEE L, BT o
TATHNEEFRAHREEPLET,

N ChsOHREEFIBME. THA—RNRKOIAVRO—FEFNARTSYRT A
—Ls EBBLTEEL,

T 0t Al



O—IAR=—AF7I7+Ad>O-)

BPARKO—IAR—AT7V+AI> NO—JL(RBAC)ZHR—KLET, RBACEFI T, O—JL
FI1—HYHNRITTEDI—EOER (T70>arBE)RBANTEIMLET, POEAHBETRE,
EBEGBAICERCNEO-ILFEFLEEHFLLERENEZO—-IILZ21—FTI—TICHEREEE
BV YHTBRENTEETT, I—HF1 22U LI IIN—TICETRH LN TE, 11—
IJIN—=7RF1 20 E0oO0—-)LICEY)HTsNT, TOVIL—THAOI—HFIZBEDT IV AER%E
FTETBENTEET,

RXDOERIZ, OOBOSTY 7T IL—ROO—IEBRETRHEROBEEZRLET,

S ELY)
ERI1—
¥
os7
HT—EA Grou =K A== E;\Z;Il{!: ‘y(jdjl/ Operator
P = gmE 0 —ki- P
AT—A
FeAELY)
ERI1—
)
TYTITL—RD
OSUpgrade—t&' . ITF7TITr—=>
=2 ui_app S OEREER Yes Yes Yes Yes
ZYVEAET
V78273
. TJ3—XXVATT
(7)\SUpgrade"j' = ui_app Dr—>3a>mnxk Yes Yes Yes Yes
REFRTZEL)
BAET
. SWIMF7 7)) & —
(7)\SUpgrade'b‘ = ui_app >avORREFE Yes Yes Yes Yes
KRRz EZD
VIRNDITTY
. T7IL—RRKRUD
(7)\SUpgrade'b“ = ui_app —T77)r—23 Yes Yes Yes Yes
VORREFERTR
ZYVEAET
VIRNDITTY
OSUpgradett—E 7L —RDOEE
=2 ui_app 0% R/IEE R E 4] Yes Yes Yes Yes

WEAXRT



H—ER Group

OSUpgradett—& 7 v 79 L —RZ
A 37

OSUpgradett—E 7y 7JL—RD
A =l
OSUpgradett—E 7 v 7JL—RZ
A 37
OSUpgradett—& 7Y 79 L — RS
A =l

Software-

conformance-
policy (V7 K™
IF7AVTTAT
VARDD—)
Software-
conformance-
policy (V7 K™
IF7AVTTAT
VARDD—)
Software-
conformance-
policy (V7 K™
IF7AVTTAT
VARDD—)
Ty 7TIL—RR

OSUpgradetr—E
A

OSUpgradet—E
A

OSUpgradet—E
A

OSUpgradetr—E

A )>—
OSUpgradett—E 7 v 7J L — KRR
A )>r—

OSUpgradetr—E
A

OSUpgradetr—E SWIMA X — &
A b::)

OSUpgradett—E SWIMA X—2 &

etk
=

TY7TITL—RD
ITDEE (R
. B, HIER. 3
TYRKBE)
TYTIL—RD
ElAOE R % YN
SaJoxrrrx
YRT7—=h47

FHER

V7 RO T TEHR
RS —ERTHE
RORTR

V7 RNJITHEE
MRS —DER
. B¥. BRTH
KR

YVI7RKNIJITEE
MRS —DF>
FN RESMT

OS7vy7IL—
KRR —DRR
OS7vy 7L —
RRDS—DER
V7RIDITAX

— D DR, ER
. BRUHIBR

SWIM® k7R
Y7RTITAX

A—=/N—

L

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

AL ELY)

SA1-
v
-
—AEE . Operator
= —R1—

AT—A

B 3:47)

EA1—

)

Yes WWX  Yes
Yes WWR  Yes
Yes WWZ  Yes
Yes WWZ  Yes
Yes Yes Yes
Yes Wiz LWLz
Yes WWZ  Yes
Yes Yes Yes
Yes Wiz LWLz
Yes WWR  Yes
Yes Yes Yes
Yes WWA  Yes



AL ELY)

ERA1—
Vi
ey oA G20
L =r —_7
H—EX Group =K i Z%EIE _ka— Operator
AT—A
T ELY)
BEAd1—-
)
A B —> DR
OSUpgradett —E Y7 NV ITOH Y7 NIJITHE N N
2 EEE X BT — 5 ORI Yes Yes Wiz LWLz

T RNAHUELE

OSUpgradety—E Y7 NI T O F1>H141MNDEK Yes Yes Yes Yes

A REH =

g\SUpgrade'U'—l:“ ;{;IEFDITME ii:?wfﬁ VZ—DF8 | o ves Wz LLE
(7)\SUpgrade"J“—t“ é;ﬁ;’? I7#EE ;{é;};;?ﬁ% Yes Yes Yes Yes
;SUpgrade‘U'—l:" é;ﬁ;’?ljﬁi@é\ %é;é%?ﬁ% Yes Yes WLE LLE

N HRFLO-LEEBRIVES T, BRI TEATEES., UY—RTL—T
L EBRLTLIEE,

VY—=RITN—=T

COBEER, TYTIL—RRUS—BEDODBPAYY—AIZRTRMAVT oA NO—)
ERML, EROBWI—HICLDO0STYTIL—RTFPTVT—23 0 TERES LRI —0
TY7TTF—heHRLET. EBER. TO/ERATEERU—2FALTVY—-RII—T%
ERITDET, TOVEAZHRTEFRT,

JY—RITN—T 2RI BICE

1. Settings > Resource GroupsD JBIZBEL £,



= &=
VY—=RATII—7 D&M

BEBEUAOI—HY—DNTIOEATEDRR)—2FE VYV —-RTIN—TZERLET,

. Resource Type& LU Tos-upgrade-policy’ZBIR L E T, METD VY —ANRRENET,

WMEBTYTIL—RRI—Z2BRLULET,

[Submit] 2OV Y OLET, cOI—FTI—TICEITRHIEEREI &, BRLEVY
—ARTN—TTCOXMBEAAREBRI—ICTIEATEEXT,

(O~ GV )

VI=RATN—=721—HTN-T7_BEEFTIICE, TIOEARVS—ZERLET,

TORARYZ—mEM

oy V=RTN—=T&. ERE. TOERARVS—Z2FRALTA—HYJII—TICBEER T
DHBENHYERT, ROFMCOVWTRE, "TZ7O2FAOVRO—)ly 2ZRLTEET L,

. 1%
- O-J

c AT -7
C FURAKUS—



« DY=RIIN—=T
- BEJIL-T

 HIRENREVY—ANOT VA ZF OFEBREI YOO ZERLET,

etliet]is
cisco Business Process Automation

.......

)Y —ABIREFOIEEE L —H—

YORZARNTZTDERE

A—HYHNFTFOELATEZ VY —RAE, YOGEITZTDREICLK>TERYET, YOEFETS
Tk, trueEfFfalselCFRETEE T, XOREK, FORNSARNTISITIDOREICEISUY—A
TFOELADOAEMZFEEHEENDTT,

oy 1THIN TOEARY UY-RYA— o HORIR
—7 > — 7 ~

21—

1 UG1 AP1 RG1 21 )Y —RXA 21)Y—RX 21)YV—RA
— N — 2t 1)) —

f KTy AP2 RG2 d’ e dj AT yy_z2mL

21— FOERRA UY—2E FRTOYY
g el > R3 = L —2

1—# _ _ UY—RE FRTOYY
1 UGH - - ' °

TORNZARNTZTZBMERZEEDCIZICE

1. RDERE

NACBBLET,

 ROFIEZETLERT,



cd /opt/bpa/bpa-helm-chart-

/charts/cisco-bpa-platform-mw-auth/public_conf/config.json

2. zeroTrustPoliciesDEZZEL £ 9,
BROATN RILICEBELET,

cd /opt/bpa/bpa-helm-chart-

4. RDIAX RZRTLT, AT7IL—LZHKRLET,

helm delete bpa-rel -n bpa-ns

5 DNV RZRITLT, RY ROAT—RAZHRALET

kubectl get pods -n bpa-ns

6. KDYV RZRITLT, INTORY ROBTRIZOATAILLEZAARN=ILET,

helm install bpa-rel --create-namespace --namespace bpa-ns

7.RDAXRV RERITLT, BETDRY ROAT—RAZHIELET,

kubectl get pods -n bpa-ns

OSOT7Y7JL—REEOKNZ TN 1—FT12Y

OtV 3>TRE, BPADOSTY T IL—RT77VT—> 3> THFEEN-BEICEET S b
Z7N21—F4270Y N ERLET,



EPR) D —OEBRBICE—TY RTFNAAEFILHFERTE ALY

SWIM® Software Images T, TR A X—IXRF—ENFFERATED L ZRAELTLKEETW
o RONSBVWHER. ROVWThIOFTZ IV ERTLET,

- Cisco Catalyst Center, NDFC, vManage, FMCHZE NI ROA—FHA S5 A X—I X2 F—
REMBIZLODAX—DEH

« NSO, CNC, Direct-to-Device, ANSIBLEAZAEND I RO—FICBBBRAX—IXAEZFT—A
DR

V7RhJIT7OBEEHICHBERT —ZAN REND
ChiE, ROBANEZSNET,

s Y7 RIITERURID—DERBFIC, BRRULEEFILOTEY RIFEOAVYEFBATLE

s SWIMTOEFILDOBHAH, INTOTFNAADTFNAARA R NIICHBDBEBET/INM A
EFILE—BLEEA

« YVIRNITITEEHERD—ZE L TSMUNRBIRE N, IXTOF/NA AOSMURHH %
KL S

s AV AT VARAFIVIOTUTL—ROETOLEHIBRENETOVAT T L—RY
KBLED, RBOAYEBATLE

« VI7RNIIFTAV T =R 2VAOERFIC, BIRULEEFILOTICHZDIXNTOFT/NALAT
JVTINESELRBEON—a 2FERATEREA

BEDTNAADY T NIITEERRODAT—RXANTHETY

chid, ROEHNFEZSNET,

* SWIMTOEFLEATNARA R N)OBEETNAAETILE-HLFEA
c Y7 RDJITHEEHERD—FBE L TSMUNBRE N, T/NA ADSMURHARHL 1235
PAN

«c AVTZATVAFIVITUTL—RNORITOLEHICERENETOEATTL—KY

KBULEDL,, BOHAVYEBATLE
s FNAADIVVTINBEEEERIBEON—a o NfERTERV

TY7IL—RIaTRTOHEBR

TYTIL—RFETLTE, PYTIL—RZITETOETRRON—EFT—TH100K
FBTHDBA . OS Upgrade > Settings > Rollback® JEIZ 23R L TWait for RollbackiZEA B



ICZ2>TVWB & &R L ., User Verificaton N T ILA A ICB 2 TVWBR L ZBRELET, &4
NDETEENMOZTE> LEXENHFEW. Rollback®E =k CompleteZEIRL £7,

U

SATATT1-)LIZEL, FINAANFFEAOIREEIZAS

ATV1—)lEenko a7 AR nizE. FINA AN AwaitinglREDERICHE > TWBRHEEEF
. Kafka, Camunda, Scheduler, #&XT*0OS Upgraded Y4 VO —EAZBREL THTLE
=0,



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



