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aluiln Business Process Automation

CISCO  cisco ntemal - BPA Developer Subscription - Not for Customer Use:

Config Compliance RemPolicy

Asset Compliance Summary Policy Compliance Summ S Type : 10S, I0S-XR, NX-0S Device Family: Catalyst 1000 series, IE 2000 Series, IE 4000 Series, NCS 5500 Series, NCS 5700 Series,
Nexus Switches

Full Compliant : 0 Partially Compliant : 1 Non Compliant : 0 Unknown : 0 Total Affected Assets : 1
Policy Details Affected Assets
Total Policies Comol c. Details Compliance Details
\ Block: RemBlock
RemBlock
Block Identifier: *(?i)interface GigabitEthernet Block Config
Block Identifier Name: Interface Gigabit interface GigabitEthernet{{interface}}
Policy Name Fully Compliz  pomediation Details Enforce Config Order: False ip address {{ip_addr}} {{ip_subnet}}
shutdown
Interface-Policy-NSO 0 NSO

mtu {{mtu}}

negotiation auto
RemPolicy 0

v Rule: RemRule
Description: N/A
v Condition: RemCondition

Filter Criteria

RID—QAVTZAT R RS —OFM

Expression: Al

HEERTHPEEDODRTR

HEEZIDEERTICE. BRIV —THMENLEEDVANE, EXETHEEhLE
BARTENET, FNARAZ74)INE)TFBICE, Controller Type RAY 7H I 1) AN
ERBERY VAZFEALET,

Policy Compliance SummaryX 7 A" 5 Affected AssetsZ R T B ICIE, ROFIBICHVET,

1. 72 BRLET, AT SAT ARV —TJ4 2 RONFAEET,
2. Affected Assets®X 72 1UY O LET,

" I| 'é|" Business Process Automation

Cisco Intemal - BPA Developer Subscription - Not for Customer Use.

cisco

Config Compliance

1 X
Interface-Policy-NSO
Asset Compliance Summary Policy Compliance Summ  0s Type : Device Family:
Full Compliant : 0 Partially Compliant : 1 Non Compliant : 0 Unknown : 0 Total Affected Assets : 1
: Policy Details Affected Assets
Controller Type - Al v | Search O
Total Policies Compliance
Name ManagedBy  Product Family Compliance Critical Major Minor Warning Info Unknown  Last Checked
bnr-asr-38 NSO-sanity cli Partially Compliant 0 0 0 1 1 0 Jan 12, 2025
Policy Name Fully Compliz a ltems perpage 10
Interface- Policy-NSO 0

RemPolicy 0
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R—TEBLEDOT IS AV B ET, BRIV TIE, TEEENOBRE, #3HEL
TLIEEW,

LAR—b

LR—bEI>a2@, FNAAODAVT ATV ACHIZBENEARZRML. EREH
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LR—KE Y2 1R—R
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AT ATV AFMLAR— b

- RENYFLAER—b
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. [Generate Report] Z0 )Y VL&Y,
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NEBEzp7 7A4ILTT, COLR—RNEAT TR, RUS—ZENAVTTATVRAEROE
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Bl Rule Name Rule Description Violation Name Description  Severity Violathen Count Affected Assets Count
Rule tovalidate viclations for
Fl Gigabit Rule Gigabit ethernet configuration DescriptionCheck warning 5 3
Rule tovalidate viclathons for
EN Gigabit Rule Gigabit ethernet configuration IP-Address-Validation critical & F
Rule o validate violations for
Ll Gigabit Rule Gigabit ethernet configuration No-Shutdown-check compliant 1] a
H
&
F Rule Nanmse Vialation Name Severity Device Name Managed By
- Gigabit Rule DescriptionCheck warning bar-isr-118 Direct-To-Device
I Gigabit Rule DescriptionCheck warning bar-isr-119  Direct-To-Device
pUN Gigabit Rule DescriptionCheck warning bar-isr-121 Direct-To-Device
bW Gigabit Rule IP-Address-Validation critical bar-isr-118  Direct-To-Device
pFA Gigabit Rule IP-Address-Validation critical bar-isr-120  Direct-To-Device
13
~ ° = ~ = °
AT ZA T AFMLAR— K~
~ O ~ = o — N " AL
AT SAT O AFHMLAR—BMICEK, ROBHEFIEENETT,

e« LR—KNB:LAR—KMNDODBHERLET,
c BER AT AT AFIVINRTENETNARAERIBELET
- FTOMOEEFHMIPT RLAR VT INBSREOHM (BEITZES ) FEENE
T,
- BRE  BEXRELRILIOERODENHZRLET,
- LR—KMNERB : LRA—MNERENEBIORALARAR T ZRLET,

s BAEhD 71402 BEOLAR—MNOERICERAEThZIBEND 7 A 2EEOFHOBE
ZRL, EHMCEBRMEBRLE T, ChlliEk, BB, BRLERVD—, 7OV, E
KELRIL, BROCAVTSAT UV ART—RANEBENET

e L=IEERDOBIE  FMAchiRIIL—IIZ—ERRL, TOIL—IICKL TREENE
ROBEZEMRLET. BENITUY RIZKEK, BRE. 5. EXE. COEBRNRELER
BARRENET

« Violation Details : BIRL =7 OY VOET/NA ARETICETFH ML, FTOERDE
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Configuration Compliance Detailed Report

Report Name: Detail report

Asset Name: bnr-asr-115 Managed By: NSO-166  Serial Number: FXS1933Q27N  |IP Address: 10.197.215.115

Severity: Critical: 0 Major: 0 Minor: 1 Warning: 0 Info: 14 Unknown: 0

Report Generated on: 04-Aug-2025 19:27:22

mn

ilters Applied:

Time Period: 01-Jul-2025 00:00:00 to 31-Jul-2025 23:59:59
Selected Policies: Cnr Demo Policy2

Selected Blocks: All

Selected Severity Levels: All

Selected Compliance Status: All

Rules and Violation Summary

Rule Name: Demo Rule 2

Description:
Violation Name Violation Description Violation Severity Violation Count
Demo Condl Minor 1

AT ZAT 2 AFEMLAR— b~ - 5> 7 I PDFR—1

Violation Details
Legend
+ Config line present in device, but not in block - Config line missing in device, but present in block
definition definition
Block: Cnr Demo Block Minor
1 | interface GigabitEthernet0/0/0 Minor
Expected: desc Equals 'Demo’
Found: ‘None' Cnr Demo Policy2 = Demo Rule 2 =» Demo Cond1l
+ 2 no ip address
+ 3 shutdown
+ 4 negotiation auto
+ 5 cdp enable
6 | interface GigabitEthernet0/0/1
Expected: interface Equals '0/0/0'

AT SAT 2 AFEMLR—KN - > 7 )LPDFR—22
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9,

you want 1 e 1 cpodt Default Polcy Report

AT ZAT AT ITURAN

N LR NEMIBRTBE. LE—RTPANLELE—REY S 1R—ROTY N D&KH
MBENET, BERERD VT SATYARFORMEREE hET,

AT ZAFT AT 37

Next-GenR—RIN OV TSA T AT aTH#EER. BRUERVS—BLVEETIL—T T
DTTAT VA ITER, BE, BLERTTERLSICEFEThTVET, chsn 3
7. EHNICERTIBRRSICATZ 21— LEY, AVFIVRTEILEYTESD LD, T
NCOEEQIAVTZAT VAN —BLTFIVIEIET,

FEBERE

s AVT AT VARZ AT O—ERT . ERBFADIAVTSAT AT AT 2 INTRRLE
T, DIATDATZAVERE, T1IIE, . BE. HER. KLTRTOFTSa2NG
WERY,
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IC2a72RETDIH, BEICHLUTISICEITLET,

 EOHLABTIORAFME : AT SAT A ITAOTIEARGI—YOERICETVT
Hfch, 1—HR@ET7ILREOHID RIS —ICHETZZITOAERRTEET,

« JANRITATIIY RIS —, DATOARAT—RA, AFy21—=)LOR4(47, B
gETa 274 EZV UL, FES—2a D ELEBERBICLET,

|1l Business Process Automation

cisc Gisco Intemal - BPA Developer Subscription - Not for Customer Use

Compliance Jobs

Y Filters A

)
A Policies ~ @& Auvoreesh () (49 Al v | Search
e me  Policies Act Las At Action
O Ndfe-policy RemCompJob RemPolicy Current Config ~ On Demand False Jan7,2025,10:51 AM  NA
D eNe Policy
JRemPolicy w valida Reg Policy ~ Current Config  On Demand False Dec 11,2024, 7:30 PM  NA
O Router Policy
O Ndfe-Remediation- policy Aurora Compl Reg Policy ~ Current Config ~ On Demand False ——  80% Dec 11,2024, 6:48PM  NA
;Regre““’" Policy RefD Sanity Patch Regression Policy ~ Current Config ~ On Demand False Dec 11,2024, 6:42PM  NA
Demo Policy
R Job Status ~ Demorefd Demo RefD Policy ~ Backup Config ~ On Demand False Dec 6,2024, 4:45PM  NA
O completed Demo-comp-jobs DemoFast_Policy ~ Backup Config ~ On Demand False Dec 6,2024, 4:13 PM NA

AV7Z4F>ATaT VAR
AV T ZAT AT 37T DERK
VT AT VAT ITOERR—TICR, ROBEFEENET,

« Name : a7 OAEH]

« A AT I DDA

+ Policy Name : £T92RU—BRITZ OO ROV ITEAIVI AN, OFA4 21—
BIREENETIOEARIS—ICE2TT7AINRITENBDBREHIET,

« Device Config Source : AV 7 ZA TV AT IAT2RITITBHDOT/VN A AFKE ( Current
Config& 7z l&Device Config Backup ) ZEE T2V —AZBRTB o ROV ITX I
AN, BLRONYIOTYTHFEFEELBWVWEESICCLION Y RIZTA=IINY IOTEIHLEDSH
ERIFIVIRY IR,

™ 5% Device Config BackupA 7> a> ik, EREAZ A NO—FHFNYOT Y Tz Y
R—KRLTLVWBBEICOXKMELFT,

s Y —ERZEH : BRUERVD LIV -—EREBN 5256, EFATRESENZE
BORETEETFARNRY VA

s AT21-)OFE  RHRBERTH/EZ, BUBLNZ-—BEQETRETEXBATD 1
—INFX—2%BRITZEI> 3,

c BE VT TATVRAECRTIBDTNAAOVANZRBRTDEEI N —T 28 RI2 ¢



o>3ar

c ATT21=) AT A= 2 D AT ORTEENELFEMCIVEZAET (18
RYFELERIRE). BEMOBEE, D3 TR ELESILETENET

s TEM BRUERTD 1IN EMHLESIHLZERLET

"|'s' 1l Business Process Automation

€15€O  Giooo e - 87 Developer Subecriion - Not for ustomer Use

All > Create Compliance Job ( cancel
& Job Summary Name* Description Policy Name *
demo-jobs RemPolic
Name: demo-jobs ! ot Y °
Config Source: Device Config Backup
Asset Group Device Config Source * CLI Comman d
If backup is not present, use CLI command to fetch device
Device Config Backup ) confauration show running-config
M Policy Summary
Policy Name. Rempolicy @) Schedule &) Activate
08 Types: 10S, I0S-XR, NX-0S
Blocks: 1 Rules: 1 7N\
(&)
\_/ < January 2025 > Efiective on: Monday, 13 Jan 2025 17:44
(5 Schedule Summary Schedule
Detaie Sun Mon Tue Wed Thu Fri Sat
Schedule Date: Monday, January 13, 2025, 5:44 PM
Schedule Type: One Time Start Time * 17:44 o
@567 8
192 21 2 B % %
2 27 28 29 30 3
~ ° = ~ ~n . ~
7 ~
AT ZAT2ARDITO
( Gancel )
All > Create Compliance Job (Ccancel ) m
Schedule Type: Recurring Start Time *: 17:44 )
@5 607
(@)— Recurrence Pattern
- Weekly (]
Schedul
Recurrence
Recurrence Day * Start Tim
Friday ) 12:00 ©
End Date
01/18/2025 &
@— ey
— nso-166-cnr [
Assets
Name Ip Address Location Managed By
bnr-asr-115 NSO-166
1 ltems perpage 10

AT AT AT I TOER2
FT7S5A4AVEED I TDER

AT AT RS ATOAT AV EEMEEEFERTDE, T/INAREBPAICA Y R—F 1>
TJULBLTE, FNAAREOIAVTZATUVAFIVIRETTERT, 1Rk, N1 A
BREZT7AINELTFETTYTO-—RTEET, BROTNAAREEZERHE L, zip7 74
ELTEEDTTYTO—RTEEXY, PY7TO—REhdE, Chsodo74F1L—>3
DITTAINBEN, CchsDT77AIILORBEZY—AELTFERALTOAVFSATAD 3
THERTEERS, AT7SAVEBEOKERE., VT TAT VAR YD AR—RIZAVTAVE
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"F77AVEE R=DICE, ROBEFHYET,

« Name : 237 0&H

« BB AT a3 OB

« Policy Name : £1T92RU—&BRITD 00ROV IIIVIAN, OF4 21—
BICREENETIOEARID—ICE2TTAINRITENBDBEEHYET,

s BRT7T7I) BRIJTIVEERIZEHOROVYIEZIIAN

c J7ANOTY7TO—R: FA754 2 EEMEEEFERLT, I 74F21L—232774
ILNEFHTTY7O—RLET, PY7O—KRE. O—HILZATLLST7AIZEIRT
BPT7Y7TO—RAVE—TIA AZNLTRITEIET

c ATD1—=) : AT 1—=NZFVICHYBEAET,

s PEYN:TYTAO—RENETZ7AINOARABIZH 2 TTFNAAD U ARNERR

alvalis Business Process Automation
L W ——
.y Compliance Jobs
o T
i O D
v Tiema
@ :; [ S—
Filters ar I
M Policies ~ - suoRetesn () free
C Sch ot dop | NextRun
Policies Typs v Cresedod L L en
]
= Job Status - Inling-Job-01 On Demand m OfMine Ak A
Compicted pokk )
unning CXPm-Dema-01 s o OMine Augit  OnDemond  crvoMineuser]  False . P AN gy
F s Jagr )
m Demand crwolf s *1 A,
Pane SMane
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. mems por poge 10
Torm
[
& Schadule Typa ~
3 Demar
0 Time
"
A7 54 EEDER

F75AVEEDITEERTRICE. ROFIRICHEVET,

1. More Options 7 A 1> A* 5 Offline AuditZ &R L £,



Business Process Automation
CI5€0  Ducoiiers 04 Do Subacriotion - ol ko Cuicomes Une

All > Create Offline Audit

B Job Summary

& Harme' OMing-Job-01

A Policy Summary

Pricy Mame: DI0-Jusiper-poliey
05 Types: Junas OF

Biocks: 1 fules: 1

B Schedue Summuary

Schedule Dabe: NjA

Scnecule Type: On Demand

Hame *

Offing-Job-01

Product Family *

IT Netwariirg

File
Upssad

Schodule

(@ ——

Asseis

Select Mle 19 upload *

Supported axleniand:

RegEx pattedn 10 remove Me name prefa

A ayTha(8)

- Select Al Assets

Hame

SUFFIX_REMOVED:

L e, *conl,

*Fp. *NGE. " AEGE

Palicy hame*

Dr2D-Jursger- palicy

RetglEx P 50 Femcvs ke namss SuMf

] A8y T8}

Show Only Sclectod Assets

Managed By

Direct-To-Device

Product Family

IT Nebwordong

<

T77A4)0NOF7Y7O—R

2. SelectfiletouploadZz VYo LT, A2 74F¥2L—>23a>77/4)L&F7Y7O—RLE
¥,

“~ o HR—REhD 774247 1&, (txt,.cfg,.conf,.zip,.tgz,.tar.gz) T9

CHP-Demo + Trm-Files + -
= (8 |
Fartess tht vbde
D20 Juniper - palicy (]
o Crtune-f-Devees -0 205 1683 Compeessed (Tipp. 9.
T e Devoes
Pt F-Dien
Ortune Do
fie 1o upload *
*axt, ".cfg, ".conl. ".zip, *.tgz, *.tar.gz
File mavmars | Cfane=£-Dievices Cusom Fies e Blo name profx RegEx pattorn o remove file name suffix
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All > Edit Compliance Job

B Job Summary

Name: RemCompJob
Config Source: Current Config

Asset Group: assetgroup-38

M Policy Summary

Policy Name: RemPolicy
0S Types: 108, 10S-XR, NX-0S
Blocks: 1 Rules: 1

{5 Schedule Summary

Schedule Date: Monday, January 13, 2025, 5:47 PM

Schedule Type: Recurring

PearaLy Pr
L1h 24 T

xEF375
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Device Config Source *

Current Config

@) Schedule

Description

RemCompJobDescription

Commands*

show running-config

@) Activate

) G

Policy Name*

RemPolicy

< January 2025 > Effective on: Monday, 13 Jan 2025 17:47
Schedul
chedule o T v T £ 5ot
5 7 Start Time * 17:47 <]
2@ s 6
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Cron Pattem
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PRy : @ . . . )
End Date
01/15/2025 &
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Compliance Jobs

19

False Dec 65,2024, 4:13 PM NA
False Dec 6,2024, 12:41 PM NA
Dec 11,2024, 6:09 PM

Pending Dec 14,2024, 4:44 PM Dec 19,2024, 4:44 PM
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Delete Job

Are you sure you want to delete the selected job'(s) "RemCompJob, new
validation® ?
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s bt - 858 Do St - et b Comcrmme Ui

Name Policies Config Source Schedule Type Activated  Job Status LastRun At Next Run At Action
1t Poscy - Refl - Compiiance RemCompJat RemPolicy Current Config On Demand False Jan 7,2025, 1051 AM NA
new vaiidation Regression Policy Current Contig On Demand False Dec 11,2024, 7:30 PM NA
Aurora Compliance Regression Poicy Current Config On Demand Fase — 0% Dec 11,2024, 6:48PM NA Terminate
RefD Sanity Patch Regression Poicy Current Config On Demand Faise Dec 11,2024, 6:42 PM NA -
Demoretd Dema RefD Polcy Backup Contig On Demand False Dec 6.2024, £:45 PM NA
~ History
Demo-comp-jobs DemoFast_Poicy Backup Config On Demand False Dec 6.2024, 413 PM NA
Group Compliance Router Policy Backup Conbg On Demand Faise Dec 6,2024, 1241 PM NA
Sunshine NSO Regression Pokcy Current Contg On Demand False Dec 11,2024, 6:09 PM NA
Ndtc-comphance-job Nfc-policy Current Config Recuming True Pending Dec 14,2024, 4:44 PM Dec 19,2024, 4:44 PM

~ CNC paich CNC Poiicy Backup Confg On Demand Faise Dec 52024, 4:41 PM NA

AT ZAT VAR ITORT

Terminate Compliance Job

Are you sure you want to terminate the Compliance Job 'Aurora
Compliance' ?
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Compliance Jobs
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Jabs

Filters Clear AllX

& Palicies ~

I_ NOFCTEST
! Ns0166-policy

™ Job Status ~
U Completed
[ Running
[ Failed
O Pending
LI Terminate In Progress
[ Tarminatad

il Schedule Type ~

1 on Demand
F Qne Time
[ Recurring

DT AT AD

~w

P

Business Process Automation

an Demand
B ane Time
W fecuring
Schedule Type Job St
MName Palicies Config Source

Mso-cron-job

Melfc-weekly-job

NDFC-oneime-jots

Mso166-policy  Backup Config

MDFCTEST Current Config

WDFCTEST Backup Config

neffe-schedued-job

Mso166-policy  Current Config

MDFCTEST Current Config

-t

MNeffe-compliance-jok
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L Remediation POC Policy
cne

[ Default Policy
Compliance Check

[ Nso166-policy

[ Detault Policy - RefD -
Compliance Check

& Job Status ~ viclationJob Total Execution
J completed Execution Id Start Date  End Date Status Devices y [~ y Action
jobnew
O Running . . Queued: 0, Compliant: 0
ep op
DFailed testiob4576 66e91344a0ac4a11186281b3 17,2024, 17,2024,  Completed 4 Running: 0, Falled:  Unknown: 0, info: 0, :
O pending o7 At 10057 A 0, Skipped: 0, Warning: 0, Minor: 0,
O Terminate In Progress testiob345 Compicted: 4 Major: 0, Critical: 4
ued: 0, Compliant: 0,
O Terminated Sep Sep g"'“""‘ o Fated U“:"’ ! o o0
unnin alled: Inknown: O, Info: O, .
testJob 66e83ced92196B7d07d56 16,2024, 16,2024,  Completed 4 9 :
sevem 71w 0, Skipped: 0, Warning: 0, Minor: 0, :
@ Schedule Type ~ . Completed: 4 Major: 0, Critical: 4
O on Demand ep ep Queued: 0, Compliant: 0
Oone T Running: 0, Failed:  Unknown: 4, Info: 0, .
() One Time 66e83835bbe304al3cBedd40 16,2024, 16,2024,  Completed 4 o w o Mo 0 ;
, Skipp ) aming: 0, Minor: 0,
DR 722PM 7:22PM
eeurmng Completed: 0 Maijor: 0, Critical: 0
Queued: 0, Compliant: 0,
5 Initiated ~ Sep Sep R .
0, Failed:  Unk 0, Info: 0, .
66e7fdc33e378abeab71b7fc 16,2024, 16,2024,  Completed 4 0”2"‘"9 OB'E W" "GW"Q M"u o ;
O Gurrent Month - - , Skipped: 0, jaming: 0, Minor: 0,
O Last Month Completed: 4 Major: 0, Critical: 4
e Queued: 0, Compliant:
o
Last Three Months Sep Sep o .0 Failed: Lok 1afa: 0

testcheck

Mso166-policy  Current Config

WDFGTEST Backup Config

IaJER

History - refdjob

refdjob

testJobsf

vicljob

B Compieted
B funring

M Falies

W pending

M Terminase In Progress

B Terminated

o Retresh )

Schedule Type  Activated  Job Status
Recurring True Pendling
Recurring True Pendling
One Time: True Co
Recurring True Pendling
One Time: True Cor

On Demand False Ce

On Demand False Ce 1

O e T

Last Run At

Sep 65,2024, B:54 PM
Sep 56,2024, B:56 PM
Sep 65,2024, B:42 PM
Sep 7,2024, B:40 PM
Sep 56,2024, B:40 M
Sep 65,2024, B:30 PM

Sep 65,2024, B:27 PM

reh
Next Run At

Sep 13,2024, 8:54 PM
Sep 09,2024, B:56 FM
MNA

Sep 13,2024, 8:40 PM
NA

NA

MNA
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- T7Ov0RBFEI BLT T7OYVIDSOEHRBL ICAR—ANEENDHE, <hs
NDAR—AGFTUOA—RAOATO)ICEBEZBMAZDMENHYET (LEAE,. T70v 7#5
FELN TEBSAURTI—AL T, "E¥HAL PN "IPV4_ADDR, DIFE. GCTHOEH
#AlE "Management_Interface_IPV4_ADDR, %V ET ),

e A—Y—R&, AT ZAT VAR FINAAERTHSD Tgetvarsy HHZEFIYOLT,
GCTEHDBUBITIYEVINFELWAESHZRRETEERT, AT ATV A"
TNAARTZRETRICE, RORESTAPIZEALET,

- RTIDZRE DWW LEHICETZRELET
- URL: /api/v1.0/compliance-remediation/compliance-execution
- XYY R GET

- RITIDZEFEAL ET/NA AERTOEE



URL:https://<>/bpa/api/v1.0/compliance-remediation/compliance-device-
execution?executionld=<>
- XYY R GET

Params @ Authaorization Headers (8) Body Pre-request Script Tests Settings
——
Query Params

KEY VALUE

executionld 66dfc32a2b855fb425602d4a

ody Cookies Headers (11) Test Results

Pretty Raw Preview Visualize JSON ~ s

e .

115 “minor": @,

116 "major": 5,

117 “critical": @

118 h

119 "gctVars": {

120 "Interface_Gigabit_3 inteface": "8/8/3",
121 "Interface_Gigabit_3_description™: "blocks severity”,
122 "Interface_Gigabit_3_ ip_ addr": *

123 "Interface_Gigabit_3_ip_subnet™:

124 h

125 "overAllStatus": "partial-compliant™,

126 = iy inpy

127 "major": 5,

128 "info": 1,

N B

GCTZ# - gctVars

s JOVYONSERERNBTDICE. KORESTAPIZFERALET,
URL:https://<>/bpa/api/v1.0/compliance-remediation/utils/schema
- B3 POST
- A3 : {"blockName": "<<7'O Y I Z>>"}
c RSASEDZYNOBEOTFNARIZT7L—MEHERLT, GCTT7L—hK%&
MIELET,
s AT ATV ARIS—TLEREBOGCTT V7 L—KNERELEXT

[Workflows]
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cisco Business Process Automation
= m Historical | Filters
o 8 Jobs
1<}
1 7 Assets
O Ged) Al v Search
Filters -
Name Policy BatchCount  AssertCount  CreatedBy  Created At Draft Commit Remediate Complete Action
Policies ~
Rem-Job-02 Rem Policy 0 0 adrrut Dec 13,2023, 319 PM @
remediation - test . . .
RefDCheckPolicy Rem-Job-01 Rem Policy 1 3 admin Dec 13,2023, 12:62 PM @ ® 0)
Rom Policy
Default Compliance Palicy jiliob RefDCheckPolicy 2 3 admin Dec 13,2023, 7:51 AM @
RemJobTT Rem Policy 3 admin Dec 13,2023, 12:20 AM @ © ®
MMRom.Jobs RetDChackPolicy 1 adrun Dec 11,2023, 6:00 PM @ D) ®
NEWRom.Job Rom Policy 2 4 addmin Doc 8,2023, 5:45 PM ( &
RemJob remediation-165t 1 1 admin Dec 6,2023, 5:21 PM @ ® =)
RemediateJob  Default Compliance Policy 1 2 admin Nov 30,2023, 3:51 PM @ © ®
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All > demo #

& Job Summary
Policy Summary
Name: RemPolicy
@ Batches

B Add Batch
1 Assets Pending

sE>ad . A

Business Process Automation

Name *

demo

?

?

TR

o
Total Asset(s) : 1
Name Managed By Compliance Critical Major
bnr-asr-38 NSO-166 Partially Compliant 0 1

@) Start remediation on Commit

January 2025 >
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23 24 25
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Minor Warning Last Checked
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Policy Summary
Name: RemPolicy
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Total Asset(s) : 1
Name Managed By Compliance Critical Major
bnr-asr-38 NSO-166 Partially Compliant 0 1

Start remediation on Commit
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cisco Business Process Automation

] All » bnr-demo-job . . )
= Milestone View Auto Refresh ()
o &= JOB: bnr-demo-job
i Downicad PDF Device: bnr-ios- 125 (NSO) Controller Instance: NSO-220
Batches Assets
<] 0 Awaiting ® 0 Awaiiting
0In Progn © i Progres:
® 2 Completed Swmmary
1 Completed
0 Cancelled o Time: Ap
Created By: adm
Paolicy Summary End Time: Apr 2
MNam: Stanw Dl te
Seatus Message
® BATCHES Elapzed Time: 1
Workfow Instanc
(®) batch | User Tasks Completion Percent. age
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Milestone Status
° Sta
e Execute and View Pre Checks

RENDET XM AN—=E1—
BERT TNAAOFHEM - X AILARN=2LR—=K
RANARN=VLR—NERTIDFIERF, XROEHY T,

1. Device DetailsR— ZIBIRLET, "YAMILAMN—2EI—3 R—=IHFRRENFET,
2.Download PDFZ2 2 )Y L &Ed, NAMILAR—2EI1I—LAR—RMNFERESH, RDODKSIC
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Device Name: bnr-asr-38

Milestones
Start
: . Execution . - S
Milestone: Start Tue Jan 07 2025 04:28:29 +0000 {GMT)
Start:
. Completed - -
Status: Complete o Tue Jan 07 2025 04:28:32 +0000 ({GMT)
n:
[Execute and View Pre Checks
Milestone: Execute and View Pre Checks I...xl:cullon Tue Jan (07 2025 04:28:33 +0000 (GMT)
Start:
Completed
Status: Failed 0'" P Tue Jan 07 2025 04:28:42 +0000 (GMT)
n:
Templateid :  nso_prepostFail Device Name : hnr-asr-38 Commands Evaluation Result : Fail
dir harddisk: location all | include free Rules Evaluation Result : Pass
Exccution Start Time: 01/07/25, 04:28:37:498 AM GMT - End Time: 01/07/25, 04:28:39:589 AM GMT- Duration: 2091 ms
#Rule : 1 Operation : Contains Result : Pass
Rule = Invalid input detected
|

|
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HRE:JOvoEIL—I
AR RIX)Y: 11

RE7OVIE, XY RND—OBBIATATIAVI AT VAR —%2ERBLVOBATS
EOHIERARBERTT, chslE, 18— 1T4A, JL—ZDBorder Gateway
Protocol(BGP)& £ M7 /N1 ACLIREEELET, BETOY VDI HMERFRDOES Y TT,

s EV21-)ARK BR7OYIICKY, EDATSKXOR)—RERKTEET, EEBEE,
TFNAABEOEZ OO a2 @AICERSIVOERTEERT, cOEZ1—-IILHFKIC
&V, AT AT AR —OEHEHBFOTOALANERILENET,

o DM FNAABRERY) NEL<KEBURELEBDICHEITRH LT, EBEFEESDY
TOATAFIVIOZETL, BEOEEZBERATEET, chicklY), FINAAKRED
IARXNTOEONBERR)S —ICRS CENRIATNET,

- BAA: —EERTRE, BRODVT AT ARV —BLUOTFNAATHRE/OY Y
ZEFATEET, COBRALCKY, TRENBREH, BREEO—EMN BREIE
9,

« ABZTAVIORETOAYY : ARTAVIHRETOY VI, RawTFN1 ADHREEZRLET
o ERIEFEENFELA,

Bl xO70OY 2 %ERLT. TwentyFiveGIigEQ/0/0/314 > R— T TA ADIAV T SA T
AFIVIORETTEXT



interface TwentyFiveGigEO/0/0/31
description au0l-inv-5g-08 enp94s0f0
no shutdown
load-interval 30
12transport

AAFIvOAV74F2L—2a>7Ovy 44 F3Iv oA 74F21L—->3>70
YIORTNAAREEZRLET, COREICE, BEELBFALZESO2EENEENE
T, ChSO7OYIVRTIPTFU7L—RDOKSICHEEL, FINAAREICEAL TEHD
BEZERELET, L—IICEHZEMLT, ChSOERZERIETEET T, TTPOFEMICD
W T, https://ttp.readthedocs.io/en/latest/Overview.htmlZ S B L TS £ LY,

Bl xo7Ov0%FERTDE, TXNTOTwentyFiveGigEA > B—T I A ATV T T4
TOAFIVIRRITTERT

interface TwentyFiveGigE{{INTERFACE_ID}}
description {{DESCRIPTION}}
no shutdown
load-interval {{LOAD_INTERVAL}}
12transport

BYREBZF DBNERIOYY : Co70Y VRBHBRTOY JV EEEKICHEL., BROEK
BEeRHOTNA ABEDL SEZRNBIZDEHICEAETIET,

Bl -

ROBIE, TINAAREE, BBBEDN SEZREIZLOICEATNINBTEIH AT

YOJOY VERLTVET,

EBEZF OT/NA ARKE :

router bgp 12.34
address-family ipv4 unicast
router-id 1.1.1.X

vrf CT2S2
rd 102:103

neighbor 10.1.102.XXX
remote-as 102.XXX
address-family ipv4 unicast

send-community-ebgp
route-policy vCE102-1ink1.102 1in
route-policy vCE102-1ink1.102 out

neighbor 10.2.102.XXX
remote-as 102 .XXX


https://ttp.readthedocs.io/en/latest/Overview.html

address-family ipv4 unicast
route-policy vCE102-1ink2.102 1in
route-policy vCE102-1ink2.102 out

I

!

vrf AS65000

rd 102:XXX

I

neighbor 10.1.37.X

remote-as 65000

address-family ipv4 labeled-unicast
route-policy PASS-ALL 1in
route-policy PASS-ALL out

11—

LROBREEBMITZLOOF(FIVoT7OY VEE.

router bgp {{ ASN }}

address-family ipv4 unicast {{ _start_ }}
router-id {{ bgp_rid }}

vrf {{ vrf }}
rd {{ rd }}

neighbor {{ neighbor }}
remote-as {{ neighbor_asn }}

address-family ipv4 unicast {{ _start_ }}
send-community-ebgp {{ send_community_ebgp }}
route-policy {{ RPL_IN }} in
route-policy {{ RPL_OUT }} out
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FENTRRENET,
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L= ERTRIBDEHOEROR—JHABVES, 7OYIOTATHA4IILATE
BZzaBLTERTY
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DAN7Ov o
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» Actions :
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luili Business Process Automation
cisc iaco ksl - BPA Devsioper Subecription - Not for Custome Use

Filters Clear Allx <
& 0S Type N

Onx-osjosxr | BlockName

[ Junos 0S Block-bnr-asr-38-
ruleduplicate

New-Block-TickMark

Block-New-Test
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7O0vo&l—)OEMEZFRSE

AddZE = IFEdit BlockR—2 ik, 7OV I ICETHEELEREF Y I F Y LTEBEE TR LSICH
HEhATVWET, COR—D TR, XOtEIZa>oBEZHBELET,

- BEAXTOY JFME:

Basic Detailszo>a >k, XOBEBENFHV)ET,

S JOvo% JOYIICEEENLEEH

BB 7OV IOBNELEBEORESBEER XA

- OSType: 7OV VICEENRFSNTVWBRARL—FTA VI ATLADRAT
cTFNART7 7R TJOVYOEEBREOHZTFNAAOATIAVELEGITIIL—T

- 7OV ORBATFOER . JOVYIO—EZE0EBATFEERIZEOOFTa

- 7OV OB TFOFEMEEMELERETS B AT7OY VBAFFrFELEVES

B, I-¥—RBEUZ71—IREEAL T, RO7OY VBAFOFMEEBME L
WMETEXRY,

- JOVOBRFE  JOVIOEBRNFICEZASNDEBEEDEE
- NBE=2 o 7OY IBRFEFNFRESNE—2FERER
- Multi : BRE7OY V2EBITOREELTERSHESH ERELET

I usiness Process Automabion

EULEL) (B
[ = s e

o

I} | Block Detalls B i Detin

7Ovo%EN, RETS -0V 0 0OFM

- JOYUBK:

Block Configtz 7> a VIZIRIROABNEENE T,

c RETOY Y  EREEBEREHFIRAALETNAADEREEZRLET, CORETE.
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NAARZD AT LAATHREB RV ERITDHEOBMEZRLETD,
« TTPT>7'L—bk : 70OY 2 5 Template Transformation Protocol(TTP)T> 7L —Kh &L T
EEENTVWALESHZERL, BBOTFNA ABTREZERELFEENTIEHOT
V7L—RELTERATIZ7O0Y V0BAICKIEET,

Al » Edit Block

2 ) Block Details B Block Details
. ; i
Enter Block Det. ~
L]
b Block Description

70vY 0 OFM

All > Edit Block

L ]
~

E:,', Block Config

F; Config Block  Dynamic Blocks / TTP Blocks usage
L ]
L ]

AR RIE: 154
Ignore Line#3 0 &£/

Ignore Line SyntaxZ A2 &, 7OV IVHNOBENHETORRBICIXA NEEMLT, 0
TOOAVT AT VAFIVIREREAFY TITBRERIICATAICERTEET, Chilk
W, LIR—RNEERBAYZIR—RTREFERELTRRENLBLILEYET,

Ignore Line SyntaxZ A2 (ICIk. XOFIEZETLET,

1. AVTZATAFIV INSHEATRIREFTERLET (p7 RLAKE ),



All » Edit Block

-\n
E; Block Config
2 ) Config Block  Dynamic Blocks | TTP Blocks usaga .

TTP Template

1T 2 18

2. fTORBEIZOX > MEX T#ignore_lines ZFAL TITZEMLE T, Hl: ip address
{{ipAddress}} {{ipSubnet}} #ignore_line

EROREE

7OV 0BEOCDTUTL—RTHFANN—H—(TTP)HEEZEATI L. KREDTHIEFETS
BRI EBRERETEDINESHZEETEET,

TTPHEEZERAIZICE. ROFIEZRTLERT,

1. 70V VDERFELEIBER—OTOYIRERLI> 3T, HITIRETEROTE
9,
2.RDESIC, setFhEKIletOIN REFEHAL TCTTPERHZEEZLE T,
o BRETOshutdown N EETHIESE. set AN REZFEALTROELS ICERZESR
L%,
S vy ME 2| {{SHUTDOWN_FLAG | set("true™)}}"
- description {{DESCH}D & S BEAFEOEHMNBRETICHDIEZEE. 1etIN RZXD K
SICERALET,
S8{{ DESC | re(".*") | let("DESC_EXISTS", "True") }}
3= TCNhS QL (FHROHITIESHUTDOWN FLAGE 1= (2DESC_EXISTS ) &AL
TERERESHEET,



All » Edit Block

-\n
Block Config (q

2 ) Config Block  Dynamic Blocks | TTP Blocks usaga

e o (I L]

1ER:

FINA AFRET Mshutdown, {TE (& description configy THAERATE 3254, ERNFE Y
AR—RR—DICKRTENET, EROERER. L-ILOERTITONEERICK > TERY)
7,

s WMERT—RDNAY:

BHEF— RO AT MR, I—FFERRREEALTAE—VE2EEL. 71 ABEOH
BREHR(NAT—RPF—LBE)ZHELTINAITEDLSICLET, chllkl), —HTD
F—REEEENLTAY( T BE)TEERAD LT, BETF—IFERE 1 —PBER
EDRBWCRRENDZEEHEET,

BET—REXAVTBICE. ROFIBEICHEVET,

1. [BBRTF—RONYARI1EI23 T, ROBEERTVET,
c MET—RZHEBNTDLODEBOIERTRE (regex)/NX—> DIEHN
s —BULETF—RENARVITRIEBERNFHIEZIBELERT( "1 &), L&A, ERE
BNR—2IZ&, Tpasswordy THEY, TORIZEEIf HG<TFAMNI—HTH &
S0, NAD—READNTEFRT, EVXFIETT,
2. ERRBNA—2EMVBEBRLETEMLET, Thos@FITVY REXTRREIET



All > Edit Block (Ccence ) (D)

[ ] lock Config
— [ E, Masking Sensitive D:
(B ) Masking Sensitive Data
T *
Enter Patterns for masking Sensitive Data @ ~
RegEx Pattern Replace With
RegEx Pattern Enter Block Name
RegEx Pattern Replace With Actions
snmp-server community (bw+) SystemOwner bk m

BET—ZDODYAY

3L.AREICE2EZBEEF. VANDYSENEZ—2%HIBRLET,

4. DATAR, ERRBEFEALTTFNAADEBEORET—RIC—HITHDE0EREL., I8
EEhENAD( ™ BEWEBEBRATRT, CONAFUITR, ROR—IJTHEALE
9,

c AVTTAT VARV AIR—R>EERZZTDEE > ERORTIR—JUIICKRRE
h3B/ETF—RE, ChSNEROFMCEOIVWVTERENBDEEATSAT A
LAR—Kk

vl Business Process Automation
cis Gisco etaenal - BPA Davelops Subscription - Not for Customer Use

= nfi mplian

Bl Config Compliance bnr-asr-115

o Asset Compliance Summary Palicy Cor Policy : user_name_masking_policy Checked On : Jul 16, 2025 1:47 PM

Severity: Critical : 0 Major : 0 Minor : 0 Warning : 0 Info:0 Unknown : 0

™
4 < Back
X Legend
Filters . X
Total Policies Comglia + Confyg line present In device, but not in = Config line missing in device, but present in
biock definition biock definition
Policy ~
& ~ Block: user_name_masking Compliant
Policy Name i i

user_name_masking_policy w 1 username admin password @ *** Compliant

" dolicy = C » Chec
Default Policy - Compliance Check user_name_masking__dy_

test_jos_block_1 (3)
Default Policy -
Compliance Check (13)

test_ios_block_1

user_name_masking__dy_policy

. Blocks o~
user_name_masking_policy

luser_name_masking

ERDRRR—ITHET—FEIATTS

« AT AT UVARY D AR—R > BEREORT > BEHRENRT : FNAARET—
RZE, 7OV I9DIARAIVREICH 2T, NRATIENEMBTF—INRRENET



é||' él' Business Process Automation

= Config Compliance bnr-asr-115

'ﬂ' Asset Compliance Summary Policy Con Policy Controller : NSO-166 Checked On : Jul 16, 2025 1:58 PM
user_name_masking__dy_policy

L]
@ ¢ Back
I A
\\._‘_ Policy* Commands *
S _— ["S.om

user_name_masking__dy_policy & show running -config -+

Blocks

Policy Name

Default Policy - Compliance Check

st los block 1 Generated Remediation Config Vs Running Config

MW
me_masking__dy_policy 1 wew Block: user_name_masking_dy_block 1 we# Block: user_name_masking_dy_block
name_masking_policy 3 username admin password @ password 34 username admin password @ *** I
waw Block end 4 ®aw Block and

BEEDIR—SOBET—FEIATTS

- 7OV IIL—=I (EXEDER):
r7Ov o8R8, €o>a>ickEk, ROBEBBFHYET,

- BRIEFO®EE AT FATOAF IV IRBICEBRITHAELVIEFTRREND &
SICLET, AT AT AIVD VR, BROOIEFZFHEAEIEFERBEL
F£9,

- BREOER : I—HRE7J7OYIRNDERICERELRILEZZ)HTDENTEE
T, ERELARILNG, AV T ATV AOBBICHTZ2ELIBNORELEREMR
HICITSDICRILEET,

- BRIEFOFR—B : BRITOIEFOFR—HEHEL, TNA ABRTOIEFN FHHE
hEEEFE—BLBEVWEEICTS—MNERRLET,

- FRUTVWABER:

- RETOXREZKRETS
oTA4Z® REICEFEFNTVWAVRETZEAXRRLED,
- FNAARETOY VLBENTEZELTVWS D, ERENETOYIREE—HL
TWEWAZRERLET
- BMNERE:
- FHUAVRETERELET,
CTFNAARAREICEETSDH, JOVIREICH > TFHEABVRETERRL
£¥9,

CAFVTENLETOVY:

S FIVOEhTVEVRE/OYIZRLET,
CEBELE7AILEAREEREEAVTOYIRRAFY STENET



All > Edit Block _ Cancel )
¢ = L]
‘&) Block Rules
- L]

Enter Block Rules Details -~ L

Enforce Config Order @l I._%Z Block Rules

Severity Selection Critical Major Minor ‘Waming Ivfice Compliant

Configuration Orde

Mismatch 0

Missing Canfig [v/]

Additional Config o

Missing Blocks 0

Skipped Blacks (]

7O0vo70v VRAEEBMEIRETS
IL—IEE

CnR7L—AD—97TR, I—Y—R@ "7OYVDOEBNELEEHEE, 127 T —RA%=2EALT
7OY Y- LI EEBTEET, COBERL, ROEIVZIVIERITLSICBRENATVET

o

N BEOTOVILALERERES < AVEAE. EXAE TCompliant, %BIRT
%7,

o JL—-ILERRE:
A=Y@ AVT ATV ARAIV UANREERIAT D EHICEATRIIL I ZERE
BROEETEXRT
C A—HRBECKHUTIL-IZ2ER. WmE. HIRTERT
- L= —E:
C INTOEHBFHIL—ILOBEHEVANZRHL, L—ILOFHAZATRILLET,
CA—YREFOI—INZRELLLY ., FRCBE2LIL—ILZHBRLEY TERT

All > Edit Block Cance w
- - -
L] .
. :
.
B
E ) Rules
~
5
- > -
EQ nnnnnnnnnnn



BER70Y 70EBNERTRE

L=ILOFMOEME Iz imE

* [Rule Name] :
CEBAOLEHICHRAC—BOBRER )Y TET
c ZDT7A—=I)LRE, B ZHBICEBRITDLOICHEAETT
- BEDHFAI:
- BRAZREORAUE L TRETIHNESHZEEELXT
A=Y IOREZEMILT, AT TFATVATIL—LD—URATIL—ILZE
EBILTRDENTEXT
* [Description] :
- BHANCEITREMOO THFANE LR BEREZREHELET
DT A=I)LREATSIATEN, HAEDH YR TEEZRDEDICKRIEERT
- ER
= ILICBHER TS hEERO—EZEELET
CA-HRYBECHUTGERZEM. wE. HIRTEEXRT

A B c D E F G H |
1 Device Name Managed By Product Family Compliance Critical Major Minor Warning Info Unknown Last Checked
2 CNC-bnr-asr-78 Direct-To-Device |E 2000 Series Non Compliant 1 0 0 0 0 0 04-Aug-25
3 D2d-118 Direct-To-Device |E 2000 Series Partially Compliant 0 1 0 1 1 0 04-Aug-25
4 D2d-juniper Direct-To-Device juniper-junos Partially Compliant 0 0 1] 2 2 1 06-Aug-25
5 DNAC_Mock Deviced DMNAC-Maock Cisco Catalyst $922-CLWireless Controller for Cloud  Unknown 0 0 o 0 o 1 05-Aug-25
6 bnr-asr-78 cncé Partially Compliant 0 0 1 1] 0 o 05-Aug-25
7 bor-isr-118 Direct-To-Device cisco-ios Partially Compliant 15 2 0 2 & 0 06-Aug-25
8 bnr-n3k-44 NSO-166 cisco Nexus9000 C9300v Chassis Partially Compliant 12 0 0 0 3 0 05-Aug-25

Add or Edit Blocks-Rules : JL—J)L MEMNE 1= (FmEE

L—ILERDEME = imE

LW—IERE, AT ZATARTOEERIVR—FKVRNTHY, RTITIHLENHIHEE
DFTYIDNFMERLET, - EREFERBIVCEERTIHFENHEZRICRLET,

HEARE—R:
1A R—TIAARERE . COFE—RTR, 574 DN 1—HFA402—T14
Z(GUI)E@FFJ LTIL—ILERZERTEEXTS, CcOFZRE, I—FT1207%2ThH%i
WCEBEFLITHI—HICEL2T, BERFEVRIKTIEALXTVWAETT,

c ATYVTINARTYTOHAZ VA : 1=, BRIERShEUVIEEEZFERALTF
IVOREERTD7OCLAEZELTHA RENET,

o FHlETE—K:

- JSONIZLLAEO—RER : O—F1 > JICBhTVWRI—HY0iHIC, BEtehni
JSONIZBLEFRTANTR T, L—ILEREERTEET,

- REMEBE COFETR, BB -ILFIVIEZERTIROTEHEMELERBEN
BMELET,



Edit Violation

Basic

Firees )
Condition )
= WD
.
Filtor
Add Fitter
Condition
x

L—ILERDERFLZGFRE - EXRE—R

| |,. e Process Aussmascn

L . P . . A o

bnr=igr=118

R LR fur Do T D - e B, P 1100

L]

LW—ILERDOERFLERE -FHET—R

L=LERICE, ROEI2a2HFHVET,

« ERE EROER

« BEAE  RTPIECOERNRBLESEOIV T ATV ANDEREZERLEKT

c BERAVE-D  ERFIVINFREIDE, COXYE-—INRREIETY

c BR7AINEEE  EITIIN—TAF X EREFEATEZERZHEZEALET,
CIL=TEEENBEWVMEYOTF—REBERICESVTIRBGEZRETSLHIC, 717
FHETHEAETNET

TR OBBEBEICR O TEEZBRTES LS, ERTHEHOBEVW T 1RV

> rlRE

c —IEK CCTAVT ATV AZHERBI B LODRBORMFIZRE, JIL—TAF—X



BREFRTN—TAF—XEBOMFZERATERT
- HWEDRATOEBNIN—ILTERAEHh, BENEREIMMEREAET
0'7)11 TEH BETRZTF—ROILIZaVIC&xHGEZERAL., BELEhEZTIIL—
TATTOBRFIVIERTSCENTEFRT
CRTIN-TEH MIULLETF-RERCRHZEALT, L-ILEBRAOREMLZRMY
LEY,

BB I—YERIOVYI - RANTSI9F14 A

s ERENFETOAYIRNT—ETHDLEZRRBLET,
s TIN—TRBICEBEFRITDI_ERFBHTIEEZL,
s HTREBOREICK., 7OYIRT <group>, ZFEHALET,

51
https://ttp.readthedocs.io/en/latest/\Writing%20templates/How%20to%20parse%20hierarchical %20(configl
to-parse-hierarchical-configuration-data

c 1DDEHICEFENZDHELULLERETOEEZREBTAICIE. TOLEHE {{ <<var-name>> |
Tine | joinmatches(',") IDEKSICHEALET, KOBOKSIC, FBRETE{{ start 11E{{
end 3I}OARAICANET,

TINA ADFRE 70Y O
{{_start_}}

ip RXA 21 A K{{domains | _line_ |
joinmatches(',) }}

{{_end_}}
ip domain list vrf {{ vrf_name }} {{ vif_domain }}

ip domain list vrif Mgmt-intf core.cisco.com
ip RXA>1) A Bcisco.com

ip RX A 21) A Neast.cisco.com

ip RX A 21) A bwest.cisco.com

. BEFHSAR—AESHEERYALIE. KOECRTLSIC. TOYIROEKEE
FAUET, {{ <wvar-name>> | re(".*") }}

TINA ADFRE AR RL: 354
A > & —7 T 4 AHundredGigE0/0/1/31 {2 8—7 T4 AHINTF_ID }}
A 2—7 I R : 12ylaa01 Hg0/0/1/31 BEI{{ INTF_DESC | re(".*") }}
mtu 9216 mtu 9216


https://ttp.readthedocs.io/en/latest/Writing%20templates/How%20to%20parse%20hierarchical%20(configuration)%20data.html?highlight=router%20bgp#how-to-parse-hierarchical-configuration-data
https://ttp.readthedocs.io/en/latest/Writing%20templates/How%20to%20parse%20hierarchical%20(configuration)%20data.html?highlight=router%20bgp#how-to-parse-hierarchical-configuration-data
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- BEEXEELELY, KVEBEMESBRICELTVS
- BBUERNBEOREEZR L TVA L Z2BFIDIN I ERETERT

- ZERDOHEM:

- O=IBPA7L—AD—0ROO—HIBLCABERZEBITHEHOY—ILEL

THELET,

- Bge:
BN IVF  AETF—XOBNEIREBEEREZRSZICL, AVTSAT AT
IVORIVTFILEALDT—REEICHISEEBET,
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EEEBHLET
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Copy Code
RefD:ns={$SITE}&key={{#device.deviceldentifier}}.interfaces.MgmtEth{{ INT_ID }}.ipv4_addr

BRORAT

s A—HERZEH:
AT ZAT VAT AT OERKICEREENE T,
- EEEBELEDITOIXRNTOERTICHAETAET
° ﬁ§j13{$VarName}
- fl: {ss1TE}
o JATLEH
C ETRICERATRESOCTEFARNTF—RICETVTTIL—AD—VICL>TERER
- BE, TL—LD—VRFNARFTZSIONOT IO RAEZREBLET
o ﬁ%j{:{{#VarName}}

- i
. {{#device.deviceIdentifier}} : T/NM1 AIDZRLET
o {{#device.additionalAttributes.serialNumber}} : TFINAAD ) 7)[/%%&2‘:2[/
E3x)
. TTPEH

- 7OV IOBBICEETS
- 83 {{ varName }}
- Bl £ INT_ID 33

FZ DA A

s ChsDBRAFEReMBRAICULTWVWETA, "RefDy F—TV—RTHFHDEDTREDHYEE
A
o il -

plaintext
Copy Code
{$int_id}.{{#device}}. {{ mtu_val }}

EHOER

s I—HY—EREH (svartE LTRENET

o DATLEB: {{#var}3& L TRE 11, deviceldentifier, controllerld, controllerType’s £ NDJE
MZERBEALET,

« TTPE# : —EOHHN > THAT{{vartERENET



- AT OERKICSEREREETRE, TOEERETERT

- EROBAEDEER., IVT ATV AERRTBLEDIC, 7T Y FENLT/NAARE

EERENETT

B g Precany Aunmaon

= Caonéy Complance bnr=lsr=118
=] . AT T ST N iy i, L
o = o LI
79 ()" -
. _ '
TP YRR - Lo el B, it 1 Birrragg Liraliy
= - S — ::_L .....
e .7
PP — i : :_:.:-_.n-n-n | e
TINA ARRTE
A B C E F
1 | Policy Name Fully Compliant Partially Compliant Non Compliant Unknown Total Asssts
2 D2D-Juniper-policy 0 1 (i} 0 1
3 D2D-Raiseviolation-policy o 1 0 1] 1
4 | D2D-Rem-policy 0 1 0 2 3
5 D2D-Rem-policy-cloned ] 1 0 0 1
& Default Policy - Compliance Check ] 2 0 70 72
7 Policy Delete Issue 1 0 1} 0 i |
& Policy Test 1 0 0 0 1
8  Remediation-diff-policy 0 1 0 0 1
10 cnc gig policy 0 1 1] ] 1
11 enc gigabit 0 2 1 1 4
12
BRI —JL : RefD
70YUDOFEORT
JOYOOFMICTIOERATRICE :
1. BlocksR—Z ICBEBILE T,
2.0y ROFTEBREZEIVUYOLT, BEO7OVVOFMERRLET, 7Ov D



DFM, R—HFEEEAAIICRRIENET,

N CoR—TICE. TOYICEETRITNTOBER (EETATOY Y. L—I. B&
CEREST ) FEARYERATERENET,

HHERONAN=DV0EIIVYOTRE, BETZTOY IFCRBEERRICUAANLIRE
nEXY,

Config Compliance Blocks ncs540-250: snmp-server community cisco123 SystemOwner

w Block: nea540- 750: snmp - verver community cinco 123 SystemOwner

JOvY I OFEME 21—
70v U 0HIK

R—ZRII TR, BHYIZRBACHERZFE >TVWAI1I—HMO2UELt0o7OY UV ZHIRTEXT, 1—
Yk, AOFIEZERTITBDET, ChoDT VAV ERTTERT,

>ooN70Y VHIBROBE

1. BlocksR—Z IZBEILE T,
2. HIBR9270Y U Di#EIZ3H SMore OptionsPA A&V UYILET,
3.DeleteA 7’2 a & BIRLET, BRXYE—IHNRRENET,

‘\BH7OY YV DHIKRDISE :

1. BlocksR—Z IZBEILE T,
2HBRTBETOAVIORIIHDIFIVIRYIREAVICLET,
3. More Options7 4> &2 1) Y LT, DeleteZBIRLET, BRXY -2,



Reporting Configurations

Auta Dalota Reports Oldar than(Days): S0 [ ]
Max Blocks to be selected in a Compliance Summary Report; a0 ]

Max Assets to be selected in a8 Compliance Detailed Report: ‘ 100 ]

| Cancel .m
J0v S EEIK
RE:BB/0O0Y 94K

JOYO%RIC&Y), I—HRFNAAOREICEIVTIOVYIZEBMICERTEET,
OBEELICKY), FETOERICHEZFEBEIINIBREN, I—FEEVNHLSEXZRET
BOTREL, EHEEBME QYR IAETTOVIERRBEL®ILKBEYET,

TEVUYOTRE, JOY VERDFHEFIrRTIENET,

Reports > Generate Report (
Sedoct Roport Type* Entes Roport Name *
Summary Report ] Dwme Policy Roport - Last throo months
Nete: Max Biocks fo be selected in a Complance Summary Report s §
T Fi
Geoss e
Filters Cloar Al {  Default Policy - Compliance Check X | Chiar Al
Show Selcted Devices 0
M Policy* ~
Detault Policy - Compliance Ch Serlal
Name Number Ip Address Controller Type  Compliance Critical Major Minor Warning info Unknown Last Checked
. FGL1932108  10.197.215.11  Direct-To- Patially May 28,2025, 243
A Block ~ bar-isr-118 12 0 0 0 1 0
AT w 8 Device Complant PM
e~ FX$1933027  10.197.215.11  Direct-To Partially s o - o 3 . May 28,2025, 43
15 N 5 Duvice Complant N N PM
1 hems per page 10

BE7O0Y 794KV AMN-E1—



Dataikod Roport

Reports » Generate Repon

Saelect Raport Type ”

o

Emtar Report Nama*

Defaus Policy Roport

Note: Max Assots 1o b sefected i # Detadod Complance Report i 5

Lae1 throe months

[ =
Filters % € Detautt Policy = Compliance Chack X | Clear &
Show Selected Devices. (7) A
A Policy* ~
Serial
Detauit Podicy - Compliace Chi
: Name Murnber Ip Address Controller Type  Compliance Critical Major Wimor Warning Infa Unknown  Last Checked
. FOLIS32108  10.197.215.11  Ditoes-To- Parally May 28,2025, 243
M Biock ~ far-1 1 ] 1 0
il 8 Device Compilant 2 & & M
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Filters

= Report Type
Compliance Summary

Compliance Detais

Remediation Batch

[ Initiated

Business Process Automation
Gl o - BPA Doperogee Subecrigtion - Nt For Camsamss L

Report Name
Default Policy Raport
Summary report
Dl report
Dt repont
Summary roport
tost-d2d-0%051_test-01_ 1752574358

rem-chock?_baich-1_1752574286

port1

summary-report-userl

juniper-detailed-report

Report Type
Compliance Details
Compliance Summary
Compliance Details
Dutails

Compliance

Compliance Summany

remediation_batch_repont

romodiation_bateh_ropon

L=

2 Summary
Compliance Summary

Compliance Details

Repaort Farmat

Pt

Excel
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Excol
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ot

Excel

Excel
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Created At

Jul 16,2025, 11

Jul 18,2025,
Jul 15,2025,
Jul 15,2025,
Jul 15,2025,
Jul 15,2025,
Jul 15,2025,
Jul 14,2025,
Jul 14,2025,

Jul 14,2025,

compliance-report_Summary report.zip
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Nems per page
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LET,

]

REIAN RZAD

B Rule Name Rule Description Violation Mame Description  Severity

Rule tovalidate viclations for
P Gigabit Rule Gigabit ethernet configuration DescriptionCheck warning

Rule tovalidate violations for
EN Gigabit Rule Gigabit ethernet configuration IP-Address-Validation critical

Rule to validate violations for
Ll Gigabit Rule Gigabit ethernet configuration No-Shutdown-check compliant
]
[ Rule Namse Violation Name Severity Device Name Managed By
| Gigabit Rule DescriptionCheck warning bor-isr-118 Direct-To-Device
I Gigabit Rule DescriptionCheck warning bar-isr-119  Direct-To-Device
i Gigabit Rule DescriptionCheck warning bar-isr-121 Direct-To-Device
Bl Gigabit Rule IP-Address-Validation critical bar-isr-118  Direct-To-Device
IF R Gigabit Rule IP-Address-Validation critical bor-isr-120  Direct-To-Device

Violatkon Count Affected Assets Count

5 3
& 2
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« OSType: CHO7OYINEETBOSRATDIARN,
s FNART7Z7E) 2070V INBEETDTFNARTZ7IIDIAR,
« PEYBN:TEY MERZ., F4F-Ivo7Ov 0 24ERTEITNAAZEBIRTZ 0D
BT 7O0—F=2RHLET
- BEJIL—T DER:
A=Y, BRICERENETNARTIN—T (BEITIN—7" ) Z8RTEET
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Auto Block Generation Details ﬁ

Device Confy Backup

s

i@

JOY 9ER

- 7OV OBRF  A-YHATOYIOLERKICERTZ 7OV VBAFOUANZRIRT S F
72avaERHLET, £, JOY VBRI FEBBRET A OTAOTRHELET,

70Oy JRBF

7' 0OvY 71Dk, CiscoConfParserZ AL T, T/\NA ARELEHA SHKE/OY I EHMHLET,
£70v 70Dk, ERRBENEZ—2VICEENITAHRENHYET, 1—HE. UIEEFAPIZME
ALT, o770y 0&BF2ERLEY, BFEO7OY VBRFEEHLEYTEERET, B
B, COTSYRNTA—LTR, #ESS ~ 60EOF 7L N7OY VIDARBENATVET,
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https://github.com/mpenning/ciscoconfparse2

7OY2IDICFL TMUtiA T > 3o FrERICE>TVWDEHEE, AV TSATATL—LD—2
., —HULRELSEEORET/OY VEERLET. ThHUADEER. —HIZINTO
HEEIOOTOYIELTRVET,

MultiZ 7> 3> A True® 7 0OY V8&BIF (4> 2—7 I A4 A, router bgp. vrf, 12vpn’x & ) O Hl
MultiZ 7> 3 > A'False® 7 O Y VBRI F0OF| : OF >4, snmp-server, RXA i E

IR

“name”: “BundleEthernet Interface”,

“osType”: [“IOS”, “IOS-XR”, “NX-0S"],

“multi”: true,

“blockIdentifier”: “A(?i)interface Bundle-Ether”,
“templates”: [“parent_interface.ttp”]

“name”: “Loopback Interface”,

“osType”: [“IOS”, “IOS-XR”, “NX-0S"],
“multi”: true,

“blockIdentifier”: “A(?i)interface Loopback”,
“templates”: [“parent_interface.ttp”]

DAKN70OY J#EEIF

[7OY VD2 —ERXRREFATIE, REBLOCIRFEXMECH(CTOY IVIDO—EERTRT
EFET, COBBEX. Generate BlocksR— THEATEE T,

= r Select Block dentifiers %0 be used dwing Auto Block Generat
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JOY VID%EiHEE

TEETOY VL. R=20 T7OY VBRIFIVAN U2 IVICE, TOY VBBIFERD
RNCERIZ OOV —IFAEENATVET, #ERIROEHYTT,

« 70OY OBRFEER
cIA—HRVANMNCHLWOY VBB FEZEMNTEET
s ChlZ&kY, JOVIODEBEXBICEATES —ZE0HANFEZEATEET
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CA—YRE, VAR STOY VBRI FREIRTHDEN TEXT
C AEICBESEBBFPERATRETEVEL FZHIRTES 8, BAITOEENF RS
CEY)ET,

Configuration Compliance Detailed Report

Report Name: Detail report

Asset Name: bnr-asr-115 Managed By: NSO-166  Serial Number: FXS1933Q27N  IP Address: 10.197.215.115
Severity: Critical: 0 Major: 0 Minor: 1 Warning: 0 Info: 14 Unknown: 0
Report Generated on: 04-Aug-2025 19:27:22

Filters Applied:

Time Period: 01-Jul-2025 00:00:00 to 31-Jul-2025 23:59:59
Selected Policies: Cnr Demo Policy2

Selected Blocks: All

Selected Severity Levels: All

Selected Compliance Status: All

Rules and Violation Summary

Rule Name: Demo Rule 2

Description:
Violation Name Violation Description Violation Severity Violation Count
Demo Condl 1

70Ov 21D% B
RE R —

Policies® 7 Tlk, A7 TSA T AEZTEZEMCTZ—EORI)S—, L), BKLOTOYV Y
BEETEET, RUS—EF, [RE7OVIEIIL—IITEREND I —FEEOTITL—KT
T RUS—BERTHEOORETOVIOIUANERZRE7OYIDIL—ILDOY) AN %EEIR
TEET,

RIS —D—BRT

Policies2 7 IRV —DUARERRTEET, COXRTICZE., RU—0BEM, HE. HIKR.
AVR—=KN, TOAR—=NOTO23aEHVET,



N RS BETBTOYIBLON—IEEEIA Y R— N EGT I AR~ R
nE.

Config Compliance - Policies
Policies Blocks Auto Bloek Generation
¥ Filte
Total Policies
Filters Clear Allx £ 5
O (e} Policy Name Search in Policy Narn
@ 0S Type A~ —
NX-05
riets EOS Policy Name 05 Type Created At Last Updated At Action
Arista EOS
105-XR NDFC-test? NX-0S Jul 16, 2025, 10:06 AM Jul 16, 2025, 10:06 AM
Junos O3
SR-0S Backup-Policy I05-XRI05 Jul 15, 2025, 3:07 PM Jul 15, 2025, 3:07 PM
105 o e e
S raise_violation_true 105,105-XR Jul 15, 2025, 210 PM Jul 15, 2025, 210 PM
Policy logging 108, I0S-XR, NX-08 Jul 14, 2025, 5:40 PM Jul 14, 2025, 5:40 PM
test maskhost 105, I08-XR, NX-05 Jul 14, 2025, 4:34 PM Jul 14, 2025, 4:34 PM
MNdfc-Rem-policy NX-05 Jul 14, 2025, 12:57 PM Jul 14, 2025, 7:35 PM
Policy mask1 108, 108-XR, NX-08 Jul 14, 2025, 12:26 PM Jul 14, 2025, 12:26 PM
Policy host 105, I0S-XR, NX-0S Jul 11, 2025, 2:06 PM Jul 11, 2025, 2:06 PM
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WT, ENXEBNICAIENET,



Violation Details

Legend
+ Config line present in device, but not in block - Config line missing in device, but present in block
definition definition

Block: Cnr Demo Block

interface GigabitEthernet0/0/0

Expected: desc Equals 'Demo’

Found: 'None' Cnr Demo Policy2 = Demo Rule 2 = Demo Condl

2 no ip address
shutdown

4 negotiation auto

+ o+ o+ o+

5 cdp enable

6 interface GigabitEthernet0/8/1

Expected: interface Equals '0/0/0'
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1. RITIDZR DA LHICERTZMELET
API:/api/v1.0/compliance-remediation/
AT SAT 2 AET
XYY R GET

2. RTIDZEFEAL T/ AETOIME
API:/api/v1.0/compliance-remediation/
compliance-device-execution D iH&
executionld=<< exeution-id >>

XYY R GET
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1.RefDF7 7’ —23a > hs 57— 2B T5548E. ReDF—ANELWEXTHZ L%
BBLET, —BIT3HEE. ReDF7UT—23a V=IO T 54T AEKIC
DO ENEF—ODTF—EINH2De2BRBLES, £, AV TSAT7AY—EAOY
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£F9, TLN—IBLVIESEDIL—NICEFIIN—IIEESLCSHBEIFESICOVTy 25
BLTLSEZL,

2. ROAPIZERALT, AT SATATAY VORTHEREZEIELE T,

URL: /api/v1.0/compliance-remediation/compliance-block-execution?deviceExecutionld=<>

XYYy R: GET

GET v {{uatUrl}}/api/v1.0/compliance-remediation/compliance-block-executions?deviceExecutionld=66dfc32a2b855fb425602d4d

Params ® Authorization Headers (8) Body Pre-request Script Tests Settings

Query Params

KEY VALUE DESCRIPTION
deviceExecutionld 66dfc32a2b855fb425602d4d
ody Cookies Headers (11) Test Results € status: 20
Pretty Raw Preview Visualize JSON ~ =
LT 1
195 "results™: [

196 {

197 "variable": "inteface",
198 "operation": "equals",
199 “value": "0/0/3",

200 "seq": 1,

201 "success": true,

202 “observedvalue": "@/0/3",
203 “refd_mapping": "None",
204 "root": "1>all",

205 "group_ref": "root",

206 “hierarchy": "root[@8/0/31"
207 b

208 {

209 “variable": "description",
210 "operation": "equals",
211 "value": "blocks severity",
212 seq: Z,

AT ZAT2ATOY VDRITORBER

37OV IICHTHBELFE—BBAHZINESHEERL., IL—III’BEBICH-T
nNTVWBZEea®RBELET,
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Key*

1 bridge_group
Fiter Criteria
Expr*
all ]
Key* Operation * Value *
1 BRIDGE_GROUP_NAME Equals v MOB_228T_42RW_IPADO1
Rules
Expr *
al @
Key * Operation * Value *
1 BRIDGE_GROUP_NAME Equals *  MOB_22BT_42RW_IPAOO1
Key *
2 bridge_domain
Filter Criteria
Expr *
al ]
Key* Operation * Value *
1 BRIDGE_DOMAIN_NAME Equals v  MOB_22BT_42RW_IPAOO1 + -
Rules
Expr *
al [}
Key *
1 vi + -
Fiter Criteria
Expr *
all [
Key* Operation * Value * '
1 VFI_NAME Equals » MOB_228T_42RW_IPAOO + -

AT ZATATOY VOERTORER

4. RDOPython AT V7N ERITLT, TIPN—=H—HFFNA A7 14F21L—>3VH5E
ZHELTVWR CEZMFELET,

from ttp import ttp
### Provide device config inside the below variable
data_to_parse = """

### Provide block config inside the below variable
ttp_template = """



### Create parser object and parse data using template:
parser = ttp(data=data_to_parse, template=ttp_template)
parser.parse()

### Check results and see if TTP parser extracts the value or not
results = parser.result()
print(results)

A7 ZAT7>2>AOTOER

UL/ —RER:

docker logs -f compliance-remediation-service

Multi Node Kubernetes Env:

kubectl Togs -f services/compliance-remediation-service -n bpa-ns

Kibana[d %/ E518.:

https://<< BPAK z k>>:30401
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