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RY DIZHEEE N, HTTP Application OptimizerZ M LU TEAE NBHTTP/ISAT T U KNF
YY1V R—%2 NTT, Akamai ConnectZ#EEH L =WAASIE., EZZXAB L UFWeb7
V=3 OHTTPISRS 74 Y VDEEEEBITDDICRILEET,
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Certificate

Certificate status:

View Certificate

This certificate is OK.

Learn more about certification paths

OK




General | Details | Certification Path

Show |<All> v|
Field Value -
[=| Issuer ans.lab, ans, lab
[=|valid from Tuesday, August 09, 201...
[=|valid to Thursday, August 09, 201...
ISthect * google.com, Cisco, Syd...

RSA (2048 Bits
DNS Name=*_.youtube.co...

. |Subject Key Identifier 46 6 4f 9f De 97 4a ce 6...
.Auﬂmrm.r Key Identifier  KeylD=89 b7 58 b 5b 65... il

DNS Name=*.youtube.com
DNS Name=*.googlevideo.com
DNS Name=*.ytimg.com

DNS Name=*.ggpht.com

DNS Name=youtube.com

Edit Properties... | | Copyto File...

Learn more about certificate details

OK

ATV 72 ERBOPEMELRI—NBILR(CAZBGEIIZBENFHBVET,
k. Active Directory RXA & TIIN—TRIS—%FERTDETRETEET,

ZRTCCDREEZTANTRIHERF. PEACATFLZRII—NCAZBEETEBDCALELTIZAT
RTFNAACAZVARN=ILTEXRT,



General | Details | Certification Path

g Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: ans.lab

Issued by: ans.lab

Valid from 8/ 8/ 2016 to 8/ 8/ 2021

Install Certificate...| | Issuer Statement

ook




Certificate Import Wizard ‘ ﬁ

_-4

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location
for the certificate.

{ ! Automatically select the certificate store based on the type of certificate

(@) Place all certificates in the following store

Certificate store:
Trusted Root Certification Authorities Browse...

0

Learn more about certificate stores

. <Back | Net> || cancel |

AT Y 7°3:WAAS Central Manager GUIZER L T, WAAST /N1 ATSSLF7 7 &
FL—>a Y —EREZERLET,

T 1T I)LH 4 RAkamai(WAAS 6.2.3k V) BT, JAFWAASICSSLT7 V5L —>3arH—ER%E
RELET, TP A RAkamai(WAAS 6.2.3BYDIBE., 75 FWAASTSSL7 7t L
—2 3P —NZER/EL., SSLAVEX—R—HFZEMILET, ChiE, F1TIY A REBEEL
UL A RBEDOHE—DEVTT,

F:623&KVEIOYTRNIDITI)—AEERITLTVWBWAASTIE, Youtube RZ 714V Y
EEFRILTDEHICAKAaMaAID T ITIL YA REY N Y THFYBETT, JFWAASIE.
YoutubeNDSSLIEHZ 7OF S LET, YI7RMNIIFTVI—R6.23UEEERITLTVS
WAASIE. SSLAO V2(SAKE)EHR—RLTWET, chickl), 75 FWAASKE, 7
— BB —DA VT TZARNSIOF Yy ZRABTICNT T4V 04 2—FY NLEREX
EIHEEIL, SSLERZ7OF I TEED,

ICRT KSIC, [Devices] > [Configure] > [Acceleration] > [SSL Accelerated Service]lc BEI L &



EE

Devices AppNav Clusters  Locations

Configure | v | Monitor | v Admin | v

! AppNav Cluster ﬂ File Services @, Network
AppNav Cluster SMB Dynamic Shares Network Interfaces

@, Interception ﬂ Caching Defauk Gateway
Interception Configuration Akamai Connect Management Interface Settings
Interception Access List Device Profie Jumbo MTU

) Acceleration E. Storage Port Channel
Enabled Features Disk Encryption TCP/IP Settings ¥
Accelerator Threshold f  security cop
TCP Settings Secure Store DNS
TCP Adaptive Buffering Settings Windows Domain ¥ Network Services
DRE Settings SSLw Console Access*
HTTP/HTTPS Settings Peering Service Monitoring
SMB Settings Management Service Alarm Overload Detection
SMB Preposition Settings AAA w Flow Monitor
MAPI Settings «% Peers SNMP~
ICA Settings Peer Settings Log Settings «
Optimization Class-Map [ Date/Time
Optimization Policies NTP

| SSL Accelerated Services | Time Zone

Devices > DC-WAVE-7571 > Configure > Acceleration > SSL Accelerated Services

SSL Accelerated Services for WAE, DC-WAVE-7571 | Ty Create | (@ Refresh ¢ Print

Current applied settings from WAE, DC-WAVE-7571

SSL Accelerated Services

AT Y 74:SSL Accelerated ServiceZBEL £,

BARNE7OF > 2FERAT2HEEEF. 7ORINFI—2E2EMCTIHLENHY ET, HTTP
AOlE., RS 74 v oD 7OFVICHERENBTCPKE— K (80%8080% ¢ ) CBATHILENH
VET,

Match Server Name IndicationZF I Y V32 HEBANHVET, CORETIE. JTWAASH
SSLhNTZ 714 v 0%Z{ETDE., ClientHelo®SNIZ7 4 —J)LRE, PY7O—RENIEEREED
SubjectAltNameZ LEB L £ 9, SNIZ 1 — )L RA'SubjectAltName & — 9§ %54, 7 WAASIE
CHNSSLhNZ 74 v 0=70O0FLET,



" Basic | Advanced |

i This service is bound to "SSL° application policy. The optimization actions accelerating traffic matching this service are DRE, LZ and TFO.

Service Name: * [routube-OTT
In service: v
Client version rollback check: v
Enable protacol chaining: 7
. . If enabled, the SSL setup message is parsed for destination hostname (in “Server Name Indication”), which is matched against SANS in
D LR B L2 i the ssL for optimizing SanS apps which typically have dynamic server domains.
Description:

Server addresses

i Please specify the IP Address, Hostname or Domain of an accelerated server. Use 'Any’ keyword to match any server IF Address. Note that hostname and domain server address types are only supported on devices using WAAS versions 4.2.X or later.

i It is recommended to have maximum 32 server entries and up to 64 characters per entry. The combined length of all the server address:port entries should not exceed 2048 characters.

Server: IPAddress - Server Port: 443

| Server Address/Ports

Type Address Port

[T—NBOEROD—BT 41— RFF> 0DFEE. IPAddressiCkAny. Server PortlZ ix443%
FEALEXIT, COIVRN)ZEMTRICE, [EMZEIVYILET,

4 TLSvl Record Layer: Handshake Protocol:
Content Type: Handshake (22)

Version: TLS 1.8 (8x8301)
Length: 198
4 Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)

Length: 194
Version: TLS 1.2 (©x8303)
> Random

Session ID Length: @
Cipher Suites Length: 28
> Cipher Suites (14 suites)
Compression Methods Length: 1
> Compression Methods (1 method)
Extensions Length: 125
> Extension: renegotiation_info
4 Extension: server_name
Type: server _name (©x8008)
Length: 26
4 Server Name Indication extension
Server Name list length: 18
Server Name Type: host name (@)
Server Name length: 15
Server Name: |www.youtube.com |

H—/VE Z& R (SNI)
ATY75  IARERBXF—EFYTO—RLET,

AAEEURF—Z2HEIIHLENBVET, RICRIHITE, PEMEXZFEALTVWET,



Generate self-signed certificate and private key

Import existing certificate and optionally private key

i It is recommended to use certificates of 1024 bit key size and avoid using certificate chains if you plan to configure more than 128 accelerated services{up to 512).
[ mark private key as exportable

) Upload file in PKCS#12 format

@ Upload file in PEM format

() paste certificate and key in PEM-format

Passphrase to decrypt private key:

Upload key: Google.com.key
Upload certificate: Google.com.cer

| Import | Cancel

Export certificate and key

Generate certificate signing request

Optional Client Certificate and private key

Import existing client certificate and optionally private key

ATYT76: FYy7O—RULIEHARERERIELET,

Certificate Info I Certificate in PEM encoded form

Issued To Issued By
Common Name: *.google.com Common Name: ans.lab
Email: Email:
Organization: Organization:
Organization Unit: Cisco Organization Unit:
Locality: Sydney Locality:
State: NSW State:
Country: AU Country:

Serial Number: 199666/145548019615662.20

Validity
Issued On: Mon Aug 08 14:58:06 GMT 2016
Expires On: Wed Aug 08 15:08:06 GMT 2018

Fingerprint
SHAL: OA:A3:69:A2:5D:91:5F:66:1E:F2:59:76:A0:A8:DB:21:E3:AE:68:84
Basebt4: CgNpol2RX2YeBl2oKjbleQual(=

Key
Type: SHA1WITHRSA

Size (Bits): 2048

ATYTTISUBMIT (3518 ) IREZZIVVYILET, ChHFBKEERTT.



SSL Accelerated Services for WAE, DC-WAVE-7571 {4 Create (& Refesh ¢ Print

Current applied settings from WAE, DC-WAVE-7571 - Go to the SSL Global Settings page to modify selection.
SSL Accelerated Services Items 1-1 of 1 | Rows perpage: 25 E
Service . Service
[l Name & Address/Port Issued To Issuer Expiry Date .
O Iﬂ Youtube-OTT Any:443 ans_lab Aug 08 2018 Enabled

AT Y 7'8:Akamai ConnectZ B LE T,

[Devices] > [Configure] > [Caching] > [Akamai Connect]icBBIL £ 7.

| | Cache Prepositioning
» Enable Akamai Connect
v Edit Settings
/ Akamai Connected Cache

Over the top Cache

ATYT9: TS5 FWAASTSSL, X —R—FEEBMCLET (T A

RERETODHLE ) o



Devices > BR4-WAVE-594-Inlne > Configure > Acceleration :

& Pt {8 Override Group Settings (@ Refresh
Current appled settings from Device Group, AMAASGroL

TFO Optimization
TFO Optimization
Data Redundancy Eimination

Persstent Compression

Accelerator Optimization
EPM Accelerator

HT TP Accelerator
ICA Accelerator
MAPI Accelerator
Encrypted MAPI Traffic Optimization
NFS Accelerator

S50 Accelerator V1 -

[V S50 Interposer(S5L Accelerator V2)|

SME Accelerator

B
ATY 71 : 75>2FWAASTAkamai ConnectZ BMICT A HEHF BV ET,

WAAS-BRANCH# show accelerator http object-cache

HTTP (bj ect - cache

Running
Akamai Connected Cache State

Connected

[Operational State]*[Running]. [Connect State]A"[Connected] TH % C & ZMBFEL F T,

ATYT2: D54F> MOYoutubeP VS L—a 2 2BBBLET,

YoutubelC 77 EAT3E. BHONCAICL > TBEENLIHEN RRENET,



/.ﬂ‘r'u:uuTuhe X W
€« C'| 3 b#prs/ wovewyoutube.com |

Al e
V(i11] Tube Search Q Upload

Certificate

General | Details | Certification Path

ﬂ Certificate Information

This certificate is intended for the following purpose(s):
+ Al application policies

Issued to:  *.google.com

IIssued by: ans.lab |

valid from &/ 9/ 2016 ko &8 9/ 2018

Issuer Skatement

Learn mare abouk certificates

Pitch Perfect RIFf-0ff with Anna
Kendrick & The Filharmonics
The Late Late Show with James
Coren Corden
3,203,280 views = S months ago 33,240,680 views « 3 menths ago 20,630 524 views - 1 year ago

ATYTIWAASTHRRBELET,
SSLAOA RZ 74 Y JILELKBAEATVWRAES A ERBELET,

6.23 (SSLAOVIB LT TFITIY A RNEKRE ) KUBIOWAASY 7RV ITZR{TLIEEED
CLIA S O i A4l

WAAS-BRANCH# show statistics connection

Connl D Source | P: Port Dest | P: Port Peer| D Accel RR
6859 10. 66. 86. 90: 13110 10. 66.85.121: 80 00: 06: f6:e6:58:56 THSDL 51. 9%
6839 10. 66. 86. 90: 13105 10. 66. 85.121: 80 00: 06: f6:e6:58:56 THSDL 16. 6%

6834 10. 66. 86. 90: 13102 10. 66. 85.121: 80 00: 06: f6: €6: 58: 56 THSDL 93. 5%



6733 10. 66. 86. 90: 13022 10. 66. 85.121: 80 00: 06: f 6: €6: 58: 56 THSDL 72. 7%
6727 10. 66. 86. 90: 13016 10. 66. 85.121: 80 00: 06: f 6: e6: 58: 56 THSDL 03. 9%

WAASY 7 R DI T76.2.3 (SSLAO V2B RV VU IIY A REKRE ) ZETLTVREED
CLIA 5 0 H A5l

WAAS-BRANCH# show statistics connection

Connl D Source | P: Port Dest | P: Port Peer| D Accel RR
3771 10. 66. 86. 66: 60730 58.162. 61. 183: 443 N A THs 50. 9%
3770 10. 66. 86. 66: 60729 58.162. 61. 183: 443 N A THs 52. 1%
3769 10. 66. 86. 66: 60728 58.162. 61. 183: 443 N A THs 03. 0%
3752 10. 66. 86. 66: 60720 208. 117. 242. 80: 443 N A THs 54. 8%
3731 10. 66. 86. 66: 60705 203. 37. 15. 29: 443 N A THs 13. 8%
3713 10. 66. 86. 66: 60689 58.162. 61. 142: 443 N A THs 40. 4%
3692 10. 66. 86. 66: 60669 144, 131. 80. 15: 443 N A THs 10. 4%

7 5> FWAASDce-access-errorlogZRL £ T, RBELEhAENZ 7y o000 I NUIC
k. 10000& W5 J— RABEER TS hTWET (OTT-Youtubelo 7 BENET ) o h--- 200
ATDIORNFYYIANEYRNL, RSTAVIONO—AIILTREBEEND EERLET,
Google Video TR REBRILN BB ENE T, TAMNII O TERO7/ZUHERE, ALETF
FTZRKFICBELTEY NTPYTEZTARNTEERT,

ce-errorlog® H 141 :

08/ 09/ 2016 01:49:26.612 (fl=5948) 10000 0.002 0.033 1356 - - 148814 10.66.86.90 10.66.85. 121
2905 h - - - 200 CET

https://r5---sn-uxanug5-

nt gk. googl evi deo. com vi deopl ayback?dur =703. 721&ei =0zapV8j r GAW 4AKyt YaYBQ&f exp=3300116%2C3
30013192C3300161%2C3312739%2C3313265%2C9422596%2C9428398%2C9431012%2C94330969%R2C9433223%2C9433946
%2C943552692C9437

06692C94375529%2C9438327%2C9438662%2C9438804%2C9439580%2C94424249%2C9442920&r equi r essl =yesé& ni t cwn
dbps=6383750&gi r =

yes&spar ans=cl en%2Cdur ¥2Cei %2Cqgi r ¥2Ci d%2Ci ni t cwndbps¥2Ci p%2Ci pbi t s¥%2C t ag¥2Ckeepal i ve¥2C nt %2Cmi
me%2CmP2Cm%2 Crs

9%2Cnv %2 Cpl %2Cr equi r essl ¥2Csour ce%2Cupn¥2Cexpi r e&si gnat ur e=34635AFA02C12695F90E50E067E6BDAB7ES5821
32. DEB68217D77D25

F02925B272C6B3F032D3764535&i pbi t s=0&s=au&nt =1470706873&pl =22&mv=m&nm=31&m=sn- uxanug5s-

nt gk&keepal i vezyes&key=yt 6

&i p=64. 104. 248. 209&c| en=10444732&sver =3&sour ce=yout ube&i t ag=251&! nt =1466669747365466&upn=1700na
Ugg4&expi re=14707

28963&i d=0- ABXm M r gaPgauN _rt x9j NvU4ANPYMD- wx- oJwOmAUcl g&m nme=audi 0%@2Fwebm&cpn=YsB- JInbhO4EU-

BeH &al r =yes&r at ebypass

=yes&c=WEB&cver =1. 20160804& ange=136064- 284239&r n=4&r buf =8659 - -

08/ 09/ 2016 01:49: 26.899 (fl=5887) 10000 0.003 0.029 1357 - - 191323 10.66.86.90 10. 66.85. 121
2905 h - - - 200 GET

https://r5---sn-uxanug5-

nt gk. googl evi deo. com vi deopl ayback?dur =703. 721&ei =0zapV8j r GAW 4AKyt YaYBQ&f exp=3300116%2C3
30013192C33001619%2C3312739%2C3313265%2C9422596%2C9428398%2C9431012%2C9433096%2C9433223%2C9433946
%2C9435526%2C9437

066%2C9437552%2C9438327%R2C9438662%R2C9438804%2C943958092C94424249%2C9442920&r equi r essl =yes&i ni t cwn
dbps=6383750&gi r =

yes&spar ans=cl en%2Cdur ¥2Cei %2Cqgi r ¥2Ci d%2Ci ni t cwndbps¥2Ci p%2Ci pbi t s¥%2C t ag¥2Ckeepal i ve¥2C nt %2Cmi
me%2CmP2Cmy2Cns

9%2Cnv9%2Cpl ¥2Cr equi r ess| ¥2Csour ce%2Cupn¥2Cexpi r e&si gnat ur e=34635AFA02C12695F90E50E067E6BDAB7ES5821
32. DEB68217D77D25

F02925B272C6B3F032D3764535&i pbi t s=0&nms=au&nt =1470706873&pl =22&mv=m&m¥~31&m=sn- uxanug5-

nt gk&keepal i vezyes&key=yt 6

&i p=64. 104. 248. 209&c| en=10444732&sver =3&sour ce=yout ube&i t ag=251&! nt =1466669747365466&upn=1700na



Ugg4&expi re=14707 28963& d=0- ABXm M r gaPgauN_r t x9j NvU4ANPYNMD- wx -
oJWOmAUc| g&mi ne=audi 0%2Fwebn&cpn=YsB- InbU4EU- BeH &al r =yes&r at ebypass
=yes&c=WEB&cver =1. 20160804& ange=284240- 474924&r n=6&r buf =17442 - -

show statistic acceleration http object-cache® i 1 (C %, show ott-youtube hits increasing:

WAAS- BRANCH# show statistics accelerator http object-cache
.......... hj ect Cache Caching Type: ott-youtube Object cache transactions served from cache:

hj ect cache request bytes for cache-hit transactions: 68079
hj ect cache response bytes for cache-hit transactions: 14650548

NZ7)L>a1—hk
P : N57 49 UBSSLAOK &> THIEEhE A,
WA 5E:

X DdebugAXY > RZFEAL T, SSLAOAIFTWAASOSNIE —HTRIAESH ZHIBLET,

ssl-errorlogh S DIEEEBZEH I DOFZRICKALET,

WAAS# debug accelerator ssl sni

08/ 09/ 2016 01: 33:23. 721ssl ao(20473 4.0) TRCE (721383) SN (youtube.com) matched with certificate
SNA yout ube. com [ c2s. c: 657] 08/ 09/2016 01: 33: 23. 962ssl ao( 20473 6.0) TRCE (962966)

SNI (yout ube. com) matched with certificate SNA youtube.com [c2s.c: 657]

ssl-errorlogh 5 D H AN XKML 12FlZRICRUET,

WAAS# debug accelerator ssl sni

08/ 09/ 2016 01:19: 35.929ssl ao(20473 5.0) NTCE (929983) Unknown SNI: youtube.com[sm c:4312]
08/ 09/ 2016 01: 20: 58.913ssl ao(20473 3.0) TRCE (913804) Pi pethrough connecti on unknown

SNI : yout ube. com | P: 10. 66. 85. 121 | D: 655078 [c2s. c: 663]

B : 7508 YoutubelC R TE T, Y1 hi-iIARI BYEHA,
Viyi—>3>

ChiE, JOF7WAASH YoutubelZ k2T Y2 achi-AAEZEHELTVARVCENERATH
SAEEMN BV ET,

SSL accelerated serviceMIBEIE, CHOF IV IRY OAREATICLET,



SSL Accelerated Service

Basic | Advanced

SSL Settings
SSL version: Inherited ~
CipherList: Inherited ~
CipherList Configured
CipherList Name: Inherited
Cipher list Configured
Priority
1
1
1
1
1
1
1
Authentication

D\/erify client certificate

Disable revocation check of client certificates

D\.’erify server certificate

Disable revocation check of server certificates

B : N5 7 14 Y Y &kAkamai Connect EnginelcEY NUETH, Fvyv>a1kv
NEHYEEA,

yi)i—>3ar

_hlk, 73> FWAASTIf-Modified-since(IMF)F I Y V& RITTDEICE > THRET DR
HEABYVET, IMSHAT IR, I—HFOTFI0TF1ETAO7OF > H—NELEFERARRD
MTNAANORFOAF > JEZF IV ITEET, IMSTFITY INBMRHEE. REOOTT/N—
2aAVTR, YoutubeBEICOZATURNIAVD U H—NASHEHOOAE—ZBMBEITEILSIC
ERLET,

ik, ce-access-errorlog TR TEEXT,

07/ 20/ 2016 00: 41: 49. 420 (fl=36862) 10000 2.511 0.000 1312 1383 4194962 4194941 10. 37.125. 203

10. 6. 76. 220 2f25 1-s

s-ims-fv - - 200 GET https://r3---sn-jpuxj -

coxe. googl evi deo. com vi deopl ayback?si gnat ur e=AACC537F02B652FEA0600C90

0B069CA3063C15CD. 58BA962C80COE7DFA9A6664ECDCCE6404A3E2C65&c! en=601694377&pl =24&mv=m&nt =146897480
l&ms=au&ei =a8i OV-

HZGHAu24gL- hpu4BQ&m=sn-j puxj -

coxe&mr318&key=yt 6&spar ans=cl en%2Cdur %2Cei ¥2Cgi r ¥2Ci d%2Ci ni t cwndbps¥%2Ci p%2Ci pbi t s¥%2C

i tag¥2Ckeepal i ve¥2d nt %2Cm ne%2Cmm2Cm %2 Cns %2 Cnmv %2 Cpl %2Cr equi r essl ¥2Csour ce¥2Cupn%2Cexpi r e&sver
=3&gi r =yes&f exp=9
416891%2C9422596%2C9428398%2C9431012%2C9433096%2C9433221%2C9433946%2C9435526%2C9435876%2C9437066
%®2C9437553%2C9437
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