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Incidents

558 incidents 11 New Incidents

[ sewen ) (omwren~] =

o ~ Priority - Name Sour...

0 [ 1000 } EC2AM..  SecureE..
] @ Geogra... Cisco Se...
. m Heartbe... Cisco Se...
0 (1000} c4-365..  SecureE..
0 [ 1000 ] ¢5-930..  SecureE..
0 (024 ] Attack..  Cisco Se..
O ¢1-450.. Secure E...
0 oD €3-930..  SecureE..
O oD Persiste..  Cisco Se...
0 523 ] ¢1-450..  SecureE..
O ¢1-930... Secure E...

priority @) Status Incident Report...

Geographically Unusual
Remote Access for Cisco -...

Reported by Cisco Secure Cloud Analytics (cisco-
explorcorp-earth) 2 months ago
Assigned AS HJ ST

MITRE (- -+

Priority score breakdown

100 10
1 O 0 0 Detection  Asset

Risk Value at Risk

Short description

Geographically Unusual Remote Access on i-
0c60691352916581e

Long description

Alert
Geographically Unusual Remote Access - #4921

Tenant
Cisco - Lawrenceville Lab (Earth) (cisco-explorcorp-
earth)

Source

i-0c6069f352916581e

Description
Device has been accessed from a remote host in a
country that doesn't normally access the local
network. For example, a local server accepting an
SSH connection from a foreign source would trigger
this alert. This alert uses the Remote Access
observation and may indicate misuse or a

ramnaramicad dauisa
View Incident Detail
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T, BHAABLDIIENY KTy 7I12& ), EFaUTAT7FYRMEA VI TY bPHREBNINEETTEE

T, AVTHFIXEIANAYRFT w73, SANS @ [PICERL] A > > T FXIGETIVICHE D . EEBEAH A R &
DAV T Y bAIGERELE S, N KTy IRDT7 7> a>D% <. 147470 XDR BEL7—2 7
A—iC&->TREINET, oD 7—770—F BELZEBICEOSWTT I3 vy z2ERTL. WAL
EROLETCOEMERDES, A>Ty FOEERT TR, A>T Y MIBALTITICRT LTWBEE
DFR, BERFMIPZEH INI-ATORE., F—LEDOATRL— 3 A RETT, BNV KT v o TD
BESET 72 arv0ERTRE, ETENLT 7 a vOBREHR T TEET, TCICHERATE S,
HAAADT—0 70 —2E8CHRITEKFELEWAY R 7y 7AFBAIETT, INiE, Y RANBEELTLE
To —HANYERET I T7L—=LT7 =013 SFIEFRHDREZTAIDAEBETT, N FT v old, BEL TR
E922¢b. BUDLBERTEIEbTEET, [BEML (Automation) 1 D7 > 7L — FZFERAL T, D
ATV T =0 70— %BETHIELEHLTEET, /o0 ZOA VYT TYMRIET Y L—bTT 4L
ZIEBE BT EITL Y, Exchange TZENHLAZRDIF2ZEHTEXET, NV R T v 7B ETIL—LEFERT
e, A—Y—FEDNV R TV IHBEDRATDA VSTV MIEY Y TEIAEELERNS Yy I TEETEET,

Triggers
To add a trigger to a workflow, configure an automation rule that determines when a
workflow is executed, such as when an incident, specific event occurs, or on a schedule
Automation Rules Events Webhooks Calendars Schedules
Search Type
[ Search X J [ Reset All
Display name On/off Type Owner
Hourly Workflow () Schedule user@cisco.com
Incoming Webhook () Webhook user@cisco.com
Incident Notification () Incident user@cisco.com

ERATIVY VR

Cisco XDR 7' 7 v b 7 #— LTI, Cisco Talos ¥ Z DD Y —AH b DIEIAIZDERA T U > RITH
AT BEAVT YV ADEROY — X eBHEDEDZIENTEET, TNICLY, A>T FDiE(L
B AV T MDOIORBZBAELRIAER, F/HLEBENV T4V OETHIC, EEAIVTFIMDRHES
nNEd, TOBEA VTV RAICIE, BB LE2T—Yarnn, XBY—IL, FE BLOBEANOKE
EEOL ) EMABREZEDDIENTEEY, 1—F—F, XY —F =T 1 DEHDA VTV DV
R 7ANAZ—=%FHMIZ L. Cisco XDR Investigate #4EEIC L 2FHE T, 24 T4 7ICHE—L TN BT RTIC
TUOEATEET,
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Cisco XDR Investigate #8E % FHd 2 &, BIERTH W BAL I Y TN BRI —T 7 AR TV XZRHL
DD, BELBBEHNVT AT EEITTEELET, ABFIC, CiscoXDR FTNTofieazsT) L, A—HL
ETRA=NILOBMBDEBRA TV e BIENORAEFAEBEBICOVWTHREINERZIEBLET,
ZD%, AETOITRTCOT—TA 777 DTS5 781—%, ARAERZALTA L EHICRRTER
T, T, U777 4MRET—TNE2—AFERLT, HEDPEBICTIECCESELTCETLHTEET,
BEOA YTy b, —BEOERHERICEOVWT, FLRETFR IO (F7R7DERBHRE) #a—L Ty
DI 22 EICE > THEZBBLET, CiscoXDR DEF4A APl 2R 5 &, Z2lCEBLEnFAEE
THOZTEHARETT, TNICEY ., BRLICA > TLWARERESIN/-—FOERZ BENICIBIE L. RIBEANT
BROIAD B ON -1 BEICTOT I T4 717 7— b AaZURMA I N TEET,
Y—KN—=F4TFL ALY

Cisco XDR Advantage # ZFIFEDEERRIL. S X4 ~7 kL, EDR. Email Threat Defense (ETD) . Xt
774 T 74— (NGFW) . *v b7 —=21CB1F2EHEMIE (NDR) . BLUPEF 21U T 11ERARV FER
(SIEM) TRZEMICHR— b, BEEINHEEOFAZEoNET, YXAVYR—F L, BoEL7=Y—F/¥—
TAHEDY X MIEBMICEEIND 2D, HFDOY X MMIDOWTIE, Y XIDE|HFICEMVLEHE (I,

=

RIZ, Cisco XDR THR—FEINTLEHEAEDY R baRLET, YRXRADF TV IT AL AT LTIE, VX
AT =T Y TREIFTHELS AR b= Y=—FX=FT 4 IoICEFI Y-\ EEIERNTEX
T, [Cl PEEINTVLWIHRLZIF, RAMER LIV RAPEET ZHEETT, (V] HEEEINTWDS
BIRAE, N— b F—IC& > TEREINT/=A. Cisco QA IZ& > TR SNz R ABIFADHEETT, £H
LHYR—FERTETCIFERATZEEY, BEOHRVWERIE, BEERICE 57T Cisco XDR IZFEEINT UL 515
/E\.ﬁ‘\% D, TR ITHONTOWAEWAEELAHSZ YV ) 2 —> 3> TT, 2DOYU R MIE, TJ@EE’\]@‘%@’C‘%
U IRHINTWBEYYa—2a3>rH CiscoXDR CIEFBIHEEIND L ERIETHHDTIEAL,
é’&%&l HL7ZHDTIEHRL, WOTHFERLICEBEINZAIRELHY £9, EHEIE. BRI VE—¢&
Cisco XDR W'Y HR— b TELE ML I —X T —XICL>TERY £,
T7Vr—avy, PATYT 1474, BLUTHMA REEOHKE

INLDY—=RITWE, TRAR, TRARFT 7Yz b, Flda—H— (D?SEECD/f/’\/I*UfJ&’)U Z DR
BI2EL-T, IhnnT7ty MMET 515D Cisco XDR WO—TTHIRBFTICESNE T, ZDBFERE
Ea—Il&>T, BHEDFE. BEOMIE, BEOELIBLTITZ & VBT 7eHICHERT—2E Y
TR REINET,

o Cisco Duo®

« Cisco Identity Services Engine (ISE) ©
 Cisco Orbital®

» Cisco Secure Access®

« Cisco Secure Web Appliance®

« Cisco Umbrella®
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« Cisco Vulnerability Management (|H Kenna) °©

e AuthQ°

o AWSC

o GitHub®

o Google Workspace®

e HRIS®

« Ivanti Neurons®

o Jamf Pro®

o Microsoft Entra ID®

o Microsoft Intune®

o OktaC

o Salesforce®

o Slack®

¢ VMWare Workspace ONE

o UEM°®

o Workday®
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o Cisco Webex®

« Jira Cloud®

e Microsoft Teams®

o PagerDuty®

o ServiceNow®

e Slack®

o XMatters®

o ZenDesk
277 FE*2)T1DHEE

I77REFaUTAOHRER. EF2VTAEAVTIATVRADOY R EBER L, EROERICE1EE

FaUTARYT—ZEBRL, b URAIPEVEFELERIBEMLZ TSI &N TE2MBEZHIRTL, /N1
Ty R —0BEBTT7 U S —2a v 2R ET5DICRIIBET, INOOKEICK 2 EMNMOEEBEICIE

DDoS Z & & OWASP WE(IX T 21RE. BLUV Web ¥ 21U 71 DIRAEENET,

« Cisco Defense Orchestrator®
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o Cisco Secure Cloud DDoS Protection ServiceY

« Cisco Secure Cloud WAF Service"

« Cisco Secure Workload®

« Cisco Secure Web Appliance®

o Akamai

e Amazon Guard Duty

« AppOmni Cfidh)

o Microsoft Graph Security API®

« Radware Cloud DDoS Protection”

o Radware Cloud WAFY

« Signal Sciences Next-Gen WAF
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« Cisco Secure Email and Web Manager®

« Cisco Secure Email Gateway®

« Cisco Secure Email Threat Defense®

o Microsoft Defender for Office 365°

« Proofpoint Email Protection®
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« Cisco Secure Client®

« Cisco Secure Endpoint®

o CrowdStrike Falcon Insight®

o Cybereason Endpoint Detection and Response®

« Microsoft Defender for Endpoint®

« Palo Alto Networks Cortex®
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« SentinelOne Singularity®
e Trend Vision One®

e Qualys I0C
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« Cohesity Data Protect

e Rubrik¥

e PureStorage
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« Cisco Secure Network Analytics®

o Darktrace Respond & Detect®

« ExtraHop Reveal(x) 360°

« NETSCOUT Omnis Cyber Intelligence"

e Gigamon Threatlnsight
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» Cisco Secure Firewall®

o Cisco Meraki MX®

o Check Point Quantum Smart-1 Cloud®

« Cisco Adaptive Security Appliance®

« Fortinet FortiGate®

« Palo Alto Networks NGFW¢°

o Palo Alto Panorama®
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« Amazon Web Services (AWS) ©

o Microsoft Azure®

« Google Cloud Platform (GCP) ©
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o Cisco CESA®
« Cisco Splunk Cloud®

« Cisco Splunk enterprise® (CE{E)

o Devo

« Google Chronicle

o Graylog

e Sumo Logic Cloud SIEM

e Sumo Logic Log Management
EBA VTV v 2ADHE
SHOBEA VT IV VAV —ZAANDT 72D, BIMARX 7% L TCiscoXDR ICEEFNTLET, TN
IZlE. CiscoTalos T—XR—R, T7HIN DY RABHA VT IV Vv A T7—FT7F v, 1—H—»%
BOBEA YT IVY Vv R%ET7y 7A—RFTERTT7AR—PURY FUA, BHTERLIEMMBDY —XD 5
BELEMCHhDIHST,. &@FENFET, Cisco Secure Malware Analytics % Cisco XDR (&9 5 Z & T,
A—Y—l@FviLyzT7, BETEZR Yy T T T4y YATLEBREICEAT M/ TV

RERBL, EnIC/A—NLA—HF—R=ZADLDHEL LW 7ALOBEET b —2a>ic&Y, iUz
TOERA VYTV v At TEEY,

© 2025 Cisco and/or its affiliates. All rights reserved. 17/22 _—>



o Cisco Secure Malware Analytics®

« Cisco Talos Intelligence®

» Cisco Secure Endpoint File Reputation®
o AbuselPDB IP Checker®

o AlienVault Open Threat Exchange®

« alphaMountain.ai Threat Intelligence
e Alspera CriminallP

o APIVoid®

e« Censys

« CyberCrime Tracker®

e Farsight Security DNSDB

« Google Safe Browsing®

« Have | Been Pwned®

o IBM X-Force Exchange®

o IsltPhishing

o MISP

« Palo Alto Networks AutoFocus

e Pulsedive®

e Recorded Future

e Red Sift Pulse’

e SecurityTrails

e Shodan®

o Sixgill Darkfeed

e SpyCloud Account Takeover Prevention
o Threatscore | Cyberprotect®
 urlscan.io®

o VirusTotal®
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