Risoluzione dei problemi relativia EMCC
(Extension Mobility Cross Cluster)
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Introduzione

In questo documento viene descritta la funzionalita Extension Mobility Cross Cluster (EMCC) per
Cisco Unified Communications Manager (CUCM). Questo documento descrive lo scopo della
funzione, la configurazione, i dati diagnostici importanti, I'analisi di esempio dei dati e le risorse
correlate per ulteriori ricerche.

Prerequisiti

Requisiti
Cisco raccomanda la conoscenza dei seguenti argomenti:
- Registrazione telefono

. Mobilita di estensione
. Ambienti multi-cluster

Componenti usati

Il documento pud essere consultato per tutte le versioni software o hardware. Il software e
I'nardware attualmente supportati includono questa funzione.



Le informazioni discusse in questo documento fanno riferimento a dispositivi usati in uno specifico
ambiente di emulazione. Su tutti i dispositivi menzionati nel documento la configurazione & stata
ripristinata ai valori predefiniti. Se la rete & operativa, valutare attentamente eventuali
conseguenze derivanti dall'uso dei comandi.

Premesse

Lo scopo di questa funzionalita € consentire agli utenti finali di spostarsi da un cluster a un altro
mantenendo le proprie abitudini di composizione del cluster principale. L'utente non deve portare il
telefono, ma semplicemente accedere a un telefono presso il sito remoto con il proprio profilo del
dispositivo.
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Configurazione

La configurazione EMC ¢ illustrata nel documento Enable UC servers for Extension Mobility Cross
Cluster (EMCC)

Risoluzione dei problemi

Dati da raccogliere

Quando si esegue la risoluzione di un problema relativo a EMC, & necessario raccogliere le
seguenti informazioni da ciascun cluster CUCM:

. mostra la versione attiva dalla CLI dell'autore CUCM su entrambi i cluster.
. mostra il cluster di rete dalla CLI dell'autore CUCM su entrambi i cluster.
- Cisco CallManager esegue la registrazione da tutti i nodi su entrambi i cluster.
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- Cisco Extension Mobility registra da tutti i nodi di entrambi i cluster.

- | registri dell'applicazione Cisco Extension Mobility vengono eseguiti da tutti i nodi di entrambi
i cluster.

- | registri Tftp di Cisco vengono registrati da tutti i nodi di entrambi i cluster.

- Il servizio di verifica dell'attendibilita di Cisco registra da tutti i nodi di entrambi i cluster.

- Visualizzatore eventi - Registro applicazioni da tutti i nodi di entrambi i cluster.

- Visualizzatore eventi - Registro di sistema da tutti i nodi di entrambi i cluster.

- Pud essere utile ottenere i registri di acquisizione dei pacchetti da tutti i nodi su entrambi i
cluster; tuttavia, la maggior parte degli scenari non li richiede.

- Se si € verificato un errore di accesso/disconnessione, esaminare i dettagli relativi al tentativo
di accesso:

ID utente:

Indirizzo MAC telefono:
Indirizzo IP telefono:
Timestamp:

URL del servizio EMC:

- Se si é verificato un errore di chiamata, esaminare i dettagli relativi al problema:
Numero chiamante:

Numero chiamato:

Timestamp:

Esperienza dell'utente (occupato, altri rumori, il telefono torna in modalita inattiva, ecc.)
Einoltre necessario raccogliere i seguenti dati dal telefono:

- Esperienza dell'utente (errore esatto sullo schermo, sequenza di eventi sullo schermo del
telefono, ecc.)

- Una porta del telefono a cui l'utente ha effettuato I'accesso.

- Puo essere utile ottenere una capsula dal telefono; tuttavia, la maggior parte degli scenari non
lo richiede.

Analisi di esempio per l'accesso
Informazioni sui dispositivi dal laboratorio Cisco

Telefono:

Modello: 7821

Versione firmware: sip78xx.12-1-1-12
Indirizzo IP: 192.168.7.104
eth.addr==c8:00:84:aa:87:43

Cluster principale:



Version: 11.5.1.15900-18
Indirizzi IP: 192.168.7.200

Visita al cluster:

Version: 11.5.1.15900-18
Indirizzi IP: 192.168.7.100, 192.168.7.101, 192.168.7.102, 192.168.7.103

URL EMC:

http://192.168.7.100:8080/emapp/EMAppServiet?device=#DEVICENAME#&EMCC=#EM
CC#

Informazioni utente:
ID utente: adgjm

Ora accesso: 11.15

Esame del log per la visita a CUCM cluster

Nota: L'ordine sequenziale dei log mostra i messaggi tra emapp ed emservice. Tenere
presente questa informazione mentre si leggono questi frammenti di registro.

emapp

#### 13 32: 15,947 EMApp on the visiting cluster prints that it received a request pertaining
to EMCC for Device Name SEPC80084AA8743

2019-03-09 13:32: 15,947 INFO [http-bio-80-exec-8 ] EMAppServl et - EMApp Request #
_____ >2
2019-03-09 13:32: 15,948 INFO [http-bio-80-exec-8 ] EMAppServl et - EMAppServl et :

Request protocol is :http

##### 13: 32: 15,948 we can see the request isn't for |ogout, the device nane, the ip address
and that EMCC is set to true

2019-03-09 13:32: 15,948 INFO [http-bio-80-exec-8 ] EMAppServl et - EMApp Request
paraneters: Logout=null Device Name=SEPC80084AA8743 User |d=null Device Profil e=nul
Refresh=null Renmpbte Host | P Address = 192.168.7.104 Via Header Set = false getdusterinfo = nul
Lang = en_US Charset=utf-8,;q=0.8 Entc = true

emservice

##### 13: 32: 16, 109 The device is being queried for a user

2019-03-09 13:32:16,109 I NFO [http-bio-443-exec-6 ] DBRequestor - 1: Querying
devi ce user for device SEPC80084AA8743

2019-03-09 13:32: 16,110 INFO [http-bio-443-exec-6 ] DBRequestor - 1l:Getting
devi ce object - three parans

2019-03-09 13:32:16,110 I NFO [http-bio-443-exec-6 ] DBRequestor - 1

DBRequest or . quer yDevi ceUser: Dev: ' SEPC80084AA8743' - Getting device object

#### 13: 32: 16, 115 The result of the query is returned and we can see there isn't anyone | ogged
in at the noment: currentuserid=
2019-03-09 13:32:16, 115 INFO [http-bio-443-exec-6 ] CMDat abase -


http://192.168.7.100:8080/emapp/EMAppServlet?device=#DEVICENAME#&EMCC=#EMCC#
http://192.168.7.100:8080/emapp/EMAppServlet?device=#DEVICENAME#&EMCC=#EMCC#

get Devi cel nfo: Result of the query: {tkproduct=508, |oginduration=, |astuserid=adgjm

t kdevi ceprot ocol =11, pki d=b5a73ecl-a04d-5ad3-fa7f-e38c501800f7, tknodel =621, | ogintine=,
currentuserid=, allowhotelingflag=t, fkdevicepool=1blb9eb6-7803-11d3-bdf0-00108302eadl,
t kuser| ocal e=}

2019-03-09 13:32:16, 115 INFO [http-bio-443-exec-6 ] DBRequestor - 1

DBRequest or . quer yDevi ceUser: Dev: ' SEPC80084AA8743' - Device object returned

2019-03-09 13:32:16, 115 INFO [http-bio-443-exec-6 ] DBRequestor - 1

QueryDevi ceUser: Device Logged out

2019-03-09 13:32:16, 115 INFO [http-bio-443-exec-6 ] DBRequestor - 1: Device query
info contains userid=

2019-03-09 13:32:16,116 INFO [http-bio-443-exec-6 ] DBRequestor - 1: Device query
info contains last |ogin userid= adgjm

2019-03-09 13:32:16,116 INFO [http-bio-443-exec-6 ] EMServiceServl et - 1: Query

Processing Tinme: 68

emapp

#iH### 13: 32: 16, 124 W can see the device doesn't have anyone logged in and that the profile is
not already in use el sewhere
2019-03-09 13:32:16, 124 INFO [http-bio-80-exec-8 ] EMAppServl et - The login
status result for :SEPCB80084AA8743: null:adgjmnull:no
2019-03-09 13:32:16,124 INFO [http-bio-80-exec-8 ] CMDatabase -
CMVDat abase: checkDevi ceAl | owsAl t er nat eScri pt

2019-03-09 13:32:16,126 INFO [http-bio-80-exec-8 ] CMatabase - SEPC80084AA8743
with nmodel 621 and | ocale 1 does not support alternate script

2019-03-09 13:32:16,126 INFO [http-bio-80-exec-8 ] EMAppServl et - Sent |ogin page
for device SEPC80084AA8743

2019-03-09 13:32:16,126 INFO [http-bio-80-exec-8 ] EMAppServl et - Context:/emapp

:URI:/jsp/forndl.jsp
2019-03-09 13:32:16, 127 INFO [http-bio-80-exec-8 ] EMAppServl et -
findPreferredCharSet on utf-8,;9g=0.8

2019-03-09 13:32:16, 127 INFO [http-bio-80-exec-8 ] EMAppServl et - tokenl = utf-8
2019-03-09 13:32:16, 127 INFO [http-bio-80-exec-8 ] EMAppServl et - token2 = utf-8
2019-03-09 13:32:16, 127 INFO [http-bio-80-exec-8 ] EMAppServl et - charset with q
value is 1 utf-8

2019-03-09 13:32:16, 127 INFO [http-bio-80-exec-8 ] EMAppServl et - returning
charset as q value is 1 utf-8

2019-03-09 13:32:16, 127 INFO [http-bio-80-exec-8 ] EMAppServl et -y charset
=utf-8

#H## 13: 32: 27,814 anot her request cones in via HITP

2019-03-09 13:32: 27,814 INFO [http-bio-80-exec-7 ] EMAppServl et - EMApp Request #
----- >3
2019-03-09 13:32:27,815 INFO [http-bio-80-exec-7 ] EMAppServl et - EMAppServl et:

Request protocol is :http

##### 13: 32: 27,815 we can see the sane info frombefore, but this tine there is a user id
speci fied

2019-03-09 13:32:27,815 INFO [http-bio-80-exec-7 ] EMAppServl et - EMApp Request
paraneters: Logout=null Device Name=SEPC80084AA8743 User | d=adgj m Device Profil e=null
Refresh=nul |l Rempte Host | P Address = 192.168.7.104 Via Header Set = false getClusterinfo = null
Lang = en_US Charset=utf-8,;q=0.8 Entc = true

2019-03-09 13:32: 27,816 INFO [http-bio-80-exec-7 ] EMServiceComruni cator - Posting to EM
Query Service:https://1ocal host: 8443/ enservi ce/ EMSer vi ceSer vl et

2019-03-09 13:32:27,835 INFO [http-bio-80-exec-7 ] EMAppServl et - EMCC Request
for adgjm

2019-03-09 13:32:27,836 INFO [http-bio-80-exec-7 ] EMAppServl et - EMJRI =

ht t p%8AYRFY2F192. 168. 7. 100%3A8080%2Fenapp%2FEMAppSer vl et ¥8Fdevi ce¥3DSEPC80084AA8743%26doLogout %3
Dt rue
2019-03-09 13:32:27,836 INFO [http-bio-80-exec-7 ] EMServiceComruni cator -



post MsgToLogi nServi ce: Service URL :https://|ocal host: 8443/ enservi ce/ EMSer vi ceSer vl et

emservice

###H## 13: 32: 27,826 There is an authenticate request
2019- 03-09 13:32:27,826 INFO [http-bio-443-exec-10] EMServiceServl et - 2
aut henti cate2: Authenticate request.
2019- 03-09 13:32:27,827 INFO [http-bio-443-exec-10] Authenticator -
2: Aut henti cat or. aut henti cat eTransacti on: ApplD:. CCMSysUser- Checking val ues in credential cache
2019- 03-09 13:32:27,827 INFO [http-bio-443-exec-10] Authenticator -
2: Aut henti cator. aut henti cat eTransacti on: Appl D: CCMSysUser- Approved through credential cache,
108234 ns renmining

##### 13: 32: 27,827 The aut henticati on succeeds and there is a check for the user

2019- 03-09 13:32:27,827 INFO [http-bio-443-exec-10] EMServiceServl et - 2: EMservi ce
Aut henti cati on succeeded
2019- 03-09 13:32:27,827 INFO [http-bio-443-exec-10] EMServiceServl et - 2: EMservi ce

Check User Status
2019- 03-09 13:32: 27,827 INFO [http-bio-443-exec-10] Authenticator -
2: Authenticator.userExists: UserlD: adgjm Calling cndb.isLocal User(osUserlD). ..

#iH## 13:32: 27,831 we see no user exists with id: adgjm
2019- 03-09 13:32: 27,831 ERROR [ http-bi 0-443-exec-10] CMDat abase -
CMVDat abase: i sLocal User: no user exists with id: adgjm
2019- 03-09 13:32: 27,831 ERROR [ http-bi 0-443-exec-10] CMDat abase -
CMDat abase: i sLocal User: com ci sco. ccm dat abase. CMDBLExcepti on: Uknown user: adgjm

2019- 03-09 13:32: 27,832 ERROR [ http-bi 0-443-exec-10] Authenti cator - Exception :
Uknown user: adgjm

2019- 03-09 13:32:27,832 WARN [ http-bio-443-exec-10] EMServiceServl et - 2: executeQuery
My/Except i on.

2019-03-09 13:32:27,832 INFO [http-bio-443-exec-10] EMServiceServl et - 2: Query
Processing Tinme: 11

2019-03-09 13:32:27,839 INFO [http-bio-443-exec-2 ] EMServiceServl et - EMService
Request# ---->: 3

#i#H## 13: 32: 27,839 The request type is noted as EMCC

2019-03-09 13:32:27,839 INFO [http-bio-443-exec-2 ] EMServiceServl et - 3: EMServi ce:
Request Type=EMCC

2019-03-09 13:32:27,843 INFO [http-bio-443-exec-2 ] EMServiceServl et - 3
processEnccRequest: Received EMCC Logi n Request for :adgjm

2019-03-09 13:32:27,843 INFO [http-bio-443-exec-2 ] EMServiceServl et - 3: Executing
aut henticate2. ..

2019- 03-09 13:32: 27,844 INFO [http-bio-443-exec-2 ] EMServiceServl et - 3

aut henti cate2: Authenticate request.

2019-03-09 13:32: 27,844 INFO [http-bio-443-exec-2 ] Authenticator -

3: Aut henti cat or. aut henti cat eTransacti on: ApplD:. CCMSysUser- Checking val ues in credential cache
2019-03-09 13:32: 27,844 INFO [http-bio-443-exec-2 ] Authenticator -

3: Aut henti cator. aut henti cat eTransacti on: Appl D: CCMSysUser- Approved through credential cache,
108216 ns renmini ng

2019- 03-09 13:32: 27,844 INFO [http-bio-443-exec-2 ] EMServiceServl et - 3:EMServi ce
Aut henti cati on succeeded

2019-03-09 13:32: 27,846 INFO [http-bio-443-exec-2 ] PolicyValidator -

3: PolicyValidator.checkDevi ceAl | owsLogi n: Dev: SEPC80084AA8743- Calling dbr. getDevi ceObj ect

2019- 03-09 13:32: 27,847 INFO [http-bio-443-exec-2 ] DBRequestor - 3:CGetting
devi ce object - loginlnfo, caller
2019- 03-09 13:32: 27,847 INFO [http-bio-443-exec-2 ] DBRequestor - 3

Pol i cyVal i dat or. checkDevi ceAl | owsLogi n: Dev: SEPC80084AA8743- Getting device object
2019- 03-09 13:32: 27,850 INFO [http-bio-443-exec-2 ] CMDat abase -
get Devi cel nfo: Result of the query: {tkproduct=508, |oginduration=, |astuserid=adgjm



t kdevi ceprot ocol =11, pki d=b5a73ecl-a04d-5ad3-fa7f-e38c501800f7, tknodel =621, | ogintine=,
currentuserid=, allowhotelingflag=t, fkdevicepool=1blb9eb6-7803-11d3-bdf0-00108302eadl,

t kuser| ocal e=}

2019-03-09 13:32: 27,851 INFO [http-bio-443-exec-2 ] DBRequestor - 3

Pol i cyVal i dat or. checkDevi ceAl | owsLogi n: Dev: SEPC80084AA8743- Device object returned

2019-03-09 13:32: 27,851 INFO [http-bio-443-exec-2 ] PolicyValidator -

3: PolicyValidator.checkDevi ceAl | owsLogi n: Dev: SEPC80084AA8743- dbr. get Devi ceObj ect returned
2019-03-09 13:32: 27,851 INFO [http-bio-443-exec-2 ] EnctcData - osQuery =
SELECT COUNT(*) as val ue FROM Product SupportsFeature p INNER JO N Device d on (p.tkProduct =

d. t kProduct AND p.tkDevi ceProtocol IN (99, d.tkDeviceProtocol )) INNER JO N TypeSupport sFeature
t ON p.tkSupportsFeature = t. Enum WHERE LOWNER(d. nane) = LOAER(' SEPC80084AA8743') AND t. Moni ker =
' SUPPORTS_FEATURE_EMCC

2019-03-09 13:32: 27,853 INFO [http-bio-443-exec-2 ] PolicyValidator -

3: PolicyValidator.checkCurrentLogin: getCurrentLoginTinme return value- 0

#i#H## 13:32: 27,854 No user is logged into the phone and we are going to | ook for the user's
home cluster (only 1 cluster is listed in cluster view for this |ab setup)
2019-03-09 13:32: 27,854 INFO [http-bio-443-exec-2 ] PolicyValidator -
3: PolicyValidator.checkCurrentLogin: no user currently |logged in
2019-03-09 13:32: 27,854 INFO [http-bio-443-exec-2 ] EMServiceServl et - 3
fi ndHomeCd uster: Finding Home Cluster for User: adgjm

##### 13: 32: 27,928 The hone cluster is determned to be 192. 168. 7. 200 which is "d uster Two"
with a pkid of b986ff55-4374-43d2-8d99- ad6db704e672
2019-03-09 13:32:27,928 INFO [http-bio-443-exec-2 ] EMServiceServl et - 3
EncclLogi nRequest: Home Cluster URL for User:adgjmis :
https://192.168. 7. 200: 8443/ enser vi ce/ EMSer vi ceSer vl et

2019-03-09 13:32:27,929 INFO [http-bio-443-exec-2 ] EMServiceServl et - 3
EncclLogi nRequest: Device Profile for this user is: test_entc_udp
2019-03-09 13:32: 27,969 INFO [http-bio-443-exec-2 ] EnctcData - 3

get RenpteC usterInfo: Pkid for cluster ClusterTwo i s b986ff55-4374-43d2-8d99- ad6db704e672

###H### 13:32: 27,970 The login request is sent to the hone cluster
2019-03-09 13:32:27,970 INFO [http-bio-443-exec-2 ] EnccCommuni cat or - 3
perfornDoLogi n : Sendi ng hone login XM. to
chttps://192.168. 7. 200: 8443/ enservi ce/ EMSer vi ceServl et and Parsing the response
2019-03-09 13:32:28,052 INFO [http-bio-443-exec-2 ] EMServiceServl et - 3
EncclLogi nRequest: Performing Visiting Device Login for :adgjm
2019-03-09 13:32:28,052 INFO [http-bio-443-exec-2 ] EMServiceServl et -
3: performvisitingDevicelLogin - SEPC30084AA8743
2019-03-09 13:32:28,072 INFO [http-bio-443-exec-2 ] EMServiceServl et - 3: EntcRequest
Processing Tinme: 233

emapp

#i#H## 13: 32: 28,075 The login is successful
2019-03-09 13:32:28,075 INFO [http-bio-80-exec-7 ] EMAppServl et - Successfully
perfornmed Login for user adgjmat SEPC80084AA8743
2019-03-09 13:32:28,076 INFO [http-bio-80-exec-7 ] EMAppServl et
::URI:/jsp/phone_refresh.jsp
2019-03-09 13:32:28,076 INFO [http-bio-80-exec-7 ] EMAppServl et -
findPreferredCharSet on utf-8,;9g=0.8

Cont ext : / emapp

2019-03-09 13:32:28,076 I NFO [http-bio-80-exec-7 EMAppSer vl et - tokenl = utf-8
2019-03-09 13:32:28,076 I NFO [http-bio-80-exec-7 EMAppSer vl et - token2 = utf-8
2019-03-09 13:32:28,076 I NFO [http-bio-80-exec-7 EMAppSer vl et - charset with q
value is 1 utf-8

2019-03-09 13:32:28,076 I NFO [http-bio-80-exec-7 EMAppSer vl et - returning
charset as q value is 1 utf-8

2019-03-09 13:32:28,076 I NFO [http-bio-80-exec-7 EMAppSer vl et -y charset



=utf-8

Esame del log per CUCM cluster home

emservice logs:

#H### 13: 32: 27,863 EMService on the honme cluster receives an EMCC Check User Request 2019-03-09
13:32: 27,863 I NFO [ http-bi o-443-exec-17] EMServiceServlet - EMService Request# ---->: 1 2019-
03-09 13:32:27,863 I NFO [ http-bio-443-exec-17] EMserviceServlet - 1:EMservice: Request Type=EMCC
2019- 03-09 13:32: 27,872 | NFO [ htt p-bi 0-443-exec-17] EMServiceServliet - 1: Setting renotel PAddr
to connection | P=192.168.7.100 2019-03-09 13:32: 27,873 I NFO [ htt p-bi 0-443- exec-17]
EMServiceServliet - 1 : 3 : CusterOne: processEnccRequest: Received Check User Request for

cadgj m ##### 13 32: 27,873 The EMservice on the home cluster checks if the user exists in the

| ocal database 2019-03-09 13:32:27,873 I NFO [ http-bi o-443-exec-17] EMServiceServlet - 1 : 3 :

Cl usterOne: EntcCheckUser : Checking if User adgjmexists in |ocal database 2019-03-09

13:32: 27,873 INFO [ http-bi 0-443-exec-17] Authenticator - 1:Authenticator.userExists: UserlD:
adgijm Calling cndb.isLocal User(osUser| D)... ##### 13:32:27,889 EMService on the home cluster
finds the user then | ooks up the information for the remote cluster and responds with the user
id and associ ated device profiles 2019-03-09 13:32: 27,889 | NFO [ htt p-bi 0-443-exec-17]

Aut henticator - 1:Authenticator.userExists: UserlD adgjm cndb.isLocal User(osUserl D) returned
2019- 03-09 13:32:27,889 I NFO [ http-bio-443-exec-17] DBRequestor - 1: queryUDP2: User Exists
2019- 03-09 13:32:27,892 I NFO [ http-bi 0-443-exec-17] DBRequestor - Userlinfo: UserlD: adgjm
Password: Locale: 0 Authentication proxy rights: fal seDevice Profiles: test_encc_udp 2019-03-09
13:32:27,892 I NFO [ http-bio-443-exec-17] EMServiceServlet - 1: authenticate pin for adgjm 2019-
03-09 13:32:27,923 INFO [ http-bi 0-443-exec-17] EnctcData - 1: getRenoted usterinfo: Pkid for
cluster ClusterOne is f672bb12-5elb-4795-81f a- d06d5ce07e84 2019-03-09 13:32:27,925 I NFO [ http-

bi 0- 443- exec-17] EMServiceServliet - 1 : 3 : CusterOne: EnccCheckUser

<entcResponse><checkUser ><user

i d="adgj m' ><nunPr of i | es>1</ nunPr of i | es><exi st s/ ><devi ceProfil el>t est_encc_udp</devi ceProfil el></
user ></ checkUser ></ entcResponse> 2019-03-09 13: 32: 27,925 | NFO [ htt p-bi 0-443- exec- 17]

EMSer vi ceServl et - 1: EntcRequest Processing Time: 61 ##### 13:32: 27,975 EMServi ce on the hone
cluster receives an EMCC Logi n Request 2019-03-09 13:32:27,975 I NFO [ http-bi 0-443-exec-19]
EMServi ceServl et - EMService Request# ---->: 2 2019-03-09 13:32:27,975 | NFO [ htt p-bi 0- 443- exec-
19] EMBerviceServlet - 2:EMService: Request Type=EMCC 2019-03-09 13:32:27,978 INFO [ http-bio-
443- exec-19] EMServiceServliet - 2: Setting renotel PAddr to connection |P=192.168.7.100 2019-03-
09 13:32:27,978 INFO [ http-bi 0-443-exec-19] EMServiceServliet - 2 : 3 : CusterOne:
processEnccRequest: Received EMCC Honme Cluster Login Request for :adgjm 2019-03-09 13:32:27,978
I NFO [ htt p- bi 0-443-exec-19] EMServiceServlet - 2 : 3 : DeviceSecurityMde: 1 Homed uster
SecurityMdde: 0 2019-03-09 13:32:27,978 I NFO [ http-bi o-443-exec-19] EMServiceServlet - 2:
authenticate pin for adgjm 2019-03-09 13:32: 27,980 | NFO [ http-bi 0-443-exec-19] EMservi ceServl et

- 2: 3: CusterOne: EntcHoneLogin : Perform ng Home Device Login for :adgjm 2019-03-09

13:32: 27,981 I NFO [ http-bio-443-exec-19] EnctcData - 2: getRemoteC usterInfo: Pkid for cluster
ClusterOne is f672bbl2-5elb-4795-81f a- d06d5ce07e84 2019-03-09 13:32:27,981 I NFO [ htt p-bi o-443-
exec-19] EMserviceServlet - 2: conputelLogi nDuration: Device: SEPC80084AA8743 - Checking

aut ol ogout settings... 2019-03-09 13:32:28,048 I NFO [ http-bi o-443-exec-19] EMServiceServlet - 2:
schedul eLogout: Devi ce: SEPC80084AA8743-Setting autol ogout request with | ogout scheduler for
36000 secs 2019-03-09 13:32:28,049 INFO [ http-bio-443-exec-19] Logout Schedul er -

2: Logout Schedul er . set Logout (): Dev: SEPC80084AA8743- Set |ogout for 36000 seconds 2019-03-09

13: 32: 28,049 I NFO [ htt p-bi 0-443-exec-19] EMserviceServlet - 2: EntcRequest Processing Tine: 74
#H### 13: 32: 28, 154 EMService on the honme cluster then updates the extensionnobilitydynam c

dat abase tabl e 2019-03-09 13:32: 28,154 I NFO [ Thread-35 ] CMDat abase - [ CVDat abase]
process(<nsg><t ype>DBL</t ype><t abl e>ext ensi onnobi | i t ydynam c</t abl e><t abl ei d>170</t abl ei d><acti o
n>U</ act i on><user >dbemweb</ user ><ti me>1552156348</t i ne><ol d><cdr server >2</ cdr server ><cdrti me>155
0846224</ cdrti me><pki d>180363d9- ed4b- 4d5c- b299-

751aa3e06c¢f d</ pki d><I ogi nti me>NULL</| ogi nti me><| ogi ndur ati on>NULL</| ogi ndur ati on><f kdevi ce_curre
nt | ogi nprofil e>NULL</f kdevi ce_currentl ogi nprofil e><fkenduser_| astl| ogi n>97f 2a05c- f 973- 6f d4- f d5e-
2048b7f 70530</ f kenduser _| ast | ogi n><f kdevi ce>180363d9- ed4b- 4d5c- b299-

751aa3e06¢cf d</ f kdevi ce><al | owcti control fl ag>t</al | owcti control fl ag><ctii dbase>3</ctii dbase><date
ti mest anp>1550846224</ dat et i mest anp><f kcal | i ngsear chspace_restri ct >NULL</fkcal | i ngsear chspace_re
strict><f kenduser >NULL</ f kenduser ><f kmatri x_presence>NULL</f kmat ri x_pr esence><f knml ppdomai n>NULL<
/ f km ppdomai n><f kphonet enpl at e>NULL</ f kphonet enpl at e><f ksof t keyt enpl at e>NULL</ f ksof t keyt enpl at e>
<i gnor epi >f </ i gnor epi ><I ast nunpl ani ndex>0</| ast nunpl ani ndex><mi smat chedl ogi n>f </ m smat chedl ogi n>



<t kpreenpti on>2</t kpreenpti on><t kst at us_rml ppi ndi cati onst at us>2</t kst at us_m ppi ndi cati onst at us><t
kuser | ocal e>1</t kuser| ocal e><user hol dnohaudi osour cei d>NULL</ user hol dnmohaudi osour cei d><ver si onst a
np>1550846224- ca3abf 91- 97c3- 4ce7- 9a3d-

4373eb132289</ ver si onst anp><t kri ngsetti ng_dnd>NULL</tkri ngsetting_dnd><t kdndopti on>2</t kdndopti o
n><t kst at us_j oi nacr ossl i nes>0</t kst at us_j oi nhacr ossl i nes><t kbar ge>0</t kbar ge><t kst at us_al waysusep
rineline>2</tkstatus_al waysusepri el i ne><t kst at us_al waysusepri nel i nef or vire2</ t kst at us_al waysusep
ri nelinef orvime<fkcal | i ngsear chspace_encc>NULL</f kcal | i ngsear chspace_entc><f kf eat urecontrol policy
>NULL</ f kf eat ur econt r ol pol i cy><i f x_repl check>6660833813205221397</i f x_r epl check></ ol d><new><t kst
atus_al waysusepri nel i nef orvne2</t kst at us_al waysusepri nel i nef or vne<t kst at us_al waysusepri nmel i ne>2<
/tkst atus_al waysusepri nel i ne><i gnor epi >f </ i gnorepi ><t kri ngsetting_dnd>NULL</tkringsetting_dnd><f
kcal Ii ngsearchspace_restrict >NULL</fkcal | i ngsearchspace_restri ct ><f km ppdomai n>NULL</ f km ppdoma
n><f kmat ri x_presence>ad243d17- 98b4- 4118- 8f eb-

5f f 2elb78lac</f kmat ri x_pr esence><f kphonet enpl at e>16f 15a8c- 63f 6- 44ba- b240-

82c24714ecl12</ f kphonet enpl at e><al | owcti control fl ag>t</al |l owcti control fl ag><t kuser| ocal e>1</tkuse
rl ocal e><f ksof t keyt enpl at e>NULL</ f ksof t keyt enpl at e><user hol dnohaudi osour cei d>NULL</ user hol dnohau
di osour cei d><t kst at us_nml ppi ndi cati onst at us>2</t kst at us_m ppi ndi cati onst at us><t kpr eenpti on>2</tkp
reenpt i on><t kdndopt i on>2</t kdndopt i on><cti i dbase>1</ctii dbase><m smat chedl ogi n>f </ m smat chedl og
n><l| ast nunpl ani ndex>0</| ast nunpl ani ndex><f kenduser >97f 2a05c- f 973- 6f d4- f d5e-

2048b7f 70530</ f kenduser ><| ogi nt i me>1552156348</ | ogi nti me><| ogi ndur at i on>36000</ | ogi ndur at i on><f k
devi ce_current| ogi nprofil e>91ac8680-48d3- 48c1- 956e-

f 6€10d046ce4</ f kdevi ce_current| ogi nprofil e><dat eti nest anp>1552156347</ dat et i mest anp><ver si onst am
p>1552156347- 145cec2d- 3b45- 430f - acaf - d79657a15¢c58</ ver si onst anp></ new></ nsg> ) started 2019-03-
09 13:32:28,154 INFO [ Thread-35 ] CMDat abase - [ CVDat abase] process() -

t abl e=ext ensi onnobi | i t ydynam ¢

CCM logs:

#H#### 13: 32: 28. 155 The dat abase on the home cluster receives the update and processes it
00009522. 001 | 13:32:28. 155 | Appl nfo | ProcessCnf N: extensionnobilitydynam ¢ U 180363d9- ed4b-
4d5c- b299- 751aa3e06c¢cfd, size(2864) fkmatrix_presence(NULL/ ad243d17-98b4-4118- 8f eb- 5f f 2e1lb781ac)
f kphonet enpl at e( NULL/ 16f 15a8c- 63f 6- 44ba- b240- 82c24714ec12) ctii dbase(3/1)

f kenduser (NULL/ 97f 2a05c- f 973- 6f d4- f d5e- 2048b7f 70530) | ogi nti me( NULL/ 1552156348)

| ogi ndur ati on( NULL/ 36000) fkdevi ce_currentl ogi nprofil e(NULL/ 91ac8680-48d3-48c1-956e-

f 6€10d046¢ce4) dateti mest anp(1550846224/1552156347) versi onst anp(1550846224- ca3abf 91-97c3-4ce7-
9a3d- 4373eb132289/ 1552156347- 145cec2d- 3b45- 430f - acaf - d79657a15c58)

Servizio come indicato nel file di configurazione del telefono

<phoneServi ce type="0" category="0">

<nanme>EMCC_Ser vi ce</ nane>

<url>http://192.168. 7. 100: 8080/ emapp/ EMAppSer vl et ?devi ce=#DEVI CENAMVE#&anp; EMCC=#EMCC#</ ur | >
<vendor ></ vendor >

<ver si on></ ver si on>

</ phoneServi ce>

Registra revisione per telefono

Nota: Nessun debug abilitato al momento della raccolta dei log.

#i### 18: 32: 35. 240378 || The EMCC node is changed to true

4743 V\RN Mar 09 18:32: 35.240378 (618:910) JAVA-configngr MJThread| D spl ayTask: ? - EMCC node
changed to true

4744 V\RN Mar 09 18: 32: 35.241080 (618:910) JAVA-configmgr MJThread| D spl ayTask: ? -
reset Current Power State(): Energyw se is disabl ed

4745 VRN Mar 09 18: 32: 35.241873 (618:910) JAVA-confi gmgr MJThread| D spl ayTask: ? -
reset Current Power State(): Energyw se null domain

4746 V\RN Mar 09 18: 32: 35.242606 (618:910) JAVA-configmgr MJThread| D spl ayTask: ? -
reset Current Power State(): Energywi se null secret

4747 VRN Mar 09 18: 32: 35. 243643 (618:910) JAVA-configmgr MJThread| D spl ayTask: ? -
reset Current Power State(): Energyw se di sabled for EMCC node



4748 ERR Mar 09 18:32: 35. 244254 (618:910) JAVA-1O JNI| N OLi ghtLanp: |ed Data passed to
cprlLedSet (): 0x01000000

4749 ERR Mar 09 18:32: 35.244712 (618:910) JAVA-[API]LED ID error

4750 ERR Mar 09 18:32:35.245170 (618:910) JAVA-1OJNI| !!! cprLedSet() return fail ed!
4751 WRN Mar 09 18: 32: 35. 245933 (618: 910) JAVA-confignmgr MJThread| D spl ayTask: ? -

reset Current Power State(): energywi se i s not avail abl e now

#i#H## 18: 32: 35. 273065 || sipcc is notified that EMCC i s enabl ed
4752 NOT Mar 09 18:32:35.273065 (618:910) JAVA-configmgr MJThread|cip.cfg. Config: -
[ conmmi t EMCCPr operties] to notify sipcc of EMCC enabl ed
4753 NOT Mar 09 18:32:35.275751 (618:910) JAVA-configmgr MJThread|cip.cfg. Config: -
[ commi t EMCCPr operties] notify sipcc of [VEMIP, vEM Port]:[192.168. 7. 100, 8080]

#i#H## 18: 32: 35. 313016 || We identify the TFTP servers for the home cluster
4754 NOT Mar 09 18:32:35.313016 (339:1813) downd- SETTFTP [339] entc_node =1, override =0,
tenpTftpl= 192. 168.7.200, tempTftp2 =, tempTftp3 =, tempTftpd =

#i#H## 18: 32: 36. 726445 || The EMCC mini config files is received
4797 WRN Mar 09 18: 32: 36. 726445 (618: 910) JAVA-configmgr MQJThread| ci p.cfg. Si pConfig:? -
EMCC| Recei ved M ni-config file.
4798 WRN Mar 09 18:32:36.727636 (618:910) JAVA-confignmgr MJThread| ci p. cfg. Si pConfig:? - ====>no
need set capf, EMCC=true and encr Confi g=fal se
4799 I NF Mar 09 18: 32: 36. 728643 (618: 910) JAVA-configmgr MJThread| ci p.cfg. Si pConfig:? -
processConfi gNoError: result=1
4800 NOT Mar 09 18:32:36.731786 (618:910) JAVA-configmgr MJThread|cip.cfg.Config: - Sending
update notice to Metnand
4801 NOT Mar 09 18: 32: 36.732794 (624: 624) met mand-confi g_parser _main parsing
/usr/1ocal/flash0/si p- SEPC80084AA8743. cnf . xm
4802 NOT Mar 09 18: 32: 36. 741400 (618:910) JAVA-configmgr MJThread|cip.cfg.Config: - Sending
update notice to Metnand - COWPLETE
4803 NOT Mar 09 18:32:36.748115 (618:910) JAVA-configmgr MJThread| ci p.cfg. Si pConfig:? - Config
processConfi gNoError() result code=CONFI G_FI LE_CHANGED

#it### 18: 32: 37.594689 || The phone requests the CTL file fromthe Hone C uster
4849 NOT Mar 09 18:32:37.594689 (339:1850) downd- GETXXTP
[ GI339] [ src=CTLSEPC80084AA8743. tlv][dest=/tnp/ CTLFile.tlv][serv=][serv6=][sec=0]
4850 NOT Mar 09 18:32:37.597405 (339:1850) downd-1n nornmal node, call - > makeXXTPrequest
(V6...)
4851 NOT Mar 09 18:32:37.643125 (618: 755) JAVA- Thread- 12| ci p. setg. | pSt acksSt at eProperty: ? -
| pSt acksSt at eProperty changed from "I Pv4-stack-state: 1 (DHCP BOUND), | Pv6-stack-state: 199 (IPV6
STACK TURNED OFF)" to "Il Pv4-stack-state: 1 (DHCP BOUND), |Pv6-stack-state: 199 (1 PV6 STACK TURNED

OFF) "

4852 NOT Mar 09 18:32: 37.641843 (339: 1850) downd- EMCC r eadi ng:

4853 NOT Mar 09 18:32:37.643735 (339:1850) downd- EMCC Mode -1

4854 NOT Mar 09 18:32:37.643827 (339:1850) downd- EMCC Override - O

4855 NOT Mar 09 18:32:37.643888 (339:1850) downd- Honme Tftp 1 - [14] 192.168.7.200
4856 NOT Mar 09 18:32:37.643949 (339:1850) downd- Home Tftp 2 - [1]

4857 NOT Mar 09 18:32:37.644010 (339:1850) downd- Home Tftp 3 - [1]

4858 NOT Mar 09 18:32:37.644071 (339:1850) downd- Home Tftp 4 - [1]

4859 NOT Mar 09 18: 32: 37. 644132 (339: 1850) downd-unable to convert the tenpTftpSvr2: retVal =0
4860 NOT Mar 09 18: 32: 37. 644193 (339: 1850) downd-unable to convert the tenpTftpSvr4: retVal =0

#iH## 18: 32: 37. 644345 || |l ook up server - 0 - 192.168.7.200
4861 NOT Mar 09 18: 32: 37. 644345 (339: 1850) downd- AUTH. SRVR [ GI'339] | ook up server - 0 -



192. 168. 7. 200

4862 NOT Mar 09 18:32:37.646787 (618: 755) JAVA-Cal | i ng handl eNet SDEvent

4863 NOT Mar 09 18:32:37.699343 (339:1850) downd- AUTH. SRVR [ GI339] | ook up server - 1 - 0.0.0.0
4864 NOT Mar 09 18:32:37. 750465 (339: 1850) downd- AUTH. SRVR [ GT339] authentication retval =9
4865 NOT Mar 09 18: 32: 37. 750648 (339: 1850) downd- XXTP Non secure file requested

4866 NOT Mar 09 18: 32: 37. 750923 (339: 1850) downd- XXTP start request, server 1 - 192.168.7.200
4867 NOT Mar 09 18: 32: 37. 751441 (339: 1850) downd- XXTP act ual server [192.168.7.200]

4868 NOT Mar 09 18: 32: 37.763222 (339: 1858) downd- XXX arg[ 0] /usr/sbin/gethtp

4869 NOT Mar 09 18:32:37.768655 (339:1858) downd- XXX arg[1] -t

4870 NOT Mar 09 18:32:37.769296 (339:1858) downd- XXX arg[2] 192.168.7.200

4871 NOT Mar 09 18:32:37.769784 (339:1858) downd- XXX arg[3] -i0

4872 NOT Mar 09 18:32:37.774088 (339:1858) downd- XXX arg[4] CTLSEPC80084AA8743.t1vV

4873 NOT Mar 09 18:32:37.774606 (339:1858) downd- XXX arg[5] /tnmp/CTLFile.tlv

4874 NOT Mar 09 18:32:37.775095 (339:1858) downd- XXX arg[6] (null)

4875 NOT Mar 09 18:32:37.818739 (1858:1858) GHTTP-LIM T downdl oad will be linmted to 2048 KB
4876 DEB Mar 09 18:32:37.974088 (618: 755) JAVA-getassetid(): pid: 618

4877 DEB Mar 09 18: 32: 37.974454 (618: 755) JAVA-getassetid(): msgsnd() rc: 0, size: 44 bytes
4878 DEB Mar 09 18: 32: 37.975980 (618: 755) JAVA-getassetid(): msgrcv() 44 bytes

4879 NOT Mar 09 18:32:37.978177 (322:366) NETSD-siginfoThrd(): tenpvvlan: 4095 vvlan: 4095
linkState: 1 cdpState: 1

4880 NOT Mar 09 18: 32:37.979032 (322:366) NETSD siginfoThrd(): activechange: 0

4881 NOT Mar 09 18:32:37.979123 (322:366) NETSD-siginfoThrd(): force_dhcp: 0

#i### 18: 32: 37.985319 || The home cluster sends a 503 Service Unavail abl e
4882 ERR Mar 09 18: 32: 37.985319 (1858:1858) GHTTP-http get [HTTP/ 1.1 503 Service Unavail ab]
4883 NOT Mar 09 18:32:38.001617 (339:1862) downd- XXX arg[0] /usr/sbin/tftpd
4884 NOT Mar 09 18:32:38.011475 (339:1862) downd- XXX arg[1] -t
4885 NOT Mar 09 18:32:38.011994 (339:1862) downd- XXX arg[2] 192.168.7.200
4886 NOT Mar 09 18:32:38. 015595 (339:1862) downd- XXX arg[3] -iO0
4887 NOT Mar 09 18:32:38.016023 (339:1862) downd- XXX arg[ 4] CTLSEPC80084AA8743.t1vV
4888 NOT Mar 09 18:32:38.016541 (339:1862) downd- XXX arg[5] /tnmp/CTLFile.tlv
4889 NOT Mar 09 18:32:38.016999 (339:1862) downd- XXX arg[6] (null)
4890 NOT Mar 09 18: 32: 38. 082496 (618:755) JAVA- Thread-12|cip.setg. | pStacksSt ateProperty: ? -
| pSt acksSt at eProperty changed from "I Pv4-stack-state: 1 (DHCP BOUND), | Pv6-stack-state: 199 (IPV6
STACK TURNED OFF)" to "Il Pv4-stack-state: 1 (DHCP BOUND), |Pv6-stack-state: 199 (1 PV6 STACK TURNED
OFF) "
4891 NOT Mar 09 18:32:38.153608 (1862:1862) TFTPD-pid = 1862

#it### 18: 32: 38. 244254 || The phone requests the CIL file fromthe Hone Cluster via port 69
instead of using http and port 6970

4892 NOT Mar 09 18:32:38. 244254 (1862:1862) TFTPD-LIM T downdl oad will be linmted to 2048 KB
4893 ERR Mar 09 18: 32: 38. 245933 (1862:1862) TFTPD-ai _famly = 2, sockType = 2, protocol = 17
4894 NOT Mar 09 18:32:38.246634 (1862:1862) TFTPD Requesti ng CTLSEPC80084AA8743.tlv from

192. 168. 7. 200

4895 WRN Mar 09 18: 32: 38.247306 (1862:1862) TFTPD-sendto() failed : Address fam |y not supported
by protocol

4896 NOT Mar 09 18: 32: 38. 752784 (1862:1862) TFTPD-Tinmeout: retransnit the |ast packet (1)

#it### 18: 32: 38. 754493 || The phone is told "File not found" since the cluster isn't in mxed
node

4897 WRN Mar 09 18:32: 38. 754493 (1862:1862) TFTPD-Error: (1+1)File not found

4898 NOT Mar 09 18: 32: 38. 756996 (339: 1850) downd- XXTP conplete - status = 2

#it### 18: 32: 38. 767556 || The phone requests the ITL file fromthe Hone C uster
4899 NOT Mar 09 18:32:38.767556 (339:1882) downd- GETXXTP
[ GI339] [ src=l TLSEPC80084AA8743. tlv][dest=/tnp/ITLFile.tlv][serv=][serv6=][sec=0]



4900 NOT Mar 09 18:32: 38. 769540 (339:1882) downd-1n nornmal node, call - > makeXXTPrequest

(V6...)

4901 NOT Mar 09 18:32:38.770944 (339:1882) downd- EMCC readi ng:

4902 NOT Mar 09 18:32:38.772256 (339:1882) downd- EMCC Mode -1

4903 NOT Mar 09 18:32: 38. 774545 (339:1882) downd- EMCC Override - 0O

4904 NOT Mar 09 18:32:38.775003 (339:1882) downd- Honme Tftp 1 - [14] 192.168.7.200
4905 NOT Mar 09 18:32:38.775430 (339:1882) downd- Home Tftp 2 - [1]

4906 NOT Mar 09 18:32:38.775888 (339:1882) downd- Home Tftp 3 - [1]

4907 NOT Mar 09 18:32:38.776651 (339:1882) downd- Home Tftp 4 - [1]

4908 NOT Mar 09 18:32:38.777170 (339:1882) downd-unable to convert the tenpTftpSvr2: retVal =0
4909 NOT Mar 09 18:32:38.777628 (339:1882) downd-unable to convert the tenpTftpSvr4: retVal =0
4910 NOT Mar 09 18:32:38.778177 (339:1882) downd- AUTH. SRVR [ GI'339] | ook up server - 0 -

192. 168. 7. 200

4911 NOT Mar 09 18:32:38.805035 (339:1850) downd- DDGETTFTP. RESULT [_2_ File not found

]

4912 NOT Mar 09 18:32:38.832565 (339:1882) downd- AUTH. SRVR [ GI339] | ook up server - 1 - 0.0.0.0
4913 NOT Mar 09 18: 32: 38. 883534 (339:1882) downd- AUTH. SRVR [ GI339] authentication retval =9
4914 NOT Mar 09 18:32:38.883717 (339:1882) downd- XXTP Non secure file requested

4915 NOT Mar 09 18: 32: 38. 884724 (339:1882) downd- XXTP start request, server 1 - 192.168.7.200
4916 NOT Mar 09 18: 32: 38. 885334 (339: 1882) downd- XXTP actual server [192.168.7.200]

4917 NOT Mar 09 18: 32: 38. 888997 (339: 1886) downd- XXX arg[ 0] /usr/sbin/gethtp

4918 NOT Mar 09 18:32: 38.889638 (339:1886) downd- XXX arg[1] -t

4919 NOT Mar 09 18:32:38.890126 (339:1886) downd- XXX arg[?2] 192.168.7.200

4920 NOT Mar 09 18:32: 38.890584 (339:1886) downd- XXX arg[3] -iO0

4921 NOT Mar 09 18:32:38.891103 (339:1886) downd- XXX arg[ 4] | TLSEPC80084AA8743.t1vV

4922 NOT Mar 09 18:32:38.891652 (339:1886) downd- XXX arg[5] /tnmp/ITLFile.tlv

4923 NOT Mar 09 18:32:38.892171 (339:1886) downd- XXX arg[6] (null)

4924 NOT Mar 09 18:32:38.932397 (1886:1886) GHTTP-LIM T downdl oad will be linmted to 2048 KB

#i### 18: 32: 38.937860 || The ITL file is received

4925 NOT Mar 09 18:32:38.937860 (1886:1886) GHTTP-hdr->HTTP/ 1.1 200 OK

4926 NOT Mar 09 18:32: 38.938928 (1886:1886) GHTTP-hdr->Content-1length: 7879

4927 NOT Mar 09 18: 32: 38. 939355 (1886:1886) GHTTP- hdr->Cache-Control: no-store

4928 NOT Mar 09 18:32:38.939813 (1886:1886) GHITP- hdr->Content-type: */*

4929 NOT Mar 09 18: 32: 38.943628 (339:1882) downd- XXTP conplete - status = 100

4930 NOT Mar 09 18:32: 38.952052 (346:1887) SECUREAPP- AUTH start of pad (' T 0x0d) at TLV 15
4931 WRN Mar 09 18: 32: 38. 957881 (346: 1887) SECUREAPP- AUTH: hdr ver 1.2 (knows only upto 1.1)
4932 NOT Mar 09 18:32: 38.958370 (346:1887) SECUREAPP- AUTH: skipping 1 trail bytes (pad and/or
unknown TLVs)

4933 NOT Mar 09 18:32: 38.987455 (339:1882) downd- DDGETTFTP. RESULT [_100_ HTTP NO ERROR

]
4934 NOT Mar 09 18:32:39.928521 (413:426) CDP-cdpRcvPkt(): deviceld is HQW

#i#H### 18: 32: 40. 161238 || The phone reaches out to the TVS server on the Visiting Custer

4935 NOT Mar 09 18:32:40.161238 (346: 1810) SECUREAPP-Sec SSL Connection - Handshake successful.
4936 NOT Mar 09 18: 32:40.164291 (346: 1810) SECUREAPP-TVS process request - Successfully sent the
TVS request to TVS server, bytes witten : 180

4937 NOT Mar 09 18:32:40.183701 (346:1810) SECUREAPP-C ose and free connection handl er at
0x2b2d2ac0

4938 NOT Mar 09 18:32:40.184220 (346:1810) SECUREAPP-Sec SSL C ose Connection successful .

#i#H## 18: 32: 40. 672180 || The authentication is successful

4939 NOT Mar 09 18:32:40.672180 (346:1887) SECUREAPP-Hashes match... authentication successful.
4940 NOT Mar 09 18:32:40.676270 (346:1887) SECUREAPP- AUTH start of pad (' T 0x0d) at TLV 15
4941 WRN Mar 09 18: 32:40. 677002 (346: 1887) SECUREAPP- AUTH: hdr ver 1.2 (knows only upto 1.1)
4942 NOT Mar 09 18:32:40. 677491 (346: 1887) SECUREAPP- AUTH skipping 1 trail bytes (pad and/or
unknown TLVs)



#it### 18: 32: 40. 678040 || The trust list is updated
4943 NOT Mar 09 18: 32:40. 678040 (346: 1887) SECUREAPP-updateFronFile: TL parse to table:
CTL_SUCCESS
4944 NOT Mar 09 18: 32:40. 678559 (346: 1887) SECUREAPP- updat eFronfil e: Updating nmaster TL table
4945 | NF Mar 09 18: 32:40.703372 (618: 1845) JAVA-TL update Thread|cip.sec. | SecuritylListener:-----

----updateCtl,result=8 - ------------- i nvoke proxy
4946 | NF Mar 09 18: 32:40.704715 (618:910) JAVA-configmgr MJThread|cip.sec.| SecuritylListener:----
----- updateCtl,result=8 - -------------invoke dispatcher

4947 NOT Mar 09 18:32:40.705142 (618:910) JAVA-confi gngr

MJThr ead| ci p. cf g. Confi gManager $MySecuri tyLi stener: ? - Confi gvanager updat eCTL() rc=8

retryCount =0, fail Reason: Success

4948 NOT Mar 09 18: 32:40.721104 (618:910) JAVA-configmgr MJThread|cip.cfg.Config: - [SipConfig]
endDownl oadCTL-ti me: 1552156360720

4949 NOT Mar 09 18:32:41.187578 (618:910) JAVA- CCAPI Devi cesendAl arm phone-app requesting alarm
to be sent

4950 DEB Mar 09 18:32:41.188463 (618:910) JAVA-SIPCC-SI P_ALARM storeAlarm stored alarm at

index [1].
4951 DEB Mar 09 18:32:41.189012 (618:910) JAVA-[ get Depl oyMdde] depl oy-node: 1
4952 NOT Mar 09 18:32:41.195574 (618:910) JAVA-configmgr MJThread|cip.cfg.Config: - [SipConfig]

begi nDownl oadConfi g-ti me: 1552156361195
4953 NOT Mar 09 18:32:41.196276 (618:910) JAVA-configmgr MJThread|cip.cfg. Config: -
[clearTftpTimeout] to reset tftp-timeout error

#it#H## 18: 32: 41. 198046 || The phone requests the CNF file fromthe Hone C uster
4954 NOT Mar 09 18:32:41.198046 (618:910) JAVA-configmgr MJThread|cip.cfg.Si pConfig:? -
Requesting CONFI G file: ram SEPC30084AA8743. cnf.xm .59075 from TFTP Servi ce(1), encrypt =
fal se, i sAppl yi ngConfi gFron¥l ash: f al se
4955 | NF Mar 09 18:32:41.198748 (618:910) JAVA-[[MESSAGE 1.0]]: [CONFIG MGR] -->
t ft pRequest (ram SEPC80084AA8743. cnf . xm . 59075) --> [TFTP] :
4956 NOT Mar 09 18:32:41.202288 (339:1899) downd- GETXXTP
[ GI339] [ src=SEPC80084AA8743. cnf . xm ][ dest =/t np/ r am SEPC80084AA8743. cnf. xm . 59075] [ serv=] [ serv6=]

[ sec=2]

4957 NOT Mar 09 18:32:41.203051 (339:1899) downd-1n nornmal node, call - > makeXXTPrequest
(V6...)

4958 NOT Mar 09 18:32:41.204364 (339:1899) downd- EMCC readi ng:

4959 NOT Mar 09 18:32:41.204852 (339:1899) downd- EMCC Mode -1

4960 NOT Mar 09 18:32:41.205310 (339:1899) downd- EMCC Override - 0O

4961 NOT Mar 09 18:32:41.205768 (339:1899) downd- Honme Tftp 1 - [14] 192.168.7.200
4962 NOT Mar 09 18:32:41.206531 (339:1899) downd- Home Tftp 2 - [1]

4963 NOT Mar 09 18:32:41.206989 (339:1899) downd- Home Tftp 3 - [1]

4964 NOT Mar 09 18:32:41.207416 (339:1899) downd- Home Tftp 4 - [1]

4965 NOT Mar 09 18: 32:41.208057 (339:1899) downd-unable to convert the tenpTftpSvr2: retVal =0
4966 NOT Mar 09 18: 32:41.208515 (339:1899) downd-unable to convert the tenpTftpSvr4: retVal =0
4967 NOT Mar 09 18:32:41.209064 (339:1899) downd- AUTH. SRVR [ GI'339] | ook up server - 0 -

192. 168. 7. 200

4968 NOT Mar 09 18:32:41.261010 (339:1899) downd- AUTH. SRVR [ GI339] | ook up server - 1 - 0.0.0.0
4969 NOT Mar 09 18:32:41.312070 (339:1899) downd- AUTH. SRVR [ GI339] authentication retval =9
4970 NOT Mar 09 18:32:41.312284 (339:1899) downd- XXTP Secure file requested

4971 NOT Mar 09 18:32:41.312406 (339:1899) downd- XXTP authenticated file approved - add .sgn if
necessary -- SEPC80084AA8743.cnf.xm .sgn

4972 NOT Mar 09 18:32:41.312650 (339:1899) downd- XXTP start request, server 1 - 192.168.7.200
4973 NOT Mar 09 18:32:41.313169 (339:1899) downd- XXTP actual server [192.168.7.200]

4974 NOT Mar 09 18:32:41.317533 (339:1902) downd- XXX arg[ 0] /usr/sbin/gethtp

4975 NOT Mar 09 18:32:41.318266 (339:1902) downd- XXX arg[1] -t

4976 NOT Mar 09 18:32:41.318693 (339:1902) downd- XXX arg[ 2] 192.168.7.200

4977 NOT Mar 09 18:32:41.319151 (339:1902) downd- XXX arg[3] -iO0

4978 NOT Mar 09 18:32:41.319578 (339:1902) downd- XXX ar g[ 4] SEPC80084AA8743. cnf. xml . sgn

4979 NOT Mar 09 18:32:41.320097 (339:1902) downd- XXX ar g[ 5]

/ t mp/ r am SEPC80084AA8743. cnf . xm . 59075

4980 NOT Mar 09 18:32:41.320738 (339:1902) downd- XXX arg[6] (null)



4981 NOT Mar 09 18:32:41.360140 (1902:1902) GHTTP-LIM T downdl oad will be linmted to 2048 KB

#it### 18: 32: 41. 378666 || The CNF file is received

4982 NOT Mar 09 18:32:41.378666 (1902:1902) GHTTP-hdr->HTTP/ 1.1 200 OK
4983 NOT Mar 09 18:32:41.378940 (1902:1902) GHTTP- hdr->Content-1ength: 12277
4984 NOT Mar 09 18:32:41.379062 (1902:1902) GHTTP- hdr->Cache-Control: no-store
4985 NOT Mar 09 18:32:41.379154 (1902:1902) GHTTP- hdr->Content-type: */*
4986 NOT Mar 09 18:32:41.384281 (339:1899) downd- XXTP conplete - status = 100

#i### 18: 32: 43. 821608 || The phone requests the SK file fromthe Home C uster
5105 NOT Mar 09 18:32:43.821608 (339:1929) downd- GETXXTP [ GT339] [ src=SKb0ec918f - h9ee- 994b- 57ae-
345883c1f de8. xm ] [ dest =/t np/ cache/ SK- 2103396823] [ serv=] [ serv6=] [ sec=2]

5106 NOT Mar 09 18:32:43.823500 (339:1929) downd-In normal node, call - > nakeXXTPrequest
(V6...)

5107 NOT Mar 09 18:32:43.825850 (339:1929) downd- EMCC readi ng:

5108 NOT Mar 09 18:32:43.826399 (339:1929) downd- EMCC Mbde -1

5109 NOT Mar 09 18:32:43.828170 (339:1929) downd- EMCC Override - O

5110 NOT Mar 09 18:32:43.828689 (339:1929) downd- Hone Tftp 1 - [14] 192.168.7.200
5111 NOT Mar 09 18:32:43.830215 (339:1929) downd- Hone Tftp 2 - [1]

5112 NOT Mar 09 18:32:43.830642 (339:1929) downd- Hone Tftp 3 - [1]

5113 NOT Mar 09 18:32:43.831191 (339:1929) downd- Hone Tftp 4 - [1]

5114 NOT Mar 09 18:32:43.832381 (339:1929) downd-unable to convert the tenpTftpSvr2: retVal =0
5115 NOT Mar 09 18:32:43.832931 (339:1929) downd-unable to convert the tenpTftpSvr4: retVal =0
5116 NOT Mar 09 18: 32:43.834396 (339:1929) downd- AUTH. SRVR [ GT339] | ook up server - 0O -

192. 168. 7. 200

5117 NOT Mar 09 18:32:43.888722 (339:1929) downd- AUTH. SRVR [ GT339] | ook up server - 1 - 0.0.0.0
5118 NOT Mar 09 18: 32:43.940485 (339:1929) downd- AUTH. SRVR [ GT339] authentication retval =9
5119 NOT Mar 09 18: 32:43.941065 (339:1929) downd- XXTP Secure file requested

5120 NOT Mar 09 18:32:43.941248 (339:1929) downd- XXTP aut henticated file approved - add .sgn if
necessary -- SKb0ec918f-b9ee-994b-57ae- 345883c1f de8. xm . sgn

5121 NOT Mar 09 18:32:43.941522 (339:1929) downd- XXTP start request, server 1 - 192.168.7.200
5122 NOT Mar 09 18:32:43.942926 (339:1929) downd- XXTP actual server [192.168.7.200]

5123 NOT Mar 09 18:32:43.952510 (339:1932) downd- XXX arg[ 0] /usr/sbin/gethtp

5124 NOT Mar 09 18:32:43.953334 (339:1932) downd- XXX arg[1] -t

5125 NOT Mar 09 18:32:43.955318 (339:1932) downd- XXX arg[2] 192.168.7.200

5126 NOT Mar 09 18:32:43.956325 (339:1932) downd- XXX arg[3] -iO0

5127 NOT Mar 09 18:32:43.956783 (339:1932) downd- XXX arg[ 4] SKb0ec918f-b9ee-994b-57ae-
345883c1f de8. xml . sgn

5128 NOT Mar 09 18:32:43.957423 (339:1932) downd- XXX arg[5] /tnp/cache/ SK-2103396823

5129 NOT Mar 09 18:32:43.958797 (339:1932) downd- XXX arg[6] (null)

5130 NOT Mar 09 18:32:44.063756 (1932:1932) GHTTP-LIM T downdload will be linmted to 2048 KB

#itt## 18:32: 44. 077399 || The SK tenplate file is received
5131 NOT Mar 09 18:32:44.077399 (1932:1932) GHITP-hdr->HTTP/ 1.1 200 OK
5132 NOT Mar 09 18:32:44.077948 (1932:1932) GHTTP- hdr->Content-|ength: 4137
5133 NOT Mar 09 18: 32:44.078467 (1932:1932) CGHTTP- hdr->Cache-Control: no-store
5134 NOT Mar 09 18:32:44.079078 (1932:1932) GHTTP-hdr->Content-type: */*
5135 NOT Mar 09 18: 32:44.085456 (339:1929) downd- XXTP conplete - status = 100

#itH## 18: 32: 44. 55309 || The list of CCM servers is printed (there is only 1 in the Home
Cluster).

5319 DEB Mar 09 18: 32:44.553090 (618:927) JAVA-SIPCC SI P_TRANS: sipTransportCfgTablelnit: For

PRI MARY_CCM | Pv4 Addr: 192.168.7.200 Port: 5060 listen Port: 5060 |Pv6 Addr: Port: 5060 |isten
Port: 5060 transport: 4 Sec Level: 0 IP type: 1

5320 NOT Mar 09 18: 32:44.554432 (618:927) JAVA-SIP : sip_transport_init_ti_addrs : Adm n has not
configured a valid cucm for cucm i ndex=SECONDARY_CCM=2.



5321 DEB Mar 09 18: 32:44.554646 (618:927) JAVA-SIPCC SI P_TRANS: sipTransportCfgTablelnit: For
SECONDARY_CCM | Pv4 Addr: Port: O listen Port: O IPv6 Addr: Port: O listen Port: O transport:
4 Sec Level: 0 IP type: O

5322 NOT Mar 09 18: 32:44.555501 (618:927) JAVA-SIP : sip_transport_init_ti_addrs : Adm n has not
configured a valid cucm for cucm i ndex=TERTI ARY_CCM=3.

5323 DEB Mar 09 18: 32:44.555653 (618:927) JAVA-SI PCC- SI P_TRANS: sipTransportCfgTablelnit: For
TERTI ARY_CCM | Pv4 Addr: Port: O listen Port: O IPv6 Addr: Port: O listen Port: O transport: 4
Sec Level: O IP type: O

5324 NOT Mar 09 18: 32:44.556416 (618:927) JAVA-SIP : sip_transport_init_ti_addrs : Adm n has not
configured a valid cucm for cucm i ndex=SRST_CCM=4.

#i#H## 18: 32: 44. 559102 || The phone opens a TCP connection with the CCM on the Honme C uster
5333 DEB Mar 09 18: 32:44.559102 (618:927) JAVA-SIPCC- SI P_CC _CONN: sip_tcp_create_connection:
socket connection in progress cpr_errno = 120 errno = 115 ipaddr: 192.168.7.200, port: 5060
5334 DEB Mar 09 18: 32:44.559682 (618:927) JAVA- SI PCC- S| P_SOCK: sip_tcp_create_connection:
socket: 46, set tos/dscp: local address type:1,tos_dscp_val: 96
5335 DEB Mar 09 18: 32:44.559835 (618:927) JAVA-SIPCC-SI P_CC_CONN: sip_transport_setup_cc_conn:
<PRI MARY_CCM>: CC TCP socket opened: to <192.168.7.200>: <5060>, |ocal _port: 51778 handl e=<46>
5336 DEB Mar 09 18: 32:44.560323 (618:927) JAVA-SI PCC-SI P_ALARM updat e_unregi ster_al arm.i nf o:
I nfo_type=CC_UNREG ALARM PORT_| NFO ccm. i d=PRI MARY_CCM phone_t cp_port=51778 si p_i nfo_nsg=
5337 NOT Mar 09 18: 32:44.560506 (618:927) JAVA-set _active_ccm ccmePRI MARY_CCM port=51778
5338 NOT Mar 09 18:32:44.560872 (618:927) JAVA-SIP : sip_transport_init_ti_addrs : Adm n has not
configured a valid cucm for cucm i ndex=SECONDARY_CCM=2.
5339 NOT Mar 09 18:32:44.561025 (618:927) JAVA-SIPCC- SI P_CC_CONN: sip_transport_setup_cc_conn:
<SECONDARY_CCM>: CC address/port not configured2.
5340 NOT Mar 09 18: 32:44.561544 (618:927) JAVA-SIP : sip_transport_init_ti_addrs : Adm n has not
configured a valid cucm for cucm i ndex=TERTI ARY_CCM=3.
5341 NOT Mar 09 18:32:44.561818 (618:927) JAVA-SIPCC- SI P_CC _CONN: sip_transport_setup_cc_conn:
<TERTI ARY_CCM>: CC address/port not configured2.
5342 NOT Mar 09 18:32:44.562703 (618:927) JAVA-SIP : sip_transport_init_ti_addrs : Adm n has not
configured a valid cucm for cucm i ndex=SRST_CCMV=4.
5343 NOT Mar 09 18: 32:44.562887 (618:927) JAVA-SIPCC- SI P_CC _CONN: sip_transport_setup_cc_conn:
<SRST_CCM>: CC address/port not configured2.
5344 NOT Mar 09 18:32:44.563711 (618:927) JAVA-SIPCC SI P_CC CONN: sip_regnmgr_setup_cc_conns: NO
VALI D STANDBY CALL CONTROL AVAI LABLE!

#i### 18: 32: 45. 402533 || ALL LINES UN-REGQ STERED --- this is because the phone is unregistering
fromthe visiting cluster
5818 NOT Mar 09 18:32:45.402533 (618:927) JAVA- S| PCC- Ul _API :

ui _update_registration_state_all _lines: ****xx*xxxxpAl] || NES UN- REQ STEREDF * * * * * * * %k ks ok ok k%
5819 DEB Mar 09 18: 32:45.402838 (618:926) JAVA- SI PCC- S| P_REG STATE: ccappFeat ur eUpdat ed:
Updating the Reg State for all lines=1

5820 DEB Mar 09 18: 32:45. 403051 (618:926) JAVA- SNAPSHOT- CREATE: CCAPI _Li ne_get Li nel nf o:

ref erence poi nt er=b4af 9478

5821 DEB Mar 09 18: 32:45.403204 (618:926) JAVA-SIPCC- SI P_CC PROV: ccsnap_gen_lineEvent: event
type : REG_STATE

5822 DEB Mar 09 18: 32:45.403296 (618:926) JAVA-[[ MESSACGE_1.0]]: [SIPCC] --> REG STATE() -->

[ PHONE- APP]

5823 DEB Mar 09 18: 32:45.403601 (618:926) JAVA-SIPCC- SI P_CC PROV: 1/0,

CCAPI _|inelnfo_getRegState: returned 0

5824 DEB Mar 09 18: 32:45.403723 (618:926) JAVA-[[ MESSAGE_1.0]]: [PHONE-APP] --> getRegState() --
> [SIPCC] : sipcc resp: line 1 (]2222) is NOTI REA STERED

5825 NOT Mar 09 18: 32:45.404120 (618:926) JAVA-Thread- 4| ci p. si pcc. Si pCcAdapt er $CcMynt Li st ener:
- lineNotify(): mgnt St at e=MaMI_AWAI TI NG_CFG_SYNC(8) |ine=1 registered=fal se i nService=true
regRequired = true

5826 DEB Mar 09 18: 32:45. 405096 (618:926) JAVA- SNAPSHOT- RELEASE: CCAPI _Li ne_r el easeli nel nf o:
ref erence poi nter=b4af 9478, ref rel eased

5827 DEB Mar 09 18: 32:45.405371 (618:927) JAVA-SI PCC SI P_MSG_SEND: ccsi p_regi ster_send_nsg:
cmd=85=S| P_REG_REQ ndx=97

5828 DEB Mar 09 18: 32:45. 405585 (618:927) JAVA-SIP : sip_platformcc_node_update : node =0



5829 NOT Mar 09 18: 32:45.405829 (618:927) JAVA-MED : updat ePresent ati onCapTbl Val ues : enter. ..
5830 NOT Mar 09 18: 32:45.405951 (618:927) JAVA-MED : updat ePresentati onCapTbl Values : orig
gcap[ 1, 0,0, 0]

5831 NOT Mar 09 18: 32:45.406103 (618:927) JAVA-MED : updat ePresent ati onCapTbl Val ues : new
gcap[ 1, 0,0, 0]

5832 DEB Mar 09 18: 32:45.406195 (618:927) JAVA-MED : escal ateDeescal ate : Ilgnoring video cap
updat e

5833 NOT Mar 09 18: 32:45.406287 (618:927) JAVA-MED : updat eFeccCapTbl Val ues : enter...

5834 NOT Mar 09 18: 32:45.406378 (618:927) JAVA-MED : updat eFeccCapTbl Val ues : orig gcap[ 0]
5835 NOT Mar 09 18: 32:45.406470 (618:927) JAVA-MED : updat eFeccCapTbl Val ues : new gcapl[ 0]

5836 DEB Mar 09 18: 32:45.406531 (618:927) JAVA-MED : escal ateDeescal ate : Ignoring video cap
updat e

5837 NOT Mar 09 18: 32:45.406622 (618:927) JAVA-SIPCC-SIP_CTRL: sip_restart: sip_tasklnited is
set to true

5838 NOT Mar 09 18:32:45.408331 (618:927) JAVA-SIPCC-CC API: 0/0, cc_int_fail_fallback: SIP ->
GSM FAI LOVER_FALLBACK

5839 DEB Mar 09 18:32:45.410315 (618:927) JAVA- S| PCC- M5SG_SEND_REQ Sl PSPl SendSubscri be: Sendi ng
SUBSCRI BE. . .

5840 DEB Mar 09 18: 32:45.415137 (618:927) JAVA-edge_send_get: Length of data read from
edge_gat eway 64

5841 DEB Mar 09 18:32:45.415382 (618:927) JAVA-SI PCC- SI P_SESSI ON_|I D: si pAddSessi onl dHeader :
tracking ID: 7821 cead41d7-0010-5000- a000- c80084aa8743

5842 DEB Mar 09 18:32:45.415534 (618:927) JAVA-SI PCC- SI P_SESSI ON_|I D: si pAddSessi onl dHeader :

I ocal _uuid: cead41d700105000a000c80084aa8743 renote_uui d:

5843 DEB Mar 09 18: 32:45.415870 (618:927) JAVA-SIPCC- SI P_SUB: sm add_contact: addi ng device nane
[ SEPC80084AA8743] to contact header

5844 DEB Mar 09 18:32:45.416450 (618:927) JAVA-SI PCC- Sl P_SUB: si pSPI AddRout eHeader sToSubNot :
Route info not available; will not add Route header.

5845 DEB Mar 09 18: 32:45.416602 (618:927) JAVA- SI PCC- Sl P_SUB: xm EncodeEvent Dat a: Encode event
dat a: entered,

5846 DEB Mar 09 18: 32:45.416725 (618:927) JAVA-SI PCC- Sl P_SUB: xnm EncodeEvent Dat a: Franed raw
buffer: length = 570,

5847 DEB Mar 09 18:32:45.417091 (618:927) JAVA-SIP : sipTransport Creat eSendMessage :
sippmh_wite() with nessage size=[1503]

5848 NOT Mar 09 18: 32:45.417304 (618:927) JAVA-SI PCC- SI P_MSG _SEND: ccsi p_dunp_send_nsg_i nfo:
<192. 168. 7. 200: 5060>: REFER s: <si p: 192. 168. 7. 200> : 1000 REFER: : c80084aa- 87430006- 1a48a291-
451ddof f @92. 168. 7. 104

5849 DEB Mar 09 18:32:45.417793 (618:927) JAVA-SI PCC- SI P_TRANS: sipTransport SendMessage: Sip nsg
sent handl e=<46>, | engt h=<1503>, message=

#i#H## 18: 32: 45. 419807 || A REFER to the Home Cluster for the "DeviceTLInfo" alarmwith the
I TL/ TFTP fromthe Visiting C uster
5850 DEB Mar 09 18:32:45.419807 (618:927) JAVA-si pi o-sent---> REFER sip:192.168. 7. 200 SI P/ 2. 0"M
Via: SIP/2.0/ TCP 192.168. 7. 104: 51778; br anch=z9h(4bK20eb83bf *M
From "2222" <sip:2222@l92. 168. 7. 104>; t ag=c80084aa874300122cd20b33-123852dd"M
To: <sip:192.168.7.200>"M
Cal | -1 D: c80084aa- 87430006- 1a48a291- 451dd0f f @.92. 168. 7. 104"M
Session-1D: cead41d700105000a000c80084aa8743; r enot e=00000000000000000000000000000000"M
Date: Sat, 09 Mar 2019 18:32:45 GMI"M
CSeq: 1000 REFER*M
User - Agent: Ci sco-CP7821/12.1.1"M
Expires: 10"M
Max- Forwar ds: 70"M
Cont act: <sip:04984998-fe29-08c0-6d47-
5593bf 4ce606@92. 168. 7. 104: 51778; transpor t =t cp>; +u. si p! devi cenane. ccm ci sco. com=" SEPC30084AA8743
"AM
Requi re: noref ersub™M
Ref erred-By: "2222" <sip:2222@92.168. 7. 104>"M
Ref er-To: cid: 5098d8f a@l92. 168. 7. 104" "M
Content-1d: <5098d8fa@92.168. 7. 104>"M
Al l ow. ACK, BYE, CANCEL, | NVI TE, NOTI FY, OPTI ONS, REFER, REG STER, UPDATE, SUBSCRI BE*M
Cont ent - Lengt h: 569"M



Cont ent - Type: application/ x-ci sco-al ar mtxm M

Cont ent - Di sposi tion: session; handl i ng=required*M

"M

<?xm version="1.0" encodi ng="UTF- 8" ?>

<x-ci sco-al arnp

<Al ar m Nanme="Devi ceT

5851 DEB Mar 09 18: 32:45.420021 (618:927) JAVA-LInfo">

<Par anet er Li st >

<String name="Devi ceNanme" >SEPC80084AA8743</ St ri ng>

<String name="|Pv4Address">192. 168. 7. 104</ Stri ng>

<String name="|Pv6Address"></String>

<String name="CTL_Si gnature">Not |nstalled</String>

<String name="CTL_TFTP_Server">N A</ String>

<String nanme="|TL_Signature">1B Al C9 07 E9 9E 4D 3C 53 9D C8 14 24 AF 6C 9F 7D CE 4D 6D

</ String>

<String name="|TL_TFTP_Server">cucm 115. hone. | ab</ Stri ng>

<String name="St at usCode" >3</ Stri ng>

</ Par anet er Li st >

</ Al ar np

</ x-ci sco- al ar n»

5852 DEB Mar 09 18: 32:45.420173 (618:927) JAVA-::End-O - Si p- Message: :

5853 DEB Mar 09 18: 32:45.420295 (618:927) JAVA-SI PCC- SI P_TRANS: sipTransport SendMessage:
Starting reTx tinmer for 32000 secs

5854 DEB Mar 09 18:32:45.420784 (618:927) JAVA-[[ MESSACE_1.0]]: [SIPCC] --> REFER
sip:192.168.7.200 SIP/2.0() --> [192.168.7.200]

5855 DEB Mar 09 18: 32:45.421486 (618:927) JAVA- SI PCC- SI P_MSG_SEND:
ccsip_store_send_nsg_for_alarm local _uuid: , remote_uuid: , type:0, state:0

5856 DEB Mar 09 18: 32:45.421638 (618:927) JAVA- SI PCC- SI P_MSG_SEND:
ccsip_store_send_nsg_for_alarm Sent: REFER sip:192.168.7.200 SIP/2.0 Cseq: 1000 REFER

Cal | I d: c80084aa- 87430006- 1a48a291- 451ddOf f @92. 168. 7. 104

5857 DEB Mar 09 18: 32:45.422157 (618:927) JAVA- SI PCC- MSG_SEND_REQ S| PSPI SendSubscri be: Sendi ng
SUBSCRI BE. . .

5858 NOT Mar 09 18: 32:45.423134 (624: 624) netnmand-updat e_sessi oni d: Received NULL or Invalid
Type

5859 NOT Mar 09 18: 32:45.423286 (624: 624) netnmand-updat e_sessionid: Local UU D:

5860 NOT Mar 09 18: 32:45.423408 (624: 624) netmand-updat e_sessi oni d: Renote UUl D

5861 DEB Mar 09 18: 32:45.426064 (618:927) JAVA-edge_send_get: Length of data read from
edge_gat eway 64

5862 DEB Mar 09 18: 32:45.426308 (618:927) JAVA-SIPCC-SI P_SESSI ON_I D: si pAddSessi onl dHeader :
tracking ID: 7821 cead41d7-0010-5000- a000- c80084aa8743

5863 DEB Mar 09 18: 32:45.426430 (618:927) JAVA-SIPCC-SI P_SESSI ON_I D: si pAddSessi onl dHeader :

I ocal _uuid: cead41d700105000a000c80084aa8743 renote_uui d:

5864 DEB Mar 09 18: 32:45.426766 (618:927) JAVA-SIPCC- SI P_SUB: sm add_contact: addi ng device nane
[ SEPC80084AA8743] to contact header

5865 DEB Mar 09 18: 32:45.427803 (618:927) JAVA-SI PCC- SI P_SUB: si pSPI AddRout eHeader sToSubNot :
Route info not available; will not add Route header.

5866 DEB Mar 09 18: 32:45.427956 (618:927) JAVA- SI PCC- Sl P_SUB: xm EncodeEvent Dat a: Encode event
dat a: entered,

5867 DEB Mar 09 18: 32:45.428109 (618:927) JAVA-SI PCC Sl P_SUB: xm EncodeEvent Dat a: Franed raw
buffer: length = 573,

5868 DEB Mar 09 18: 32:45.428505 (618:927) JAVA-SIP : sipTransport Creat eSendMessage :
sippmh_wite() with nessage size=[1506]

5869 NOT Mar 09 18: 32:45.428689 (618:927) JAVA-SI PCC- SI P_MSG _SEND: ccsi p_dunp_send_nsg_i nfo:
<192. 168. 7. 200: 5060>: REFER s: <si p: 192. 168. 7. 200> : 1000 REFER: : c80084aa- 87430007- 4balabc2-

6f 7623e8@92. 168. 7. 104

5870 DEB Mar 09 18: 32:45.429177 (618:927) JAVA-SI PCC- SI P_TRANS: sipTransport SendMessage: Sip nsg
sent handl e=<46>, | engt h=<1506>, message=

#it#H## 18: 32: 45. 430978 || A REFER to the Home Cluster for the "DeviceTLInfo" alarmwith the
| TL/ TFTP from the Home C uster
5871 DEB Mar 09 18: 32:45.430978 (618:927) JAVA-si pi o-sent---> REFER sip:192.168. 7. 200 SI P/ 2. 0"M
Via: SIP/2.0/ TCP 192.168. 7. 104: 51778; br anch=z9h4bK63f 5b3c9"M



From "2222" <sip:2222@l92. 168. 7. 104>; t ag=c80084aa874300136f 85470f - 0b656e67 "M

To: <sip:192.168.7.200>"M

Cal | -1 D: c80084aa- 87430007- 4balabc2- 6f 7623e8@.92. 168. 7. 104"M

Session-1D: cead41d700105000a000c80084aa8743; r enot e=00000000000000000000000000000000"M

Date: Sat, 09 Mar 2019 18:32:45 GVMI*M

CSeq: 1000 REFER*M

User - Agent: Ci sco-CP7821/12.1.1"M

Expires: 10"M

Max- Forwar ds: 70"M

Contact: <sip:04984998-fe29-08c0-6d47-

5593bf 4ce606@92. 168. 7. 104: 51778; transpor t =t cp>; +u. si p! devi cenane. ccm ci sco. com=" SEPC30084AA8743
"AM

Requi re: norefersub™M

Ref erred-By: "2222" <sip:2222@92.168. 7. 104>"M

Refer-To: cid:3801f297@92. 168. 7. 104"M

Content-1d: <3801f297@92. 168. 7. 104>"M

Al'l ow. ACK, BYE, CANCEL, | NVI TE, NOTI FY, OPTI ONS, REFER, REA STER, UPDATE, SUBSCRI BE"M

Cont ent - Lengt h: 572"M

Cont ent - Type: application/ x-ci sco-al ar mtxm "M

Cont ent - Di sposi tion: session; handl i ng=required*M

"M

<?xm version="1.0" encodi ng="UTF- 8" ?>

<x-ci sco-al arnp

<Al ar m Nanme="Devi ceT

5872 DEB Mar 09 18:32:45.431161 (618:927) JAVA-LInfo">

<Par anet er Li st >

<String name="Devi ceNanme" >SEPC80084AA8743</ St ri ng>

<String name="|Pv4Address">192. 168. 7. 104</ Stri ng>

<String name="|Pv6Address"></String>

<String name="CTL_Si gnature">Not |nstalled</String>

<String name="CTL_TFTP_Server">N A</ String>

<String nanme="|TL_Si gnature">A3 6D CF 5D 1E 65 4D 76 CD E3 62 4B 22 BD 45 CF 85 75 44 A6

</ String>

<String name="|TL_TFTP_Server">cl str-2-pub. hone. | ab</ Stri ng>

<String name="St at usCode" >3</ Stri ng>

</ Par anet er Li st >

</ Al ar np

</ x-ci sco- al ar n»

5873 DEB Mar 09 18: 32:45.431283 (618:927) JAVA-::End-O - Si p- Message: :

5874 DEB Mar 09 18: 32:45.431405 (618:927) JAVA-SI PCC- SI P_TRANS: sipTransport SendMessage:
Starting reTx tinmer for 32000 secs

5875 DEB Mar 09 18: 32:45.432168 (618:927) JAVA-[[ MESSACE_1.0]]: [SIPCC] --> REFER
sip:192.168.7.200 SIP/2.0() --> [192.168.7.200]

5876 DEB Mar 09 18: 32:45.432931 (618:927) JAVA- SI PCC- SI P_MSG_SEND:
ccsip_store_send_nsg_for_alarm local _uuid: , remote_uuid: , type:0, state:0

5877 DEB Mar 09 18: 32:45.433083 (618:927) JAVA- SI PCC- SI P_MSG_SEND:
ccsip_store_send_nsg_for_alarm Sent: REFER sip:192.168.7.200 SIP/2.0 Cseq: 1000 REFER

Cal | I d: c80084aa- 87430007- 4balabc2- 6f 7623e8@92. 168. 7. 104

5878 DEB Mar 09 18: 32:45.433358 (618:927) JAVA-SI PCC- Sl P_STATE: 97/ 1, sip_reg_smchange_state:
Regi stration state change: SIP_REG STATE |IDLE ---> SIP_REG STATE_|I DLE

5879 DEB Mar 09 18: 32:45.433816 (618:927) JAVA-SIPCC-SI P_STATE: 1/0, sip_stop_ack_tiner: ccb-
>i ndex=97 ack_ti ner_i ndex=0

5880 DEB Mar 09 18: 32:45.433969 (618:927) JAVA-SIPCC-SI P_STATE: 1/0, sip_start_ack_timer: ccb-
>i ndex=97 ack_ti ner_i ndex=0

5881 NOT Mar 09 18: 32:45.434548 (624: 624) netmand-updat e_sessi oni d: Received NULL or Invalid
Type

5882 NOT Mar 09 18: 32:45.434701 (624: 624) netnmand-updat e_sessionid: Local UU D:

5883 NOT Mar 09 18: 32:45.434762 (624: 624) netmand-updat e_sessi oni d: Renote UUl D

5884 DEB Mar 09 18: 32:45.435098 (618:927) JAVA-[get Depl oyMdde] depl oy- node: 1

5885 DEB Mar 09 18: 32:45.435647 (618:927) JAVA-SIPCC-SIP_REG ccsip_is_reg_refresh: Registration
Refresh is FALSE

5886 DEB Mar 09 18: 32:45.435800 (618:927) JAVA-SIPCC SI P_REG BULK: ccsip_handle_ev_reg req: Bulk
Reg Conditions net

5887 DEB Mar 09 18: 32:45.436380 (618:927) JAVA-[get Depl oyMdde] depl oy-node: 1



5888 DEB Mar 09 18: 32:45.436624 (618:927) JAVA- SI PCC- MSG_SEND_REQ si pSPI Bui | dRegi st er Header s

Send
5889

ing REG STER ..
DEB Mar 09 18:32: 45. 439493 (618: 927)

edge_gat eway 64

5890
trac
5891
| oca
5892
CFGQ
5893
>cal
5894
nmedi
5895
5896

dat a:

5897
1
5898

DEB Mar 09 18:32:45.439737 (618:927)

king I D 7821_cead41d7- 0010- 5000- a000-

DEB Mar 09 18:32:45.439889 (618:927)

JAVA- edge_send_get: Length of data read from

JAVA- S| PCC- SI P_SESSI ON_I D:  si pAddSessi onl dHeader :
c80084aa8743
JAVA- S| PCC- SI P_SESSI ON_I D:  si pAddSessi onl dHeader :

| _uuid: cead41d700105000a000c80084aa8743 renote_uui d:

NOT Mar 09 18: 32:45. 440134 (618:927)
D_DEVI CE_NAME = SEPCB0084AA8743

NOT Mar 09 18: 32: 45. 440347 (618:927)
| _node = 0, display_nanme = 2222

DEB Mar 09 18: 32:45.441080 (618:927)
aTraver sal Mbde(1) =St andard
DEB Mar 09 18: 32:45. 467144 (618:927)
DEB Mar 09 18: 32:45. 467327 (618:927)
ent ered,
NOT Mar 09 18: 32:45. 467816 (618:927)

NOT Mar 09 18: 32:45.467999 (618:927)

frame_rcc_options_ind_nsg: check nobility

5899

NOT Mar 09 18: 32:45.468090 (618:927)

fl ex_dscp=0

5900
cont

NOT Mar 09 18: 32:45. 468914 (618:927)
ent after encoding

<?xm version="1.0" encodi ng="UTF- 8" ?>

<X-C
<0

</
</ x-

i sco-renot ecc-request >
ptionsi nd>
<combi ne max="6">
<r enot ecc>
<st at us></ st at us>
</renotecc>
<servi ce-control ></ servi ce-control >
</ conbi ne>
<di al og usage="hook status">
<unot ></ unot >
<sub></sub>
</ di al og>
<di al og usage="shared |ine">
<unot ></ unot >
<sub></sub>
</ di al og>
<presence usage="blf speed dial">
<unot ></ unot >
<sub></sub>
</ presence>
<j oi nreqg></j oi nreq>
<cfwdal | -anyl i ne></cfwdal | - anyl i ne>
<coachi ng></ coachi ng>
<oosal ar mr</ oosal ar n»
<rpid-orig-called></rpid-orig-call ed>
<X- ci sco- nunber ></ x- ci sco- nunber >
<bf cp></ bf cp>
<i x></ix>
<gat ewayr ecor di ng></ gat ewayr ecor di ng>

JAVA- ccsi p_messagi ng: si pSPI AddCont act Header
JAVA- ccsi p_nessagi ng: si pSPI AddCont act Header: ccb-
JAVA- VCM : vcml sl CESupport ed

JAVA- [ get Depl oyMbde] depl oy- node: 1
JAVA- SI PCC- SI P_SUB: xm EncodeEvent Dat a: Encode event

JAVA- SI PCC- SI P_REG addDef aul t Opti onl nd: support bfcp
JAVA- S| PCC- SI P_REG addDef aul t Opti onl nd:
refresh 0

JAVA- SI PCC- SI P_REG addDef aul t Opti onl nd: support

JAVA- SI PCC- SI P_REG xm EncodeEvent Dat a: ret urned

<conf erenceDi spl ayl nst ance></ conf erenceDi spl ayl nst ance>

opti onsi nd>
ci sco-renot ecc-request >

5901 DEB Mar 09 18: 32:45.469067 (618:927) JAVA-SIPCC Sl P: addOpti onsl ndBody: Framed buffer:

I eng

th = 856,

5902 DEB Mar 09 18: 32:45.469464 (618:927) JAVA-SIP : sipTransport Creat eSendMessage

si pp

mh_wite() with nmessage size=[2516]

5903 DEB Mar 09 18: 32:45.470013 (618:927) JAVA-SI PCC- SI P_TRANS: sipTransport SendMessage: Sip nsg

sent

handl e=<46>, | engt h=<2516>, nmessage=



#itH## 18: 32: 45. 473187 || A register nessage to the CCM server on the Home O uster
5904 DEB Mar 09 18:32:45.473187 (618:927) JAVA-si pi o-sent---> REQ STER si p: 192. 168. 7. 200
SI P/ 2. 0"M
Via: SIP/2.0/ TCP 192.168. 7.104: 51778; br anch=z9hG4bK66da98ae"M
From <sip:2222@92. 168. 7. 200>; t ag=c80084aa8743001411d7279b- 7ecf 20ad*M
To: <sip:2222@92.168. 7. 200>"M
Cal | -1 D: c80084aa- 87430003- 255h99f 4- 783a63d4@.92. 168. 7. 104"M
Max- Forwar ds: 70"M
Session-1D: cead41d700105000a000c80084aa8743; r et e=00000000000000000000000000000000"M
Date: Sat, 09 Mar 2019 18:32:45 GVMI*M
CSeq: 113 REQ STER*M
User - Agent: Ci sco-CP7821/12.1.1"M
Contact: <sip:04984998-fe29-08c0-6d47-
5593bf 4ce606@L92. 168. 7. 104: 51778; t ranspor t =t cp>; +si p. i nst ance="<ur n: uui d: 00000000- 0000- 0000-
0000-
c80084aa8743>"; +u. si p! devi cenane. ccm ci sco. con¥" SEPC80084AA8743"; +u. si p! nodel . ccm ci sco. cone" 621
"AM
Supported: replaces,join, sdp-anat, norefersub, resource-priority, extended-refer, X-cisco-
cal I i nf o, X-ci sco-serviceuri, X-ci sco-escapecodes, X-ci sco-service-control, X-ci sco-srtp-fall back, X-
ci sco- nonr ec, X- ci sco-confi g, X-ci sco-sis-7.0.0, X-ci sco-xsi-8.5.1"M
Reason: S| P; cause=200; t ext ="ci sco-al arm 23 Nane=SEPC380084AA8743 Acti veLoad=si
5905 DEB Mar 09 18: 32:45.473370 (618:927) JAVA-p78xx.12-1-1-12.1o0ads | nactivelLoad=si p78xx. 10- 3-
1-12.1 oads Last=reset-restart""M
Expires: 3600"M
Cont ent - Type: multipart/m xed; boundary=uni qgueBoundar y*M
M me- Version: 1.0"M
Cont ent - Lengt h: 1313"M
"M
- - uni queBoundar y*M
Cont ent - Type: application/x-ci sco-renpotecc-request +xm *M
Cont ent - Di sposi tion: session; handl i ng=opti onal "M
"M
<?xm version="1.0" encodi ng="UTF- 8" ?>
<X- Ci sco-renot ecc-r equest >
<bul kr egi st erreq>
<contact all="true">
<regi ster></regi ster>
</ cont act >
</ bul kregi sterreq>
</ x- ci sco-renot ecc-r equest >
"M
- - uni queBoundar y*M
Cont ent - Type: application/x-ci sco-renpotecc-request +xm *M
Cont ent - Di sposi tion: session; handl i ng=opti onal "M
"M
<?xm version="1.0" encodi ng="UTF- 8" ?>
<X- Ci sco-renot ecc-r equest >

<opti onsi nd>
<conbi ne max="6">
<r enot ecc>
<st at us></ st at us>
</renotecc>
<servi ce-control ></ servi ce-control >
</ conbi ne>
<di al og usage="hook status">
<unot ></ unot >
<sub></sub>
</ di al og>
<di al og usage="shared |ine">
<unot ></ unot >
<sub></ sub>



</ di al og>

5906 DEB Mar 09 18: 32:45.473462 (618:927) JAVA-<presence usage="blf speed dial">
<unot ></ unot >
<sub></ sub>

</ presence>

<j oi nreq></j oi nreq>

<cfwdal | -anyl i ne></ cfwdal | - anyl i ne>

<coachi ng></ coachi ng>

<oosal ar n»</ oosal ar e

<rpid-orig-called></rpid-orig-called>

<X- ci sco- nunber ></ x- ci sco- nunber >

<bf cp></ bf cp>

<i x></i x>

<gat ewayr ecor di ng></ gat ewayr ecor di ng>

<conf erenceDi spl ayl nst ance></ conf erenceDi spl ayl nst ance>

</ opti onsi nd>
</ x-ci sco-renpot ecc-request >*M
- - uni queBoundary--"M
5907 DEB Mar 09 18: 32:45.473584 (618:927) JAVA-::End- O - Si p- Message: :
5908 DEB Mar 09 18:32:45.473737 (618:927) JAVA-SI PCC- ENTRY: LINE 97/1: sipTransportSendMessage
Stopping reTx tiner

5909 DEB Mar 09 18: 32:45.473859 (618:927) JAVA-[[ MESSACE_1.0]]: [SIPCC] --> REQ STER
sip:192.168.7.200 SIP/2.0() --> [192.168.7.200]
5910 DEB Mar 09 18: 32:45.474500 (618:927) JAVA- SI PCC- SI P_MSG_SEND:
ccsip_store_send_nsg_for_alarm local _uuid: , renpte_uuid: , type:1, state:16
5911 DEB Mar 09 18: 32:45.474652 (618:927) JAVA- SI PCC- SI P_MSG_SEND:
ccsip_store_send_nsg_for_alarm Sent: REG STER sip: 192.168.7.200 SIP/2.0 Cseq: 113 REQ STER
Cal | I d: c80084aa- 87430003- 255b99f 4- 783a63d4@L92. 168. 7. 104
5912 DEB Mar 09 18: 32:45.474896 (618:927) JAVA-SI PCC- SI P_REG BULK: ccsip_set_bul k_reg_status:
Transitioning bul k reg status from BULK_ REG NONE to BULK _REG | NI TI ATED
5913 DEB Mar 09 18: 32:45.475018 (618:927) JAVA-SI PCC- SI P_STATE: 97/1, sip_reg_smchange_state:
Regi stration state change: SIP_REG STATE |DLE ---> S| P_REG STATE_REQ STERI NG
5914 NOT Mar 09 18: 32:45.475659 (624:624) netnmand-update_sessioni d: Received NULL or Invalid
Type
5915 NOT Mar 09 18: 32:45.475812 (624:624) netnand-update_sessioni d: Local UU D
5916 NOT Mar 09 18: 32:45.475965 (624: 624) netmand-updat e_sessi oni d: Renote UUl D
5917 DEB Mar 09 18: 32:45.476880 (618:927) JAVA-SI PCC-HTTPI SH: htt pi sh_nsg_process_net wor k_mnsg:
Content Length O, Bytes Remmining 703.
5918 DEB Mar 09 18: 32:45.477094 (618:927) JAVA-SIP : sip_tcp_newrsg_to_spi : Sip nessage rcv:
nessage=

#itH## 18:32: 45. 477430 || The first REFER is accepted
5919 DEB Mar 09 18: 32:45.477430 (618:927) JAVA-sipio-recv<--- SIP/ 2.0 202 Accepted™M
Via: SIP/2.0/ TCP 192.168.7.104:51778; br anch=z9hG4bK20eb83bf *M
From "2222" <sip:2222@l92.168.7.104>;tag=c80084aa874300122cd20b33-123852dd"M
To: <sip:192.168.7.200>;tag=417801073"M
Date: Sat, 09 Mar 2019 18:32:46 GVMI*M
Cal | -1 D: c80084aa- 87430006- 1a48a291-451ddOf f @ 92. 168. 7. 104"M
CSeq: 1000 REFER*M
Contact: <sip:192.168.7.200: 5060; transport=tcp>*M
Cont ent - Lengt h: 0"M
"M
5920 DEB Mar 09 18: 32:45.477552 (618:927) JAVA-::End-O - Si p- Message: :
5921 DEB Mar 09 18: 32:45.477643 (618:927) JAVA-[[ MESSACE_1.0]]: [192.168.7.200] --> SIP/ 2.0 202
Accepted() --> [SIPCC
5922 NOT Mar 09 18:32:45.477796 (618:927) JAVA-SI PCC- S| P_MSG _RECV: ccsip_dunp_recv_mnsg_info
<192.168.7.200: 0 >:202 Acc: "2222" <sip:2222@92.168.7.104>;tag=c80084aa874300122cd20b33-
123852dd : 1000 REFER: : c80084aa- 87430006- 1a48a291- 451dd0f f @ 92. 168. 7. 104
5923 DEB Mar 09 18: 32:45.478376 (618:927) JAVA- SI PCC- SI P_MSG_SEND:
ccsip_store_rcvd_nsg_for_alarm local _uuid: , remote_uuid: , type:0, state:0
5924 DEB Mar 09 18: 32:45.478528 (618:927) JAVA- SI PCC- SI P_MSG_SEND:



ccsip_store_rcvd_nsg_for_alarm Rcvd: SIP/2.0 202 Accepted Cseq: 1000 REFER Cal |l | d: c80084aa-
87430006- 1a48a291- 451ddof f @.92. 168. 7. 104

5925 DEB Mar 09 18:32:45.479230 (618:927) JAVA-SI PCC-SI P_SESSI ON_|I D: si pGet Sessi onld: Renpte
Session ID: (null)

5926 DEB Mar 09 18: 32:45.479963 (618:927) JAVA-[ get Depl oyMdde] depl oy-node: 1

5927 DEB Mar 09 18: 32:45.480176 (618:927) JAVA-SIPCC- SI P_ALARM renmove_stored_alarm Al arm at
i ndex=0 of request_id=6 sent out successfully

5928 DEB Mar 09 18: 32:45.482099 (618:927) JAVA- SI PCC-HTTPI SH: htt pi sh_nsg_process_net wor k_nsg:
Content Length O, Bytes Remmining 319.

5929 DEB Mar 09 18: 32:45.482313 (618:927) JAVA-SIP : sip_tcp_newrsg_to_spi : Sip nessage rcv:
nessage=

#i### 18: 32: 45. 482679 || The second REFER is accepted
5930 DEB Mar 09 18: 32:45.482679 (618:927) JAVA-sipio-recv<--- SIP/2.0 202 Accepted™M
Via: SIP/2.0/ TCP 192.168. 7. 104: 51778; br anch=z9hG4bK63f 5b3c9"M
From "2222" <sip:2222@l92. 168. 7. 104>; t ag=c80084aa874300136f 85470f - 0b656e67 "M
To: <sip:192.168.7.200>;tag=231462831"M
Date: Sat, 09 Mar 2019 18:32:46 GVMI*M
Cal | -1 D: c80084aa- 87430007- 4balabc2- 6f 7623e8@L92. 168. 7. 104"M
CSeq: 1000 REFER*M
Contact: <sip:192.168.7.200: 5060; transport=tcp>*M
Cont ent - Lengt h: 0"M
"M
5931 DEB Mar 09 18: 32:45.482801 (618:927) JAVA-::End-O - Si p- Message: :
5932 DEB Mar 09 18: 32:45.482893 (618:927) JAVA-[[ MESSACE_1.0]]: [192.168.7.200] --> SIP/ 2.0 202
Accepted() --> [SIPCC
5933 NOT Mar 09 18: 32:45.483045 (618:927) JAVA-SI PCC- SI P_MSG RECV: ccsi p_dunp_recv_mnsg_i nfo:
<192.168.7.200: 0 >:202 Acc: "2222" <sip:2222@92.168.7.104>;tag=c80084aa874300136f 85470f -
0b656e67 : 1000 REFER : c80084aa- 87430007- 4balabc2- 6f 7623e8@92. 168. 7. 104
5934 DEB Mar 09 18: 32:45.483625 (618:927) JAVA- SI PCC- SI P_MSG_SEND:
ccsip_store_rcvd_nsg_for_alarm local _uuid: , rempte_uuid: , type:0, state:0
5935 DEB Mar 09 18: 32:45.483778 (618:927) JAVA- SI PCC- SI P_MSG_SEND:
ccsip_store_rcvd_nsg_for_alarm Rcvd: SIP/ 2.0 202 Accepted Cseq: 1000 REFER Cal | | d: c80084aa-
87430007- 4balOabc2- 6f 7623e8@L92. 168. 7. 104
5936 DEB Mar 09 18: 32:45.484480 (618:927) JAVA-SIPCC-SI P_SESSI ON_I D: si pGet Sessi onl d: Renote
Session ID: (null)
5937 DEB Mar 09 18: 32:45.485243 (618:927) JAVA-[ get Depl oyMdde] depl oy- node: 1
5938 DEB Mar 09 18: 32:45.485426 (618:927) JAVA-SIPCC-SI P_ALARM renove_stored_alarm Al arm at
i ndex=1 of request_id=7 sent out successfully
5939 DEB Mar 09 18: 32:45.486067 (618:927) JAVA-SIP : sip_tcp_newrsg_to_spi : Sip nessage rcv:
nessage=

#i#H## 18: 32: 45. 486403 || The Home Cluster is trying to do the register
5940 DEB Mar 09 18:32:45.486403 (618:927) JAVA-sipio-recv<--- SIP/2.0 100 Tryi ng"M
Via: SIP/2.0/ TCP 192.168. 7. 104: 51778; br anch=z9h(AbK66da98ae"M
From <sip:2222@92. 168. 7. 200>; t ag=c80084aa8743001411d7279b- 7ecf 20ad"M
To: <sip:2222@92.168. 7. 200>"M
Date: Sat, 09 Mar 2019 18:32:46 GVMI"M
Cal | -1 D: c80084aa- 87430003- 255h99f 4- 783a63d4@.92. 168. 7. 104"M
CSeq: 113 REG STER*M
Cont ent - Lengt h: 0"M
"M
5941 DEB Mar 09 18: 32:45. 486525 (618:927) JAVA-::End-O - Si p- Message: :
5942 DEB Mar 09 18:32:45.486647 (618:927) JAVA-[[ MESSAGE_1.0]]: [192.168.7.200] --> SIP/2.0 100
Trying() --> [SIPCC
5943 DEB Mar 09 18:32:45.487562 (618:927) JAVA- S| PCC- SI P_MSG_SEND:
ccsip_store_rcvd_nsg_for_alarm local _uuid: , renote_uuid: , type:1, state:17
5944 DEB Mar 09 18:32:45.487715 (618:927) JAVA- S| PCC- SI P_MSG_SEND:
ccsip_store_rcvd_nsg_for_alarm Rcvd: SIP/2.0 100 Trying Cseq: 113 REG STER Cal | | d: c80084aa-
87430003- 255b99f 4- 783a63d4@192. 168. 7. 104



5945 DEB Mar 09 18: 32:45.488173 (618:927) JAVA- SI PCC- SI P_BRANCH: sip_sm ccb_mat ch_branch_cseq:

Mat ched branch_id & CSeq

5946 DEB Mar 09 18:32:45.488325 (618:927) JAVA-SI PCC-SI P_SESSI ON_I D: si pGet Sessi onld: Renpte

Session ID: (null)

5947 DEB Mar 09 18: 32:45.489149 (618:927) JAVA- SI PCC- Sl P_RESP: si pSPI CheckResponse: Response

mat ch: cal | i d=c80084aa- 87430003- 255b99f 4- 783a63d4@.92. 168. 7. 104, cseq=113, cseq_net hod=REG STER

5948 DEB Mar 09 18:32:45.489394 (618:927) JAVA- S| PCC- FUNC_ENTRY: LINE 97/1: ccsip_handl e_ev_1xx
S| P_REG_STATE_REG STERI NG <- S| P(100)

5949 NOT Mar 09 18: 32:45.490370 (624: 624) netnmand-updat e_sessioni d: Received NULL or Invalid

Type

5950 NOT Mar 09 18: 32:45.490523 (624: 624) net mand-updat e_sessi oni d: Local UU D:

5951 NOT Mar 09 18: 32:45.490614 (624: 624) netnmand-updat e_sessi onid: Renote UUl D

5952 NOT Mar 09 18: 32:45.490828 (624: 624) netnand-updat e_sessi oni d: Received NULL or Invalid

Type

5953 NOT Mar 09 18: 32:45.490920 (624: 624) netnmand-updat e_sessi onid: Local UU D:

5954 NOT Mar 09 18:32:45.491011 (624: 624) netnmand-updat e_sessi oni d: Renote UUl D

5955 NOT Mar 09 18:32:45.491164 (624:624) netnmand-updat e_sessi oni d: Received NULL or Invalid

Type

5956 NOT Mar 09 18: 32:45.491255 (624: 624) net mand-updat e_sessi oni d: Local UU D:

5957 NOT Mar 09 18: 32:45.491316 (624: 624) netnmand-updat e_sessi oni d: Renote UUl D

5958 I NF Mar 09 18:32:45.508316 (618:891) JAVA- System P7-di spl ay

MQThr ead| ci p. cal | ui . mar ket . Overvi ewibdel : ? - Overviewiwbdel - ----------uommooo- pr opertychange

regPronpt Property. getVal ue() = Registration in progress

5959 DEB Mar 09 18:32:45.508835 (618:891) JAVA- System P7-di spl ay

MJThr ead| ci p. cal | ui . mar ket . Over vi ewibdel $MyCal | Agent Li st ener: Over vi ewhbdel notifyDisplay -

++++bug 1015782 debug++++ notifyText =Regi stering

5960 DEB Mar 09 18:32:45.509171 (618:891) JAVA- System P7-di spl ay

MJThr ead| ci p. cal | ui . mar ket . Over vi ewibdel $MyCal | Agent Li st ener: Over vi ewhvbdel notifyDisplay -

++++bug 1015782 debug++++ i sRegi stered=fal se

5961 ERR Mar 09 18:32:45.509567 (618:891) JAVA- System P7-di spl ay

MQThr ead| ci p. app. AppFrane: startNotification - Notification: Registeringcan't be display in

status pronpt

5962 I NF Mar 09 18:32:45.510880 (618:891) JAVA- System P7-di spl ay

MQThr ead| ci p. cal | ui . mar ket . Overvi ewibdel : ? - Overviewiwbdel - ----------u-umooo- hasServer

headSubPr onpt Val : fal se

5963 DEB Mar 09 18:32:45.540942 (618:891) JAVA- SNAPSHOT- CREATE: CCAPI _Devi ce_get Devi cel nf o:

g_devi cel nfo.ins_state=2

5964 DEB Mar 09 18:32:45.541156 (618:891) JAVA- SNAPSHOT- CREATE: CCAPI _Devi ce_get Devi cel nf o:

devi cel nf 0- >si s_nane=

5965 DEB Mar 09 18:32:45.541248 (618:891) JAVA- SNAPSHOT- CREATE: CCAPI _Devi ce_get Devi cel nf o:

ref erence poi nt er=b4af 9478

5966 DEB Mar 09 18:32:45.541370 (618:891) JAVA- SNAPSHOT- CREATE: CCAPI _Devi ce_get Devi cel nf o:

devi cel nf o- >i ns_st at e=2

5967 DEB Mar 09 18:32:45.541492 (618:891) JAVA-SI PCC- SI P_CC PROV: 0Oxb4af 9478,

CCAPI _Devi cel nf o_get CUCMVbde: returned 00

5968 DEB Mar 09 18: 32:45.541766 (618:891) JAVA- SNAPSHOT- RELEASE: CCAPI _Devi ce_r el easeDevi cel nf o:

ref erence poi nt er=b4af 9478

5969 DEB Mar 09 18: 32:45.593560 (618:927) JAVA- SI PCC-HTTPI SH: htt pi sh_nsg_process_net wor k_nsg:

Content Length 381, Bytes Renmining 1615.

5970 DEB Mar 09 18: 32:45.593956 (618:927) JAVA-SIP : sip_tcp_newrsg_to_spi : Sip nessage rcv:

nessage=

#i### 18: 32: 45. 595055 || The Home Cluster successfully did the register
5971 DEB Mar 09 18:32:45.595055 (618:927) JAVA-sipio-recv<--- SIP/2.0 200 OK"M
Via: SIP/2.0/ TCP 192.168. 7. 104: 51778; br anch=z9h(AbK66da98ae"M
From <sip:2222@92. 168. 7. 200>; t ag=c80084aa8743001411d7279b- 7ecf 20ad*"M
To: <sip:2222@92. 168. 7. 200>; t ag=2121423204"M
Date: Sat, 09 Mar 2019 18:32:46 GVMI"M
Cal | -1 D: c80084aa- 87430003- 255h99f 4- 783a63d4@.92. 168. 7. 104"M
Server: G sco- CUCML1. 5*M
CSeq: 113 REG STER*M
Expires: 120"M



Contact: <sip:04984998-fe29-08c0-6d47-

5593bf 4ce606@L92. 168. 7. 104: 51778; t ranspor t =t cp>; +si p. i nst ance="<ur n: uui d: 00000000- 0000- 0000-
0000-

c80084aa8743>"; +u. si p! devi cenane. ccm ci sco. con¥" SEPC80084AA8743"; +u. si p! nodel . ccm ci sco. cone" 621
" X-ci sco- new eg"M

Supported: X-cisco-srtp-fallback, X-cisco-sis-8.0.0"M

Cont ent - Type: application/x-ci sco-renpotecc-response+xn "M

Cont ent - Lengt h: 381"M

"M

<X- Ci SCO-r enot ecc-r esponse>

<r esponse>

<code>200</ code>

<opti onsi nd>

<combi ne max="6">

<r enpt ecc><st at us/ ></ r enot ecc>

<servi ce-control />

</ conbi ne>

<di al og usage="hook st atus"><unot/></di al og>

<di al og usage="shared |ine"><unot/></di al og>

<presence usage="blf speed dial "><unot/></p

5972 DEB Mar 09 18: 32:45.595238 (618:927) JAVA-resence>

<j oi nreq></j oi nreq>

<i x/ >

<bf cp/ >

</ opti onsi nd>

</ response>

</ x- ci sco-renot ecc-response>

"M

5973 DEB Mar 09 18: 32:45.595391 (618:927) JAVA-::End-O - Si p- Message: :
5974 DEB Mar 09 18:32:45.595513 (618:927) JAVA-[[ MESSACE_1.0]]: [192.168.7.200] --> SIP/ 2.0 200
K() --> [SIPCC

Revisione PCAP per il telefono

Questo filtro mostra tutto il traffico tra il telefono e i due cluster:
ip.addr == 192.168.7.100 || ip.addr = 192.168.7.100
Questo filtro restringe il campo per visualizzare il traffico importante:

(ip.addr== 192.168.7.100 || ip.addr == 192.168.7.200) && (sip || http || tcp.port = 2445 ||
udp.port == 69) && (frame.number <= 596)

‘ - - - - - - -
The device is registered with the visiting cluster
Ami@ RE Qemns=F s ]EaqaaqmE
| |[['|p.addr== 152.168,7.100 || ip.addr == 132.168,7.200) && (sip || hitp || tcp.port == 2445 || udp.part == 65) && (frame.number == 528))
Mo, Time Source Destination Protocal Length Info
5 @.788879 192.168.7.184 192.168.7.l18é SIP 1834 Request: REGISTER sip:192.168.7.188 (1 binding) |
B @.789738 192.168.7.18@ 192.168.7.184 SIP 385 Status: 188 Trying |

8  ©.798626 192.168.7.188 192.168.7.104 SIP 719  Status: 208 OK (1 binding)



.. .. The EMCC service is selected and the user logs into the service
AE 2@ 1 TR QewEFeEEaqar

[ it addr== 152.168.7.100 || ip.addr == 152.165.7.200) && (sip || http || tep.port == 2445 || udp.port == §3) B& (frame.number <= 5%))

Ne. Tirme: Scurce Destination Protocel Length Info
127 11.9848591 152.168.7.184 192.168.7.108 HTTP 571 GET /emapp/EMAppServlet?device=SEP(B0BB4AABTAIREMCC=true HTTP/1.1
131 12.162613 192.168.7.18@ 192.168.7.1e4 HTTP/XML 972 HTTP/1.1 280 OK
249 21.495892 192.168.7.184 192.163.7.1@@ HTTP 595 GET /emapp/EMAppServiet?device=SEPC80884AA8T438EMIC=truedseq=1346798userid=adgjm HTTP/1.1

263 21.974894 192.168.7.180 192.168. HTTP/XML 712 HTTR/1.1 280 OK

276 22.291842 192.168.7.184 192.168.7.168 HTTP 588 GET /emapp/EMAppServlet?refresh=SEPCBBEE4AABTA3X23LoginkEMCCatrue HTTP/1.1
278 22.298924 192.168.7.18@ 192.168.7.184 HTTP/XML 787 HTTP/1.1 200 0K

322 26.413083 192.168.7.184 192.168.7.100 HTTP 546  GET /emapp/jsp/initservices.jsp HTTP/1.1

b L I I I B I e |
NNNNNNNN
8

324 26.413935 192.168.7.18@ 192.168.7.184 HTTP/XML 522 HTTP/1.1 200 OK

M phone_peap.peapng

e The phone receives a notify telling it to restart. After the restart
4 W 2@ thephoneregisters back with the visiting cluster

. ({ip.addr== 152.188.7.100 || ip.addr == 1592.168.7.200) && (sip || hitp || tcp.port == 2445 || udp.port == 69) && (frame.number == 538}

No. Time Source Destination Protoccl Length Info
342 26.587473 192.168.7.188 192.165.7.184 SIP 631 Request: NOTIFY sip:1@@8@192.168.7.184:49921 | (text/plain)
344 26.599787 192.168.7.164 192.168.7.100 5IP 438 Status: 288 0K |
349 26.666236 192.168.7.184 192.168.7.188 SIP 963 Request: REFER sip:192.168.7.180 |
352 26.669885 192.163.7.1808 192.168.7.184 SIP 451  Status: 282 Accepted |
355 27.821115 192.168.7.164 192.168.7.100 5IP 1285 Request: REFER sip:192.168.7.18@ |
357 27.823629 192.168.7.18@ 192.168.7.184 SIP 451 Status: 282 Accepted |
359 27.878842 192.163.7.184 192.168.7.180 SIP 1188 Request: REGISTER sip:192.168.7.188 (remove 1 binding) |
368 27.871524 192.168.7.166 192.168.7.164 5IP 385 Status: 188 Trying |
362 27.872653 192.168.7.18@ 192.168.7.184 SIP 484 Status: 288 OK (@ bindings) |

4 merererremi The phone requests the CTL/ITL/CNF from the visiting

File Edit View Go

am @ cluster

[i |(l:'p.addr== 152.168.7.100 || ip.addr == 192.1568.7.200) && (sip || hitp || tcp.port == 2445 || udp.port == &3} && (frame.number == 525))

Mo, Time Source Destination Protocol Length Info
372 27.46868@ 192.168.7.184 192.163.7.10@ HTTP 131 GET /CTLSEPCB@BS84AASTAS.t1v HTTP/1.1
374 27.468859 192.168.7.18@ 192.163.7.184 HTTP 138 HTTP/1.1 484 Not Found
382 27.642250 192.168.7.184 192.163.7.108 HTTP 131 GET /ITLSEPCB@834AAB743.t1lv HTTP/1.1
397 27.643612 1592.168.7.18@ 192.163.7.184 HTTP 686 HTTP/1.1 288 OK (*/*)
411 28.482515 192.168.7.184 192.168.7.108 HTTP 136 GET /SEPCB0034AA8743.cnf.xml.sgn HTTP/1.1
415 28.492222 192.168.7.188 192.168.7.184 HTTP 831 HTTP/1.1 268 OK (*/*)

4 meresaeas Tha nhone requests the CTL from the home cluster but there isn't one. Then the

4 ®m °@® phone requests the ITL and needs to engage TVS on the VC to validate the signer.

W [i0p-addr== 192.168.7,100 || ip-addr == 152.160.7.200) && (sip || http || tep.port == 2445 || udp.port == 65) 88 (Frame.numbar <= 555))
Ne. Time Soufce Destination Protocel Length Info

445 31.657951 192.168.7.200 192.168.7.1e4 HTTP 148 HTTP/1.1 583 Service Unavailable

456 32.470464 192.168.7.104 192.168.7.200 TETP 73 Read Request, File: CTLSEPCB8@84AAB743.tlv, Transfer type: octet
461 32.652384 192.168.7.184 192.168.7.200 HTTP 131 GET /ITLSEPCE@@B4AAB743.tlv MTTR/1.1

472 32.653387 192.168.7.280 192.168.7

-led HTTP 785 HTTP/1.1 288 OK (*/*)

-1e8 66 51672 + 2445 [ACK] Seqel Acksl Win=29288 Len=@ TSval=215885 TSecr=1387489

484 32.833575 192.168.7.184 192.168.7

485 32.845664 192.168.7.184 192.168.7.108 c 198 Client Hello

486 32.845847 192.168.7.188 192.168.7.184 66 2445 -+ 51672 [ACK] Seq=1 Ack=125 Win=14592 Len=@ TSval=1887583 TSecr=215006
487  32.847319 152.168.7.188 192.168.7.184 TLSw1.2 1175 Server Hello, Certificate, Server Hells Done

488 32.847505 192.165.7.184 192.165.7.188 TCP 66 51672 + 2445 [ACK] Seq=125 Ack=1116 Win=31424 Len=@ TSval=215887 TSecr=185087583
498 33.362164 192.168.7.104 192.168.7.1068 TLSwl1.2 488 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message

491 33.378101 192.168.7.100 192.168.7.184 TLSv1.2 316 Mew Session Ticket, Change Cipher Spec, Encrypted Handshake Message

492 33.37@374 192.168.7.184 192.168.7.108 TCP 66 51672 + 2445 [ACK] Seq=467 Ack=1368 Win=33648 Len=0 TSval=215059 TSecr=18080826
495 33.866945 192.165.7.184 192.168.7.188 TLSv1.2 295 Application Data

496 33.867758 192.168.7.180 152.168.7.184 TiSv1.2 1111 Application Data

497 33.867851 192.168.7.184 152.168.7.108 TCP {13 51672 = 2445 [ACK] Seqes96 Ack=2485 Win=35856 Lenw@ TSvals215189 TSecr=18@8523

Ml phone peap peapng

et v o The phone requests it's config file and softkey template from the home cluster. Then the phone moves
am @  forward with registering to the home cluster.

W | {ipaddrem 192.568.7.500 || ip-acide == 192,168.7.200) S5 (g || hitp || bopport == 2445 || wdp.port mm £5) B (framenumber <= 5361}

[ Tea Somrre Castination Proboosl  langth  Inko
‘I* 58% 35.098712 192,168.7.184  192.168.7.29@ HTTF 136 GET /SEPCEOOBAAAET43.cnf.xml.sgn HTTR/1.1
=~ 526 35.103308 192.16B.7.209 192.168.7.184 HTTF 753 MTTRf1.1 208 OK (*/*)
548 37.5@9328 192.16B.7.184 192.168.7.288 HTTF 155  GET /5Kb@ecHlSf-biee-334b-57ac-345883c1fded . xmd. sgn HTTP/1.1
554 37.518870 192.168.7.200 192.168.7.184 HTTP 1387 HTTR/1.1 288 OK (*/°)
578 3B.784266 192.168.7.104 192.168.7.200 SIP 121 Request: REFER sip:192.168.7.208 |
573 356.786413 192.168.7.20@ 192.168.7.194 SIP 458 Status: 202 Accepted |
576 3B.794033 192.168.7.184  192.168.7.294 sIP 124 Request: REFER =ip:192.168.7. 290 |
578 3B.796188 192.16B.7.200 192.168.7.184 SIP 451 Status: 282 Accepted |
81 3E.BREMIA 192.1EB.7.184 192.168.7.280 SIP 1134 Request: REGISTER sip:192.168.7.288 (1 binding) | (application/x-cisco-resotecc-requestsxml) (application/x-cisco-resotecc-requestexml)
583 35.B38805 192.168.7.208 192.158.7.184 SIP 385  Status: 189 Trying |
585 3B.955146 192.168.7.798 192.165.7.184 SIP 1175 Status: 200 OK (1 binding) |
586 38.955436 192.168.7.200 192.168.7.184 SIP 1209 Request: REFER sip:@4084098-fe20-08c0-6d47-55030f1ce606§192. 168.7. 104 150600 transport=tep | (application/x-cisco-rematece-requestsuml) (text/plain)
598 309.251081 192.168.7.184  192.168.7.284 sIp 077 Request: REFER =ip:192.168.7.200 |
582 30.253035 192.16B.7.30 192.168.7.184 SIP 451 Status: 200 Accepted |

858 F5.262682 192.1EB.7.184  192.168.7.288 sIp B3T  Status: 209 OK |



Informazioni correlate

. Progetti di rete di riferimento per soluzioni Cisco Collaboration System 11.x (SRND)
. Spiegazione e configurazione dell'instradamento delle chiamate EMC
. Documentazione e supporto tecnico - Cisco Sistemi



/content/en/us/td/docs/voice_ip_comm/cucm/srnd/collab11/collab11/cmapps.html?bookSearch=true#pgfId-1217440
/content/en/us/support/docs/voice/call-processing/213965-emcc-call-routing-explanation-and-config.html
https://www.cisco.com/c/it_it/support/index.html
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