Configurazione di IPSec over TCP su un
concentratore Cisco VPN 3000 con VPN Client
release 3.5 e successive
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Introduzione

In questo documento viene descritto come configurare IP Security (IPSec) su TCP (Transmission
Control Protocol). In questo modo un client VPN pud funzionare in un ambiente in cui il protocollo
ESP (Encapsulating Security Protocol, protocollo 50) o IKE (Internet Key Exchange, User
Datagram Protocol) 500 non puo funzionare o puo funzionare solo modificando le regole del
firewall esistenti. IPSec over TCP incapsula i protocolli IKE e IPSec all'interno di un pacchetto TCP
e consente il tunneling sicuro tramite dispositivi NAT (Network Address Translation) e PAT (Port
Address Translation) e firewall.

Nota: IPSec over TCP non funziona con firewall basati su proxy.
IPSec over TCP funziona sia con il client software VPN sia con il client hardware VPN 3002. Si
tratta di un client solo per la funzione di concentrazione. Non funziona con le connessioni LAN-

LAN.

VPN 3000 Concentrator pud supportare contemporaneamente |IPSec standard, IPSec su TCP e
IPSec su UDP, in base al client con cui scambia i dati.

Il client hardware VPN 3002, che supporta un tunnel alla volta, pud connettersi utilizzando IPSec
standard, IPSec su TCP o IPSec su UDP.

Prerequisiti



Requisiti

Enecessario configurare l'interfaccia pubblica del concentratore VPN 3000. IPSec over TCP &
supportato solo sull'interfaccia pubblica su Ethernet 2. Per ulteriori informazioni, consultare le note
di rilascio del client VPN Cisco.

Componenti usati

Le informazioni fornite in questo documento si basano sulle seguenti versioni software e
hardware:

- VPN 3000 Concentrator versione 3.5 o successive

- VPN Client versione 3.5 o successive
Le informazioni discusse in questo documento fanno riferimento a dispositivi usati in uno specifico
ambiente di emulazione. Su tutti i dispositivi menzionati nel documento la configurazione € stata
ripristinata ai valori predefiniti. Se la rete € operativa, valutare attentamente eventuali
conseguenze derivanti dall'uso dei comandi.

Convenzioni

Per ulteriori informazioni sulle convenzioni usate, consultare il documento Cisco sulle convenzioni
nei suggerimenti tecnici.

Configurazione di VPN 3000 Concentrator

Istruzioni dettagliate

Completare questa procedura per configurare VPN 3000 Concentrator.

1. Selezionare Configuration > User Management > Groups > Add Group (Configurazione >
Gestione utenti > Gruppi > Aggiungi gruppo) e creare un nome e una password per il
concentratore VPN. Al termine, fare clic su Add

(Aggiungi).

Thi= section lets vou add a group. Check the Inherit? box to set a ficld that vou want to default to the base group valoe. Uncheck
the Inherii? box and enter a new value jo override base group values,

[ dantiy |
Identity Parameters
Atiribante Value Déscription
l;:‘::llrlpmn Enter a unique name for the group.
Password|= Enter the password for the group.

"A-e-ﬂl'yl e Verity the group's password.

W External groups are configured on an external authentication server (e.g. BADIUS). Sternal
- groups are configured on the VPN 3000 Concentrator's Internal Database.

Type

Add I {:En:el_

2. Se lo stesso gruppo € utilizzato da utenti di versioni client VPN precedenti alla 3.5 o se si
utilizza IPSec su UDP su client VPN, selezionare IPSec su UDP nella scheda Configurazione
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client.

Identity | General | IPSec  Client Contig | Client P& | HA Client | PPTR/L2TP | Web¥PH | HAC
Chent Configuration Parameters
Cleeo Clieni Paramelers
Adirlvaie Value |Inherit? Description
Allow Password
!i-‘hrng:- an r F Check to allowr ihe [PEec chent to siore the pa:mn!]ncnl.}'_;
Chient
= . Checkto alow o client to operate theough a MAT device vaing
: P
L secwer UDE IS r ULCF enecspeulation of EXF.
IF Sec sver UDF I1 0000 v Enter the UDF pomt 1o be uged for IP3e e throwgh FAT (4001 -
Part A5, except porl 4500, whech s peserved for HAT.T).
Uze Client Conticured] List
® Selecl 2 method Lo use or disable backup servers
;I ® Enterupto 10 [PSec backup server addressesinames
IF Se¢ Backup " starting from high priosty to loer
Servers o « Enter ench IP3ee backap server addre safnatie on a aingls
Lerue.
Miero=oft Cliemt Parame b
I'.'ERET.E:E r 7 Ch:.:]: to use group poliey for clients requesting Microsoft DHCH
Messagr options,
Enter the subnet mask for clients requesing Microsoft DHCP
Fuhmet hask IEEE £hh. 256,255 ¥ -

3. Andare a Configurazione > Gestione utente > Utenti > Modifica esupport. Se si utilizza
l'autenticazione interna, creare un utente per l'autenticazione nel gruppo. Assegnare quindi
l'utente a tale

gruppo.
Configuration | User Managoment | Users Moy esupport |
Check the Inherit? box to set a field tat vou want to default to the groug value. Uncheck the Inherit? box and enter a new value to
override group values.
Identity Parameters
| Autrilbue Value Diescription
User Name | csuppart Enler a unicpue iser name.
Passward " Enter the user’s password. The passveord must satisfy the group passwerd requirements.
Wiy Verify the user's password
Growp| rpvpn | [Enter the group to which this user belongs,
IF Address Enter the IP address assigned to this user.
Subnet Mask Enter the subnet mask assigned to this uscr.
Apply | Cancel |

4. Selezionare Configuration > Tunneling and Security > NAT Transparency quindi selezionare
l'opzione IPsec over TCPImmettere fino a 10 porte, separandole con una virgola. Non &
necessario utilizzare spazi. La porta predefinita € 10.000. L'intervallo € compreso tra 1 e
65.635.Se si immette una porta conosciuta, ad esempio la porta 80 (HTTP) o la porta 443
(HTTPS), il sistema visualizza un avviso che avvisa che il protocollo associato a tale porta
non funziona piu sull'interfaccia pubblica. Di conseguenza, non € piu possibile utilizzare un
browser per gestire VPN 3000 Concentrator tramite l'interfaccia pubblica. Per risolvere |l
problema, riconfigurare la gestione HTTP/HTTPS su porte diverse.Enecessario configurare
le porte TCP sul client VPN e sul concentratore VPN. La configurazione client deve includere
almeno una delle porte impostate per il concentratore
VPN.



This section lets you configure system-wide IPSec over TCP operation.

Enabled ¥
TCP Port(s) 10000 Enter up to 10 comma-separated TCP ports (1 - 65535).

Apply | Cancell

Configurare il client VPN

Completare questa procedura per configurare il client VPN.

1. Selezionare Opzioni > Proprieta. Nella scheda General (Generale), selezionare Enable
Transparent Tunneling (Abilita tunneling trasparente), quindi selezionare Use |IPSec over
Properties for 05-RTP x|

laeneral | B thentication I Connechions I
Enter a dezcnption of thiz connection entry [optional):

[

¥ Enable Transparent Tunneling
7 Allow IPSec over UDP [NAT/PAT)
% |se IPSec over TCP [MAT APAT Firewall

TCP port: {10000

[ Allow local LaN access

Peer regponze timeout: IEIEI (30 - 430 zeconds)

ak. I Cancel Help

TCP (NAT/PAT/Firewall)
2. Nella scheda Autenticazione, configurare un nome di gruppo e una password sul




Properties for LAB_2 EI

General Authentication | Ennnectinnsl

our adriniztrator may have provided pou with group
parameters or a digital certificate to authenticate your access to

the remote server. |f zo, zelect the appropriate authentication
methiod and complete your entnies.

% Group Access Information

M arne: Im

PaEEwDrd HEHMNENNERY

Confirm
Pazzword:

Bt

" Cetificate

M ammie: Mo Certificates Installed | =

[T Send G Certificate Chair Walidate Certficate...

Ok, I Cancel | Help

client

Verificare le connessioni sul concentratore VPN 3000

Nell'area Monitoring > Sessions del VPN 3000 Concentrator viene verificata la connessione degli
utenti dello stesso gruppo per IPSec su TCP e IPSec su UDP.



This screen shows statistics for sessions. To refresh the staiisiics, click Refiresh. S2lect o Group o filter the sessions. For more mformsation an
a sresion, click on that session's mame:

Giroup | Al -

Sesslon Summary

Active LAN-lo Active Bemole  Active Manngemend  Toinl Active  Peak Comcwrremt Concurrend Toinl Cumulative
LAN Seaxions Access Sesvions Sessions Heusinms Heszioms Seagions Linsit Hessinng
] 2 1 3 3 o i
LAN-to-LAN Sesslons | Bemeote Access Seanions | kManagement Seazions |
Connection Mame IF Address Protecol Emcrypiion Lagin Thme ruration Byies Tx Byies Bx

Mo LAN-ip=-LAN Sessions

Hemole Access Sessions [ LAM-to-LAM Sessions | Manageimenl Sessions |
Usermame Groap Fublic [P Address  Asslgned [F Address  Protocol Escryptlen Login Thee  Duwration Bytes Tx Byies Bx
CEUPpOrT ripvpa 64.102.55.209 17TI.18.124.217 [PRec/UDF FDES-168 Dec 05 10:35:06 :00:58 22416 1536
esupporiicp rpypa 17218124241 17T2.18.124.218 [PSec/TCP FES-168 Dec 05 10:35%:0ZF :00:02 fid T2

Risoluzione dei problemi

Le informazioni contenute in questa sezione permettono di risolvere i problemi relativi alla
configurazione.

Comandi per la risoluzione dei problemi

Alcuni comandi show sono supportati dallo strumento Output Interpreter (solo utenti registrati); lo
strumento permette di visualizzare un'analisi dell'output del comando show.

Nota: prima di usare i comandi di debug, consultare le informazioni importanti sui comandi di
debug.

Abilitare i debug per AUTH, AUTHDBG, AUTHDECODE, IKE, IKEDBG, IKEDECODE, IPSEC,
IPSECDBG, IPSECDECODE per i livellida 1 a 13 in Configurazione > Sistema > Eventi > Classi.

1203 12/05/2001 11:40:54.220 SEV=9 | KEDBG 0 RPT=5347 172.18. 124. 241
G oup [rtpvpn] User [esupporttcp]
processi ng SA payl oad

1204 12/05/2001 11:40:54.220 SEV=8 | KEDECODE/ 0 RPT=5035 172.18.124.241
SA Payl oad Decode :

DA : | PSEC (1)

Situation : ldentity Only (1)

Length : 696

1207 12/05/2001 11:40:54.220 SEV=8 | KEDECODE/ 0 RPT=5036 172.18.124.241
Proposal Decode:

Proposal # : 1

Protocol ID: ESP (3)

#of Transforms: 1

Spi : 98 79 D2 38

Length : 40
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1211 12/05/2001 11:40:54.220 SEV=8 | KEDECODE/ 0
Transform# 1 Decode for Proposal # 1:
Transform# : 1

Transform | D : Triple-DES (3)

Length : 28

1213 12/ 05/ 2001 11:40:54.220 SEV=8 | KEDECCDE/ 0
Phase 2 SA Attribute Decode for Transform# 1:
HVAC Al gorithm MD5 (1)

Encapsul ation : Tunnel (1)

Life Tinme : 2147483 seconds

1216 12/05/2001 11:40:54.220 SEV=8 | KEDECODE/ 0
Proposal Decode:

Proposal # : 1

Protocol ID: | PCOW (4)

#of Transforms: 1

Spi : 5D 82

Length : 34

1220 12/05/2001 11:40:54.220 SEV=8 | KEDECODE/ 0
Transform# 1 Decode for Proposal # 1:
Transform# : 1

Transform I D : LZS (3)

Length : 24

1222 12/ 05/ 2001 11:40:54.220 SEV=8 | KEDECCDE/ 0
Phase 2 SA Attribute Decode for Transform# 1:
Encapsul ation : Tunnel (1)

Life Tinme : 2147483 seconds

1224 12/ 05/ 2001 11:40:54.220 SEV=8 | KEDECODE/ 0
Proposal Decode:

Proposal # : 2

Protocol ID: ESP (3)

#of Transforms: 1

Spi : 98 79 D2 38

Length : 40

1228 12/ 05/ 2001 11:40:54.220 SEV=8 | KEDECODE/ 0
Transform# 1 Decode for Proposal # 2:
Transform# : 1

Transform I D : Triple-DES (3)

Length : 28

1230 12/05/2001 11:40:54.220 SEV=8 | KEDECCDE/ 0
Phase 2 SA Attribute Decode for Transform# 1:
HVAC Al gorithm SHA (2)

Encapsul ation : Tunnel (1)

Life Tinme : 2147483 seconds

1233 12/ 05/ 2001 11:40:54.220 SEV=8 | KEDECODE/ 0
Proposal Decode:

Proposal # : 2

Protocol ID: | PCOW (4)

#of Transforms: 1

Spi : D8 44

Length : 34

1237 12/ 05/ 2001 11:40:54.220 SEV=8 | KEDECODE/ 0
Transform# 1 Decode for Proposal # 2:
Transform# : 1

Transform I D : LZS (3)
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Length : 24

1239 12/05/2001 11:40:54.220 SEV=8 | KEDECCDE/ 0
Phase 2 SA Attribute Decode for Transform# 1:
Encapsul ation : Tunnel (1)

Life Tinme : 2147483 seconds

1241 12/05/2001 11:40:54.220 SEV=8 | KEDECODE/ 0
Proposal Decode:

Proposal # : 3

Protocol ID: ESP (3)

#of Transforms: 1

Spi : 98 79 D2 38

Length : 40

1245 12/ 05/ 2001 11:40:54.220 SEV=8 | KEDECODE/ 0
Transform# 1 Decode for Proposal # 3:
Transform# : 1

Transform | D : Triple-DES (3)

Length : 28

1247 12/ 05/ 2001 11:40:54.220 SEV=8 | KEDECCDE/ 0
Phase 2 SA Attribute Decode for Transform# 1:
HVAC Al gorithm MD5 (1)

Encapsul ation : Tunnel (1)

Life Tinme : 2147483 seconds

1250 12/05/2001 11:40:54.220 SEV=8 | KEDECODE/ 0
Proposal Decode:

Proposal # : 4

Protocol ID: ESP (3)

#of Transforms: 1

Spi : 98 79 D2 38

Length : 40

1254 12/ 05/ 2001 11:40:54.220 SEV=8 | KEDECODE/ 0
Transform# 1 Decode for Proposal # 4:
Transform# : 1

Transform I D : Triple-DES (3)

Length : 28

1256 12/05/2001 11:40:54.220 SEV=8 | KEDECCDE/ 0
Phase 2 SA Attribute Decode for Transform# 1:
HVAC Al gorithm SHA (2)

Encapsul ation : Tunnel (1)

Life Tinme : 2147483 seconds

1259 12/05/2001 11:40:54.220 SEV=8 | KEDECODE/ 0
Proposal Decode:

Proposal # : 5

Protocol ID: ESP (3)

#of Transforms: 1

Spi : 98 79 D2 38

Length : 40

1263 12/05/2001 11:40:54.220 SEV=8 | KEDECODE/ 0
Transform# 1 Decode for Proposal # 5:
Transform# : 1

Transform | D : DES-CBC (2)

Length : 28

1265 12/05/2001 11:40:54.220 SEV=8 | KEDECODE/ 0
Phase 2 SA Attribute Decode for Transform# 1:
HVAC Al gorithm MD5 (1)
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Encapsul ation : Tunnel (1)
Life Tine : 2147483 seconds

1268 12/05/2001 11:40:54.220 SEV=8 | KEDECODE/ 0
Proposal Decode:

Proposal # : 5

Protocol ID: | PCOW (4)

#of Transforms: 1

Spi : 80 07

Length : 34

1272 12/ 05/ 2001 11:40:54.220 SEV=8 | KEDECODE/ 0
Transform# 1 Decode for Proposal # 5:
Transform# : 1

Transform I D : LZS (3)

Length : 24

1274 12/ 05/ 2001 11:40:54.220 SEV=8 | KEDECCDE/ 0
Phase 2 SA Attribute Decode for Transform# 1:
Encapsul ation : Tunnel (1)

Life Tinme : 2147483 seconds

1276 12/05/2001 11:40:54.220 SEV=8 | KEDECODE/ 0
Proposal Decode:

Proposal # : 6

Protocol ID: ESP (3)

#of Transforms: 1

Spi : 98 79 D2 38

Length : 40

1280 12/05/2001 11:40:54.220 SEV=8 | KEDECODE/ 0
Transform# 1 Decode for Proposal # 6:
Transform# : 1

Transform | D : DES-CBC (2)

Length : 28

1282 12/ 05/ 2001 11:40:54.220 SEV=8 | KEDECCDE/ 0
Phase 2 SA Attribute Decode for Transform# 1:
HVAC Al gorithm SHA (2)

Encapsul ation : Tunnel (1)

Life Tinme : 2147483 seconds

1285 12/05/2001 11:40:54.220 SEV=8 | KEDECODE/ 0
Proposal Decode:

Proposal # : 6

Protocol ID: | PCOW (4)

#of Transforms: 1

Spi : 1A D4

Length : 34

1289 12/05/2001 11:40:54.220 SEV=8 | KEDECODE/ 0
Transform# 1 Decode for Proposal # 6:
Transform# : 1

Transform I D : LZS (3)

Length : 24

1291 12/05/2001 11:40:54.220 SEV=8 | KEDECCDE/ 0
Phase 2 SA Attribute Decode for Transform# 1:
Encapsul ation : Tunnel (1)

Life Tinme : 2147483 seconds

1293 12/ 05/ 2001 11:40:54.220 SEV=8 | KEDECODE/ 0
Proposal Decode:
Proposal # : 7
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Protocol ID: ESP (3)
#of Transforms: 1
Spi : 98 79 D2 38
Length : 40

1297 12/05/2001 11:40:54.220 SEV=8 | KEDECODE/ 0
Transform# 1 Decode for Proposal # 7:
Transform# : 1

Transform | D : DES-CBC (2)

Length : 28

1299 12/ 05/ 2001 11:40:54.220 SEV=8 | KEDECCDE/ 0
Phase 2 SA Attribute Decode for Transform# 1:
HVAC Al gorithm MD5 (1)

Encapsul ation : Tunnel (1)

Life Tinme : 2147483 seconds

1302 12/05/2001 11:40:54.220 SEV=8 | KEDECODE/ 0
Proposal Decode:

Proposal # : 8

Protocol ID: ESP (3)

#of Transforms: 1

Spi : 98 79 D2 38

Length : 40

1306 12/05/2001 11:40:54.220 SEV=8 | KEDECODE/ 0
Transform# 1 Decode for Proposal # 8:
Transform# : 1

Transform | D : DES-CBC (2)

Length : 28

1308 12/05/2001 11:40:54.220 SEV=8 | KEDECCDE/ 0
Phase 2 SA Attribute Decode for Transform# 1:
HVAC Al gorithm SHA (2)

Encapsul ation : Tunnel (1)

Life Tinme : 2147483 seconds

1311 12/05/2001 11:40:54.220 SEV=8 | KEDECODE/ 0
Proposal Decode:

Proposal # : 9

Protocol ID: ESP (3)

#of Transforms: 1

Spi : 98 79 D2 38

Length : 40

1315 12/05/2001 11:40:54.220 SEV=8 | KEDECODE/ 0
Transform# 1 Decode for Proposal # 9:
Transform# : 1

Transform | D : NULL (11)

Length : 28

1317 12/05/2001 11:40:54.220 SEV=8 | KEDECCDE/ 0
Phase 2 SA Attribute Decode for Transform# 1:
HVAC Al gorithm MD5 (1)

Encapsul ation : Tunnel (1)

Life Tinme : 2147483 seconds

1320 12/05/2001 11:40:54.220 SEV=8 | KEDECODE/ 0
Proposal Decode:

Proposal # : 9

Protocol ID: | PCOW (4)

#of Transforms: 1

Spi : 7B 9B

Length : 34
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1324 12/ 05/ 2001 11:40:54.230 SEV=8 | KEDECODE/ 0
Transform# 1 Decode for Proposal # 9:
Transform# : 1

Transform I D : LZS (3)

Length : 24

1326 12/05/2001 11:40:54.230 SEV=8 | KEDECCDE/ 0
Phase 2 SA Attribute Decode for Transform# 1:
Encapsul ation : Tunnel (1)

Life Tinme : 2147483 seconds

1328 12/05/2001 11:40:54.230 SEV=8 | KEDECODE/ 0
Proposal Decode:

Proposal # : 10

Protocol ID: ESP (3)

#of Transforms: 1

Spi : 98 79 D2 38

Length : 40

1332 12/05/2001 11:40:54.230 SEV=8 | KEDECODE/ 0
Transform# 1 Decode for Proposal # 10:
Transform# : 1

Transform | D : NULL (11)

Length : 28

1334 12/05/2001 11:40:54.230 SEV=8 | KEDECCDE/ 0
Phase 2 SA Attribute Decode for Transform# 1:
HVAC Al gorithm SHA (2)

Encapsul ation : Tunnel (1)

Life Tinme : 2147483 seconds

1337 12/05/2001 11:40:54.230 SEV=8 | KEDECODE/ 0
Proposal Decode:

Proposal # : 10

Protocol ID: | PCOW (4)

#of Transforms: 1

Spi : 79 45

Length : 34

1341 12/05/2001 11:40:54.230 SEV=8 | KEDECODE/ 0
Transform# 1 Decode for Proposal # 10:
Transform# : 1

Transform I D : LZS (3)

Length : 24

1343 12/ 05/ 2001 11:40:54.230 SEV=8 | KEDECCDE/ 0
Phase 2 SA Attribute Decode for Transform# 1:
Encapsul ation : Tunnel (1)

Life Tinme : 2147483 seconds

1345 12/ 05/ 2001 11:40:54.230 SEV=8 | KEDECODE/ 0
Proposal Decode:

Proposal # : 11

Protocol ID: ESP (3)

#of Transforms: 1

Spi : 98 79 D2 38

Length : 40

1349 12/05/2001 11:40:54.230 SEV=8 | KEDECODE/ 0
Transform# 1 Decode for Proposal # 11:
Transform# : 1

Transform | D : NULL (11)

Length : 28
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1351 12/05/2001 11:40:54.230 SEV=8 | KEDECCDE/ 0 RPT=5086 172.18.124.241

Phase 2 SA Attribute Decode for Transform# 1:
HVAC Al gorithm MD5 (1)

Encapsul ation : Tunnel (1)

Life Tinme : 2147483 seconds

1354 12/05/2001 11:40:54.230 SEV=8 | KEDECCDE/ 0 RPT=5087 172.18.124. 241

Proposal Decode:
Proposal # : 12
Protocol ID: ESP (3)
#of Transforms: 1
Spi : 98 79 D2 38
Length : 40

1358 12/05/2001 11:40:54.230 SEV=8 | KEDECCDE/ 0 RPT=5088 172.18.124. 241

Transform# 1 Decode for Proposal # 12:
Transform# : 1

Transform | D : NULL (11)

Length : 28

1360 12/05/2001 11:40:54.230 SEV=8 | KEDECCDE/ 0 RPT=5089 172.18.124. 241

Phase 2 SA Attribute Decode for Transform# 1:
HVAC Al gorithm SHA (2)

Encapsul ation : Tunnel (1)

Life Tinme : 2147483 seconds

1363 12/05/2001 11:40:54.230 SEV=9 | KEDBG 1 RPT=666 172.18.124.241
Goup [rtpvpn] User [esupporttcp]
processi ng nonce payl oad

1364 12/05/2001 11:40:54.230 SEV=9 | KEDBG 1 RPT=667 172.18.124.241
Goup [rtpvpn] User [esupporttcp]
Processing I D

1365 12/05/2001 11:40:54.230 SEV=12 | KEDECODE/ 11 RPT=115
1D | PVA_ADDR I D received
172.18. 124. 217

1366 12/05/2001 11:40:54.230 SEV=5 | KE/ 25 RPT=58 172.18. 124. 241
Goup [rtpvpn] User [esupporttcp]

Recei ved renpote Proxy Host data in I D Payl oad:

Address 172.18.124. 217, Protocol 0, Port O

1369 12/05/2001 11:40:54.230 SEV=9 | KEDBG 1 RPT=668 172.18.124.241
Group [rtpvpn] User [esupporttcp]
Processing ID

1370 12/05/2001 11:40:54.230 SEV=12 | KEDECODE/ 11 RPT=116
I D_| PV4_ADDR_SUBNET | D recei ved

1371 12/05/2001 11:40:54.230 SEV=5 | KE/ 34 RPT=36 172.18.124.241
Goup [rtpvpn] User [esupporttcp]

Recei ved | ocal |IP Proxy Subnet data in |ID Payl oad:

Address 0.0.0.0, Mask 0.0.0.0, Protocol 0, Port O

1374 12/05/2001 11:40:54.230 SEV=5 | KE/ 66 RPT=58 172.18.124. 241
Goup [rtpvpn] User [esupporttcp]
| KE Renpote Peer configured for SA: ESP- 3DES- MD5

1376 12/05/2001 11:40:54.230 SEV=9 | KEDBG 0 RPT=5348 172.18. 124. 241
Group [rtpvpn] User [esupporttcp]



processi ng | PSEC SA

1377 12/ 05/ 2001 11:40:54.230 SEV=12 | KEDECODE/ 0 RPT=5090

| KE Decode of received SA attributes foll ows:

0000: 80050001 80040001 80010001 00020004 ................
0010: 0020C49B .

1380 12/05/2001 11:40:54.230 SEV=12 | KEDECODE/ 0 RPT=5091

| KE Decode of received SA attributes foll ows:

0000: 80050002 80040001 80010001 00020004 ................
0010: 0020C49B .

1383 12/ 05/ 2001 11:40:54.230 SEV=8 | KEDBG 0 RPT=5349
Proposal # 2, Transform# 1, Type ESP, Id Tripl e-DES
Parsi ng received transform

Phase 2 failure:

M smat ched attr types for class HVAC Al gorithm

Rcv' d: SHA

Cfg'd: M5

1387 12/ 05/ 2001 11:40:54.230 SEV=12 | KEDECODE/ 0 RPT=5092

| KE Decode of received SA attributes foll ows:

0000: 80050001 80040001 80010001 00020004 ................
0010: 0020C49B .

1390 12/05/2001 11:40:54.230 SEV=7 | KEDBG 27 RPT=58 172.18.124.241
Goup [rtpvpn] User [esupporttcp]
| PSec SA Proposal # 3, Transform# 1 acceptable

1392 12/05/2001 11:40:54.230 SEV=7 | KEDBG 0 RPT=5350 172.18. 124. 241
Goup [rtpvpn] User [esupporttcp]
I KE: requesting SPI!

1393 12/ 05/ 2001 11:40:54.230 SEV=9 | PSECDBG 6 RPT=282

| PSEC key nessage parse - msgtype 6, |len 200, vers 1, pid 00000000,
seq 58, err 0, type 2, node 0, state 32, label 0, pad O,

spi 00000000, encrKeyLen 0, hashKeyLen 0, ivlen 0, alg O,

hmacAlg 0, lifetype O, lifetimel 707832, lifetime2 0, dsld 300

1397 12/05/2001 11:40:54.230 SEV=9 | PSECDBG 1 RPT=1062
Processi ng KEY_GETSPI nsg!

1398 12/05/2001 11:40:54.230 SEV=7 | PSECDBG 13 RPT=58
Reserved SPI 1889854019

1399 12/05/2001 11:40:54.230 SEV=8 | KEDBG 6 RPT=58
I KE got SPI from key engine: SPI = Ox70a4e243

1400 12/05/2001 11:40:54.230 SEV=9 | KEDBG 0 RPT=5351 172.18. 124. 241
Group [rtpvpn] User [esupporttcp]
oakl ey constucting qui ck node

1401 12/05/2001 11:40:54.230 SEV=9 | KEDBG 0 RPT=5352 172.18. 124. 241
Goup [rtpvpn] User [esupporttcp]
constructing bl ank hash

1402 12/05/2001 11:40:54.230 SEV=9 | KEDBG 0 RPT=5353 172.18. 124. 241
Goup [rtpvpn] User [esupporttcp]
constructing | SA SA for ipsec

1403 12/ 05/ 2001 11:40:54.230 SEV=9 | KEDBG 1 RPT=669 172.18.124.241
Group [rtpvpn] User [esupporttcp]
constructing i psec nonce payl oad



1404 12/05/2001 11:40:54.230 SEV=9 | KEDBG 1 RPT=670 172.18.124.241
Group [rtpvpn] User [esupporttcp]
constructing proxy ID

1405 12/ 05/ 2001 11:40:54.230 SEV=7 | KEDBG 0 RPT=5354 172.18.124.241
Group [rtpvpn] User [esupporttcp]

Transmitting Proxy |d:

Renote host: 172.18.124.217 Protocol 0O Port O

Local subnet: 0.0.0.0 mask 0.0.0.0 Protocol O Port O

1409 12/05/2001 11:40:54.230 SEV=9 | KEDBG 0 RPT=5355 172.18. 124. 241
Group [rtpvpn] User [esupporttcp]
constructing gm hash

1410 12/05/2001 11:40:54.240 SEV=12 | KEDECODE/ 5 RPT=58
| KE Responder sending 2nd QM pkt: msg id = f2a6ce35

1411 12/05/2001 11:40:54.240 SEV=8 | KEDBG 0 RPT=5356 172.18.124. 241

SENDI NG Message (nsgi d=f 2a6ce35) with payl oads :

HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NONE (0)
total length : 152

1414 12/ 05/ 2001 11:40:54.250 SEV=8 | KEDECODE/ 0 RPT=5093 172.18.124.241
| SAKMP HEADER : ( Version 1.0 )

Initiator Cookie(8): E7 AC CD 06 A6 74 A7 1A

Responder Cookie(8): 98 3B 37 97 CA 06 BC 18

Next Payl oad : HASH (8)

Exchange Type : Cakl ey Quick Modde

Flags : 1 (ENCRYPT )

Message | D : f2a6ce35

Length : 52

1421 12/05/2001 11:40:54.250 SEV=8 | KEDBG 0 RPT=5357 172.18. 124. 241
RECEI VED Message (nsgi d=f 2a6ce35) with payl oads :
HDR + HASH (8) + NONE (0) ... total length : 48

1423 12/ 05/ 2001 11:40:54.250 SEV=9 | KEDBG 0 RPT=5358 172.18. 124. 241
Goup [rtpvpn] User [esupporttcp]
processi ng hash

1424 12/ 05/ 2001 11:40:54.250 SEV=9 | KEDBG 0 RPT=5359 172.18. 124. 241
Goup [rtpvpn] User [esupporttcp]
| oading all |PSEC SAs

1425 12/ 05/ 2001 11:40:54.250 SEV=9 | KEDBG 1 RPT=671 172.18.124.241
Group [rtpvpn] User [esupporttcp]
Generating Quick Mde Key!

1426 12/05/2001 11:40:54.260 SEV=9 | KEDBG 1 RPT=672 172.18.124.241
Group [rtpvpn] User [esupporttcp]
Generating Quick Mbde Key!

1427 12/ 05/ 2001 11:40:54.260 SEV=7 | KEDBG 0 RPT=5360 172.18.124.241
Goup [rtpvpn] User [esupporttcp]

Loadi ng subnet:

Dst: 0.0.0.0 mask: 0.0.0.0

Src: 172.18.124.217

1429 12/05/2001 11:40:54.260 SEV=4 | KE/ 49 RPT=58 172.18. 124. 241
Goup [rtpvpn] User [esupporttcp]

Security negotiation conplete for User (esupporttcp)

Responder, |nbound SPI = 0x70a4e243, CQutbound SPI = 0x9879d238

1432 12/05/2001 11:40:54. 260 SEV=9 | PSECDBG 6 RPT=283



| PSEC key nessage parse - msgtype 1, |len 620, vers 1, pid 00000000,
seq 0, err O, type 2, node 1, state 64, |abel 0, pad O,

spi 9879d238, encrKeyLen 24, hashKeylLen 16, ivlen 8, alg 2,
hmacAlg 3, lifetype O, lifetimel 707832, lifetime2 0, dsld O

1436 12/05/2001 11:40:54.260 SEV=9 | PSECDBG 1 RPT=1063
Processi ng KEY_ADD mnsg!

1437 12/ 05/ 2001 11:40:54.260 SEV=9 | PSECDBG 1 RPT=1064
key_msghdr 2secassoc(): Enter

1438 12/ 05/ 2001 11:40:54.260 SEV=7 | PSECDBG 1 RPT=1065
No USER filter configured

1439 12/05/2001 11:40:54.260 SEV=9 | PSECDBG 1 RPT=1066
KeyProcessAdd: Enter

1440 12/05/2001 11:40:54.260 SEV=8 | PSECDBG 1 RPT=1067
KeyProcessAdd: Addi ng out bound SA

1441 12/ 05/2001 11:40:54.260 SEV=8 | PSECDBG 1 RPT=1068
KeyProcessAdd: src 0.0.0.0 mask 255.255. 255. 255, dst
172.18.124.217 mask 0.0.0.0

1442 12/ 05/ 2001 11:40:54.260 SEV=8 | PSECDBG 1 RPT=1069
KeyProcessAdd: FilterlpsecAddl keSa success

1443 12/ 05/ 2001 11:40:54.260 SEV=9 | PSECDBG 6 RPT=284

| PSEC key nessage parse - msgtype 3, len 334, vers 1, pid 00000000,
seq 0, err O, type 2, node 1, state 32, |abel 0, pad O,

spi 70a4e243, encrKeyLen 24, hashKeylLen 16, ivlen 8, alg 2,
hmacAlg 3, lifetype O, lifetinmel 707832, lifetime2 0, dsld O

1447 12/ 05/ 2001 11:40:54.260 SEV=9 | PSECDBG 1 RPT=1070
Processi ng KEY_UPDATE nsg!

1448 12/ 05/ 2001 11:40:54.260 SEV=9 | PSECDBG 1 RPT=1071
Updat e i nbound SA addresses

1449 12/ 05/ 2001 11:40:54.260 SEV=9 | PSECDBG 1 RPT=1072
key_msghdr 2secassoc(): Enter

1450 12/05/2001 11:40:54.260 SEV=7 | PSECDBG 1 RPT=1073
No USER filter configured

1451 12/ 05/ 2001 11:40:54.260 SEV=9 | PSECDBG 1 RPT=1074
KeyProcessUpdat e: Enter

1452 12/ 05/ 2001 11:40: 54. 260 SEV=8 | PSECDBG 1 RPT=1075
KeyProcessUpdat e: success

1453 12/ 05/ 2001 11:40:54.260 SEV=8 | KEDBG 7 RPT=58
| KE got a KEY_ADD nsg for SA: SPI = 0x9879d238

1454 12/ 05/ 2001 11:40:54.260 SEV=8 | KEDBG 0 RPT=5361
pitcher: rcv KEY_UPDATE, spi 0x70a4e243

1455 12/ 05/ 2001 11:40:54.260 SEV=4 | KE/ 120 RPT=58
172.18.124. 241

Goup [rtpvpn] User [esupporttcp]

PHASE 2 COWPLETED (nsgi d=f 2a6ce35)

1456 12/05/2001 11:40:55.120 SEV=7 | PSECDBG 1 RPT=1076
| PSec | nbound SA has recei ved data!



1457 12/ 05/ 2001 11:40:55.120 SEV=8 | KEDBG 0 RPT=5362
pitcher: recv KEY_SA ACTI VE spi 0x709e5f 39

1458 12/05/2001 11:40:55.120 SEV=8 | KEDBG 0 RPT=5363

KEY_SA ACTI VE no ol d rekey centry found with new spi
0x709e5f 39, ness_id 0x0

Informazioni correlate

. Cisco VPN serie 3000 Concentrator Support Page

- Pagina di supporto per Cisco VPN Client

- Pagina di supporto per IPSec

- Documentazione e supporto techico — Cisco Systems
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