Configurazione del routing ridondante sul
concentratore VPN 3000

Sommario

Introduzione

Prerequisiti

Requisiti

Componenti usati

Convenzioni

Configurazione

Esempio di rete

Configurazioni router

Configurazione VPN 3080 Concentrator
Configurazione VPN 3060a Concentrator
Configurazione VPN 3030b Concentrator
Verifica

Risoluzione dei problemi

Errore simulato

Problemi che possono verificarsi
Informazioni correlate

Introduzione

In questo documento viene descritto come configurare un failover VPN ridondante se un sito
remoto perde il proprio concentratore VPN 3000 o la connettivita Internet. Nell'esempio, si
supponga che la rete aziendale situata dietro la VPN 3030B utilizzi Open Shortest Path First
(OSPF) come protocollo di routing predefinito.

Nota: quando si esegue la ridistribuzione tra i protocolli di instradamento, € possibile creare un
ciclo di instradamento che pud causare problemi alla rete. Nell'esempio viene utilizzato OSPF, che
non é tuttavia I'unico protocollo di routing utilizzabile.

L'obiettivo di questo esempio & che la rete 192.168.1.0 utilizzi il tunnel rosso (in normali
circostanze operative), illustrato nella sezione Diagramma reticolare, per raggiungere il valore
192.168.3.x. Se il tunnel, VPN Concentrator o ISP viene interrotto, la rete 192.168.3.0 viene
appresa tramite un protocollo di routing dinamico sul tunnel verde. Inoltre, la connettivita con il sito
192.168.3.0 non viene persa. Una volta risolto il problema, il traffico torna automaticamente al
tunnel rosso.

Nota: RIP dispone di un timer di aging di tre minuti prima di consentire I'accettazione di una nuova
route su una route non valida. Si supponga inoltre che i tunnel siano stati creati e che il traffico
possa passare tra i peer.



Prerequisiti

Requisiti

Nessun requisito specifico previsto per questo documento.

Componenti usati

Le informazioni fornite in questo documento si basano sulle seguenti versioni software e
hardware:

- Cisco Router 3620 e 3640
. Cisco VPN 3080 Concentrator - Versione: Cisco Systems, Inc./VPN 3000 Concentrator
versione 4.7
- Cisco VPN 3060 Concentrator - Versione: Cisco Systems, Inc./VVPN 3000 Concentrator serie
4.7
- Cisco VPN 3030 Concentrator - Versione: Cisco Systems, Inc./VVPN 3000 Concentrator serie
4.7
Le informazioni discusse in questo documento fanno riferimento a dispositivi usati in uno specifico
ambiente di emulazione. Su tutti i dispositivi menzionati nel documento la configurazione € stata

ripristinata ai valori predefiniti. Se la rete € operativa, valutare attentamente eventuali
conseguenze derivanti dall'uso dei comandi.

Convenzioni

Per ulteriori informazioni sulle convenzioni usate, consultare il documento Cisco sulle convenzioni
nei suggerimenti tecnici.

Configurazione

In questa sezione vengono presentate le informazioni necessarie per configurare le funzionalita
descritte piu avanti nel documento.

Nota: per ulteriori informazioni sui comandi menzionati in questo documento, usare lo strumento di
ricerca dei comandi (solo utenti registrati).

Esempio di rete

Nel documento viene usata questa impostazione di rete:


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do
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| trattini blu indicano che OSPF é abilitato da VPN 3030b a RTR-3640 e RTR-3620.

| trattini verdi indicano che RIPv2 ¢ abilitato dalla VPN privata 3060a a RTR-3620, RTR-3640 e
dalla VPN privata 3030b.

RIPv2 ¢ abilitato anche nei tunnel VPN rosso e verde perché l'individuazione della rete € abilitata.
Non & necessario abilitare RIP sull'interfaccia privata VPN 3080. Non € presente alcun RIP sulla
rete 192.168.4.x perché tutte le route vengono apprese da OSPF tramite questo collegamento.

Nota: i PC sulle reti 192.168.2.x e 192.168.3.x devono avere i gateway predefiniti che puntano ai
router e non ai concentratori VPN. Permettere ai router di decidere dove instradare i pacchetti.

Configurazioni router

Nel documento vengono usate queste configurazioni di router:

- Router 3620
- Router 3640

Router 3620

rtr-3620#write terminal




Bui | di ng configuration..

Current configuration : 873 bytes
!
version 12.2
service tinmestanps debug uptinme
service tinmestanps | og uptine
no service password-encryption
!

host nane rtr-3620

!
i p subnet-zero
!
interface Ethernet1/0

ip address 192. 168. 3.2 255. 255. 255.0

hal f - dupl ex

!

interface Ethernetl/1

i p address 192. 168. 4.2 255.255.255.0

hal f - dupl ex

!

router ospf 1

| og- adj acency- changes

!--- To pass the routes learned through RIP into the
OSPF process, !--- use the redistribute conmand. !--- To
prevent a routing |oop, block the 192.168.1.0 network !-
-- fromentering the OSPF process. It should only be

learned !--- through the RIP process. No two different
routi ng processes !--- exchange information unless you
implicitly use the !--- redistribute conmand. !--- The

192.168.1.x network is | earned through OSPF fromthe !--
- 192.168. 2. x side. However, since the adnin distance is
changed, '--- it is not installed into the table !---
because RIP has an adninistrative distance of 120, !---
and all of the OSPF di stances are 130.

redistribute rip subnets route-map bl ock192.168.1.0
!--- To enable the OSPF process for the interfaces that
are included !--- in the 192.168.x.x networks: network
192.168.0.0 0.0.255.255 area 0 !--- Since RIP's default
admin distance is 120 and OSPF's is 110, !--- make RIP a
preferable metric for communications !--- over the
"backup" network. !--- Change any learned OSPF routes
from neighbor 192.168.4.1 !--- to an admin distance of
130. distance 130 192.168.4.1 0.0.0.0 ! !--- To enable
RIP on the Ethernet 1/0 interface and set it to !--- use
version 2: router rip version 2 network 192.168.3.0 ! ip
classless | | access-list 1 deny 192.168.1.0 0.0.0. 255
access-list 1 permt any route-map bl ock192.168.1.0
permit 10 match ip address 1 ! line con O exec-timeout O
Oline aux O line vty 0 4! end

Router 3640

rtr-3640#write terminal
Bui | di ng configuration..

Current configuration : 1129 bytes
!

version 12.2

service tinestanps debug uptine
service tinestanps |og uptine

no service password-encryption




1
host nane rtr-3640
!
i p subnet-zero
1
interface Ethernet0/0

i p address 192.168. 2.2 255. 255.255.0

hal f - dupl ex

!
interface EthernetO/1

i p address 192.168.4.1 255.255.255.0

hal f - dupl ex

!
router ospf 1

| og- adj acency- changes

!--- Use this command to push RIP learned routes into
OSPF. !--- You need this when the VPN 3060a or the
connection drops and !--- the 192.168.3.0 route needs to
be injected into the OSPF backbone. redistribute rip
subnets !--- Place all 192.168.x.x networks into area 0.
network 192.168.0.0 0.0.255.255 area 0 !--- Since RIP's
default admin distance is 120 and OSPF's is 110, !---
make RIP a preferable metric for communications !---
over the "backup" network. !--- Change any learned OSPF
routes from neighbor 192.168.4.2 !--- to an admin
distance of 130. distance 130 192.168.4.2 0.0.0.0 ! /---
To enable RIP on the Ethernet 0/0 interface and set it
to !--- use version 2: router rip version 2 network
192.168.2.0 ! ip classless ! line con O exec-tinmeout 0 O
line aux O line vty 0 4 ! end

Configurazione VPN 3080 Concentrator

Da LAN-to-LAN VPN 3080 a VPN 3030b

Selezionare Configurazione > Tunneling e sicurezza > IPSec > IPSec da LAN a LAN. Poiché
viene utilizzata l'individuazione automatica della rete, non &€ necessario compilare gli elenchi delle
reti locali e remote.

Nota: i concentratori VPN con software versione 3.1 e precedenti dispongono di una casella di
controllo per il rilevamento automatico. La versione software 3.5 (utilizzata sulla VPN 3080)
utilizza un menu a discesa, come quello illustrato qui.



Configuration | Tunneling and Security | IPSec | LAN-to-LAN | Add

Add & new [FSee LAN-to-LAN connection

Enable [ Check Lo enabile this LAN-to-LAN connection
MName |3030-3030b Enter the name for this LAN.to-LAN connection.

buierface | Ethemet 2 (Public) (172.18.124134) | Select the interface for this LAN-to-LAN connection

Choose the type of LAN-to.LAN conmection. An Origirate-COnly
may have multiple peers specified below.

Connection Type IBi—dire chional j

172.16,124.132 =]
Enter the remots peor [P addresses for thus LAN-{o-LAN conmect|
Peers i ginafe-Only connection may specty up o ten peer IP addres
one [P address per lire.
Digital Certificate | None {Use Freshared Keys) =| Select the digital certificate Lo use.

Certificate | FEntire certificate chain

Choose how to send the digital certaficate to the IEE peer
Transmission ™ Jguntity centificate only P

Prezhared Ktyl Enter the preshared key for thiz LAN-Lo-LAN connection
Authentication IESF"MDE{HME-‘I 28 d Specify the packet suthentication mechersm to use,
Encryption I IDES-168 'I Specify the encryplion mecharusm to use
IEE Propeszal IIKE—EIDEE—H 05 :I Select the IKE Proposal to uge for thiz LAN-to-LAN connection
= Choose the filter bo apply to the traffic that 15 tunneled through i)
Filios I None— :] LAH connection.
under HAT Transparency.
Bandwidih Policy | —Mone— -rI Choose the bandwidth policy to apply to this LAN-te-LAN connl
Choose the routing mechamsm to use Parameiers helow are izgn|

Routing [Network Autodiscovery 7] Netwerk Autediscovery is chosen.

Local Metwerk: If a LAN-to-LAN HAT nile is used, thas is the Translated Hetwork address.

Network List [Use I Address/Wildcard-mask below x] Speefi ihe lctmetwork: addiess bt or the [P addeess and wildg

IP Address |
Moie: Enter a wildcerd mask, which is the reverse of 2 submet m|

wildeard mask has 12 m bl posihions 1o ignore, 05 m bit possbion
Wilieard Mask | For example, 10.10.1 0000255 = ll 10 10 1 nnn addresses

Remate Metwork: [F a LAN-to-LAN HAT nule 15 used, this is the Remole Network address,

Network List [ Use IP Address/Wildcard-mask below | PPeciy the semcte network address ist or the IF address and s
F = n

[P'Aﬂnns[
Mote: Enter a wildcord mask, which is the reverse of 2 submet m|

Wildcard Mash | wildeard mask has 12 in bil positions 1o ignore, 0s in bit positiony

For example, 10,101 0000255 = all 10101 ey addresses
[ Add | cancal |

Da LAN-to-LAN VPN 3080 a VPN 3060a

Selezionare Configurazione > Tunneling e sicurezza > IPSec > IPSec da LAN a LAN. Poiché



viene utilizzata l'individuazione automatica della rete, non & necessario compilare gli elenchi delle
reti locali e remote.

Nota: i concentratori VPN con software versione 3.1 e precedenti dispongono di una casella di
controllo per il rilevamento automatico. La versione software 3.5 (utilizzata sulla VPN 3080)
utilizza un menu a discesa, come quello illustrato qui.



Configuration | Tunneling and Secu

Add & new [PSec LAN-Lo-LAN connection

Enable [~
Name |I080-3060a
Interface | Ethemet 2 (Public) (17218124134 =|

Connection Type I Hidirecional j

=

172.18.124.131

Peers

=

Digital Certificate | None (Use Prachared Kays) =]

Certificate | Entire certificate chain
Tramsmiesion © Jdeniiy centificate cnly

Preshared Key |

Authentication | ESP/MDS/HMAC-128 = |

Encryption I JDES-168 ""I

IKE Proposal | IKE-3DES-DE

E

Fillirl—HDﬂE—

PSec MAT.T [

Bandwidth Palicy |—N|:|r|e— '-'I

Reuting | Metwork Autodiscovery =

|IP5ec | LAN-to-LAN | Add

Check to ensble this TAN..to-LAN connection
Enter the name for this LAN-to-LAN connection.

delect the interface for this LAN-to-LAN conneciion.

Choose the type of LAN-10-LAM connection. An O mnafe-Only o
may have rultiple peers spectfied below.

Enter the rtemote peer [P addresses for thus LAN-to-LAN connectios

i gimate-Only conmection may specific up 1o ten peer [P addressey
otig [P address per ling,

Select the digital certificats to use
Choosge how to send the digrtal certificate to the IKE pear.

Enter the preghared key for thds LAN-to.LAN connection.

Specify the packe! suthenbicsbon mechamsm lo use
Bpecify the encryrption mechaniam to uge.
Select the IKE Proposal bo use for this LAN-Lo-LAN connection

Choose the filler Lo apply to the traffic that is tunneled taough this
LAN carmection
Check o let WAT.T compatible IPSec peets etablish this LAN.t0.]

confection theough aH.és.T device, ':'u‘u must alzo ensble IPSec 0wy
under AT Transparency.

Chocige the bandwidth policy to apply to this LAN.10.LAN confec)

Choces the routing mechandsm to ugs Parameters heliow are ignor
MNetwork Awndiscovery is chosen.

Metwark Lisi | Llse P AddressfWildeard-mask helnwj

IP Address |

Wildeard Mask |

Local Metwork: If a LAN-1o-LAN HAT nule 15 used thus is the Translated Network address,

Specify the local network addsess bat o the [P address and wildoar|
this L& N-t0.LAN connection

Mode: Emter a wildcand mask, which is the reverse of a submei mas|
wildeard mask hae 12 o bt positions to ignose, De in bt postions §
For axapaple, 100101 0000255 = all 100101 feny acddsesses

Metwerk List | Use P AddressMildcard-mask helnwj

IP Address |

AL 1Al Bl |

Remoie Netwrark [Fa LAH-t0-LAN HAT nile 15 used, this is the Remots Hebwork address

Specify the remote network addeess List or the [P address and wilde
for thiz LAN-to-LANW cofmection.

Doie: Emter a wildcard masls, which is the reverse of a submet
wildeard mask has 15 m bt posibions Lo ignore, Ds 1 bt postions L

Configurazione VPN 3060a Concentrator

Da LAN a LAN VPN 3060a a VPN 3080




Selezionare Configurazione > Tunneling e sicurezza > IPSec > IPSec da LAN a LAN.

Nota: sulla VPN 3060 & presente una casella di controllo per l'individuazione automatica della rete
anziché il menu a discesa come nella versione software 3.5 e successive.

| IPSec | LANto-LAN | Add

Add o new [FSec LAN-to-LAN conmection.

Enahle [ Check to enable thas LAN-to-LAN connection
MNane | 06E0a-3080 Enter the neame for this LAN-to-LAN connection

Duerface [Ethemet 2 (Public) (172181241311 ] Select the interfuce for this LAN-10.LAN connection

Choose the type of LAN-to-LAN connection. An Originate-Only ¢
ey havre multipls peets specified balow

Comnection Type [El-dlre chonal EI

172.18.124.134 -]
Enter the remote peer [P addresses for this LAN-to-LAN comnnectio
Peers i ginafe-Chaly connection may spectfy up to ten peer [P addresse
one [P address per line
Digital Certificaie | Mone (Use Preshared Keys) :] Select the digital certaficate to use,

Certificaie © Entire certsficate chain

Choose how to send the digital cerlsficate to the IKE peer.
Tramsmission © [denpiny certificate only

Preshared Eev | Enter the prechared key for thie LAW-to.L AN connection
Authentication | ESFMDESHMAC- 28 _ﬂ Specifiy the packet suthentication mechanism to uge.
Encryptisn | JDES-168 *'I Spectfy the encryphion mechanism to use
IEE Propesal | [EE-IDES-MDE _ﬂ Select the IKE Propoeal to uge for this LAN-to-LAN contiection.
— »| Choosethe filtes to apply to the 1raffic that is tunnelsd throwgh this
s |_NEHE j LAN comnsction.
Check to let HAT-T compatible [P3ec peers establish this LAN-to-]
[PSec MAT-T connection through a WAT device. You must also enable [PSec ovy
under AT Transparency,
Bandwidth Palicy |—N|:| ne— 'I Choose the bandwdth policy to apply to thas LAN-to-LAN conmmeg
: Choose the routing me chandsm 1o use Parameters below are iznor
Routing |Natwurl-; Autodiscovan j Network Autodi is chosen.

Local Metwork [f o LAN-{0-LAN HAT nale 15 uged, this s the Translated Metwork address.

Network List [Use IP AddressWildcerd-mask below ] TPl the locil aetwork: addreas kst or the [F addeds and wildcar

IP Address |
Mate: Ener a wildcard mask, which is the veverse of a submei mas|

wilde ard mask has 15 in bit positions to ignore, 0 in bik postions &
For exemple, 10.00.1,000,0,0,255 = ol 10,10.] rurey acddresses

Wildeard Mask |

Remaie Nedwork: [f o LAN-to-LAN NAT nale 15 used, thas is the Bemote Hetwork addeess

Network List [ Use IP AddressMildcard-mask below w] SPecify the remote netwodl address list or the IF addsess and wilde

IP Address |
Mate: Enter a wildcard mask, which is the reverse of a submet

T T wildeand mask has 1s in bat posiions to ignore, 05w bit positions t




Abilitare RIP per passare le route apprese dal tunnel al router VPN 3620

Selezionare Configurazione > Interfacce > Private > RIP. Modificare il menu a discesa in RIPv2
Only e fare clic su Applica. Quindi selezionare Configurazione > Sistema > Protocolli di tunneling >
IPSec > Da LAN a LAN.

Nota: il valore predefinito € RIP in uscita ed & disabilitato per l'interfaccia privata.

dpack = EE] | Emeach [rPece (Wbt | R0 SO0 (= F
e T _ i oo
q. J'-'- WP 000 Bain | Help | Suppor| Logou
" owl & Coocentrator Senivs Manages Ligpyed i stanin
Confiyureses | Adsseation | Moniionsg
L Alion | Endesfaces | Etharsed
Confligaring Ethernet Interface 1 {Privaie).
RIP Paravsters
Aiibata | Valua Dozeription
i kot the method of sibomd BIP precessiog for dis inberae.
Cruriliesssed |FHF‘-.-'E Onky iﬂhﬁ the method of ootdeeund BIF processing Bor this amterfoce.
| |
Lisce STeTEns
T Exfemet terforce a5

Configurazione VPN 3030b Concentrator

Da LAN-to-LAN VPN 3030b a VPN 3080

Selezionare Configurazione > Tunneling e sicurezza > IPSec > Da LAN a LAN.



Add a new [PSee LAN-to-LAN conneclion.
Enmable [
Name |3030B-3050
Interface | Ethemet 2 (Public) (1721812412 =]

Comnection Type | Bi-directional =)

-

172.18.124.134

=l
Digital Certificate |Nune (Use Preshared Keys) ﬂ
Cortificate | Entire certificate chain
Transmission  Jgentity centificats only
Preshared Key |

Authentication | ESP/MDS/HMAC-128 = |

Encryption I IDES-168 "'I

IKE Proposal | IKE-3DES-MDS

Filier |—N|:ma—

=

PSec MAT-T [

Bandwidik P‘I]:i:;r I—N one— -rl

Routing | Metwork Autodiscovery |

Configuration | Tunneling and Sec | IPSec | LAN-to-LAN | Add

Check to enable thas LAN-10-LAN connection
Eniter the name for thie LAN-to-L AN connection.

Select the mterface for thes LAN-lo-LAN connection,

Choose the lype of LAN-to-LAN connechion, An Oviginafe-Oniy ¢
may have multiple peers specified balow.

Enter the remote peer [P addresges for this LAN-to-LAN cotmectiog

i ginafe-Cnly conneclion may specify up to ten peer IP addresse
one I[P address per line

Select the digital certificate to use.
Choose how to send the digital certsficats to the IKE peer

Enter the preshared key for this LAN-to-LAN connection.
Specily the packet authertication mechaniem to use.
Specifiy the encryplion mecharasm to use,

Select the IKE Proposal to use for thas LAN-to-LAN connection.

Choose the filter to apply to the traffic thet 15 tunneled thaough thas
LAH connection

Check to let HAT-T compatible IPSec peers establish this LAN-to-

connection IhmughtHj\.T device. You must algo enable [PSec ovy
under HAT Transpatency.

Choose the bandwidth policy to apply to thiz LAN-t0-LAN contiec]

Choose the routing mechandem to use Parameters below are kg non
Network Autodiscovery is chosen.

Lecal Nework: If s LAN-to-LAN HAT nue 1= used, this s the Transisted Hetwork address

IP Address |

Wibdcard Mask |

Network List | Use IP Address/MWildcard-mask below |

Specifiy the local netwrork address st or the [P address and wilde an|
thiz LAN-to.LANH connecltion

Mate: Enter a wildcard mask, which is the veverse of 3 submet mas|
wildeard mask has 15 in bit positions to ignore, Oz m kit positions L
For exasngale, 10,101 .0/000.0255 = all 10101 s addtesees.

Remate Metwork: [f s LAH-to-LAN HAT rule is used, this is the Remote Hetwork address

IP Address |

Network List | Use IP AddreseMWildcard-mack below |

Specifiy the remote nietwrork sddress B2t od the [P address and wilde
for this LAN-t0-LAN commection

Miote: Enter a wildcard mask, which is the reverse of a suhmet
wildeard mask has | £ in bit positions to ignore, 0z m bit positions L

Abilitare RIP per passare le route apprese dal tunnel al router VPN 3640

Attenersi alla procedura descritta in precedenza in questo documento per i concentratori VPN

3060a.




Abilitare OSPF per passare le route apprese dalla backbone al concentratore VPN 3030b

Selezionare Configuration > System > IP Routing > OSPF e immettere I'ID del router.

o Confgare sysem-wide parametecs for CSFF (Dpen Shectest Path Finst) IF recting poobocal

Enshled = Cherk to enakle CEFE.

| mml!!iﬂﬁ&?ﬁl F‘dﬂ"ﬂﬂn‘.ﬂwm

Check to audicobe that ths & an Auteaomes Sysiess bowsdery sonsr.

rtr-3640#show ip ospf neighbor

Nei ghbor 1D Pri State Dead Tine  Address Interface

192.168.4.2 1 FULL/ DR 00: 00: 39 192.168.4.2 Et hernet 0/ 1

! --- For troubleshooting purposes, 1t helps to make the router ID the !--- IP address of the
private interface. 192.168.2.1 1 FULL/BDR 00:00:36 192.168.2.1 Ethernet0/0

L'ID area deve corrispondere all'lD sul cavo. Poiché I'area in questo esempio € 0, & rappresentata
da 0.0.0.0. Selezionare inoltre la casella Abilita OSPF e fare clic su Applica.



OSEF Paorasoebers
| Valua Dhascaigtlon

Check to enable EFF on this intarface.

Ener b CVFFF Area ID for this ntecface. The format is the same a5 an IF sddoess.
Enter fh QFPF Pricaity Bor fhis mbeclace.

Enter i QFPF Mot Fr this niechce.

Enter fhe QOFFEF Ratranimt Inbaraad for Hus inbarfaca.

Enter the DOFFEF Helle: Inkaranl for this inbarfacs.

Enter fh QOFFF Dead Interval Bor this mbecface.

Enter e QFFE Transk Dalay Bor fhis miecle.

1 QFFF Pasrerord when S Fasnvend of M is malactad aboe,

Verificare che i timer OSPF corrispondano a quelli del router. Per verificare i timer dei router,
usare il comando show ip ospf interface <nome interfaccia> .

rtr-3640#show ip ospf interface ethernet 0/0
Et hernet0/0 is up, line protocol is up
Internet Address 192.168.2.2/24, Area 0O
Process ID 1, Router ID 192.168.4.1, Network Type BROADCAST, Cost: 10
Transmit Delay is 1 sec, State DR, Priority 1
Desi gnated Router (ID) 192.168.4.1, Interface address 192.168.2.2
Backup Designated router (1D 192.168.2.1, Interface address 192.168.2.1
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hel 1l o due in 00:00: 05
Index 1/1, flood queue length O
Next 0x0(0)/0x0(0)
Last flood scan length is 1, maximumis 2
Last flood scan tinme is O nmsec, maximumis 0 nsec
Nei ghbor Count is 1, Adjacent neighbor count is 1
Adj acent with nei ghbor 192.168.2.1 (Backup Desi gnated Router)
Suppress hello for 0 nei ghbor(s)

Per ulteriori informazioni su OSPF, fare riferimento alla RFC 1247 .

Verifica

Le informazioni contenute in questa sezione permettono di verificare che la configurazione
funzioni correttamente.


http://www.ietf.org/rfc/rfc1247.txt

Alcuni comandi show sono supportati dallo strumento Output Interpreter (solo utenti registrati); lo
strumento permette di visualizzare un'analisi dell'output del comando show.

Questo output del comando mostra tabelle di routing precise.

rtr-3620#show ip route
Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BGP
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area

Gateway of last resort is not set

172.18.0.0/24 is subnetted, 1 subnets

R 172.18.124.0 [120/1] via 192.168.3.1, 00:00:11, Ethernetl/0

C 192.168.4.0/24 is directly connected, Ethernetl/1

!-—— The 192.168.1.x network is learned from the !--- VPN 3060a Concentrator. R
192.168.1.0/24 [120/2] via 192.168.3.1, 00:00:11, Ethernetl/0

I-—— The 192.168.3.x network traverses the 192.168.4.x network !--- to get to the 192.168.2.x

network. O 192.168.2.0/24 [130/20] via 192.168.4.1, 00:01:07, Ethernetl/1l
C 192.168.3.0/24 is directly connected, Ethernetl/0

rtr-3640#show ip route
Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BGP
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area

Gateway of last resort is not set

172.18.0.0/24 is subnetted, 1 subnets

R 172.18.124.0 [120/1] via 192.168.2.1, 00:00:23, Ethernet0/0
C 192.168.4.0/24 is directly connected, EthernetO/1
!--- The 192.168.1.x network is learned from the !--- VPN 3030b Concentrator. R

192.168.1.0/24 [120/2] via 192.168.2.1, 00:00:23, Ethernet0/0

C 192.168.2.0/24 is directly connected, Ethernet0/0

l-—-- The 192.168.2.x network traverses the 192.168.4.x network !--- to get to the 192.168.3.x
network. !--- This is an example of perfect symmetrical routing. O 192.168.3.0/24 [130/20]
via 192.168.4.2, 00:00:58, Ethernet0/1

Questa ¢ la tabella di routing di VPN 3080 Concentrator in circostanze normali.
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Le reti 192.168.2.x e 192.168.3.x vengono entrambe imparate tramite i tunnel VPN,
rispettivamente 172.18.124.132 e 172.18.124.131. La rete 192.168.4.x viene appresa tramite il
tunnel 172.18.124.132 perché gli annunci OSPF del router vengono inseriti nella tabella di routing
del concentratore VPN 3030b. Quindi, la tabella di routing annuncia la rete ai peer VPN remoti.

Questa ¢ la tabella di routing di VPN 3030b Concentrator in circostanze normali.
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Il riquadro rosso indica che la rete 192.168.1.x viene appresa dal tunnel VPN. La scatola blu
evidenzia che le reti 192.168.3.x e 192.168.4.x vengono apprese tramite il processo OSPF
principale.

Questa ¢ la tabella di routing di VPN 3060a Concentrator in circostanze normali.
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La rete 192.168.1.x & l'unica rete qui e pud essere raggiunta tramite il tunnel VPN. Non esiste una
rete 192.168.2.0 poiché nessun processo (ad esempio RIP) passa lungo tale percorso. Non si
perde nulla finché i PC sulla rete 192.168.3.x non puntano il gateway predefinito al VPN
Concentrator. Se lo si desidera, € sempre possibile aggiungere una route statica. Tuttavia, per
questo esempio, il VPN Concentrator stesso non deve raggiungere la rete 192.168.2.0.

Risoluzione dei problemi

Errore simulato

Si tratta di un errore simulato nella configurazione. Se si rimuove il filtro dall'interfaccia pubblica, il
tunnel VPN viene eliminato. In questo modo, cade anche il percorso per la 192.168.1.0 appresa
attraverso il tunnel. Il processo RIP impiega circa tre minuti per eliminare la route. Pertanto, &
possibile che si verifichi un'interruzione di tre minuti fino a quando il ciclo di lavorazione non si
interrompe.
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Dopo la scadenza della route RIP, la nuova tabella di routing sui router sara simile alla seguente:

rtr-3620#show ip route

Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BGP
D- EIGRP, EX - EICRP external, O- OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS1S, L1 - 1S ISlevel-1, L2 - IS IS level-2, ia - IS-ISinter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downl oaded static route

Gateway of last resort is not set

172.18.0.0/24 is subnetted, 1 subnets

R 172.18.124.0 [120/1] via 192.168.3.1, 00:00:05, Ethernetl/0
C 192.168.4.0/24 is directly connected, Ethernetl/1
I-—— Now the 192.168.1.0 route is learned properly !--- through the OSPF backbone. O E2

192.168.1.0/24 [130/20] via 192.168.4.1, 00:00:05, Ethermetl/1
@] 192.168.2.0/ 24 [130/20] via 192.168.4.1, 19:55:48, Ethernetl/1
C 192.168.3.0/24 is directly connected, Ethernetl/0

Problemi che possono verificarsi

Se si dimentica di aggiungere la modifica della distanza di amministrazione a 130, & possibile che
venga visualizzato questo output. Notare che entrambi i tunnel VPN sono attivi.

VPN 3080 Concentrator




Nota: si tratta della versione dell'interfaccia utente non grafica (GUI) della tabella di routing.

Monitor -> 1

Routi ng Tabl e

Nunber of Routes: 6

| P Address Mask Next Hop Intf Protocol Age Metric
0.0.0.0 0.0.0.0 172.18.124.1 2 Defaul t 0 1
172.18.124.0 255.255.255.0 0.0.0.0 2 Local 0 1
192.168.1.0 255.255.255.0 0.0.0.0 1 Local 0 1
192.168.2.0 255. 255. 255.0 172.18.124. 132 2 RP 10 2
192.168.3.0 255. 255. 255. 0 172.18.124. 131 2 RP 2 2
192.168.4.0 255. 255. 255. 0 172.18.124. 132 2 RP 10 9

Per raggiungere la rete 192.168.3.0, il percorso deve passare attraverso 172.18.124.131. Tuttavia,
la tabella di routing su RTR-3620 mostra:

rtr-3620#show ip route

Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BG
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1S1S L1 - 1S I1Slevel-1, L2 - IS ISlevel-2, ia- IS ISinter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downl oaded static route

Gateway of |last resort is not set

172.18.0.0/24 is subnetted, 1 subnets
O E2 172.18.124.0 [110/20] via 192.168.4.1, 00:03:16, Ethernetl/1
C 192.168.4.0/24 is directly connected, Ethernetl/1
!--- This is an example of asymmetric routing. O E2 192.168.1.0/24 [110/20] via 192.168.4.1,
00:03:16, Ethernetl/1l
@) 192.168. 2.0/ 24 [110/20] via 192.168.4.1, 00:03:16, Ethernetl/1
C 192.168.3.0/24 is directly connected, Ethernetl/0
Per tornare alla rete 192.168.1.0, il percorso deve passare attraverso la rete 192.168.4.x della

backbone.

Il traffico continua a funzionare perché il rilevamento automatico genera le informazioni corrette
sulle associazioni di sicurezza (SA) sul concentratore VPN 3030b. Ad esempio:

Routing -> 1

Routi ng Tabl e

Nurmber of Routes: 6

| P Addr ess Mask Next Hop Intf Protocol Age Metric
0.0.0.0 0.0.0.0 172.18.124.1 2 Defaul t 0 1
172.18.124.0 255.255.255.0 0.0.0.0 2 Local 0 1
192.168.1.0 255.255.255.0 0.0.0.0 1 Local 0 1
192.168.2.0 255.255.255.0 172.18. 124. 132 2 RP 28 2



192.168.3.0 255.255.255.0 172.18.124. 131 2 RP 20 2
255. 255. 255. 0 172.18.124.132 2 RP
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Anche se la tabella di routing indica che il peer deve essere 172.18.124.131, I'SA (flusso del
traffico) effettivo viene trasmesso dal concentratore VPN 3030b al numero 172.18.124.132. La
tabella SA ha la precedenza sulla tabella di routing. Solo un esame approfondito della tabella dei
percorsi e della tabella SA sul concentratore VPN 3060a indica che il traffico non scorre nella
direzione corretta.

Informazioni correlate

. Cisco VPN serie 3000 Concentrator Support Page
- Pagina di supporto per IPSec
- Supporto tecnico — Cisco Systems
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