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Introduzione

In questo documento viene descritto come eseguire il provisioning del modulo di sicurezza per il
roaming Umbrella per client sicuri utilizzando MS Intune.

Prerequisiti

* Accesso a Umbrella Dashboard

» Accesso al portale di MS Intune

Profilo Secure Client Umbrella Moduleorginfo.json

Pacchetto pre-distribuzione client sicuro per la versione richiesta
Strumento di preparazione contenuto di Microsoft Win32

In questa guida viene utilizzato il metodo app Windows (Win32). Convertire entrambi i filecisco-secure-
client-win-5.0.05040-core-vpn-predepl oy-k9.msi €ci sco-secure-client-win-5.0.05040-umbrel | a-predepl oy-k9.msi in formato.intunewin.


https://github.com/Microsoft/Microsoft-Win32-Content-Prep-Tool

Attenzione: |l pilota automatico di Windows non € compatibile con questo processo.
Assegnare le applicazioni VPN e Umbrella utilizzando i gruppi o i dispositivi Intune
standard.

Converti file MSI Secure Client in formato .intunewin

1. Accedere a Umbrella Dashboard e scaricare il profilo del modulo Umbrella Secure Client
orginfojsonda Distribuzioni > Client mobili > Download > Scarica profilo modulo.
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Download Cisco Secure Client

Cisco Secure Client (Recommended)

Step 1. Download the latest version of Clsco Securs Client

Pre-Deployment Package

Headend Deployment Package:
A | mecos

rlier versions of Cisco Secure Clhient can be downlodaded 31 Software

Moduls Profie

20109693592980

. Dopo aver estratto il pacchetto di pre-distribuzione Secure Client, posizionare il profilo

Umbrellaorginfo.jsonnella\cisco-secure-client-win-5.0.05040-predepl oy-k9\Profilesumbrelladirectory.
| = | umbrella

Home Share WView

« v 4 #» ThisPC » Desktop aIciscu:u—secure—cIient—win—S.D.DSOdJD—predepluy—kﬂ » Profiles » umbrella I
Mame Date modified Type Size
» g Quick access
I D Orglnfa.json I 5/16/2023 1:05PM  JSOM File 1KB
» O ThisPC
20109945693716

. Scaricare |o strumento Microsoft Win32 Content Prep.
. Creare una cartella e aggiungere I'applicazione IntuneWinAppUtils. Creare inoltre cartelle di

input e output nel computer.

« « 4 Bl s ThisPC » Desktop »
Mame Date modified Type Size

> #F Quick access

Intune_input 10/17/2023 10:27 ... File folder
> O This PC Intune_output 10/17/2023 10:43 ... File folder

i i 0/17/202310:11 .. Applicati MK

X [_}'Netl.-\rork [ IntuneWinAppUtil 10417, 10:11 Application 4 KB
20115546066964

. Nella cartellaintune_inputaggiungere i file MSI VPN Core e Umbrella per client sicuri. Inoltre,

copiare la cartella Profili e le relative sottocartelle (incluso il profilo Umbrella aggiunto al
Passaggio 2).


https://github.com/Microsoft/Microsoft-Win32-Content-Prep-Tool

|+ = | Intune_input
Home Share WView

&« v » ThisPC » Desktop > v O
Mame Date modified Type Size
7+ Quick access
Profiles File folder
[ This PC ﬁl cisco-secure-client-win-53.0.05040-core-vpn-predeploy-k3 Windows Installer ...
=¥ Network ﬁl cisco-secure-client-win-3.0.05040-umbrella-predeploy-k9 Windows Installer ...
20110243105684

6. Aprire I'applicazione IntuneWinAppUltil.exe elintune inputspecificare la cartella di origine, Secure
Client Core VPN MSI come file di installazione di origineintune_outpute la cartella di output. In
questo modo viene generato il file VPN.intunewinSecure Client Core.

» Confermare la creazione del file.intunewinVPN Secure Client Corelintune outputnella cartella.

| s
“ Home Share View 9
« = ~ 4 [l > ThisPC » Desktop w &  Search Desktop 2

MName
3 Quick access
Intune_input

= This PC Intune_cutput
¥ Network (] IntuneWinAppUtil B
B CAUsers\AdministratorDesktop\IntuneWinAppUtil. exe O X
L3
re-vpn-predeploy-k9.msi
20110510904980

| 1 + | Intune_output

Home Share Wiew
“— v » ThisPC » Desktop »f Intune_output

Name Date modified Type
3 Quick access
|| cisco-secure-client-win-3.0.03040- core-vpn-predeploy-kd.intunewin 10/17/2023 10637 ... INTUMEWIN File
= This PC
¥ Network
20110579164820

7. Ripetere il passaggio 6 per il file MSI Secure Client Umbrella Module. Il profilo Umbrella
incorporato crea il.intunewinUmbrellafile Secure Client.



m B o
“ Home Share WView
& = ~ 4 s ThisPC 5 Desktop v O

Name Date modified Type Size
7+ Quick access

Intune_input File folder
[ This PC Intune_cutput File folder
&b Netwark [5] IntuneWinAppUtil Application 34 KB
B ChUsers\AdrministratorDesktophntuneWinAppUtil.exe
5.8.85048-umbrella-predeploy-k9.msi
20110729750676

» Confermare la creazione del.intunewinUmbrellafile Secure Client nellaintune outputcartella.

v = | Intune_output

“ Home Share View
“— v P » This PC » Desktop :f Intune_output

)
Mame Date modified Type
7 Quick access
| cisco-secure-client-win-5.0.05040- core-vpn-predeploy-k9.intunewin 10/17/2023 10:37 ... INTUMEWIN File
[ This PC ] cisco-secure-client-win-5.0.05040-umbrella- predeploy-k3.intunewin 10/17/2023 10:43 ...  INTUMEWIN File
¥ Metwork
20110832832020

Caricamento e configurazione di intunewin VPN Secure Client
Core nel portale di Intune

1. Accedere al portale di MS Intune in Home > App > Windows. Per Seleziona tipo di app,
scegliereApplicazione Windows (Win32)e fare clic su Seleziona.



Microsoft Intune admin center

A Home

ED pashioard

E= Al services Search
L Devices

W Endpoint seeutiey
G2 peports

& users

& Groups

B Windows apps

£} Tenant adminsteation

X Troubleshocting + suppart

20112513277204

| Windows apps

': ) mefresh 7 Filter L Bpont 52 Columns

Filters apphect Platonmn,

o applications found

Select app type X

ate apy

s | v

Windows app (Win32)

Status

Add a custom o in-house Win32-based app. Upload the app's installation fike in intunewin
format.

2. Fare clic su Seleziona file pacchetto app, caricare il file.intunewinVPN Secure Client Core e fare
clic su OK.

Microsoft Intune admin center

A Home

B pashboard
= Allservices
CJ Devices O Appinformation
8 apps

L Endpaint security

Sadect file

5 Reponts

& Users

£ Groups

£} Terant adeinistration

A Troubleshooting + support

20112597413396

App package file X

App package e *
[Foco-secure-chient-win-5.005040-core-vpr-predephay-Kantursswin- B

Name: Cisco Secure Chent - AryConmect VPN
Platform: Windeows

App version: 5005040

Sipe: 2217 MiB

MAM Erabled: Mo

3. Specificare le informazioni richieste, ad esempioEditore e Categoria, quindi fare clic su
Avanti.

Micresoft Intune admin center

Cisce Secure Chint - AnyConnest VPm

Cisog Secure Chant - AnyConnect VN

e Add App
El] pashboard Windows app [Wrd2
= all ervioes
CH Devces 0 App infarmation
a Aepd Select file *
W trsesint weurty
= Ham *
5 Reports
& Users Description *
2 Groups
E3 Terant sdmisistention
X Treubleshosting + sepport
I Publisher ¢
App Version (3

20112682982036



4. Immettere i parametri del comando di installazione. Utilizzare I'impostazione predefinita o
fare riferimento al manuale Secure Client Admin Guide per i parametri supportati. Ad
esempio, per utilizzare la modalita passiva e disabilitare il modulo VPN (in modo che solo il
modulo Umbrella venga visualizzato nell'interfaccia utente) e accederevpninstall.loga:

* msiexec /i "cisco-secure-client-win-5.0.05040-core-vpn-predeploy-k9.msi" /passive PRE_DEPLOY_DISABLE_VPN=1 /lvx*
vpninstall.log
» Specificare il comportamento di riavvio del dispositivo, quindi fare clic su Avanti

Microsaft Intune admin centes 8 0 868 @ &

& Home

ED pashboard
= Al services
Ll Devices

B npps

W Endpaint security
kamsi pas. ||

[ roports

Ak Users
&2 Groups
£ Tenant sdministration

A Troubleshooting + support

App install may force a device restart ~ I

Return code Code type
Success v | @
0 ceess v |
301 #t reboot
641 Hard reby v

20112813814036

5. Specificare I'architettura del sistema operativo e la versione minima del sistema operativo
per i dispositivi che richiedono la VPN Secure Client Core. E inoltre possibile definire
requisiti aggiuntivi.

Microsoft Imtune admin center

L Add App

ELl Dashboard Windows app Wind,

= Al services

LN pevices @ App information (/] Program [ ] Requirements
B npos

W Endpoint security

v
G reports

v
s Ulsers
B Groups

& Tenant administration

A Troubleshooting + support

Type Path/Saript

No requirements are spexified

i

20112918066836



6. Facoltativamente, configurare le regole di rilevamento per verificare se la VPN Secure Client
Core € presente. In questo esempio, impostare il tipo di regola.msidi rilevamento come
qualsiasi versione VPN Secure Client Core.

Microsaft Intune admin center

ﬁ Home Add App
Ed! frashboard Windaws app Winl2
ate 3 rule 1hat indicates the presence of the app.
= All services
CH Davices ion @ frogam @ Requirements @ Detection rules |*-!r type |

e Configune app spesific rues used 1o detect the presence I MS! product code * CREASE21F2} I
W cncpoint security - £ 2
Rudes fanmat = | Marnually configure detection rubes b
L Raports M| product version check
&b Users Type PathfCode
&3 Groups I-"'-'i' {4C500292-8BC1-4164-3368-15D2EASBZ1F2) l

Z¥ Terant sdministration I + Add |

. Troubleshooting + support

20113069368724

Microsoft Intune admin center

% Home > Apps | Windows > Windows | Windows apps
&4 Dashboard Windows app (Wind
I= AN services
CH oevices @ sppinformation @ Progam @ Reguirements @ Detectionrules @) Dependencies
B agps
W Ercpont seeurity
Gl maports

& users

£ Groups Name Automatically Install

£ Tenant administration o results.

A Troubleshooting + suppart

e

20113130954388

8. Facoltativamente, configurare Sostituzione per aggiornare o sostituire un'applicazione
esistente. Si applica solo alle app Win32. Per ulteriori informazioni, consultare la
documentazione di MS Intune. In questo esempio, non specificare alcuna applicazione da
sostituire e fare clic su Avanti.



https://learn.microsoft.com/en-us/mem/intune/apps/apps-win32-supersedence

soft Intune admin center

% Hom

A Home A dApp .

El pashboard ¢
i= Al services
J Deviees App informatien @ Pregam requrements @ Detectionrules @ Dependensies @ Supersedence
53 Apps Wihen you supersede an apph you can specify which apps will be directly updated of replaced. To update an app, dissbie

_ the uninstall p 5 Verss eplace an app. enable the wninstall prey version option. There is 3 maximum of 10
W, encpaint security updated or replaced apps, ing references te other apps sutside of this v apps. The total size of the
@ Reports supersedence app graph is to the maximum of 10 plus the parent app (1
& users . .

Apps that this app will supersede
i Groups
K Tarant admiistration Mame Publisher Wersion Uninstall previous version
No results

# Troubleshosting + support

20113224899220

9. Specificare le assegnazioni per gruppi o dispositivi che richiedono l'installazione di Secure
Client VPN Core. Fare clic su Assegnazione successiva.

Microsoft Intune admin center

i Home Add App

Ell Dashboard

= Al senvices
[l Devices (] App information [] Program & requirements & Detection nules @ Dependencies @ supersedence [ ] Assignments
Bl apps
W erdpoint security (i B 2 app deploped using intun, aticaly removed from the device when the device it retired. The app 3nd the dita A containg will remain on the device. M the app is ot remeved prior 1o retiring the device, the end user wil
need to take explicit action on the devic app.
153 Reports
..
e Required
8 Groups
Group modse Group Filter made Filter deadl Restart grace period Delivery optimizatic...
) Tenant admiristration o Content dowrdoad in
: (&) Induded ntune Group Nome MNone A5 500N 25 possible &5 soon a5 possible Disabled o
&\ Troubleshocting + support backaroun
A roup Add + Add all dewvic

Available for enrolled devices

Group mode Group Filter mode Filter End user natifications  Availability Restart grace pericd  Delivery optimizatic...

No asssgrments

Uninstall

Frens

20114450720404

10. Esaminare la configurazione e fare clic su Crea.



Microsoft Intune admin center

Ll Add App
il Dashbeard Winehows s (Wi
All servtes

LN pevices

B2 Apps

20113349733652

Dopo la creazione, tornare al portale MS Intune in Home > App > Windows per visualizzare
la nuova app AnyConnect Core VPN Win32 creata.

Microsoft Intune admin center

11.

Assigned

Status Version

Int secunty
VPN Windows 3pp (Win32) 5.0.05040

&k Users
&b Groups
£ Tenant administration

2 Troubleshooting « support

20113372533652

Caricamento e configurazione del modulo Secure Client Umbrella
intunewin nel portale Intune

1. Ripetere la procedura per il modulo Secure Client Umbrella. Nel portale di MS Intune,
andare a Home > Apps > Windows. Per Seleziona tipo di app, scegliereApplicazione

Windows (Win32)e fare clic su Seleziona.



Microsoft Intune admin center

i Home if Windows | Windows apps
Ell Dashboard .
I= Al servaces

Ll Devices

W Endpoint security

Bl windows apps

Name 1.
2 Reports
= i ecare t - AnyConnect VPN
ah Users
& Groups

&} Tenant sdmirsstration

K Teeubleshesting + suppert

20113516023828

Status

Select app type

App type

[ windows app winsz,

Windows app (Win32)

A4 3 eustom of in-houss Win2-bated app. Uplaad the app's installation file im intunenin

2. Fare clic su Seleziona file pacchetto app, caricare il.intunewinUmbrellafile Secure Client e fare

clic su OK.

Microsoft Intune admin center

L Hom Apps | Windows dows
A Hom Add App

Ell pashboard Windsw app (Wind2)

I= Al senaces

Ll Devices 0 App information

W endpoint sexurity

Solect filo *

G2 peports

& users

£ Groups

£ Terant sdministration

X Troubleshooting + suppen

20113626878740

App package file ®

App package file *
*Cisto-secure-chent-win-5.0.05050-umbrella-preceploy-kintunewin~ E

Name: Cisco Secun
Platform: W
App version: 5.0
Size: 2217 Wit

MAM Enabled: Mo

0

3. Specificare le informazioni richieste, ad esempioEditore e Categoria, quindi fare clic su

Avanti.



Microsoft Intune admin center i I'?

Home > Apps | Windows » Windows | Windows apps
Home

f Add App

Ell Dashboard Windows app [Win3Z

= Al services

LI Devices 0 App information

B apps i cisco-secure-client-win-5.0,05040-umbrella-predeploy-keintunewin
select file sisco-secure-client-win-5.0,05040-umi| -predeploy-kSintunewin

._. Endpoint security

1 Name = Cisco Secure Client - Umbrella

|"' Reparts

:. Users Description = Cisco Secure Client - Umbrella

& Groups

&3 Tenant administration

7~ Troubleshooting + support
I Publisher * | Cisco ]
App Version 5.0.05040
I Categery C | Other apps v I

5 a5 a featured app in the Yes m

y Portal

Information URL () enter a valid url

Privacy URL © Enter a valid url

20113677228180

4. Immettere i parametri del comando di installazione. Utilizzare I'impostazione predefinita o
fare riferimento al manuale Secure Client Admin Guide per i parametri supportati. Ad
esempio, per utilizzare la modalita passiva e accedere aumbrellainstall.log:

* msiexec /i "cisco-secure-client-win-5.0.05040-umbrella-predeploy-k9.msi" /passive /lvx* umbrellainstall.log
+ Specificare il comportamento di riavvio del dispositivo, quindi fare clic su Avanti.

Microsoft Intune admin center o

A Home

Eil pashboard
= Al sendices
Ll Cavices

W

@ Endpcint secuity

G reports

& users

B ceoups

£ Tenant administration

A Troubleshooting + suppon

Return cod Code type
20113856190740

5. Specificare I'architettura del sistema operativo e la versione minima del sistema operativo
per i dispositivi che richiedono Secure Client Umbrella Module. E inoltre possibile definire
requisiti aggiuntivi.



Microsaft Intune admin center

A Home Add APP

Eil pashboard Windows app (Wini2

I= Al services

Sl Devices @ rppinformation @ Program @ Requirements
I Spexify the requirements that devices must meet before the app is installed:

@ endpoint security

G reponts

= Windows 10 1607 ™ |
aa Users

£ Groups
& Tenant administration

K Troubleshooting + support

Typt Path/Sript

20113968568980

. Facoltativamente, configurare le regole di rilevamento per verificare se il modulo ombrello
client sicuro € presente. In questo esempio, impostare il tipo di regola di rilevamento.mscome
qualsiasi versione di Secure Client Umbrella Module.

Microsoft Intune admin center

_.
# Hoe Add App
EL Dashboard Windows app (W

Create a rube that indicates the presence of the app.
IS A seraces
Ol Devices @ appinformation @ Program I k.
Bl npps i
i PP e sed 1o det —

T I prochuct cod [S4ESFDT1-508 An 2 1

B ) Rules format * Manially configure detection rules »
= Reports MSI prochuct version check ves (I
& usens Ty PathiCode
2 Groups | ] [S4E4FD71-50E0-48F4- AAS3-6TEC 3879 TIDA] I

£3 Tenart sdmiristration D

A Troubleshosting * support

20114138920724

. Nella sezione Dipendenze specificare il modulo VPN Secure Client Core e impostare
Automatically Install su Yes. Se la VPN Secure Client Core non ¢ installata, Intune la installa
prima di Secure Client Umbrella Module. Fare clic su Avanti.



Microsaft Intune admin center

Add dependency

A rome Add App
— [ search by name, publisher ]
= Al sanvices
LJ oevices @ appinformation & Program @ Requiements @ Detectionnutes @
— = Mame Publisher Dependency Count
[ apps
- | |
& reports n of 100
& Users
&R Groups MName Automatically Install
£} Teriant admiristration | cisco secure chent - Amconnect von =« |
A Troubleshaoting + support P
%o apps selected
]

. Facoltativamente, configurare Sostituzione per aggiornare o sostituire un'applicazione
esistente. Si applica solo alle app Win32. Per ulteriori informazioni, consultare la
documentazione di MS Intune. In questo esempio, non specificare alcuna applicazione da

sostituire e fare clic su Avanti.

Microsaft Intune admin center

A Home

ED pashboard
= Al services
L3 pevices
il apps

@ Endpoint secusity

[ neports

A Users

Apps that this app will supersede

& Groups
£ Tenant adeministration Name Publisher Version Uninstall provious version

X Treubleshecting « suppont reshts

Bt

20114285889044

. Specificare le assegnazioni per i gruppi o gli utenti che richiedono il modulo Secure Client
Umbrella. In questo esempio, assegnare a un gruppo di dispositivi denominato "Gruppo
Intune". E inoltre possibile impostare parametri aggiuntivi. Fare clic su Avanti.


https://learn.microsoft.com/en-us/mem/intune/apps/apps-win32-supersedence

10.

11.

Microsoft Intune admin center

1 Home Add App

EL pashboard

= Al senices
Ll Devices O sppinformation @ Program @ Requirement: @ Detectionnues @ Dependencies @ Supersedence @ Assignments
B apps
W erdpoint security 0 Any Wind2 app depioyed using Inture tamatically remaved from the device when the device is retired. The app and the data it containg will remain on the device. B the app i not removed prior to retiring th device, the end user wil
reted o take explicit action on the he app.

53 Reports
' N
P Required
& Groups

Group mode Group Filter made Filter End user deadl Restart grace pericd  Delivery optimizatio...
¥ Tenant administration = T e

; (&) Induded niune Group Nene Mone i A5 500n 25 possible A5 soon a5 pessible Disabled il s
X Troubleshecting + support notifications backaround
Add all users (3 + Add all devie

Available for enrolled devices

Group mode Group Filter mode Filter End user natifications  Availability Restart grace pericd  Delivery optimizatic...

No asssgnments

Uninstall

ks

20114450720404

Esaminare la configurazione e fare clic su Crea.

Microsoft Intune admin center

B e Add App

EL pashboard

All services
Ll Devices @ appintormation @ Frogam @ Requrements @ Detectioniubes @ Dependencies @ Supersedence @ Assignments Q) Review + create
&8 Apps Sumeary

W Endpoint security
App information
3 Reposts
& Users
£ Groups
&3 Terant administration

A Troubleshooting + support

Program

20114540608916

Dopo la creazione, tornare al portale di MS Intune in Home > App > Windows per verificare
che I'app Win32 Secure Client Umbrella Module sia stata creata e assegnata. Attendere la
distribuzione ai dispositivi 0 agli utenti selezionati.



Microsoft Intune admin center

Ell pashboard

Home > Apps | Windaw
e El Windows apps

= all sevices add () Refresh 7 Fiter 4 Export Columns

CRDeEH B Windows apps Filters applied: Platform, App type

W, endpeint security
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G reponts . -
Cisco Secure Client - AryConnedt VPN Windows app Win32) 5.0.05040 No
.
Users
— I:-..x Secure Client - Umbrella Windows app (Win3Z] 50.05040 Vs I
B Groups

& Tenant administration

A Troubleshooting + support

20114630676244

Verifica

1. Esaminare le installazioni riuscite selezionando Home > Apps > All Appliance e facendo clic
su Cisco Secure Client - Umbrella.

Microsoft intune admin center

Bibew 0] Cisco Secure Client - Umbrella
Eil pashboasd Chent Apps
= Al services Search [ Dalate
L pevices © overinw
-~ -
m apps Essentials
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W Endpeant security
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1
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0
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Microsoft Intune admin center

Lt B Cisco Secure Client - Umbrella | Device install status
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2. Sul PC di destinazione, verificare che siano installati sia il modulo Secure Client Core VPN
che il modulo Umbrella, con solo l'interfaccia utente del modulo Umbrella visibile.
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Informazioni su questa traduzione

Cisco ha tradotto questo documento utilizzando una combinazione di tecnologie automatiche
e umane per offrire ai nostri utenti in tutto il mondo contenuti di supporto nella propria lingua.
Si noti che anche la migliore traduzione automatica non sara mai accurata come quella fornita
da un traduttore professionista. Cisco Systems, Inc. non si assume alcuna responsabilita per
I&rsquo;accuratezza di queste traduzioni e consiglia di consultare sempre il documento
originale in inglese (disponibile al link fornito).



