Configurazione di Secure Firewall Threat
Defense per l'invio di eventi di intrusione a un
server Syslog tramite FDM

Sommario

Problema

L'obiettivo € configurare Secure Firewall Threat Defense (FTD) per inviare eventi Intrusion a un
server syslog tramite Cisco Secure Firewall Device Manager (FDM).

Ambiente

FTD versione 7.7.10, gestito da FDM. Questa procedura € valida anche per altre versioni.

Risoluzione

Utilizzare la procedura descritta di seguito per configurare I'FTD per l'invio di eventi Intrusion a un
server syslog tramite FDM.

Passaggio 1. Nell'interfaccia utente di FDM, passare alla scheda Criteri.
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Passaggio 2. Fare clic sulla scheda Intrusione.
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Passaggio 3. Fare clic sul pulsante Impostazioni.
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Balanced Security and Connectivity

2 Connactivity Over Security

& Security Over Connectivity

Automatically-created custom palicy equivalent 1o 'Balanced Security and Connectivity - Ciseo Talos'. This policy
attempts to strike the delcate balance batween network connecthvity and throughgut and the needs of security, While
nat 48 Shict 43 Seeuity Over Connectivity, this policy SHEMPLS 1 kesp uSers securs whild béwng 1858 obtiushe about
normal traffic,

Automatically-created custom policy equivalant to 'Connactivity Over Security - Cisco Talos'. This policy places an
ermphasis on network connectivity and throughpat, st ths possible axpense of sacurity. Traffic is inspected less deaply,
and less rules ane evaluated.

Automatically-created custom policy souivalent to Maximum Datection - Cisco Talos”. This policy plsces all smphasis
on sacurity. Network connectivity and throughput is not guaranteed and false positives are likely. This policy should only
be usad for high security aneas and security monitors must be prepared o investigate alerts to determing thisir validity.

Automatically-created custom policy eguivalent to ‘Sacurity Over Connectivity = Cisco Talos®. This policy places an
emphasia on security, i the possible expense of Metwork connectivity and thioeghput. Trathc is inspected mode
doeply, mane rules ane evaluated, and both false positives and increased katency are expected but within reascn.
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Passaggio 4. Nella sezione Invio di eventi intrusione ai server Syslog, fare clic sul pulsante piu (+).




Intrusion Policy Settings

Send intrusion events to syslog servers:

+ |e Click Here

DEFAULT NETWORK ANALYSIS POLICY

Select the Network Analysis Policy to be used in conjunction with all intrusion
policies and allowed/trusted connections. You can apply a single NAP only, so
ensure its settings are adequate for all the types of traffic handled by this device.

@ Auto

Automatically select the NAP that matches the most-used intrusion policy (or
base policy for custom rules) applied in access control rules. If you do not apply
any intrusion policies, the Balanced Security and Connectivity NAP is used. The
NAP is run in Prevention mode. Learn More (2

Custom

Explicitly select the NAP that should be used. You can then select the
inspection mode, and customize inspector and binder settings, as required.
Learn More [2

Passaggio 5. Selezionare I'oggetto server syslog, quindi fare clic su OK.



Intrusion Policy Settings

Send intrusion events to syslog servers:

Y Filter

&
Q@ § 1111 (i ] » 'Ction with all intrusion

y a single NAP only, so

CANCEL “ ‘ic handled by this device.
@ Auto

Automatically select the NAP that matches the most-used intrusion policy (or
base policy for custom rules) applied in access control rules. If you do not apply
any intrusion policies, the Balanced Security and Connectivity NAP is used. The
NAP is run in Prevention mode. Learn More (2

Custom

Explicitly select the NAP that should be used. You can then select the
inspection mode, and customize inspector and binder settings, as required.
Learn More (3

Balanced Security and Connectivity - Cisco Talos: Prevention (no overrides

Passaggio 6: Distribuire le modifiche alla configurazione nel firewall.

Causa



Per configurare gli eventi intrusione da inviare a un server syslog, selezionare il server syslog
nelle impostazioni dei criteri per le intrusioni.

Contenuto correlato

Guida alla configurazione di Cisco Secure Firewall Device Manager



https://www.cisco.com/c/en/us/td/docs/security/firepower/760/fdm/fptd-fdm-config-guide-760/fptd-fdm-system.html#id_88125

Informazioni su questa traduzione

Cisco ha tradotto questo documento utilizzando una combinazione di tecnologie automatiche
e umane per offrire ai nostri utenti in tutto il mondo contenuti di supporto nella propria lingua.
Si noti che anche la migliore traduzione automatica non sara mai accurata come quella fornita
da un traduttore professionista. Cisco Systems, Inc. non si assume alcuna responsabilita per
I&rsquo;accuratezza di queste traduzioni e consiglia di consultare sempre il documento
originale in inglese (disponibile al link fornito).



