Monitoraggio degli eventi tramite il Visualizzatore
eventi unificato sull'interfaccia utente di FMC
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Introduzione

In questo documento viene descritto I'utilizzo del Visualizzatore eventi unificato su un'interfaccia
utente grafica (GUI) in Firewall Management Center (FMC).

Prerequisiti

Requisiti
Cisco raccomanda la conoscenza dei seguenti argomenti:

» Accesso a FMC con privilegi di amministratore o analista della sicurezza
* FMC con versione uguale o superiore a v7.0

Componenti usati

Le informazioni fornite in questo documento si basano sulle seguenti versioni software e
hardware:

» Secure Firewall Management Center per VMware v7.2.5

Le informazioni discusse in questo documento fanno riferimento a dispositivi usati in uno specifico



ambiente di emulazione. Su tutti i dispositivi menzionati nel documento la configurazione € stata
ripristinata ai valori predefiniti. Se la rete € operativa, valutare attentamente eventuali
conseguenze derivanti dall'uso dei comandi.

Esplora

Passaggio 1. Accedere all'interfaccia utente di FMC.
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Secure Firewall
Management
Center

Passaggio 2. Passare alla scheda Analisi.
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Passaggio 3. Dal menu a discesa, fare clic su Unified Events (Eventi unificati).



Firewall Management Center

Oarviow { Dashboards { Dashbaard Overview Analysic Palicies Devices Objects Integration Deploy  Q & & @ adminv  cMel cpeypE
— —
Context Explorer Hosts Corrolation Reporting
Netwark Map Corralation Events
Summary Dashboard i s )
Prewicas & summary of activity on the appiance Hosts Allow List Events
Connections Indications of Compromise Allaw List Violations
Network X Threats Intrusion Events Status Events Applications Status our - ] n
_— Security-Related Events Application Details f
Servers Hdvanced
» Unique Applications over Time = Intrusions Host Attributes Custom Werkflows ]'m - %
n Events. Discovery Events Custom Tables * Total Bytes (KE)
12 ! | 1 | | Reviewed Events Vulnerabilities Geolocation | 281288
10 1 Third=Party Vulnerabilities URL
N7 I N4 I N s whois
& Malware Events Usars Contextual Cross=launch
4 File Events Indications of Compromise
2 Captured Files MActive Sessions Search
o - - - 4 Network File Trajectory Users
1410 1420 1430 14080 15:00 User Activiy
Last updated 2 minutes ago
> Traffic by Application Risk =X
Esempio di pagina evento unificato
Flrewalll:\:lanag?ment Center Overview Analysis Policies Devices Objects Integration Deploy Q @ % @ adminv db cecupe
—
Qs Select... ® Refresh
(2 Showing 10,000 events (6 10,000) of tens of thousands & W 2023-10-04 15:11:29 EDT — 2023-10-04 168:11:20 EDT 1h @ Go Live
ﬁ Time Event Type Action :?IL:‘:::T:: Part Device Source IP ﬁ?;:_:;::" ! ::Zr:l Rule '
¥ 2023-10-04 16:11:29 4 Connection O Allow 53 (domain) fud: GW 10.18.19.111 55046 / udp allow
¥ 2023-10-04 16;11:29 § 5 Connection @ Allow 53 (domain) fud; GW 10.18.19.105 44563 [ udp allow
» 2023-10-0416:11:29 & Connection © Mlow 443 (https) ftop - GW 10.18.19.166 53436 [ top allow
¥ 2023-10-04 16:11:29 4 Connection © Allow 443 (https) f tcp GW 10.18.19.166 53437 [ tcp allgw
»  2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud;  GW 10.18.19.105 57541 [ udp allow
¥  2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud:  GW 10.18.19.105 42318 [ udp allow
¥ 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) fud; GW 10.18.19.110 38758 / udp allow
¥ 2023-10-04 18:11:28 & Connaction @ Allow 53 (domain) fud; GW 10.18.19.110 53922 | udp allow
¥ 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) fud; GW 10.18.19.105 52776 [ udp allow
> 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) fudy  GW 10.18.19.32 39366 / udp allaw
¥ 2023-10-04 16:17:28 5 Connection @ Allow 53 (domain) fud;  GW 10.18.19.111 47616 [ udp allow
» | 2023-10-0416:11:28 & Connection © Allow 53 (domain) [ udy  GW 10.18.19.41 54037 / udp allow
> 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) f ud; GW 10.18.19.230 B0B02 | udp allow
» | 2023-10-04 16:11:28 45 Connection & Allow 53 (domain) fud: GW 10.18.19.230 59309 [ udp allow
» | 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud; GW 10.18.19.111 39941 / udp allow
> 2023-10-0416:11:28 5 Connection © Allow 443 (htps) ftcp  GW 10.18.19.230 34810 / tcp allow
¥ 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) fud; GW 10.18.19.156 52564 | udp allow
> 2023-10-04 16:11:27 4 Connection @ Allow 53 (domain) fud; GW 10.18.19.110 50552 [ udp allow

Eventi di revisione

Passaggio 1. Fare clic sull'icona >.



Firewall Management Center

UrilFi N Overview Analysis Policies Devices Objects Integration Deploy  Q, @ £+ @ admin¥ SECURE
—
Q= Select... b4 Refre:
@ Showing 10,000 events (G 10,000) of tens of thousands  + W% 2023-10-04 15:11:20 EDT — 2023-10-04 16:11:20 EDT b @ Go Live
ﬁ Time Event Type Action :?IL:‘:::T:: Portd Device Source IP f;;:::::" ! 2:::[: Rule '
2023-10-04 16:11:29 5 Connection © Allow 53 (domain) f ud;  GW 10.18.19.111 55046 [ udp allow
¥ 2023-10-04 16:11:29 ¢ 5 Connection & Allow 53 (domain) fud; GW 10.18,19.105 44563 [ udp allow
» | 2023-10-04 16;:11:29 4 Connection @ Allow 443 (https] / top GW 10.18.19.166 53436 | top allgw
»  2023-10-04 16:11:29 ‘5 Connection @ Allow 443 (https) ftop GW 10.18.19.166 53437 [ top allow
¥ 2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud;  GW 10.18.19.105 57541 [ udp allow
» | 2023=10-04 16:11:28 4 Connection @ Allow 53 (domain) fud;  GW 10.18.19.105 42318 [ udp allow
» | 2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud:  GW 10.18.19.110 38758 / udp allow
¥ 2023-10-04 18:11:28 & Connaction @ Allow 53 (domain) fud; GW 10.18.19.110 53922 | udp allow
»  2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud; GW 10.18.19.108 52776 [ udp allow
»  2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud; GW 10.18.19.32 38366 / udp allow
¥ 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud: GW 10.18.19.111 47616 [ udp allow
| 2023-10-0416:11:28 & Connection S Allow 53 (domain) f wdy  GW 10.18.19.41 54037 / udp allow
> 2023-10-0416:11:28 5 Connection S Allow 53 (domain) fud;  GW 10.18.19.230 60602 [ udp allow
¥ 2023-10-04 16:11:28 4 Connection © Allow 53 (domain) fud; GW 10.18.19.230 59309 [ udp allow
» | 2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud:  GW 101819111 39941 [ udp allow
¥ 2023-10-0416:11:28 5 Connection © Allow 443 (hps) f tcp GWY 10.18.19.230 34810 / tcp allow
»  2023-10-0416:11:28 & Connection © Allow 53 (domain) fud;  GW 10.18.19.156 52564 / udp allaw
¥ 2023-10-04 16:11:27 4 Connection & Allow 53 (domain) fud; GW 10.18.19.110 505852 [ udp allgw _m_
Passaggio 2. Vengono visualizzate informazioni dettagliate sull'evento.
f_lr?ml!_Tanagl_e::nent Center Overview Analysis Policies Devices Objects Integration Deplay O @ o @ admin» ';',',';‘," SECURE
—
Qr Select X || Refresh
@ Showing 10,000 events (5 10,000) of tens of thousands B 2023-10-04 15:11:29 EDT — 2023-10-04 16:11:20 EDT 1h @ Go Live
Wi e Event Type Action r:;::r:;::: Partl | oavice Source IP E}:::v:“ ! ?;:: s
w  2023-10-04 16:11:29 4 Connection © Allow 53 (domain) [ ut; GW 10.18.19.11 55046 | udp alloww
Evant Type: 4 Connection Business Relevance: Very High Ingress Virtual Router:  Glonal
Tirme: 2023-10-04 16:11:29 DNS Query: Cloud-53.0Mp.CiSco.com [Egress Virtual Router:  Glotal
Last Packet: 2023-10-04 16:11:39 DNS Response: Mo Ermor Initiator Packets: ©
Action: © Allow DNS Record Type: A Responder Packets: [
Source IP: 101819111 Intrusion Events: [ QoS-Drogpaed Initiator Packets: [
Source User: Mot Founct Files: 0 QoS-Dropped Responder Packets: [
Destination IP: 1018107 Access Control Polley: Initlator Bytes: 164
Ingress Security Zone: inscde Actess Control Rule: 20w Responder Bytes: (1
Egress Security Zone: ouiside Network Analysls Pollcy: Balanced Secuity and Connectivity QoS-Dropped Initlator Bytes: 0
Source Port | ICMP Type: 55046/ udp Prefilter Policy: allow QoS-Dropped Responder Bytes: 0
Destination Port [ ICMP Gode: 53 (coman) | uio QoS Polley: test Detectlon Type: Aspll
Client Application: DS Dornain: Global NAT Source IP: 1088 243 43
»  2023-10-04 16:11:29 S Connection @ Allow 83 {domain) [ ud; GW 10.18.19.105 44563 [ udp allgww
> 2023-10-04 16:11:29 5 Connection @ Allow 443 (https) ftep GW 10.18.19.166 53436 | tcp allow
»  2023-10-04 16:11:29 5 Connection S Al 443 (https) M tep  GW 10.18.19.166 53437 [ tcp allow
¥ 2023-10-04 16:11:28 5 Connection O Allow 53 {domain) [ ud;  GW 10.18.19.1 57541 [ udp allow

Personalizza colonne

|
||

Passaggio 1. Fare clic sull'icona .




El.r:ffvf'\?l{_.l“:«:fnage?'lent Center Overview Analysis Policies Devices Objects Integration Deploy  Q, @ £ @ adminv Ml cEcyRe
—
Q= Select... b4 Refrash
@ Showing 10,000 events (G 10,000) of tens of thousands  + IF§ 2023-10-04 15:11:29 EDT — 2023-10-04 16:11:20 EDT 1h @ Go Live

ﬁ [rime Event Type Action :?IL:‘:::T:: Portd Device Source IP ﬁ?;:_:;::" ! ::Zr:l Rule '
¥ 2023-10-04 16:11:29 4 Connection @ Allow 53 (domain) fud:  GW 10.18.19.111 55046 / udp allow

¥ 2023-10-04 16;11:22 § & Connection @ Allow 53 (domain) f 10.18.19.105 44563 [ udp allgw

> 2023-10-04 16:11:29 5 Connection © Miow 443 (https) M top GW 10.18,19.1686 53436 | top allow

¥ 2023-10-04 16:11:29 4 Connection © Allow 443 (nttps) f tep GW 10.18.19.166 53437 [ top allgw

¥ 2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud;  GW 10.18.19.105 57541 [ udp allow

» | 2023=10-04 16:11:28 4 Connection @ Allow 53 (domain) fud:  GW 10.18.19.105 42318 [ udp allow

y  2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud;  GW 10.18.19.110 38758 / udp allow

¥ 2023-10-04 18:11:28 & Connaction @ Allow 53 (domain) fud; GW 10.18.19.110 53922 | udp allow

¥ 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud; GW 10.18.19.105 52776 [ udp allaw

> 2023-10-04 16:11:28 5 Connection © Allow §3 (domain) fud;  GW 10.18.19.32 39366 / udp allow

» | 2023-10-04 16:17:28 5 Connection @ Allow 53 (domain) fud;  GW 10.18.19.111 47616 [ udp allow

| 2023-10-0416:11:28 & Connection S Allow 53 (domain) f wdy  GW 10.18.19.41 54037 / udp allow

> 2023-10-0416:11:28 5 Connection S Allow 53 (domain) fud;  GW 10.18.19.230 60602 [ udp allaw

¥ 2023-10-04 16:11:28 45 Connection © Allow 53 (domain) fud; GW 10.18.19.230 59309 [ udp allow

» | 2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud:  GW 101819111 39941 [ udp allow

¥ 2023-10-0416:11:28 5 Connection  Allow 443 (htps) ftcp  GW 10.18.19.230 34810 / tcp allow

¥ 2023-10-04 161128 5 Connection @ Allow 53 (domain) fud: GW 10.18.19.156 52564 / udp allow

¥ 2023-10-0416:11:27 5C

onnection © Alow 53 (domain) fud; GW 10.18.19.110 50552 [ udp allow _m_

Passaggio 2. Selezionare i campi evento che si desidera visualizzare nella tabella.

| !—tlrlewallurfi?agerrnent Center Overview Analysis Policies Devices Objects Integration Deploy Q @ # @ adminv Wl sEcuRe
—
_J Qr Select... x Refresh
& Showing 10,000 events (§ 10,000) of tens of thousands ¥ W5 2023-10-04 15:11:29 EDT = 2023-10-04 16:11:28 EDT 1h @ Go Live
o @ . Tima | Evant Typo | .ﬂ-ellofl Roason Sourca IP Dastination IP E:Mur:\:;nj :;;:n;::: Pot/ Wab Ap

Saved Column Sets oW 10.18.19.011 10.1.8.107 55046 [ udp 53 (domain) | ud
Select... pw 10.18.19.105 10.1.20.51 44563 [ udp 53 (domain) / ud
‘ i oV 10.18.19.166 142.250.72.202 53436 / tcp 443 (https) [ tep
IO\ Filter columns =N 10.18.19.166 142.250.72.202 53437 [ wcp 443 (htps) [ wep
Select none  Select default oW 10.18.19.105 10.27.20.51 57541 | udp 53 (domain) | ud
Event Type = 10.18.19.105 10.1.20.51 42318 | udp 53 (domain) / uc
& Action oy 10.18.19.110 10.1.9.38 38758 / udp 53 (domain) { ud
Reason o 10.18.19.110 10.1.8101 53922 [ udp 53 (domain) / ug
Source IP = 10.18.19.105 10.27.20.51 52776 [ udp 53 (domain] [ ug
Destination IP =20 10.18.19.32 208.67.220.220 39366 [ udp 53 (domain) / ud
& Source Port | ICMP Type W 10.18.19.011 10.1.8.101 47616 [ udp 53 (domain) / ud
Destination Port / ICMP Cade = 10.18.19.41 208.67.220.220 54037 | udp 53 (domain) | uc
W 10.18.19.230 173.37.87.157 GOG02 | udp 53 (domain) / uc
Revert 11 selected bw 10.18.19.230 173.37.87.157 59300/ udp 53 (domain) [ uc
3 | 2023-10-04 16:11:28 G Connection & Hliow 101819011 10.1.8.101 39941 / udp 53 (domain) | uc

Passaggio 3. (Facoltativo) Cercare il campo per semplificare la navigazione.



Saved Column Sets

Select...

Source X

Select 14 filtered ' Select default
Source IP
Source Port / ICMP Type
| NAT Source IP
|| NAT Source Port

| NetFlow Source Autonomous System

Revert 7 selected Apply

Passaggio 4. Fare clic su un campo evento per disabilitarlo o abilitarlo.

o

Saved Column Sets !

Select... !

Source x|

Select 14 filtered Select default i

Source IP i

| Source Port / ICMP Type i

| NAT Source IP !
| NAT Source Port

| NetFlow Source Autonomous System

Revert 6 selected Apply

Passaggio 5. Fare clic su Apply (Applica).



Saved Column Sets

Select...

| Q. Filter columns

Select none  Select default

Event Type

Action

Destination Port / IGMP Gode

Source IP

Device

Revert

6 selected

Apply

Passaggio 6. (Facoltativo) E possibile riposizionare le colonne trascinandole in una posizione

diversa.
Firewall Management Center
Analy Un Events

nts

Qr Select.

Overview

Analysis Policies

&) Showing 10,000 events (5 10,000) of tens of thousands +

¥

Salva set di colonne

Time

2023-10-0513:02:15
2023-10-0513:02:115
2023-10-05 13:02:15
2023-10-05 13:02:15
2023-10-0513:02.14
2023-10-05 13:02:14
2023-10-0513:02:14

2023-10-0513:02:14

2023-10-05 13:02:14
2023-10-05 13:02:14
2023-10-05 13:02:14
2023-10-05 13:02:14
2023-10-05 13:02:13
2023-10-05 13:02:13
2023-10-05 13:02:13

2023-10-0513:02:113

Event Type

Connaction
Connection
Connaction
ONNEecion
ONNECion

G
G
Connection
Connection
Ci

5
5
5
5
5
H
5
5 Connection
4 Connection
% Connection
& Connection
G Connection
5 Connaction
5 Connection
5 Connection
5

Connection

Action

© Allow
© Allow
© Alleaw
© Allow
@ Allow
@ Allow
@ Allow
o Allow
© Allow
© Allow
@ Allow
@ Allaw
© Allow
© Allow
@ Allow

o Allaw

Destination Port [ ICMP)

Code

53 (dormain) [ udp
53 (domain) [ udp
443 (htips) [ op
53 (domain) [ udp
53 (domain) / udp
53 (domain) [ udp
$3 (domain) [ udp

443 (https) [ top

53 (domain) [ udp
443 (https) [ top
443 (https) [ top
443 (https) [ tep
53 (domain) [ udp
53 (domain) [ udp
443 (hups) / tep

443 (hitps) / 1cp

Devices Objects Integration
Device

10181 Sewrse P

10.18.19.110 GW
10.18.19.230 GW
10.18.19.32 GW
10.18.19.105 GW
10.18.19.111 GW
10.18.19.111 GwW
10.18.19.230 GW
10.18.19.105 GW
10.18.19.230 GW
10.18.19.230 GW
10.18.19.166 GW
10.18.19.110 GW
10.18.19.230 GW
10.18.19.166 GW
10.18.19.166 GwW

Passaggio 1. Fare clic su Serie di colonne salvate.

axe SECURE

x Refresh

“ 2023-10-05 12202:15 EDT — 2023-10-05 13:02:15 EDT 1h & Go Live

Deploy O @& £+ @ adminv

Access
Control Rule

allow
allewy
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow

allow

= m



Firewall Management Center

. e Foae Overview Analysis Policies Devices Objects Integration Deploy QO P £ @ adminv vl cEcyURE
—
[ CQr Select... x |
@ Showing 10,000 events (5 10,000) of tens of thousands % B} 2023-10-04 15:11:29 EDT = 2023-10-04 16:11:20 EDT 1h @ Go Live
Source Port | Destination Part |
T i P |
M Tme Evant Type Actlon Reason Source | Destination IP ICMP Type NP Code Web Ag
Saved Column Sets o 10.1819.111 10.1.8107 55046 / udp 53 (domain] [ ug
.Select... o 10.18.19.105 10.1.20.51 44563 [ udp 53 (domain) / ud
ow 10.18.19.166 142.250.72.202 53436 / 1cp 443 (https) | tep
[0\ Filter columns ow 10.18.19.166 142.250.72.202 53437 [ 1cp 443 (hips) [ wep
Select none  Select default ow 10.18.19.105 10.27.20.51 57541 [ udp 53 (domain] / ud
Event Type o 10.18.19.105 10.1.20.51 42318 | udp 53 (domain] / ud
® Action oW 10.18.19.110 10.1.9.38 38758 | udp 53 (domain) | ud
Reason oW 10.18.19.110 10.1.8.101 53922 / udp 53 (domain) | uc
Source IP pw 10.18.19.105 10.27.20.51 52776 / udp 53 (domain) / ud
Destination IP ow 10.18.19.32 208.67.220.220 39366 / udp 53 (domain) / ud
oW 101819111 10.1.8.101 ATB16 J udp 53 (domain) | ud
& Source Part / IGMP Type i (domein) /
ow 10.18.19.41 208.67.220.220 54037 [ udp 53 (domain) | ud
Destination Port / IGMP Gode
ow 10.18.19.230 173.37.87.157 BO602 | udp 53 (domain] | ud
Revert 1 selected m ow 10.16.19.230 173.37.87.157 59308 / udp 53 (damain) | uc
13 023-70-08 161728 5 Conneclion o Hiow 101819111 10.1.8.101 39941 / udp 53 (domain) | ud;
Passaggio 2. Fare clic su Crea serie di colonne dalla selezione corrente.
Flrew?‘u}‘:ﬁ?ﬁgﬁ?‘em Center Overview Analysis Palicies Devices Objects Integration Deploy & e I+ @ adminv | Uil sEcURE
—
Qr Sebect... x |
Q) Showing 10,000 events (45 10,000) of tens of thousands % B} 2023-10-04 15:11:20 EDT = 2023-10-04 16:11:20 EDT 1Th @ Go Live
" Destination Port / : Source Port [ Access
| E . Time | Event Type Agtion Destination IP ICMP Gode Device Source IP ICMP Type Gontrol Rl
Saved Column Sats +1) 10.1.8.107 53 (domain) f ud; GW 10.18.19.111 55046 / udp allow
Rule match wo| bBw 10.1.20.51 53 (domain) / wdp GW 10.18.19.105 44563 [ udp allaw
oW 142 250.72.202 443 (https) [ tep | GW 10.18.19.166 53436 | tep allanw
o 142.280.72.202 443 (hups) [ ep  GW 10.18.19.166 53437 | cp allaw
ow 10.27.20.51 53 (domain) § udp  GW 10.18.19.105 57541 [ udp allow
Saved Col Sat 1
. o 10.1.20.51 53 (domain) { i GW 10.18.19.105 42318 udp  aliow
Time | Event Type | Action |Reason | |Sowrce IP| |Destination IP |
bW 10.1.9.38 53 (domain) / ud; GW 10,18.18.110 38758 / udp allaw
~+ Create column set from current selection { B )
bw 10.1.8.101 53 (domain) / wd;  GW 10,18.19.110 53922 | udp allow
& Source IP (1 10,27.20.51 83 (domain) f ud; GW 10,18.19,105 52776 | udp allow
Destination IP o 208.67.220.220 53 (domain) / wdp  GW 10.18.19.32 39366 / udp allcer
\ 1 : i GW 1 11 all
Souree Port / ICMP Type .m.l 0.1.8.107 53 (domain) f ud;  GW 0.18.19. 47616 [ udp albow
- ow 208.67.220.220 53 (domain) / ud;  GW 10.18.19.41 54037 / udp allow
Destination Port / ICMP Code
o 173.37.87.157 53 (domain) f wd;  GW 10,1818, 230 60602 / udp allowe
R 11 seiected [N ... 17337.87.157 53 (domain} / ud; GW 10,18.19,230 56308 /udp  allow
» | 2023-10-04 16:11:28 & Connection @ Allciw 10.1.8.101 53 (domain) / ud;  GW 10.18.19.111 39941 / udp albow
> 2023-10-04 16:11:28 £ Connection © Allow 108.156.211.71 443 (hups) / top | GW 10.18.19.230 34810 [ 1cp allow

Passaggio 3. (Facoltativo) Modificare il nome della serie di colonne.



Saved Column Sets

| Select...

2 saved column sets

[ Rule match

]

Time | | Event Type | | Action | | Reason | | Source P | | Destination IP

4 Create column set from current selection

[ ] NetFlow Source Prefix

Revert

[ ] MetFlow Source Autonomous System

6 selected

Passaggio 4. E possibile modificare un insieme esistente facendo clic sui puntini di sospensione

(..).

Firewall Management Center

Unified

Qr Select...

Overview

&) Showing 10,000 events (5 10,000) of tens of thousands  +

Anabysis Palicies

M Time Event Type Action
s
Saved Column Sets il
Rule match w W

Saved Colurmn Set 1
Time | | Event Type | Action || Reason || Source IP | | Destinatid

+ Greate column set from current selection

Rename

Delete

Source IP

® Destination IP

Source Port f ICMP Type
Destination Port / ICMP Code

bw
bw
bw

pw

Rover 11 soectad E

»  2023-10-04 16:11:28 5 Connection

R PR

Ricerca eventi

© Allow

Destination IP

10.1.8.107
10.1.2051
142.250.72.202
142.250.72.202
10.27.20.51
10.1.20.51
10.1.9.38
10,1810
10.27.20.51
208.67.220.220
10.1.8101
208.67,220.220
173.37.87.157
173.37.87.157

10.1.8.101

Devices

Destination Port |
EMP Code

52 (domain) J ud|

53 (domain) / ud|

443 (hups) [ wp

443 (hups) [ 1cp

53 (domain} / ud
53 (domain} J ud
53 (domain) § ud
53 (domain) § ud
53 (domain) J ud|
53 (domain) J ud
53 (domain) / ud|
53 (domain) / ud|
53 (domain) J ud
53 (domain) § ud

53 (domain) J ud

e R

Objects

Davice
GW
GW
GwW
GwW
GW
Gw
Gw

Integration

Deploy  Q @ f @ adminv

ases SECURE

) (o

B 2023-10-04 15:11:29 EDT — 2023-10-04 16:11:29 EDT 1h @ Go Live

Source IP

10.

10

18.19.01
18.19.105
18.19.166
18.19.166
1.18.19.105
.18.19.105
.18.19.110
.18.19.110
18.19.108
18.19.32
181911
18.19.41
,18.19.230
.18.19.230

181911

Source Port [
IEMP Type

55046 | udp
44563 | udp
53436 / 1cp
53437 | tcp
57541 [ udp
42118 | udp
38758 [ udp
53922 [ udp
52776 [ udp
39366 / udp
47616 [ udp
54037 [ udp
BOB02 |1
59309 /1

39941 [ udp

Passaggio 1. Per iniziare la ricerca di eventi specifici, fare clic su Seleziona.

Access
Caontrol Rule

allos
allow
allcwr
allow
allcw
allow
allenwr
allcnw
allcw
allcw
allow
allow
allcw
allow

allonw



Flrewa”'::anagelment Center Overview Analysis Policies Devices Objects Integration Deploy Q. @ & @ adminv U sECURE
—
I Q= Select... b4 Refre: I
@ Showing 10,000 events (5 10,000) of tens of thousands % i 2022T-10-04 15:11:29 EDT — 2023-10-04 168:11:20 EDT 1h @ Go Live

ﬁ Time Event Type Action :?IL:‘:::T:: Portd Device Source IP f;;::;;" ! :::r:l Rule '
¥ 2023-10-0416:11:29 ‘5 Connection © Allow 53 (domain) fud;  GW 10.18.19.111 55046 / udp allow

¥ 2023-10-04 16:11:29 ¢ 5 Connection & Allow 53 (domain) f 10.18,19.105 44563 [ udp allow

> 2023-10-04 16:11:29 5 Connection O Allowy 443 (https) M top GW 10.18,19.1686 53436 | top allow

¥ 2023-10-04 16:11:29 % Connection © Allow 443 (https) ftcp - GW 10.18.19.166 53437 | tcp allow

¥ 2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud;  GW 10.18.19.105 57541 [ udp allow

» | 2023=10-04 16:11:28 4 Connection @ Allow 53 (domain) fud:  GW 10.18.19.105 42318 [ udp allow

y  2023-10-04 16:11:28 4 Connection & Allow 53 (domain) fud; GW 10.18.19.110 38758 / udp allow

¥ 2023-10-04 18:11:28 & Connaction @ Allow 53 (domain) fud; GW 10.18.19.110 53922 | udp allow

¥ 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud; GW 10.18.19.108 52776 [ udp allow

»  2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud; GW 10.18.19.32 38366 / udp allow

» | 2023-10-04 16:17:28 5 Connection © Allow 53 (domain) fud;  GW 10.18.19.111 47616 [ udp allow

| 2023-10-0416:11:28 & Connection S Allow 53 (domain) f wdy  GW 10.18.19.41 54037 / udp allow

> 2023-10-0416:11:28 5 Connection S Allow 53 (domain) fud;  GW 10.18.19.230 60602 [ udp allow

¥ 2023-10-04 16:11:28 45 Connection © Allow 53 (domain) GW 10.18.19.230 59309 [ udp allow

» | 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud;  GW 10.18.19.111 39941 / udp allow

¥ 2023-10-0416:11:28 5 Connection  Allow 443 (htps) ftcp  GW 10.18.19.230 34810 / tcp allow

¥ 2023-10-04 161128 5 Connection @ Allow 53 (domain) fud: GW 10.18.19.156 52564 / udp allow

¥ 2023-10-0416:11:27 G C

onnection @ Aldlciw 53 (domain) fud; GW 10.18.19.110 50552 [ udp allow _m_

Passaggio 2. Selezionare il campo in cui si desidera applicare il filtro.

fll.:rE:'UEl”.If::?nElgEI{ﬂEnl Center Overview Analysis Policies Devices Objects Integration pepley O @ 1% @ adminv detls SECURE
—
| Qr source x ” Refresh |
(@ 5| NAT Source 1P ds & B 2023-10-04 15:11:29 EDT — 2023-10-04 16:11:20 EDT 1h @ Go Live
NAT Source Port Destination Port | N Source Port | Aecess
NetFiow B Autonomous System Action 1P Code Dievice Source IP IEMP Type Control Ruke
* | MetFlow Source Prefix © Allow 53 (domain) [ ud;  GW 1018190 55046 [ udp allow
* | NetFlow Source ToS @ Allow 53 (domain) [ ud; GW 10.18.19.105 44563 [ udp allow
* | Source Continent © Allow 443 (https) [ top - GW 10.18.19.166 53436 [ 1cp allow
* | Bauree Country & Allow 443 (https) f tocp GW 10.18.19.166 53437 [ wcp allow
* | Sotres Device © Allow 53 {domain) [ ud;  GW 10.18.19.105 57541 [ udp allow
> | Source Host Criticality @ Allow 83 {domain) [ ud; GW 10.18.19.105 42318 [ udp alloww
¥ © Allow 53 {domain) [ ud; GW 10.18.19.110 38758 [ udp allow
¥ =10= 5 Connection © Allow 53 (domain) [ ud;  GW 10.18.19.110 53922 [ udp allow
¥ 2023-10-0416:11:28 5 Connection © Allow 53 (domain) { ud;  GW 10.18.19.105 52776 [ udp allow
¥ 2023-10-0416:11:28 & Connection o Allow 53 (domain) fud;  GW 10.18.19.32 39366 / udp allow
> 2023-10-04 16:11:28 5 Connection S Allow 53 (domain) [ ud; GW 10.18.19.111 47616 [ udp allow
> 2023-10-04 16:11:28 4 Connection © Allow 53 (domain) [ ud; GW 10.18.19.41 54037 [ udp allow
¥ 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) [/ ud: GW 10.18.19.230 60602 [ udp allow
¥ 2023-10-04 16;11:28 5 Connection 53 {domain) [ud;  GW 10.18.19.230 59309 [ udp allow
¥ 2023-10-04 18:11:28 , Connection 53 {domain) [ ud; GW 10.18.19.111 39941 [ udp alloww
> 2023-10-04 16:11:28 5 Connection @ Allow 443 (https) [ tep . GW 10.18.19.230 34810 [ tep allow
>  2023-10-04 16:17:28 Connection © Allow 53 (domain) fud;  GW 10.18.19.156 52564 [ udp allow

5
¥ 2023-10-04 16:11:27 5

Connection o Allow 53 (domain) [ ud; GW 10.18.19.110 50552 | udp allow n

Passaggio 3. Scrivere i valori da utilizzare come filtro.

Qr SourcelP | | X Select...

Passaggio 4. Fare clic su Apply (Applica) per configurare il filtro.



Firewall Management Center

Owerview Analysis Paolicies Devices Objects Integration Deploy  Q, d’ 4 @ adminy  cdelt cpcyRe

Qr  SowrcalP 101819105 % X  Select.., 2

@ Showing all 144 events (45 144) + B 2023-10-06 12:31:58 EDT — 2023-10-06 13:31:58 EOT 1h

& Go Live
Passaggio 5. (Facoltativo) E possibile aggiungere piu valori a ogni filtro.
FI‘I’E\{\TIE!”J:ME:I:I?FE{EHE:‘TIent Center Overview Analysis Policies Devices Objects Integration peploy Q @ ¥ @ adminw et SECURE
Qr  SourcalP 10.1B.189.111 % 100819005 % X Select... X.

") Showing 150 events (§ 150) + B 2023-10-04 15:11:29 EOT — 2023-10-04 16:11:20 EDT 1h @ Go Live
i Time Event Type Action g:;:”“"" Port/IEMP | pevice Source IP IS(;":::;TI :::::I ke

¥ 2023-10-04 16:11:29 4 Connection © Allow 53 (domain) [ udp GW 10.18.19.111 55046 / udp allow

» | 2023-10-04 16:11:28 S Connection © Allaw 53 (domain) [ udp GW 10.18.19.105 44563 / udp allow

> 2023-10-04 16:11:28 5 Connaction © Alow 53 (domain) [ udp GW 10.18.19.105 57541 [ udp allow

» | 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) [ udp GW 10.18.19.105 42318 | udp allow

» | 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) [ udp GW 10.18.19.105 52776 / udp allow

» 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) { wdp GwW 10.18.19.111 47616 [ udp allow

» | 2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) [ udp GW 10,18.19.111 39941 | udp allaw

¥ 2023-10-04 16:11:27  Connection @ Allow 53 (domain) [ udp GwW 10.18.19.111 46739 [ udp allow

¥ 2023-10-04 16:11:27 5 Connection @ Alow 53 (domain) [ udp GW 10.18.19.111 56045 | udp allow

¥ 2023-10-04 16:11:27 5 Connection © Allow 53 (domain) [ udp GW 10.18.19.105 43523 [ udp allow

y | 2023-10-04 16:11:27 4 Caonnaection © Allow 53 (domain) / udp GW 10081901 46938 / udp allow

» | 2023-10-04 16:11:26 S Connaction S Allow 53 (domain) [ udp GW 10.18.18.105 41931 udp allow

» | 2023-10-04 16:11:26 5 Connection @ Allow 53 (domain) [ udp GW 10.18.19.111 42734 | udp allow

» | 2023-10-04 16:11:25 4 Connection @ Allow 53 (domain) [ udp GW 10.18.19.105 54464 [ udp allow

¥ 2023-10-04 16:11:25 5 Connection O Allow 53 (domain) [ udp GW 10.18.19.105 45681 / udp allow

¥ 2023-10-04 16:11:25 4 Connection © Allow 53 (domain) [ udp GW 10.18.19.105 50585 / udp allawe

¥ 2023-10-04 16:11:25 5 Connection © Allaw 53 {domain) [ udp GW 10.18.19.105 48789 [ udp allawe

¥ 2023-10-04 16:11:24 5 Connection © Alow 53 (domain) [ udp GW 10.18.19.105 45203 [ udp allow n

Passaggio 6. (Facoltativo) Aggiungere tutti i filtri necessari.

Flrewallhr.\?ﬁri%ﬁ?‘em Center Overview Analysis Palicies Devices Objects Integration Deploy & @ £+ @ adminv el cpcURE
—
Qs SourcelP 101819111 x 101819105 % 3  Destination Port [ ICMP Code 8910 *® | X Select... x |
(2 Showing all 106 events (4 106) & B} 2023-10-04 15:11:20 EDT = 2023-10-04 16:11:20 EDT 1Th @ Go Live
ﬁ Time Event Type Action 2:::“"0" Part/ IGHP Device Source IP ISCT‘::].Z“ ! ;:::; Rule
»  2023-10-04 16:11:01 & Connection & Allow 8910/ 1cp GwW 10.18.19.105 50786 [ tcp allow
»  2023-10-04 16:10:51 H Connection & Allow 8910/ cp Gaw 10.18.19.105 45442 [tep allow
» | 2023-10-04 16:10:11 & Connection i Allow 8910/ tcp GW 10.18.19.105 50784 [ ep allow
»  2023-10-04 16:10:01 5 Connection O Allow 8910/ 1cp GwW 10.18.19.105 A5440 [ tep allow
» | 2023-10-04 16:09:21 5 Connection @ Allow 8910/ 1cp Gw 10.18.19.106 50782 [ tcp allow
»  2023-10-04 16:09:11 5 Connection © Allow 8910/ t1cp Gw 10.18.19.105 45438 [ 1cp allow
»  2023-10-04 16:08:31 4 Connection @ Allow 8910/ 1cp GW 10.18.19.105 50780 [ tcp allow
» 2023-10-04 16:08:21 6 Connection © Alow 8910/ tcp GW 10.18.19.105 45436 [ top allow
¥ 2023-10-04 16:07:41 G Connection © Allorw 8910/ tcp GW 10.18.19.105 50778 [tep allow
¥ 2023-10-04 16:07:31 6 Connection © Allow 8910/ cp GwW 10.18.19.105 45434 [tep allow
»  2023-10-04 16:06:51 5 Connection © Allow 8910/ 1cp GwW 10.18.19.105 50776 [ tep allow
»  2023-10-04 16:06:41 5 Connection @ Allow 8910/ tcp Gw 10.18.19.105 45432 [ 1cp allow
» 2023-10-04 16:06:01 4 Connection @ Allow 8910/ 1cp GW 10.18.19.105 50774 [ tcp allow
> 2023-10-04 16:0%:51 5 Connection © Mlow 8910/ tep GW 10.18.19.105 45430 [ top allow
* 2023-10-04 16:05:11 & Connection @ Allciw 8910/ tcp GwW 10.18,19.105 50772 fep allow
»  2023-10-04 16:05:01 £ Connection © Allow 8910/ 1cp GW, 10.18.19.105 45428 [tcp allow
¥  2023-10-04 16:04:21 G Connection © Allow 8910/ tcp GW 10.18.19.105 50770 [ ep allow

»  2023-10-04 16:04:11 & Connection © Allow 8910/ 1cp Gw 10.18.19.105 45426 [ tcp allow _



Suggerimento: E possibile utilizzare gli operatori ( >,<, ! e cosi via) durante la scrittura dei
valori.

Salva ricerca

E possibile salvare le ricerche in modo da poter riutilizzare i filtri creati.

Passaggio 1. Fare clic sull'icona della lente di ingrandimento.

Firewall Management Center

Overview Analysis Palicies Devices Ohbjects Integration Deploy  Q, @ 1 @ adminy Al cpcURE
—
Demnmlenl’orﬂlcwt}ws 8910 * X SouwrcelP 100819011 % WRIBIRI05 X X X Refresh
Saved searches E B, 2023-10-05 12:58:42 EDT = 2023-10-05 13:58:42 EDT 1h IVE
Sou P Dev A
C trol Rul
allc
4+ Save search
> 2023-10-05 13:52:14 © Allow 8810/ wp
»  2023-10-05 13:52:04 o Allow 8910/ wcp
. 4
Firewall Managemen nter :
S _a_ ag_e_ ent Cente Overview Analysis Palicies Devices Objects Integration Deploy  Q @ 1 @ adminw vl cEcURE
—
Destination Port/ICMP Code 8910  x X SourcelP 101819011 % 101819008 % ¥ Select ¥ || Refresh
Saved searches E u 2023-10-05 12:58:42 EDT — 2023-10-05 13:58:42 EDT 1h Go Live

Access
Source IP Device

Control Rule

-+ Save search

1-05 13:52:14 o Allow 8910/ wcp

)05 13:52:04 & Allow 8910/ 1cp

Passaggio 3. (Facoltativo) Modificare il nome della ricerca



Firewall Management Center .
i B g.._ Cverview Analysis Policies Devices Objects Integration Deploy @ £+ @ adminv vl cpcupe
—
[*R} SourcelP 101819011 100819105 x X Destination Port | ICMP Code 8910 ®x | X Select... x | Refresh
.
= 2023-10-04 15:11:29 EDT — 2023-10-04 16:11:29 EOT 1h Go Live
Saved searches E Saved search / = - o
B r =1 Saurce Port [ Access
A o ice s
- i ! W] | pevice Source B ICMP Type Gontrol Rule

1 Filter Condition

Action = Wllew

./]I

I Saved search 1
AL

Finestra temporale

E piu semplice restringere gli eventi rilevanti in base a un tempo specifico modificando la finestra
temporale.

Passaggio 1. Per modificare il frame della finestra degli eventi, fare clic su un intervallo di date.

Firewall Management Center

i Time

» -04 16:11:29
» -04 16:11:2¢
» 04 16:11:29
» | 2023-10-04 16:11:29
» | 2023=10=04 16:11:28
»  2023=10=-04 16:11:28
»  2023-10-04 16:11:28
¥ 2023-10-04 16:11:28
¥ 2023-10-04 16:11:28
»  2023-10-04 16:11:28
» 0-04 16:10:28
¥ 10-04 16:11:28
» 10-04 16:117:28
¥ -10-04 16:11:28
» 10-04 16:11:28
» 10-04 16:11:28
» 10-04 16:11:28
3 10-04 16:11:27

Event Type

5 Connection

4 Connection

4 Connection
4 Connection
5 Connection
5 Connection
' Connection
5 Connection
4 Connection
4 Connection
5 Connection
45 Connection

5 Conn

4 Conr
45 Conn
4 Connection

5 Connection

Crwerview Analysis Policies Devices
—
Action :Li:;":::: Portl | oavica
© Allow 53 (domain) GW
@ Allow 532 (domain) GW
© Alow 443 (https) / tcp  GW
© Allcw 443 (https) ftcp - GW
Ao 53 (domain) fud;  GW
© Allow 53 (domain) fud;  GW
& Allow 53 (domain) fud; GW
Q Allow 53 (domain) fud; GW

@ Allaw

53 (domain) fud;  GW

o Allow 53 (domain) fudr  GW
© Aller 53 (domain) /
53 (domain) /
S Alloy 53 (domain)
53 (domain)
53 (domain)
© Allow 443 (https)
@ Allow 52 (domain)
o Allow 53 (domain) fud: GW

Objects

Source IP

10.18.19.1
10.18.19
10.18.19
10.18.19.166
10.18.19.105
10.18.19.105
10.18.19.110
10.18.19.110
10.18.19.105
10.18.19.32

10.18.19.111

10.18.19.41

10.18.19
10.18.19.230
10.18.19.111

10.18.19.;

10.18.19.156

10.18.19.110

Integration

Deploy Q. @ ¥ @ adminv

il
i)

SECURE

x Refresh

I ﬂ 2022-10-04 15:11:29 EDT — 2023-10-04 16:11:29 EDT 1h I Go Live

Source Port f
ICMP Type

55046 / udp
44563 / udp
53436 | tcp
53437 [ top
57541 [ udp
42318 [ udp
38758 | udp
53922 | udp
52776 [ udp
38366 / udp
47616 [ udp
54037 | udp

BOB02 [ udp
59309 / u

39941 / udp

34810 / 1cp
52564 [ udp
50552 / udp

Access l
Control Rule

allow

@

ow

allgw

Passaggio 2. Selezionare l'intervallo di tempo nella finestra popup.



Qr Select...

") Showing 167 events (45 167) of tens of thouss

m Time

El 4 18:11:
> 4 16:11:
> 4 16:11:
> 4 16:17:
> 16:11:
¥ 04 1617
> 416:11:
> 4 16:11;

> 2023-10-04 16:17:
*  2023-10-04 16:17:
¥ 2023-10-04 1617
> 2023-10-04 16:11:

> 2023-10-04 16:11:

> 2023-

¥ 2023-10

> 2023-10-04 16:17:

> 2023-10-04 16:17:

»  2023-10-04 16:17:

16:11:
16:11;

Firewall Management Center

Evant Type

4 Connection

5 Connection

4 Connection
4 Connection
5 Connection
5 Connection
5 Connection
5 Connection
5 Connection

5 Connection

& Connection

Overview

Analysis Policies

Action

@ Allow
S Allow
@ Allow
© Allow
& Allow
o Allow
© Allow
© Allow
@ Allow
© Allow
© Allow
@ Allow
© Allow
@ Allow
@ Allow
@ Allow
© Allow
© Allow

Destination Port [ ICMP

Code
53 (dornain) /
53 (dormain) [ udp

443 (httpe) f ep

443 (https)

53 (domain) / udp
53 (domain) / udp
53 (domain) / udp
53 (domain) [ udp
53 (domain) [ udp
53 (domain) / udp
53 (doman) / udp
53 (domaan) [ udp
53 (domain) | udp
33 (d
53 (domain) / udp

443 (https) [ top

53 n) [/

53 (dormain) / udp

Devices  Objects  Integration Deploy O, @ & @ adminv Uil SECURE
x Refrash
) 2023-10-04 15:11:29 EDT = 2023-10-04 16:11:28 EDT 1h Go Live
Dovice - .
Sliding Time Range
GW 0. + "
Start time End time Maw
GW 10| §| 2023-10-04 | (1€ |:| N |:[2€8 2023-10-04 | 163 || 11E 248
GW 10,
Select last: 5 minutes, 1 hour, 6 hours, 1 day, 2 weeks, 1 month
GwW 10,
GW 10
< October 2023 . October 2023 >
G 10
GW 10. Su Mo Tu We Th Fr 8Sa Su Mo Tu We Th Fr Sa
GwW 10
GW 10
GW 10.
GW 10
GW 10
GW 10.
GW 10, ol
1h selected Apply
GW 10.4 =
GwW 10.18.19.156 52564 [ udp
GwW 10.18.19.110 50552 [ udp

Passaggio 3. (Facoltativo) Utilizzare Intervallo di tempo scorrevole per visualizzare gli eventi da
un'ora specifica all'ora corrente.

Fixed Time Rang

Show the last

Select last:

18.19.110

18.19.110

&

T

B howrs, 1 day, 2 woeks, 1 month

Passaggio 4. Fare clic su Apply per filtrare gli eventi nell'intervallo di tempo configurato.




] FITIEWEI" Manag??lent Center Overview Analysis Policies Devices Objects Integration Deploy Q, @ It @ adminv  dul cecURE
—
Q- Select.. X [ Refresh ]
() Showing 8,317 events (5 8,317) of tens of thousands  + I 2023-10-04 15:11:20 EDT — 2023-10-04 16:11:28 EDT 1h @ Go Live
~
W Time Event Type Action zs;‘;"““”" Port[IGMP | ovice 9 (“rired Time Range
> Z023-10-04 16:11:29 G Connection © Allow 53 (domain) { udp GW 0. Show the last
> 2023-10-04 16:11:29 4 Connection © Allow 53 (domain) | udp GwW 0| |6 hours
¥ 2023-10-04 16:11:29 4 Connection @ Allow 443 (https) [ tep GW .
Select last: 5 minutes, 1 hour, B hours, 1 day, 2 weeks, 1 manth
*  2023-10-04 16:11:29 G Connection 2 Allc 443 (https) / tep GW
> 2023-10-04 16:11:28 & Connaction D Allow 53 (domain) [ udp GW I.'Z.:
»  2023-10-04 16:11:28 5 Connection 53 (domain) | udp GW ._ -
»  2023-10-04 16:11:28 4 Connection 53 (domain) | udp GW 18.19.110 3B758 [ wdp allow
»  2023-10-04 16:11:28 4 Connection O Allow 53 (domain) / udp GwW 10.18.19.110 53922 f uwdp allow
»  2023-10-04 16:11:28 & Connection & Allow 53 {domain) { udp GW 10.18.19.105 52776 [ udp allow
> 2023-10-04 16:11:28 G Connection 53 (domain) [ udp GW 10.18.19.32 39366 [ udp allow
¥ 2023-10-04 16:11:28 % Connection 53 (domain) [ udp Gw 18.19.111 A7616 [ udp allow
»  2023-10-04 16:11:28 4 Connection © Allow 53 {domain) | udp Gw 18.19.41 54037 [ wdp allow
»  2023-10-04 16:11:28 4 Connection © Allow 53 (domain) | udp GwW 18.19.230 60602 [ allow
»  2023-10-04 16:11:28 4 Connection o Al 53 (domain) | udp GW 10.18.19.230 59309 f wdp allow
»  2023-10-04 16:11:28 4 Connection S Allow 53 (domain) [ udp GW 10.18.19.111 39941 [ wdp allow

Vai in diretta

E possibile attivare la funzione Go Live per visualizzare gli eventi in tempo reale. Gli eventi
vengono visualizzati nel momento in cui vengono generati.

Per abilitarla, fai clic su Go Live.

flr_e_wa” ﬁ?anagemem Center COverview Analysis Paolicies Devices Objects Integration Deploy Q, @ £t @ adminv SECURE
—
Qr Select... % || Refresh |
@ Showing 10,000 events (G 10,000) of tens of thousands  + WS 2023-10-04 15:11:29 EDT — 2023-10-04 16:11:29 EDT 1h
M Time Event Type Action :Jc“l:‘:::"::;' Porth | oavica Source IP i?::::::" ! ::f::l .
¥ 2023-10-0416:11:29 5 Connection © Allow 53 (domain) fud;  GW 10.18.19.111 55046 / udp allow
¥ 2023-10-04 16:11:28 ¢ 4 Connection O Allow 53 (domain) fud;  GW 10.18.19.105 44563 / udp allow
¥ 2023-10-04 16:11:29 % Connection @ Allow 443 (https) / tep  GW 10.18.19.166 53436 / top allow
2 2023-10-04 16:11:29 4 Connection @ Allow 443 (https) ftocp GW 10.18,19.166 53437 | top allow
¥ 2023-10=04 16:11:28 4 Connection © Allow 53 (domain) GwW 10.18.19.105 57541 [ udp allgw
» | 2023=10-04 16:11:28 4 Connection © Allow 53 (domain) fud:  GW 10.18.19.105 42318 [ udp allow
» | 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) GwW 10.18.19.110 38758 / udp allaw

> 2023-10-04 16:11:28 4 Connection © Allow 53 (domain) fud;  GW 10.18.19.110 53922 [ udp

¥ 2023-10-04 18:11:28 4 Connection Q Allow 53 (domain) fud; GW 10.18.19.108 52776 | udp allow
»  2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) fud; GW 10.18.19.32 38366 / udp allow
¥  2023-10-04 16:17:28 5 Connection © Allow 53 (domain) fud:  GW 10.18.19.111 47616 [ udp allow
¥ 2023-10-04 16:11:28 45 Connection o Allow 53 (domain) fud; GW 10.18.19.41 54037 [ udp allow
»  2023-10-0416:111:28 & Connection S Allow 53 (domain) fud;  GW 10.18.19.230 60602 [ udp allow
»  2023-10-04 16:11:28 4 Connection o Allow 53 (domain) fud; GW 10.18.19.230 59309 [ udp allow
¥ 2023-10-0416:11:28 5 Connection © Allow 53 (domain) fud; GW 10.18.19.111 39941 / udp allow
¥ 2023-10-04 16:11:28 ‘5 Connection © Allow 443 (https) f tcp . GW 10.18.19.230 34810 / t1cp allow
¥ 2023-10-04 16:11:28 & Connection © Allow 53 (domain) fud;  GW 10.18.19.156 52564 [ udp allow
» | 2023-10-04 16:11:27 5 Ci

onnection @ Allow 53 (domain) fud; GW 10,18,19.110 505852 [ udp allgw _m_

Una volta attivata, viene visualizzata la parola Live.

¥% 2023-10-05 21:55:25 EDT — 2023-10-05 21:56:04 EDT 39s @ Live



Attenzione: Quando Live € abilitato, non & possibile modificare la finestra temporale. Per
modificare la finestra temporale, disattivate prima I'opzione Dal vivo facendovi
nuovamente clic sopra.

Scarica eventi come Valori delimitati da virgole (CSV)

Passaggio 1. Fare clic sull'icona di download per generare un file contenente gli eventi
attualmente visualizzati nella pagina.

Ci»  Destination Port / ICMP Code 8910 X X Source IP 10.18.19.111 X 101819005 x = X Select x Refresh
(& Showing all 144 events (5 MdE I 2023-10-05 12:58:42 EDT — 2023-10-05 13:58:42 EDT 1h Go Live

— yestination Port [ ICMP Accas

M Time Event Typi Action I( RO Por: 1A Source IP Device i

> 5 13:58:04 5 Connectior Allow 8910 / gy

¥ 5 13:57:54 5 Connectior Allow B0 | 1oy

] 513574 5 nnectior Al 8910/ 1op

¥ 5135704 S Connectior Al 8910 / tof

> 5 13:56:24 4 Connectior Allow 8910/ 1oy

> 5 13:56:14 G Connectior Al 8910 | tof

» 5 13:55:34 5 Connectior Alleyy 8910 /1

> | 2 5 13:55:24 5 Connectior Al B0 / 1oy

» 5 13:54:44 5 Connectior Allowy B0 /1oy

> 5 13:54:34 4 Connectior Allowy 8910 / tof

> 5 13:53:54 5 nnection Allow 8910 / tof

» 5 13:53:44 4 Connectior Ao 8910 / tof

» 5 13:53:04 4 Connectior Aoy 8910/ t

) 5 13:52:54 4 Connectior Allow 8910 / 1oy

> 5 13:52:14 G Connection Allow 2910/ 1ey

» 5 13:52:04 5 Connectior Al B0 | 1oy

2. Selezionare la cartella di download, il nome e fare clic su Save (Salva).



Favorites Save As: | unified-events

A Applications

Tags:
= Desktop
77 Deskto 23
3 Documents < @~ 358~ = P ° Q
& Downloads
Yesterday

ocations

< iCloud Drive

Tz

® Red
® Orange

Yellow

® Green

® Blue Format: CSV File

@® Purple

® Gray New Folder Cancel
M_All Tane

Passaggio 3. Verificare il file CSV.

Time Event Type Action Destination Port/ICMP Code Device Source IP Source Port / ICMP Type Access Control Rule
2023-10-05 15:21:29 | Connection Allow 53 (domain) / udp GW 10.18.19.105 37412/ udp allow
2023-10-05 15:21:29 | Connection Allow 53 (domain) / udp GW 10.18.19.105 54766/ udp allow
2023-10-05 15:21:29 | Connection Allow 53 (domain) / udp GW 10.18.19.166 54279/ udp allow
2023-10-05 15:21:29 | Connection Allow 53 (domain) / udp GW 10.18.19.105 55185/ udp allow
2023-10-05 15:21:29 | Connection Allow 53 (domain) / udp GW 10.18.19.105 46312/ udp allow
2023-10-05 15:21:29 | Connection Allow 53 (domain) / udp GwW 10.18.19.105 36785/ udp allow
2023-10-05 15:21:28 | Connection Allow 53 (domain) / udp GW 10.18.19.110 57394/ udp allow
2023-10-05 15:21:28 | Connection Allow 53 (domain) / udp GwW 10.18.19.156 57395/ udp allow
2023-10-05 15:21:28 | Connection Allow 53 (domain) / udp GwW 10.18.19.111 38278/ udp allow
2023-10-05 15:21:28 | Connection Allow 53 (domain) / udp GW 10.18.19.105 44865/ udp allow
2023-10-05 15:21:28 | Connection Allow 53 (domain) / udp GwW 10.18.19.156 58387 / udp allow
2023-10-05 15:21:28 | Connection Allow 53 (domain) / udp GW 10.18.19.110 49873/ udp allow
2023-10-05 15:21:27 | Connection Allow 53 (domain) / udp GwW 10.18.19.105 510860/ udp allow
2023-10-05 15:21:27 | Connection Allow 53 (domain) / udp GW 10.18.19.105 34103/ udp allow
2023-10-05 15:21:27 | Connection Allow 53 (domain) / udp GW 10.18.19.31 60020/ udp allow
2023-10-05 15:21:26 | Connection Allow 53 (domain) / udp GW 10.18.19.110 43410/ udp allow
2023-10-05 15:21:26 | Connection Allow 53 (domain) / udp GW 10.18.19.111 47406/ udp allow
2023-10-05 15:21:26 | Connection Allow 53 (domain) / udp GW 10.18.19.105 43359/ udp allow
2023-10-05 15:21:26 | Connection Allow 53 (domain) / udp GW 10.18.19.111 43336/ udp allow
2023-10-05 15:21:26 | Connection Allow 53 (domain) / udp GW 10.18.19.111 42658 / udp allow
2023-10-05 15:21:26 | Connection Allow 53 (domain) / udp GW 10.18.19.156 52923/ udp allow
2023-10-05 15:21:25 | Connection Allow 53 (domain) / udp GW 10.18.19.110 46485/ udp allow
2023-10-05 15:21:25 | Connection Allow 53 (domain) / udp GW 10.18.19.201 52178/ udp allow
2023-10-05 15:21:25 | Connection Allow 53 (domain) / udp GW 10.18.19.111 55864 / udp allow

Informazioni correlate



» Utilizzo del Visualizzatore eventi unificato
» Cisco Secure Firewall - Visualizzatore eventi unificato: Suggerimenti
» Supporto tecnico Cisco e download



https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/workflows.html#Cisco_Task_in_List_GUI.dita_a834592d-be65-4897-970d-ee11e0c133c4
https://www.youtube.com/watch?v=YMIK0I-NN3Y
https://www.cisco.com/c/it_it/support/index.html?referring_site=bodynav

Informazioni su questa traduzione

Cisco ha tradotto questo documento utilizzando una combinazione di tecnologie automatiche
e umane per offrire ai nostri utenti in tutto il mondo contenuti di supporto nella propria lingua.
Si noti che anche la migliore traduzione automatica non sara mai accurata come quella fornita
da un traduttore professionista. Cisco Systems, Inc. non si assume alcuna responsabilita per
I&rsquo;accuratezza di queste traduzioni e consiglia di consultare sempre il documento
originale in inglese (disponibile al link fornito).
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