Configurazione di Secure Access con Secure
FTD e ASA per l'accesso privato con NAT
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Introduzione

In questo documento viene descritto come configurare il gruppo di tunnel di rete ad accesso sicuro
con Network Address Translation.

Prerequisiti

Requisiti
Cisco raccomanda la conoscenza dei seguenti argomenti:

 Cisco Firewall Management Center
* Cisco Secure Firewall Threat Defense
» Cisco Secure Access



Cisco Adaptive Security Appliance
Network Address Translation

* Policy Based Routing

» Acquisizioni pacchetti sul firewall

Componenti usati

Le informazioni fornite in questo documento si basano su:

+ Cisco Firewall Management Center 7.10

» Cisco Secure Firewall Threat Defense 7.10
» Cisco Secure Access

» Cisco Adaptive Security Appliance 9.2

* Router Cisco

Le informazioni discusse in questo documento fanno riferimento a dispositivi usati in uno specifico
ambiente di emulazione. Su tutti i dispositivi menzionati nel documento la configurazione € stata
ripristinata ai valori predefiniti. Se la rete € operativa, valutare attentamente eventuali
conseguenze derivanti dall'uso dei comandi.

Premesse

Cisco Secure Access offre funzionalita Secure Service Edge native del cloud, tra cui Secure
Internet Access (SIA) e Secure Private Access (SPA). Per le organizzazioni che estendono
I'accesso alle applicazioni private a utenti remoti senza sottoporre a backhaul tutto il traffico
attraverso un centro dati, Secure Access utilizza i gruppi di tunnel di rete (NTG) IPsec per creare
tunnel crittografati tra i dispositivi di rete locali, ad esempio Cisco Firewall Threat Defense (FTD),
Adaptive Security Appliance (ASA) e i punti di presenza (PoP) del cloud Cisco Secure Access.

In questo documento viene descritto come stabilire un tunnel IPsec basato su routing utilizzando il
protocollo IKEv2 tra Cisco FTD, ASA e Cisco Secure Access, in modo da abilitare Network
Address Translation (NAT) su Secure Access e Policy-Based Routing (PBR) su FTD e ASA per
indirizzare nel tunnel solo il traffico con accesso privato.

Esempio di rete
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Topologia della rete

Configurazione

Secure Access e Secure Firewall Thread Defense - VPN dinamica (BGP) basata su
route con PBR

Configura Network Tunnel Group su accesso protetto

1. Accesso al dashboard Accesso sicuro Accesso sicuro

2. Passare a Connetti > Connessioni di rete > Gruppi di tunnel di rete e fare clic su +Aggiungi per
configurare il gruppo di tunnel di rete

‘dhes’ Secure Access : £ Jaikishan Yadav

= [Network Connections | & Raute Summarizati

Manage the connections that allow user traffic to reach private resources on your network. For information about these options, see Help

o 1 & .
Connector Groups Metwork Tunnel Groups Meraki Sites FTDs
oma

Network Tunnel Groups o o

@
Experience
insignts o o 0
Disconnected Warning £ Conrmeted &
&
Connect
Netwerk Tunnel Groups
= A natwork tunnel group provides a framework for establishing tunnel redundancy and high
[, availibility. Connect tunnels 1o the hubs within a netwark tunnel group to securely control

user access to the Internet and private resources. Help ©f

Accesso sicuro - Gruppi di tunnel di rete


https://login.sse.cisco.com/

3. Configurare il gruppo di tunnel di rete - Impostazioni generali

» Configura nome gruppo tunnel, area e tipo di dispositivo

Fare clic su Avanti.

& Network Tunnel Groups
Add a Network Tunnel Group

Add a network tunnel group to Secure Access and enable secure network connections to
the internet and private resources. Select one of your erganization's available network
devices to establish this network tunnel group connection. Help

@ General Settings

2 Tunnel ID and Passphrase
3 Routing

4 Data for Tunnel Setup

I General Settings

Give your network tunnel group a good meaningful name, choose a region through which it will connect to Secure Access, and choose the
device type this tunnel group will use.

Tunnel Group Name

| Fro-soP

Reglon

[ US (Pacific Northwest) " J
Device Type

[ FTD - ]

< Cancel m

Accesso sicuro - Impostazioni generali gruppi tunnel di rete

4. Configurare I'ID tunnel e la passphrase.

» Configurare I'ID del tunnel e la passphrase.

Fare clic su Avanti

« Network Tunnel Groups

Add a Network Tunnel Group

Add a network tunnel group o Secure Access and enable secure network connections o

the internet and private resources. Select one of your

ion's available

devices to establish this network tunnel group connection, Help ©f

@ General Settings

@ Tunnel ID and Passphrase |

3

4

Routing

Data for Tunnel Setup

Tunnel ID and Passphrase
Configure the tunnel ID and passphrase that devices will use to connect to this tunnel group.

Tunnel I Format

(®) Email IP Address

Tunnel ID
[mngp\-pn ] @<org=<hubs.sse.cisco.com

Passphrase

Show

The passphrase must be between 16 and 64 characters long. It must include at least one upper case letter, one lower case latter, one number, and cannot include
any special characters,

Confirm Passphrase

[[ P e ]l

=] -]




Accesso sicuro - ID e passphrase gruppi di tunnel di rete

5. Configurare il routing

» Configura numero AS dispositivo
 Fare clic su Salva.

@ Tunnel ID and Passphrase
Internat Protocel Version Setting for Routing

@ Routing L_J Enable IPvE Routing in addition to IPv4
IPv4 is enabled by default.

4 Data for Tunnel Setup Routing option

Static routing

Use this option to manually add IP address ranges for this tunnel group.
(@) Dynamic routing

WUse this option when you have a BGP peer for your on - premise router,

Device AS Number

Advanced Settings ~

[) Multinop BGP
Selact this option to enable the ability for BGP peers to establish a connection
{hop) when not directly connected.

[_) override BGP route summarization
By default, advertised routes are summarized using the configured summary
subnets in the Route Summarization page. Select this option 1o override route
summarization.

[") Block default route advertisement
Select to block the advertisement of the default route.

< Gancel

Accesso sicuro - Routing gruppi di tunnel di rete

6. Salvataggio della configurazione di un gruppo di tunnel di rete



+ Network Tunnel Groups

Add a Netwoerk Tunnel Group

Add a network tunnel group to Secure Access and enable secure network connections to
the internet and private resources. Select one of your organization®s available network
devices to establish this network tunnel group connection. Help

@ R Data for Tunnel Setup

Review and save the following information for use when setting up your network tunnel devices. This is the only time that your passphrase is

displayed.
@ Tunne! ID and Passphrase
Primary Tunnel ID: fidbgpvpn@
@ Routing .
Primary Data Center IP Address: 44228138150 ¢ 2603:5004:13: 20611017 ¢
: fidb
@ Data for Tunnel Setup Secondary Tunnel ID GRVPNE
Secondary Data Center IP Address: 523520156 2603:500413: 2021101 ¢
Passphrase:

Download CSV
: 3

Accesso sicuro - Gruppi di tunnel di rete

Configurare la VPN IPsec basata su route dinamica su Secure Firewall Threat Defense (FTD) con
PBR

1. Accedere a Centro gestione firewall (FMC)
2. Configurare la VTI Virtual Tunnel Interface

» Selezionare Dispositivi > Gestione dispositivi


https://docs.manage.security.cisco.com/cdfmc/t_create_vti_tunnel.html

gl Firewall Management Center

CISCO  Deyi / Device Management

Devices = X

Monitor
I Device Management I + Upgrade
Insights & Reports >
Template Management Threat Defense Upgrade
2% Events & Logs >
Platform Settings Chassis Upgrade
Manage FlexConfig
1) Policies ’ Certificates
® Objects

— Show less
| mm Devices I

Gestione protetta dei firewall - Dashboard

» Fare clic sull'icona a forma di matita accanto al dispositivo e passare alla sezione Interface
(Interfaccia)

» Fare clic su Add interfaces (Aggiungi interfacce), quindi selezionare Virtual Tunnel Interface
(Interfaccia tunnel virtuale)

abmln,  Firewall Management Center

(110 v Secure Firewall Interfaces

FTD m

o Device Inline Sets  Routing CHCP VTEP
Insights & Reports >
2 Events &Logs - Interfaces | Virtual Tunnels = Search by name [ Sync Interface ]l Add Interfaces ~ I

Sub Inerisce

Manage

Interface Logical Mame Type Security Zones MAC Address (Active/Stand... P Address Path Monit... Virti Redundant Interface
Policlas
@ ma nagamentdid managemant Physical Dicabled Global
Objects
[@ cigabitEtheme outside Physical  outside 102168112 24[Static) Disabled Global | onback Interface
‘an Devices s
[ cigabitEthemetn/ inside Physical  inside 101010124 (Static); Disabled Glopa| ¥N! Interface
&' Securs Connections
[@ GigabitEthemetnl Physical Disabled
& Integrations
[@ GigabitEthemator3 Physical Disabiled

Gestione protetta dei firewall - Configurazione VTI FTD

» Configurazione VTI



Add Virtual Tunnel Interface ®@

General Path Monitoring

Tunnel Type

@ Static O Dynamic

[ VTI-1 ]

Enabled

Description:

" Virtual Tunnel interface for

Security Zone:

wii v

Priority:

0 (0 - 65535)

Propagate Security Group Tag:

Virtual Tunnel interface Details
An interface named Tunnel<I/D> is configured. Tunnel Source is a physical interface where VPN tunnel terminates for
the VT

Tunnel |D:*

[ 1 ] (0 - 10413)




Virtual Tunnel Interface Details
An interface named Tunnel<ID> is configured. Tunnel Source is a physical interface where VPN tunnel terminates for

the VTI.

Tunnel |D:*

E

Tunnel Source:*

{0 -10413)

[ GigabitEthernet0/0 (outside) v ] [ 182.168.1.12

7

IPsec Tunnel Details
IPsec Tunnel mode is decided by VPN traffic IP type. Configure IPv4 and IPvE addresses accordingly.

IPsec Tunnel Mode:*

@® ipva

IP Address:*

@ Configure IP

() pve

O Borrow IP (IP unnumbered)

[ 169.254.2.1/30

| ®

Select Interface

Gestione protetta dei firewall - Configurazione VTI FTD

_I_

Cancel m

» Configurare anche VTI-2 per la VPN IPsec secondaria con accesso sicuro

FTD

Cisco Secure Firewall Threat Defense for ViMware

Device Interfaces Inline Sets

Interfaces | Virtual Tunnels

Routing

DHCP VTEP

Cancel

Q1 Search by name

] [ Sync Interface ] [ Add Interfaces ~ ]

Interface Logical Mame Type Security Zones  MAC Address (Active/Stand... IP Address Path Monit...  Virtual Router
[iManagernent{)fO management Physical Disabled Global Q<
[E7] GigabitEthernetd/0 outside Physical outside 182.168.1.12/24(Static); Disabled Global &
(& Tunnen VTI- VTl wii 169.254.2.1/30(Static); Disabled Global & 0
(@ Tunnel2 VTI-2 VTl vt 169.254.2.5/30(Static); Disabled Global & 0
GigabitEthernet0/1 inside Physical  inside 10.10.10./24(Static); Disabled Global &



Gestione protetta dei firewall - Configurazione VTI FTD

3. Selezionare Secure Connections > Site-to-Site VPN & SD-WAN e fare clic su Add per
configurare la VPN

Center

alial  Firewall Managenn -ente P NCD) G sdnin
cisco £ Flie-t ite VPH & SD-WAN C'L— '3 -
. Last Updated: 10:16 AM
= Secure Connections =  x o m HAT Exemptians E
® | [metresn ]
Maniter
Is.lo-to-Sim VPN & SD-WAM o I
I Insights & Reports »
Remote Access VPN
£  Events & Logs »
bt ¥ Dynarnic Access Policy
Marage
1] Policies »
»
%" Objects
wm Dovices »
HNo VPN topologies are configured. Create a VPN Topology.
&  Integrations »

Gestione sicura del firewall - Configurazione VPN FTD

» Crea topologia VPN

Create VPN Topology ®

Topology Name *

[ SecureAccess-VPN-Primary ]

VPN Type

New P ~
@ Route-Based VPN

(O SD-WAN Topology

(O Policy-Based VPN
simplifies and automates the Secures traffic Ve e

A SASE Topelogy cannot
be selected because
Cisco Umbrella

Select VPN Topology

&

Prerequisites

Select VPN Topology

O @ Hub and Spoke
@ @ Peer to Peer

Select VPN Topology
@
@
®

Connection is not
configured.

Prerequisites

C' Refresh

Gestione sicura del firewall - Configurazione VPN FTD

+ Dal passaggio 6 di Configurazione del gruppo di tunnel di rete sull'accesso sicuro ottenere



gli ID e gli indirizzi IP del tunnel per i centri dati primario e secondario.

Fare clic sugli endpoint

In Nodo A, fare clic su Device e selezionare il dispositivo FTD

Fare clic su Virtual Tunnel Interface e selezionare la prima interfaccia VTI creata nel
passaggio precedente

Fare clic sull'opzione Send Local Identity to Peers (Invia identita locale ai peer) e selezionare
Email ID (ID e-mail), immettere I'ID del tunnel primario (da "Save Network Tunnel Group
Configuration" (Salva configurazione gruppo tunnel di rete) in Configure Network Tunnel
Group on Secure Access (Configura gruppo tunnel di rete su accesso sicuro)

In Nodo B, fare clic su Device e selezionare Extranet

Fare clic sul nome del dispositivo e assegnargli un nome

Fare clic su Indirizzi IP degli endpoint e immettere gli indirizzi IP primari e secondari di
Secure Access separati da una virgola (da "Salva configurazione gruppo tunnel di rete" in
Configura gruppo tunnel di rete su accesso sicuro )

Fare clic su Aggiungi VTI di backup

Fare clic su Virtual Tunnel Interface e selezionare la seconda interfaccia VTI creata nel
passaggio precedente

Fare clic sull'opzione Send Local Identity to Peers (Invia identita locale ai peer) e selezionare
Email ID (ID posta elettronica), immettere I'ID del tunnel secondario (da "Save Network
Tunnel Group Configuration" (Salva configurazione gruppo tunnel di rete) in Configure
Network Tunnel Group on Secure Access (Configura gruppo tunnel di rete su accesso
sicuro)

Fare clic su Salva



Edit VPN Topology

Topology Name:*

[ SecureAccess-VPN-Primary ]

Network Topology:

| Pointto Point | Hub and Spok Full Mesh

IKE Version:* (] IKEV1 IKEv2

Endpoints IKE IPsec Advanced
Node A
Device:*

[FTD v]

Virtual Tunnel Interface:*

[VTH (IP: 169.254.2.1) v ] -+

Tunnel Source: outside (IP: 192.168.1.12)Edit VTI
(O) Tunnel Source IP is Private

Send Local Identity to Peers

Local Identity Configuration:*
[ Email ID ¥ ]

| ftdbgpvpn(

Secure FTD - Configurazione endpoint VPN

Node B

Device:*

[ Extranet

Device Name*:

[ Secure Access

Endpoint IP Address*:

[ 44,228.138.150,52.35.201.56

Cancel m




Edit VPN Topology

Topology Name:*

[ SecureAccess-VPN-Primary J

Network Topology:

| Point to Point

IKE Version:* [ IKEV1 IKEv2

Endpoints IKE IPsec Advanced

Backup VTI: Remove

Virtual Tunnel Interface:*

[ VTI-2 (IP: 169.254.2.5) v ] +

Tunnel Source: outside (IP: 192.168.1.12)Edit VTI
D Tunnel Source IP is Private

Send Local Identity to Peers

Local Identity Configuration:*

[ Email ID ~ ]
[ tdbgpvpn@ 22-
Additional D

Configuration

Route traffic to the VTI . Routing Policy
Permit VPN traffic - AC Policv

Secure FTD - Configurazione endpoint VPN

+ Configurare le impostazioni IKEv2 in base ai parametri IPSec supportati
» Seleziona criteri come Umbrella-AES-GCM-256
» Selezionare il tipo di autenticazione come chiave manuale gia condivisa


https://securitydocs.cisco.com/docs/csa/olh/120435.dita

Edit VPN Topology

Topology Name:*

[ SecureAccess-VPN-Primary ]

Network Topology:

| Point to Point

IKE Version:* [ IKEv1 IKEv2

Endpoints IKE IPsec Advanced

IKEv2 Settings

N
Policies™® | mbrella-AES-GCM-256 &

Authentication Type: [ Pre-shared Manual Key v ]

Confirm Key:* [

[:] Enforce hex-based pre-shared key only

Secure FTD - Impostazioni VPN IKE

» Configura impostazioni IPSec

» Seleziona proposte IPsec IKEv2 come Umbrella-AES-GCM-256
 Abilita PFS come gruppo di moduli selezionato come 20



Edit VPN Topology

Topology Name:*

[ SecureAccess-VPN-Primary }

Network Topology:

| Point to Point |

IKE Version:* ) IKEv1 IKEv2

Endpoints IKE IPsec Advanced

Transform Sets: |KEv1IPsec Proposals  IKEv2 IPsec Proposals* &

tunnel_aes256_sha Umbrella-AES-GCM-...

C] Enable Security Association (SA) Strength Enforcement

Enable Perfect Forward Secrecy

Modulus Group: [ 20 v

Secure FTD - Impostazioni IPsec VPN

» Impostazioni avanzate
» Fare clic su Salva.

Cancel



Edit VPN Topology ®

Topology Name:*

[ SecureAccess-VPN-Primary J

Network Topology:

| Point to Point

IKE Version:* ] IKEv1 IKEv2
Endpoints IKE IPsec Advanced
|Psec IKE Keepalive: | Enable v
Tunnel ——
Threshold: | 10 | Seconds
Retry Interval: |2 | Seconds (R 2-1
Identity Sent to Peers: | autoOrDN v |
Peer Identity Validation: ‘ Do not check v |

Secure FTD - Impostazioni avanzate VPN

FTD Policy Based Routing

Nel routing tradizionale, i pacchetti vengono instradati in base all'indirizzo |IP di destinazione.
Modificare il routing di un traffico specifico in un sistema di routing basato sulla destinazione &
difficile. Il Policy Based Routing (PBR) estende e integra i meccanismi forniti dai protocolli di
routing, offrendo un maggiore controllo su quest'ultimo.

PBR consente di impostare la precedenza IP. Consente inoltre di specificare un percorso per
determinati traffici, ad esempio il traffico di priorita su un collegamento costoso. Con PBR, &
possibile definire il routing in base a criteri diversi dalla rete di destinazione, ad esempio porta di
origine, indirizzo di destinazione, porta di destinazione, protocollo, applicazioni o una
combinazione di questi oggetti. Per ulteriori informazioni, fare riferimento al documento Policy
Based Routing

1. Configura elenco accessi

+ Selezionare Oggetti > Elenco accessi > Estesi


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/routing-policy-based.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/routing-policy-based.html

Extended

» Fare clic su Add Extended Access List

Secure FTD - Elenco accessi esteso

» Assegnare un nome all'elenco accessi
 Definizione dell'azione
» Consenti. - Il traffico definito verra inviato al tunnel IPsec
Blocco - Il traffico verra ignorato dal tunnel IPSec
» Laregola verra confrontata in base al numero di sequenza (dal piu basso al piu alto)
» Fare clic su Add
» Fare clic su Salva.

Add Extended Access List Entry ®

Action:
l Allow w ]

Logging:
[ Default w ]

Log Level:

Log Interval:

Sec.,

Network Port B Application D Users B Security Group Tag

-

Available Networks Source Metworks (1) Destination Networks (0)

G 10.10.0. ® ] 0bj10.10.10.0 | any

Add to Destination

abj 10.10.10.0

Cantel m

Secure FTD - Elenco accessi esteso



@

New Extended Access List Object

Name
| Par
Enitries (1)
Sequence Action Source Source Port Destination Destination Port Application Users SGT
1 B AMow  obj 1010100

Displaying1-1of 1rows < < Page| 1 of 1

[_‘. Allow Overrides

Cancel Save

Secure FTD - Elenco accessi esteso

2. Configurare il routing basato su criteri

» Selezionare Dispositivi > Gestione dispositivi > FTD > Instradamento

irewall Management Cente ' QD @
1. Firewall Management Center Q, Search P00 @

sdmin

FTD m

ure Firewall Theeat Defense for ViMware

sl
€1sco v Secure Flrowall Routing

Mt

Device  Interfaces  Inline Sets DHCP  VTEP

Virtual Router Properties

! insights & Reports

2 Events &logs

Manage Virtual Routers wre the basic dotails of this virtual router

Glabal —
Manago | VRF Mame:
1] Policies ¥ Wirtual Router Properties
Description
ECMP
%5 Objects
BFD
’ os o
OSPFV3 ) Seadeh
Secure Connections
" EIGRP Available Interfaces Salected Interfsces
%  Integrations » RiF
Policy Based Routing
v BGP
A, Troubleshooting » .
IPvE

= Addeninlatratian

Secure FTD - Policy Based Routing

» Fare clic su Aggiungi
» Selezionare Interfaccia in ingresso - Interfaccia in ingresso per la subnet definita nell'elenco
degli accessi



Add Policy Based Route ®

A policy based route consists of ingress interface list and a set of match criteria associated to egress interfaces

Ingress Interface *

[ inside X w J

Match Criteria and Egress Interface m

Specify forward action for chosen match criteria.

There are no forward-actions defined yet. Start by defining the first one.

Cancel

Secure FTD - Policy Based Routing

 Definizione dei criteri di corrispondenza e dell'interfaccia in uscita

» Fare clic su Add

» Selezionare I'ACL corrispondente

» Selezionare Invia a come indirizzo IP

+ Aggiungi indirizzo IP hop successivo. - Gli indirizzi IP dell'interfaccia VTI sono.
169.254.2.130 e. 169.254.2.5/30. Quindi, gli indirizzi IP dell'hop successivo per VTI -1
e VTI-2 saranno 169.254.2.2 e 169.254. 169 254 2.6

+ Fare clic su Salva



Add Forwarding Actions ®

Match ACL: * [PBR v J +
Send To: * [IP Address v ]
IPv4 Addresses: [ 169.254.2.2169.254.2.6 J
IPv6 Addresses: [ For example, 2007:db8::, 2002:db8::12 ]
Don't Fragment: [None ~ J

D Default Interface

IPv4 settings IPv6 settings
Recursive: [ For example, 192.168.0.1 ]
Default: [ For example, 192.168.0.1, 10.10.10.1 J

[ peer Addrass

Secure FTD - Policy Based Routing

FTD You have unsaved changes

Cisco Secure Firewall Threat Defense for VMware

Device  Interfaces  Inline Sets  Routing DHCP  VTEP

Policy Based Routing
Manage Virtual Routers Specify ingress interfaces, match criteria and egress interfaces to route traffic accordingly. Traffic can be routed across Egress interfaces accordingly

IGI’DDBI b Configure Interface Priority m

Virtual Router Properties Ingress Interfaces Match criteria and forward action

ECMP inside D ——— . & O
BFD PER 169.254.2.2
169.254.2.6
QSPF
O5PFv3
EIGRP
RIP
Policy Based Routing

~  BGP

Secure FTD - Policy Based Routing

Configurazione di BGP su FTD

1. Abilitare BGP



+ Selezionare Dispositivi > Gestione dispositivi > FTD > Routing > Impostazioni generali >
BGP

+ Abilitare BGP e aggiungere il numero AS (numero AS locale FTD)

+ Fare clic su Salva.

irew a L (=) Ce =] r
aliali.  Firewall Management Center Deploy @ D[D ® e

cIsco Secure Firewall Routing
Ciis: Secure Firewall Threat Defense for Viiware

Monitor

L Device  Interfaces  InlineSets  Routing DHCP  VTEP
Insights & Reports S

Enabla BGP:
& Events &Logs

Manage Virtual Routers fs Numiber®
(G abal G501 ]
Msnage -
Policks Virtual Routes Properties Override BOP gene addres
ECMP Router Id
*s  Objects . Automatic -
fam Devices » 0sPF P Addrass®
O5PFv3
A v »
&  Securs Connections -
. General ? Neighbor Timers

%  integrations

Secure FTD - Routing BGP

+ Selezionare BGP > |[Pv4

2. Aggiunta router adiacente BGP: i peer BGP con accesso sicuro sono 169.254.0.5 e
169.254.0.5. 169.254.0.9



Add Neighbor ®

IP Address* Enabled address

[ 169.254.0.5) ] () As override

Remote AS* C] Shutdown administratively
[ 64512 ]

(1-4294967295 or 1.0-65535.65535)

BFD Fallover Description

(1o I )

Update Source:
[ )

Filtering Routes Routes Timers Advanced Migration

(O] Enable Authentication
Enable Encryption
0 v

Password
Confirm Password

D Send Community attribute to this neighbor
D Use itself as next hop for this neighbor
(C) pisable Connection Verification

O Allow connections with neighbor that is not directly connected

@ Limited number of TTL hops to neighbor
TTL Hops

[ 254 ]

(1-254)

D Use TCP path MTU discovery

TCP Transport Mode

Secure FTD - Routing BGP




FTD You have unsaved changes m m

Cisco Secure Firewall Threat Defense for Vidware

Device  Interfaces  Inline Sets  Routing DHCP  VTEP

Enable 1Pva: @ AS Number 85010
Manage Virtual Routers
Global v

Meighbor Add Aggregate Address Filtering Networks Redistribution Route Injection

Virtual Router Properties

ECMP
BFD Address . Family Remote Private AS Number Description

OSPF 169.254.0.5 64512 Enabled on
93PRv3 169.254.0.9 64512 Enabled &0
EIGRP

RIF

Policy Based Routing
w BGP

1Pvd

Secure FTD - Routing BGP

3. Aggiungere le reti - Reti che devono essere pubblicizzate per Secure Access

* Fare clic su OK.

Add Networks

Network*
[ ob) 1010100

Secure FTD - Routing BGP

» Salvare e distribuire le modifiche

Verifica stato tunnel



Su accesso sicuro

' Secure Access

&« Notwork Tunnel Groups
FTD-BGP

# Edit Configuration

- Datails for the Auto VPM tunnels added to this group are Bsted including which tunnel hub it is a member of,
Home
Summary
@ & Comnected
Experience
M. Region US (Pacific Northest) Routing Type Dyramic Routing [BGF)
Device Type FTD Device BOP AS &500
& Last Status Update  Jun O, 2026 253 AM Pear [Secure Access) RGP AS BasK2
Connect BGP Peer (Secure Access) 1P Addresses  160.2540.9, 166, 264.0.5, 28045 e 4bic 723 bET0000120
Multinop BOP Addresses
== Multihop TTL =
Resources
(] Primary Tunnel Hub Seslogs Secondary Tunnel Hub
Secure © Hub Up © Hub Up
] 1 1
Active Tunnels S Active Tunrels S
Monior
Tunnel Group I fdbgpvpn Tunnel Growp ID
Q Data Center sse-usw-2-1-1 Data Center
S 1P Address 44.27B1IB150 200FS004:13: 20e::110Y 1P Addrass

Stato tunnel IPSec - FTD sicuro

Sul CCP

alalie  Firewall Ma nter

cisco ite VPH & SD-WAN

* @ 0 9 Jaikishan Yadav

SesLogs

Route summary subnets (0)

View advanced settings

Seelogs

fidngpvpng
sse-usw-2-1-0

$2.35.201.58 2603:5004°13:20:::18011

Last Updated: 11:56 PM m HAT Exemptions m
Refresh
L

Monitor
! Insights & Reports »
Topology Hame VPH Type Netwark Topalagy Tunnel Status Distribution IKEwl  IKEv2
& Events&lLogs »
v Gecuredecess VPN Route Baged (VTI) Point-to-Point o
Manege Hode A Hode B
U Palicies »
Dovice VPN interface VTiinterface Brevice VPN interface WTlinterface
®s  Objects
Extranat 44228138150 (44,228, ™ outside (192.168112) VTIF1 169.254.21)
am Devices Extranet o outside (192.1661.12) VT2 (169.254.2.5)

l &' Secure Connections

A  Intogrations

Stato tunnel IPSec - FMC protetto

Viewing 1-2 a1 2

Configurazione della VPN IPsec basata su route statica su ASA (Adaptive Security

Appliance) con PBR

Configurazione VPN su accesso sicuro

1. Accesso al dashboard Accesso sicuro Accesso sicuro
2. Passare a Connetti > Connessioni di rete > Gruppi di tunnel di rete e fare clic su +Aggiungi per



https://login.sse.cisco.com/

configurare il gruppo di tunnel di rete

¥ @ QA ssEdshen e

Network Connections | @ Poute Summartzation

Mannge thi connections that sllaw uier WMz 12 Pobeh pifvele TSOUTSE ON youf Retwork, For infarmation abeut thets cptiond, bas Halp [

Groups : ur P | Maoraki Sites FTDs

Hetwork Tunnel Groups 5.

Disconnected O Warning 4, Connected &

Network Tunnel Groups

= A natwork tunnel group provices:a framework for establishing tunnel redundancy and high
e avdiibility. Gonnect tunnels 10 the huts within a netwerk funnel grous o securely control
usar SCoess to the Antermedt and private resources, Help CF

Accesso sicuro - Gruppi di tunnel di rete

3. Configurare il gruppo di tunnel di rete - Impostazioni generali

» Configura nome gruppo tunnel, area e tipo di dispositivo
* Fare clic su Avanti.

— & Metwork Tunnel Groups

Add a Network Tunnel Group

Add a network tunnel group to Secure Access and enable secure network connections to
Home the internet and private resources. Select one of your arganization’s available network
devices to establish this network tunnel group connection. Help 7

Experience
Insights
General Settings
@ General Settings 9
-~ Give your network tunnel group a good meaningful name, choose a region through which it will connect to Secure Access,
Cannect and choose the device type this tunnel group will use.
2 Tunnel ID and Passphrase
= Tunnel Group Name
Resources 3 Routing ASA-NAT |
' Region
4  Data for Tunnel Setup . 3
- US (Pacific Northwest) o |
Secuwre LN
Device Type
a .
Manitar L ASA - |

Q
< Cancel m
Investigate

Accesso sicuro - Impostazioni generali gruppi tunnel di rete

4. Configurare I'ID tunnel e la passphrase.

» Configurare I'ID del tunnel e la passphrase.
* Fare clic su Avanti



Home

L]
Experience
Inskghts

Resources

Secure

Moninor

Q

Imvestigate

do

Addmin

4 Netwaork Tunnel Groups
Add a Network Tunnel

Add a network tunnel group te

Group

Secure Access and enable secure network connections to

the internet and private resources. Select one of your organization's available network
devices to establish this network tunnel group connection, Help

@ General Settings

@ Tunnel 1D and Passphrase

Tunnel ID and Passphrase

Configure the tunnel ID and passphrase that devices will use to connect to this tunnel group.

| Tunnel ID Format

2) Routing (®) Email IP Address
Tunnel ID
4 Datafor Tunnel Setup [ asahomevpn ] @<org=<hubs sse.cisco.com
Passphrase
The h must be bet 16 and 64 ch 5 long, It must include at least one upper case letter, one lower case letter, ong

number, and cannot include any special characters.

Confirm Passphrase

[[ sidia

ssausuid] Show ]]

Accesso sicuro - Gruppi di tunnel di rete

5. Abilitare NAT (Network Address Translation)

+ Metwork Tunnal Groups

Add a Metwork Tunnel Group
® Add a netwark tunnel group 1o Secure Access and enable secure network connections 1o
Hama thi isbermel and privale resources. Selecl ane of your ceganization's available network
dinicad ik U natweek jaih. Halp 02
@
Experience
Insgres
@ Genaral Settings Routing options and network overlaps.
s Configure routing aptions far this wnnel group.
Connect
@ Tunned I and Passphrase Iﬂ Matwork Adress Transistion (NAT)
= Select to add NAT mapping configurations that resolve overlapging subnet IF address ranges, inclisging netwarks with conflicting IP address spaces.
R (%) routing I .
1 4 Data for Tunmel Satup Site + Securs Accoss O All sures [P addresses ransiste 1o Securs Access -+ Site O
o] Source NAT range: Source MAT a
2 Add & destination mapping o enable this rule
—— Translate 1 Sbcuns Acciis NAT
aubnet
T+
AR Destination MAT Mappings
Haene Direction (0 Original CIDR Trarslatod CEDR
do
poust (i ]
= Configure full bi-directional granular control over destination IP address translation.
Workhows + Add Mapgings
= Internet Protocol Version Setting for Routing
Minraic

Enable IPw8 Reuting in additisn te IPvg

- e

Accesso sicuro - Impostazioni NAT gruppi tunnel di rete

6. Aggiungi mapping NAT di destinazione

Flusso 1 - Da router 1 a router 2 (da sito ad accesso sicuro)



Flusso 2 - Da router 2 a router 1 (accesso sicuro al sito)

+ Metwork Tunnel Groups

Add a Network Tunnel Group

Aridl @ mwiwerk tunnal group i Secure Access and ensble secue natweork conmestions 1o
Hona 10 IFADITN DA BIVENG ESSUTERs. SHIET ana of yeur sganization's ivalabie natweek
devicas 10 astabiizh this metwori tunnel group connoction. Help o

'L’:' Genaral Satiings Reuting options and netwerk overlaps

® Configure routing eptions far this unnel group.
Conmect =
() Tunnetio anaPassphease Netwrk Address Translstion (MAT)
= Select to add NAT mapping configurations that resoive overlapping subnet IP sdress ranges, including netwarks with conflicting P address spaces
[— Roisti
o d Source Mappings
| 4 Data fer Tunnel Setup Site + Secure Access AN i 1P 30T TN AL 1 Secure Access 5 Site
o Source NAT nge: Source NAT o
Add a destination mapping fo enabie this ne
a
e Trareala Accets NA
st
Q
St Destination NAT Mapgings
Hame Direction O Griginal CIDR Translated CIDR
= ASATo-FTD # | | s#e -+ Secure Access 103010:902/32 | 1o sat0102032 | x
A —)

+ M Mappings

Internet Protecol Version Setting for Routing

Enable IPvE Rowting in addition to iPvd

Accesso sicuro - Impostazioni NAT gruppi tunnel di rete

Renws par page | 30 v | < [ﬂ >

Attenzione: Quando NAT ¢ abilitato, BGP non & possibile. Configurare inoltre la VPN

statica sui dispositivi Customer Edge

Je

Suggerimento: Ricordarsi sempre di eseguire il ping di un indirizzo IP tradotto.
L'IP tradotto va in CIDR tradotto e I'lP reale va in CIDR originale.



Netwaork Tunnel Groups
Add a Network Tunnel Group
Add a network tunnel group to Secune Access and enable secure network connsctions to

e internet and private resourees. Seleet one of your organization's available network
dwwicas b0 establich this network tunnal group cannection. Help cf

{;:I Dansial Swiiigs Routing options and network overlaps

Configure routing options for this tunnel group.
=
() Tunnel 10 and Passphrase Netwark Address Transiation (NAT)

Select to add NAT mapping CGEfIgUfa‘.IC"IS that resolve overlapping subnet IP address ranges, including networks with co I\ﬂlcllng IP address spaces.
() Routing

Source Mappings
2 DA R Tl B Site & Secure Access ANl source P addresses ranslite 10 Secure Access + Site All 50urce IF addresses ranslate 1o
Sounca NAT range: Source NAT range:

o) Transkate to Secure Access NAT

subnet

Dostination NAT Mappings

Mame Direction Oviginal CIDR Transiated CIDR
ASA-To-FTD She = Secure Access 10.10.10.102/32 192.168.10.102/32
FTD-To-A5A Socure Access - Sie 10.10.10,101/32 172.16.10.101/32 s

Rows per page | 30 [ 1 J
+ Add Mappings

Internet Protocol Version Setting for Routing

—

Accesso sicuro - Impostazioni NAT gruppi tunnel di rete

Fare clic su Salva

Je

Suggerimento: Per il traffico che va dal 'Sito A' al 'Sito B', dalla direzione del punto di vista
di CNHE-1 & 'Sito-> SecureAccess'

Per il traffico che va dal 'sito B' al 'sito A', dalla direzione del punto di vista di CNHE-1
e 'SecureAccess -> Sito'

Configurazione VPN su ASA

1. Accedere alla CLI di ASA, accedere alla modalita abilitazione e verificare la connettivita IP di
base verso Internet

ASA# sh ip

Indirizzi IP di sistema:

Nome interfaccia Indirizzo IP Subnet mask, metodo

Gigabit Ethernet0/0 esterno a 192.168.1.40 255.255.255.0 manuale
Gigabit Ethernet0/1 all'interno del manuale 10.10.1.255.255.255.0

Indirizzi IP correnti:
Nome interfaccia Indirizzo IP Subnet mask, metodo
Gigabit Ethernet0/0 esterno a 192.168.1.40 255.255.255.0 manuale



Gigabit Ethernet0/1 all'interno del manuale 10.10.1.255.255.255.0

ASA# ping 8.8.8.8

Digitare la sequenza di escape da interrompere.

Invio di 5 echo ICMP da 100 byte a 8.8.8.8, il timeout & di 2 secondi:
Success rate is 100 percent (5/5), round-trip min/avg/max = 20/28/30 ms
N. ASA

2. Configurare il criterio IKEv2 e abilitare IKEv2 sull'interfaccia esterna

criterio crypto ikev2 10
crittografia aes-gcm-256

integrita null

gruppo 19

secondi durata 86400

crypto ikev2 abilitare per I'esterno

3. Configurare la proposta IPSec

crypto ipsec ikev2 ipsec-proposta Ipsec-proposta-primary
protocollo esp encryption aes-gcm-256

4. Configurare il profilo IPSec

crypto ipsec profile csa-profile-primary
set ikev2 ipsec-proposta Ipsec-proposta-primario
set ikev2 local-identity email-id <id tunnel primario>

5. Configurare Criteri di gruppo e abilitare il protocollo IKEv2 nell'attributo.

criteri di gruppo csa-policy-primary internal
attributi primari csa-policy-criteri-gruppo
vpn-tunnel-protocol ikev2

6. Configurare il gruppo di tunnel.

tunnel group 44.228.138.150 tipo ipsec-12|
tunnel group 44.228.138.150 general-attributes
default-group-policy csa-policy-primary



attributi ipsec tunnel group 44.228.138.150
chiave pre-condivisa <pre-shared-key> di autenticazione remota ikev2
chiave precondivisa di autenticazione locale ikev2 <chiave precondivisa>

7. Configurazione della VTI (Virtual Tunnel Interface)

* Nameif puo essere se lo si desidera

» L'indirizzo IP assegnato alla VTI non deve essere sovrapposto ad altre interfacce
sull'appliance ASA

» L'origine del tunnel deve essere l'interfaccia esterna del firewall

» La destinazione del tunnel deve essere l'indirizzo IP del data center

interface Tunnell

nameif VTI-1

indirizzo ip 169.254.2.1 255.255.255.252

interfaccia di origine tunnel esterna

destinazione del tunnel 44.228.138.150

modalita tunnel ipsec ipv4

protezione tunnel profilo ipsec profilo csa-profilo-primario

8. Configurare il routing in modo che il traffico diretto all'indirizzo IP o alla subnet mappati venga
instradato all'interno dell'interfaccia VTI. L'hop successivo deve passare attraverso I'IP entro la
gamma VTI.

route VTI-1 0.0.0.0 0.0.0.0 169.254.2.2.5. (per traffico basato su Internet, pool RAVPN o CGNAT)

rotta VTI-1 172.16.10.101 255.255.255.255 169.254.2.2 5

Policy Based Routing

1. Elenco accessi

access-list PBR extended allow ip 10.10.10.0 255.255.255.0 any

2. Percorso-mappa

route-map autorizzazione RM-CSA 10
corrispondenza indirizzo ip PBR



set ip next-hop 169.254.2.2 169.254.2.6
3. Applicare la mappa del percorso sull'interfaccia in entrata

interfaccia Gigabit Ethernet0/1
nameif inside

livello di protezione 100

indirizzo ip 10.10.10.1 255.255.255.0
policy-route route-map RM-CSA

Verifica

Teadfic initiated from Router2 to Router 1

Traffic Initiated from Router 1o Rouber 2

i T —— .
: A Scure Aerens ) 2.
Y S — k
. : Site -8
: o R Togion B :
10.10.10.024 N o
. B e T W Ne— &S H———
- Int 2} 4
: CHHE - & it cHHE-B
e e e ———————————————————————— L - 3_?
Ricutier -1 -
Router -2
10,90, 10,101
- 10.10,10,102

AeallP - 10L010.001
Mapped 1P 172.16.10.101

SrciP - 10.10.10.101 - Sre P - 100.96.0.0118

Raad 1P - 10,16.18.182
Mapeed P 192 168.10.102

" 2 SroiP - 10096006 : SroiP - 100.96.0.016
Destination IP. 192.168.10.102 : Deatination IP. 132.168.10.102 Destination IP. 192.168,10.102 Destination IP, 10.10.10,102
Sre|P - 100.103.255.024 : Src (P - 10.00.10.102 '

Sre P - 10.10110.102 SrelP - 1010.10.102
Destination IP. 10.10.10.901 Dbttt MET SR IRROIENT Dustination IP, 172.16,10.101 Destination IP, 172.16.10.101

Stato dell'interfaccia del router e della raggiungibilita del GW

Routerl#show ip interface brief

Interface IP-Address ? Method Status
GigabitEthermnetl 192.168.1. 181 YES NURAM down

GigabitEthernet2 18.168.18. 181 YES NURAM up

GigabitEthernet3 unassigned » NURAM administratively down

GigabitEthernet9 unassigned YES unset administratively down
Routerl#ping 168.18.108.1

Type escape sequence to abort.

Sending 5, 188-byte ICHMP Echos to 18.18.18.1, timeout is 2 seconds:

is 188 percent (5/5), round-trip min/avgs/max = 17172 ms

Test 1- Router2 —> Router1. - Test Ping

Protocol
dowmn

up

down
dowun



Routerli#ping 192.168.18. 182
Type escape sequence to abort.

Sending 5, 18B8-byte ICHMP Echos to 192.168.18.182, timeout is 2 seconds:

Success rate (5/5), round-trip min‘avgs/max = 28772117223 ms

Routerls

is 188 percent

capture

capin type raw-data trace interface inside [Capturing - 1380 bytes]
icmp any any

tunnel type raw-data trace interface vti-1 [Capturing - 138@ bytes]
icmp any any

asp type asp-drop all [Capturing - @ bytes]

icmp any any

ASA# ter pag 20
ASA# sh cap capin

18 packets captured

1: 18:56:45.924244
2: 18:56:45.231143
3: 18:56:45.232478@
4: 10:56:45.441856
5: 18:56:45.443122
6: 10:56:45.652477
7: 18:56:45.653423
8: 10:56:45.875397
9: 18:56:45.876450
19: 18:56:46.0882301
18 packets shown
ASA# sh cap tunnel

19.190.10.181 > 192.168.10.182
192.168.108.102 > 10.10.10.181
19.198.10.181 > 192.168.10.182
192.168.108.102 > 10.10.10.181
19.10.10.181 > 192.168.10.182
192.168.108.102 > 10.10.10.181
18.198.10.181 > 192.168.10.182
192.168.108.102 > 10.108.16.181
19.10.1€.181 > 192.168.10.182
192.168.108.102 > 10.108.16.181

request
reply
reguest
reply
reguest
reply
request
reply
reguest
reply

18 packets captured

1: 18:56:45.024458
2: 18:56:45.230914
3: 18:56:45.232516
4: 18:56:45.441795
5: 1@:56:45.443153
6: 18:56:45.652432

19.198.10.181 > 192.168.10.182
192.168.108.102 > 10.10.10.181
19.10.10.181 > 192.168.10.182
192.168.108.102 > 10.10.10.181
18.198.10.181 > 192.168.10.182
192.168.108.102 > 10.108.16.181

reguest
reply
reguest
reply
request
reply

-
Bz
9:
l1@:

18:56:45.653454
18:56:45.875351
18:56:45.876480
18:56:46.082248

18 packets shown

Acquisizione pacchetti su FTD (Remote FW)

18.10.10.181 =
192.168.18.182
19.10.10.181 =
192.168.18.182

192.168.1@.182
= 18.16.1@.181
192.168.10.182
> 18.16.1@.181

request
reply
reguest
reply




ftd# sh capture

capture vti type raw-data trace interface VTI-1 include-decrypted [Capturing - 1389 bytes]
match icmp any any

capture capin type raw-data interface inside [Capturing - 13808 bytes]
match icmp any any

capture asp type asp—drop all [Capturing - @ bytes]
match icmp any any

ftd# sh cap vti

18 packets captured

« 122292 188.96.2.8 = 10.10.168.182 H request

« 124856 19.19.18.1682 = 188.96.2.8 : reply

« 329557 108.96.2.0 > 10.108.18.162 H request

.338442 10.10.108.1682 = 180.96.2.0 H reply

. 546327 106.96.2.8 > 10.108.10.162 H request

« 547186 10.10.16.182 = 180.96.2.0 H reply

« 152036 188.96.2.8 = 10.10.168.182 H request

« 752814 10.10.108.182 = 180.96.2.0 : reply

1B6:41.967891 108.96.2.0 > 10.10.18.182 H request
18: 16:86:41.968581 10.10.108.182 = 180.96.2.0 H reply

18 packets shown

ftd# sh cap capin

1:
2:
3:
4:
- H
['H
T7:
8:
9:

18 packets captured

:41.123299 188.96.2.8 = 10.10.168.182 z request
- 124825 10.10.16.182 = 180.96.2.0 H reply
« 330008 188.96.2.8 = 10.10.168.182 H request
« 338396 10.10.108.182 = 180.96.2.0 H reply
.534GE88 188.96.2.0 > 10.10.18.182 H request
547098 10.10.108.182 = 180.96.2.0 : reply
« 152448 188.96.2.8 = 10.10.168.182 H request
« 152783 10.10.16.182 = 100.96.2.0 H reply
1B6:41.968242 188.96.2.8 = 10.10.108.182 H request
18: 16:06:41.968486 10.10.18.1682 = 100.96.2.0 H reply
18 packets shown

W0 = LN g L B

Prova 2. - Router 2 —> Test ping del router 1

RouterZ2#sh ip int br

Interface IP-Address OR? Method Status Protocol
GigabitEthernetl unassigned YES NURAM administratively down down
GigabitEthernet2 18.18.18. 182 YES NURAM wup up
GigabitEthernet3 unassigned YES NURAM admMinistratively down dowuwn

RouterZ#ping 18.168.18.1
Type escape sequence to abort.
Sending 5, 188-byte ICMP Echos to 18.18.18.1, timeout is 2 seconds:

buccess rate is 188 percent (5/5), round-trip Min/avg/Max = 1/

Acquisizione pacchetti FTD (FW locale)



capture

vti type raw-data trace interface VTI-1 include—decrypted [Capturing — 1388 bytes]
icmp any any

capin type raw-data interface inside [Capturing - 138@ bytes]

icmp any any

asp type asp-drop all [Capturing - @ bytes]

icmp any any

ftd# sh cap wti
18 packets captured

:11:45.622458 18.18.18.182 = 172. s H request
t11:45.823825 172.16.18.181 > 18. . H reply
:11:45.825762 18.18.18.182 = 172, . z request
:11:46. 045667 172.16.18.181 > 1. . : reply
:11:46.046857 18.18.18.182 = 172. . H request
:11:46.252321 172.16.18.181 = 18. . z reply
:11:46.253572 18.18.18.182 = 172. . H request
:11:46.453883 172.16.18.181 > 18. . : reply
:11:46.454764 18.18.18.182 = 172. s H request
18: :11:46.664119 172.16.18.181 > 18. . : reply
18 packets shown
ftd# sh cap capin

1:
2:
EH
4:
H
G6:
7:
8:
9:

18 packets captured

: 16:11:45.622883 16.18.18.182 = 172. . H request

: 16:11:45.823886 172.16.18.181 > 18. . : reply

: 16:11:45.825442 18.18.18.182 = 172. s H request

: 16:11:46.045697 172.16.18.181 > 18. . H reply

: 16:11:46.046582 18.18.18.182 = 172, . z request

: 16:11:46.252352 172.16.18.181 > 1. . : reply

: 16:11:46.253313 18.18.18.182 = 172. . H request

: 16:11:46.453849 172.16.18.181 = 18. . z reply
454596 18.18.18.182 = 172. . H request
. 664158 172.16.18.181 > 18. . : reply

Acquisizione pacchetti ASA (Remote FW)



ASA# sh capture

capture

match icmp any any

capture

match icmp any any

capture

match icmp any any
ASA%# sh cap capin

18 packets captured

1:
2:
3:
4z
5:
B
7
i
9:
1@:

11:08:30.288391
11:98:38.289123
11:88:30.504566
11:88:30.584963
11:08:30.710992
11:98:38.711404
11:88:38.917112
11:88:30.917482
11:88:31.128243
11:98:31.128648

18 packets shown
ASA# sh cap tunnel

18 packets captured

1:
2:
3:
4:
5
B
rH
I H
q:
1@:

11:08:30.287964
11:08:30.289322
11:98:38.584585
11:08:30.585009
11:088:36.710961
11:08:30.711434
11:98:38.917066
11:88:38.917417
11:88:31.128197
11:88:31.128685

18 packets shown

asp type asp-drop all [Capturing - @ bytesl

180.1083.255.195 > 18.10.108.181
18.18.1@.181 > 180.1083.255.195
180.163.255.195 > 18.18.10.181
18.18.1@.181 > 104.1083.255.195
180.1083.255.195 > 18.10.108.181
18.18.1@.181 > 180.1083.255.195
180.163.255.195 > 18.18.10.181
18.18.1@.181 > 104.1083.255.195
180.1083.255.195 > 18.10.108.181
18.18.1@.181 > 180.1083.255.195

180.1683.255.195 > 108.10.18.1081
18.18.1@.1081 > 104.103.255.195
180.1683.255.195 > 18.10.10.101
10.10.18.181 > 108.183.255.195
180.1683.255.195 > 108.10.18.1081
18.18.1@.1081 > 104.103.255.195
180.1683.255.195 > 18.10.10.101
10.10.18.181 > 108.183.255.195
180.1683.255.195 > 108.10.18.1081
18.18.1@.1081 > 104.103.255.195

capin type raw-data trace interface inside [Capturing - 13@@ bytes]

tunnel type raw-data trace interface vti-1 [Capturing - 1380 bytes]

reguest
reply
reqguest
reply
reguest
reply
reqguest
reply
reguest
reply

request
reply
regquest
reply
request
reply
regquest
reply
request
reply




Informazioni su questa traduzione

Cisco ha tradotto questo documento utilizzando una combinazione di tecnologie automatiche
e umane per offrire ai nostri utenti in tutto il mondo contenuti di supporto nella propria lingua.
Si noti che anche la migliore traduzione automatica non sara mai accurata come quella fornita
da un traduttore professionista. Cisco Systems, Inc. non si assume alcuna responsabilita per
I&rsquo;accuratezza di queste traduzioni e consiglia di consultare sempre il documento
originale in inglese (disponibile al link fornito).



