Configurazione di Universal ZTNA per 'accesso
alle risorse private su accesso sicuro
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Introduzione

In questo documento viene descritta la configurazione dell'accesso alle risorse private tramite
Universal ZTNA con percorsi di traffico diversi.

Prerequisiti

Prima di configurare Universal ZTNA, & necessario completare la configurazione seguente

* Provider di identita su Cisco Secure Access
* Redqistra dispositivi in accesso con attendibilita totale tramite certificati
» Configurazione dei tunnel con Cisco Secure Firewall



https://securitydocs.cisco.com/docs/csa/olh/118756.dita
https://www.cisco.com/c/it_it/support/docs/security/secure-access/225387-configure-secure-access-ztna-auto.html
https://securitydocs.cisco.com/docs/csa/olh/120415.dita

» Rete privata virtuale di accesso remoto

» Connettore risorse su accesso protetto

» Caricamento FTD su Security Cloud Control

« E necessario abilitare il flag della funzionalitd Hybrid ZTNA per il rispettivo tenant di accesso
sicuro. Contattare Cisco TAC per abilitare il flag

Requisiti

Cisco raccomanda la conoscenza dei seguenti argomenti:

» Configurazione VPN IPsec su Cisco Secure Access e Firewall Threat Defense
 Provider di identita (IdP) - Provisioning utente da Active Directory

» Configurazione VPN remota su Cisco Secure Access

+ Distribuzione di Resource Connector su Cisco Secure Access

* Registrazione basata su certificato ZTA

« Certificato - OpenSSL, generazione CSR, modelli di certificato, ecc.

Componenti usati

Le informazioni fornite in questo documento si basano sulle seguenti versioni software e
hardware:

» Cisco Secure Firewall Threat Defense ( versione 7.7.10)

» Cisco Secure Firepower Management Center (versione 7.7.10)
+ Cisco Secure Client ( ZTA versione 5.1.10.1720)

* Windows 11

* Windows 2019 Server - Autorita di certificazione

* Resource Connector su ESXi

Le informazioni discusse in questo documento fanno riferimento a dispositivi usati in uno specifico
ambiente di emulazione. Su tutti i dispositivi menzionati nel documento la configurazione é stata
ripristinata ai valori predefiniti. Se la rete & operativa, valutare attentamente eventuali
conseguenze derivanti dall'uso dei comandi.

Premesse

Informazioni sullo ZTNA universale

L'accesso universale alla rete senza attendibilita totale (uZTNA, Universal Zero Trust Network


https://securitydocs.cisco.com/docs/csa/olh/121277.dita
https://securitydocs.cisco.com/docs/csa/olh/120696.dita
https://www.cisco.com/c/it_it/support/docs/security/secure-access/225406-configure-secure-access-for-universal.html

Access) consente agli amministratori di consentire in modo specifico I'accesso alle risorse di rete
interne in base all'identita dell'utente (compresa la fiducia e la postura dell'utente) e senza
concedere l'accesso all'intera rete come con RA-VPN. uZTNA consente agli amministratori di
proteggere le risorse e le applicazioni interne per gli utenti remoti e locali.

Poiché la Zutna non presuppone che I'accesso concesso a un'applicazione autorizzi
implicitamente I'accesso ad altre applicazioni, la superficie di attacco della rete viene ridotta.

Secure Access valuta i criteri di accesso. Tutti i criteri di controllo di accesso distribuiti ai dispositivi
da Centro gestione firewall protetto vengono ignorati.

Il proxy del traffico, cosi come I'applicazione di IPS, file e policy antimalware, viene eseguito su
Firepower Threat Defense (FTD).
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Rilevamento rete

Determinazione dell'applicazione cloud o locale
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1- Il client interroga l'interfaccia locale per la configurazione della rete

2- Ricerche client per beacon TLS

3- Se la condizione corrisponde - Applicazione locale

4- Se la condizione non corrisponde - Applicazione cloud

Quando si configura la risorsa con "Applicazione cloud o locale" e si associa la regola TND con
FTD , l'operazione effettivamente eseguita € l'insieme di regole di intercettazione che viene inviato
al client includera la valutazione della regola TND. Quindi, a quel client verra detto dal cloud di
valutare la regola TND. Quando inviamo la connessione, mettiamo il risultato di TND - valutazione
impronta digitale di rete in intestazione HTTP in modo che dica al proxy se siamo in perm o su una
rete non attendibile e poi il proxy utilizza quelle informazioni e reindirizza il traffico di conseguenza.
Se l'impronta digitale corrisponde , Zproxy indica al client di reindirizzare il traffico a FTD e se
I'impronta digitale non corrisponde reindirizza il traffico al cloud. Per ulteriori informazioni, fare
riferimento al documento sulla configurazione dell'accesso di rete con attendibilita totale con
rilevamento reti attendibili

Tipi di applicazione

» Percorso di imposizione locale: Applicazione del firewall


https://www.cisco.com/c/it_it/support/docs/security/secure-access/225407-configure-zero-trust-network-access.html
https://www.cisco.com/c/it_it/support/docs/security/secure-access/225407-configure-zero-trust-network-access.html
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. Richieste utente L'app, il client acquisisce e risolve la richiesta nell'IP temporaneo (intervallo
localhost)

. Il traffico del controllo di autenticazione viene inviato a Secure Access Cloud per la
valutazione dei criteri

. Il cloud restituisce il reindirizzamento a FTD per I'applicazione del piano dati (se il criterio lo
consente)

. Traffico indirizzato all'headend configurato con firewall (interfaccia)

. | criteri definiti nel cloud sono imposti (IPS, malware, decrittografia) utilizzando il piano dati
proxy locale

. Evento registrato e duplicato spedito nel cloud per la creazione di report coerenti

. Il firewall esegue la risoluzione DNS nella rete locale per instradare il traffico delle risorse (se
consentito)

. Il firewall crea la connessione alla risorsa (nuova connessione basata sulla risorsa) in quanto
il firewall si comporta come un proxy TCP

Percorso imposizione cloud: OFF Network
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1. Richieste utente L'app, il client acquisisce e risolve la richiesta nell'IP temporaneo (intervallo
localhost)

. Il traffico viene trasportato al proxy Zero Trust in Secure Access

. La connessione TCP viene inoltrata e costruita al connettore di risorse mappato. | criteri
vengono imposti sul traffico

. Il gateway stabilisce la connessione al connettore delle risorse

. Il connettore di risorse risolve l'indirizzo IP della risorsa

. I DNS locale risponde con I'IP della risorsa

. Connessione stabilita tra il connettore risorse e la risorsa
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Scenari d'uso

Caso 1: ZTNA coerente e ottimizzata per gli utenti in sede
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Site Enforcement

» Secure Access e Firewall sono entrambi configurati per proteggere I'applicazione.

» Se l'utente € remoto, accedera ad Accesso protetto per la valutazione e l'ispezione delle
policy.

+ Se l'utente é interno/locale, andra al firewall per l'ispezione del traffico privato.

» L'utente locale pud comunque accedere a Secure per l'autenticazione e la valutazione solo
se il traffico Datapath raggiunge il firewall e viene ispezionato in base alla configurazione dei
criteri.

» L'utente interno che accede all'applicazione attraverso il firewall ha un vantaggio in termini di
prestazioni in quanto evita il traffico diretto al cloud e quindi il backhaul al centro dati

Caso 2: ispezione privata per applicazioni sensibili
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+ Alcune applicazioni critiche possono essere configurate in modo da essere sempre
accessibili attraverso il firewall.

« |l traffico di dati dell'app non deve necessariamente passare al cloud. Ad esempio, potrebbe
essere presente un'applicazione di dati sensibili come il codice sorgente, che il cliente non
desidera passare al cloud.

* In questi scenari, il traffico degli utenti sia remoto che permanente attraversa sempre |l
firewall e viene ispezionato. Anche in questo caso, tuttavia, I'autenticazione e la valutazione
delle policy vengono sempre eseguite nel cloud, mentre solo il traffico dei componenti dati
attraversa il firewall.

Componenti dell'architettura
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Security Cloud Control (SCC) ¢ il responsabile principale della soluzione uZTNA. La tecnologia
UZTNA ¢ la prima ad essere costruita su SCC.

In SCC sono disponibili due microapplicazioni Secure Access e Firewall. Una volta eseguito il
provisioning della scheda SCC e abilitati i flag delle funzionalita richieste, queste microapplicazioni
saranno visibili sul lato sinistro del pannello SCC.

Client protetto: In Secure Client dovremo abilitare Zero Trust Access Module ( ZTNA ) per poter
accedere alle applicazioni, dovremo iscriverci al modulo ZTNA.

Difesa dalle minacce del firewall : FTD che protegge queste applicazioni. FTD esegue un proxy ZT
noto anche come H20 (lo stesso del proxy eseguito in Secure Access Cloud)

Ora, quando un utente (ad esempio KIT) configura una risorsa privata e una policy su una
microapplicazione Secure Access, questa configurazione verra inviata alla microapplicazione
Firewall in SCC. L'applicazione firewall comprende gli elementi interni della configurazione FTD e
FTD, come distribuire e gestire la configurazione su FTD. Quindi, I'app Firewall convalida questa
configurazione, e richiama le APl FMC per inviare la configurazione al FMC e alla fine ottenerla
distribuita sul FTD. FTD pu0 avere un'opzione di distribuzione automatica abilitata in modo che gl
amministratori (ad esempio Nick) non debbano eseguire la distribuzione manuale.



1. Quando un utente (ad esempio Lee) tenta di accedere a un'applicazione, un client sicuro si
connette a Secure Access utilizzando il canale mTLS. Secure Access autentica l'utente utilizzando
il certificato del dispositivo client. Valuta quindi l'autorizzazione, la postura e le altre policy
configurate per 'utente e per l'applicazione.

2. Secure Access, se rileva che I'applicazione & protetta dal firewall, genera un token di
autenticazione , che indica al firewall che I'applicazione € gia autenticata e autorizzata. Il token di
autenticazione ¢ crittografato e firmato da Secure Access

3. Secure Access reindirizza il client sicuro verso FTD insieme al token di autenticazione.

4. Secure Client stabilisce un'altra connessione con FTD , & una connessione HTTP2 su canale
mTLS. Invia una richiesta CONNECT per l'applicazione a cui si sta accedendo insieme al Token.

5. FTD ora convalida il Token, se il Token viene convalidato correttamente, I'utente € autorizzato
ad accedere a quell'applicazione. L'FTD invia quindi la conferma al client sicuro

Flusso dei pacchetti

Flusso di pacchetti dettagliato Universal ZTNA
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1. L'utente tenta di accedere a un'applicazione tramite un browser Web o un'applicazione nativa.



2. Il client sicuro intercetta la connessione e la identifica come un utente che tenta di accedere a
una risorsa privata.

3. Secure Client stabilisce una connessione mTLS per Secure Access, richiedendo I'accesso
all'applicazione.Secure Access controlla la conformita ai criteri Universal ZTNA e ai profili di
postura.Se tutto va bene, Secure Access genera un token di accesso contenente informazioni
essenziali come i dettagli dell'utente, i dettagli dell'applicazione e i criteri IPS/File.

4. |l token di accesso ¢ crittografato e firmato da Secure Access. Secure Access reindirizza quindi
il client sicuro insieme al token al FTD.

5. Quando il pacchetto raggiunge il percorso dati Lina, il controllo SNI intercetta la connessione e
verifica se il nome server (estensione SNI) nel client Hello corrisponde all'FQDN proxy configurato
sul dispositivo. Se I'SNI corrisponde, la connessione viene indirizzata a ZProxy. Se SNI non
corrisponde, la connessione viene indirizzata ad altre funzionalita che possono coesistere con
Universal ZTNA.

Ad esempio: VPN, Captive Portal o ZTNA senza client. ZProxy, che supporta il protocollo
MASQUE su HTTP/2, verra eseguito sul'FTD come processo non Lina su core dedicati. La
comunicazione tra Lina e ZProxy utilizza l'interfaccia Tap NLP per la gestione del traffico dati. L'IP
di destinazione della connessione viene convertito nell'lP dell'interfaccia TAP dal controllo SNI.

6. Quando il proxy ZProxy riceve la connessione al tunnel mTLS dal client sicuro, verifica il
certificato del dispositivo client inviato dal client sicuro. Verifica anche il token di accesso inviato
con APP Connect. Tra Lina e ZProxy € presente un canale MQ zero. Viene utilizzato
principalmente per scambiare messaggi di controllo. ZProxy utilizza questo canale per la
risoluzione FQDN delle risorse private comunicando con Lina.

Zero MQ Channel & anche usato per propagare le informazioni presenti nel token di accesso a
Lina.(Esempio: ID regola, ID criterio e cosi via) Lina riceve le informazioni sul token di accesso e
le memorizza in un database di metadati.

7. Una volta scambiati i messaggi di controllo, ZProxy avvia una nuova connessione verso la
risorsa privata. Pud essere TCP o UDP. Lina quindi esegue una ricerca nel database dei metadati
per questa connessione dell'app. Se i metadati non vengono trovati, la connessione viene
interrotta

8. Poiché la connessione dell'app ha origine da ZProxy, avra un IP interno (esempio:169.251.1.2)
come IP di origine. Il messaggio verra convertito nell'indirizzo IP dell'interfaccia di uscita FTD
prima dell'invio. Lina contrassegna quindi i flussi Universal Zero Trust per l'ispezione Snort solo se
nel token di accesso € presente un criterio File o IPS. L'ID regola ottenuto dal token di accesso
viene passato a Snort nei metadati di connessione.



9. Le regole Universal Zero Trust e i mapping dei criteri IPS e dei file corrispondenti vengono
inviati all'lFTD tramite il FMC. Il plug-in Zero Trust in Snort carichera queste regole durante
l'inizializzazione.Lina contrassegnera i flussi di flusso Universal Zero Trust per l'ispezione dello
Snort solo se nel token di accesso ottenuto da Secure Access per l'accesso a tale risorsa privata
indicato un criterio File o IPS.

L'ID regola ottenuto dal token di accesso viene passato a Snort tramite Conn Meta. Per tutti i
flussi di flusso Universal Zero Trust, il plug-in Zero Trust in Snort eseguira una ricerca di regole
per I'ID regola ottenuto dal Conn Meta. Se viene trovata una corrispondenza di regole, il flusso
verra consentito e i criteri IPS e File specifici di tale regola verranno applicati al flusso. Se non
viene trovata alcuna corrispondenza di regole, il plug-in Zero Trust in Snort blocchera il flusso.

Configurazione
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Test case

Test case 1: Utente remoto - Applicazione cloud

In questo test case, verra eseguito I'accesso a una risorsa privata su Network Tunnel Group



tramite I'imposizione del cloud. In questo caso sia la valutazione delle policy che i dati delle
applicazioni verranno intercettati da Secure Access tramite il modulo ZTA . Si tratta di un flusso
tradizionale a cui & possibile accedere tramite un'applicazione privata dal client registrato ZTA
tramite Network Tunnel Group o Resource Connector

Private/Cloud Apps
> X IPSec VPN -
Secure Access R _ H
Ty =
\ )\"‘:li — =
ZTA Client /PP Data CNHE DC Firewall AD.csa.local
Remote Users 10.10.10.20
jay@csa.local

Passaggio 1 - Definizione di una risorsa privata su accesso sicuro

Configurare una risorsa privata in modo che sia accessibile tramite un dispositivo con
registrazione ZTA (Zero Trust Access) con imposizione cloud

1. Selezionare Risorse > Destinazioni > Risorse private > Fare clic su +Aggiungi

il Security Cloud Control A T 4 4 @@ o 0 Jaikishan Vo v $3

Resources
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2. In Nome risorsa privata, inserire un nome significativo per la risorsa. Per Descrizione, &
consigliabile fornire informazioni quali lo scopo della risorsa o il nome del proprietario della risorsa.



“ Private Resources
Add a Private Resource

Private Resources are applications, networks, or subnets that your organization controls access to. You must confngue private resources in order to choose them as destinations when creating access rules.
Help

General

Private Resource Name

AD-Server

Description (optional)

Active Directory server

Accesso sicuro - Configurazione risorse private

3. Inserire il nome di dominio completo (FQDN) della risorsa privata a cui si desidera accedere. E
inoltre possibile definire I'indirizzo IP della risorsa privata. Per ulteriori informazioni, vedere
Aggiungere una risorsa privata

4. Selezionare il server DNS interno per risolvere il dominio

Private resource address

Define how the private resource will connect to applications through Secure Access.

Internally reachable address (FQDN, Wildcard FQDN, 1Pv4, IPve, CIDR) © Pratocol Port/ Ranges

[ ad.csalocal ] [ TCP - RDP v Any + Protocol & Port
Remove

Internally reachable address (FQDN, Wildcard FQDN, IPv4, IPvE, CIDR] © Protocol Port / Ranges

[ 1010.10.20 | [ TCP - RDP v | [ any + Protocol & Port

Remove + IP Address/FQDN

[ useinternal DNS server to resalve the domain PrivateDNS (101010.20) -

Internal DNS Server

.
[ PrivateDNS {10.10.10.20) v

Accesso sicuro - Configurazione risorse private

5. Seleziona metodi di connessione degli endpoint
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Specify the ways user endpoints can reach this resounce. Later, sccess rules will determine which users and devices can access the resource.
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Accesso sicuro - Configurazione risorse private

6. Fare clic su Salva.

Passaggio 2 - Creazione della regola di accesso privato

Configurare un accesso privato su Secure Access in modo che gli utenti con registrazione ZTA
universale possano accedervi. Per ulteriori informazioni, vedere Regola di accesso privato

1. Passare a Protezione > Criteri di accesso

ecurity Cloud Control t e & i L 2 Jalcishan Yaday - 331

Sec
acure [ Rule Defaults and Global Settings

&> Organization

Poli
Cisco-jaiyadaw > il
Access Palicy o

+ Platform menu

Secure Access

% Home

Data Loss Prevention Policy

Profiles

Endpaint Posture Profles

Add Rule

1PS Profiles
Experience Insights >
o
Security Profiles
o Access Action Destinations Status
% Connoct 2 App Risk Profiles
= Resources 3 low Private @ Allow AD-Sarver (-]
e
Threat Categories p
“ Privale & Allgw ESa -]
a Monitor H Notification Pages
o Admin : Do Not Decrypt Lists &-Allow Private @ Allow Infornalliis ]

Coertificates

Accesso sicuro - Configurazione criteri di accesso


https://docs.sse.cisco.com/sse-user-guide/docs/add-a-private-access-rule

2. Fare clic su Aggiungi regola, quindi scegliere Accesso privato.

Nella parte superiore della regola € disponibile un riepilogo che descrive i componenti configurati
della regola.

Access Policy [ Rule Defaults and Global Settings ]

Internet access rules apply to traffic to public internet sites from devices that are on your network or that your
organization manages. Private access rules apply to users and devices accessing applications and other resources on
your internal netwaork. Secure Access applies the first rule in the list that matches traffic. Help £

2l Search by rule name ] [ = Intent ~ l [ = Objects « ] [ = Seltings v ] Add Rule -~

Private Access

2 Rules | Control and secure access to resources and

applications that cannot be accessed by the
general public.

D # O Rule name: Access Action Sources Destinations Securil

Internet Access
] 1 BlockPage-TEST Internet @ Block Any Generative A_.. &

Control and secure access to public
) destinations from within your network and
O 2 RAVPN-Allow Internet @ Allow Any AD Users Any B | from managed devices

Rows per page [100 v] 1-20f 2 E]

Accesso sicuro - Configurazione criteri di accesso

3. Aggiungere un nome di regola

Add AD-RDP-Allow

Create a rule to control and secure access to specified private applications and other
destinations on your network. For an end-to-end guide to completing prerequisites and
configuring a rule, see Help .7

‘:} Rule is enabled Logging is enabled Edit

Summary ~

Sources @ Destinations

Any Allow Any private destination

Rule name Rule order

[ AD-RDP-Allow ] [ 1

o Specify Access

Specify which users and endpoints can access which rescurces. Help [

Action
Allow @ Block
Allew spocified traffic if security requirements Block spocified traffic,
ALE DSt
Fram To

Accesso sicuro - Configurazione criteri di accesso

4. Selezionare l'azione della regola e selezionare origine e destinazione



Rule name Rule order

[ Ao-rOP-Atlow ][ ~]

o Specify Access

Specify which users and endpoints can access which resources. Help £

Action

@ Allow @ Block

Allow specified traffic if security requirements Block specified traffic.
Ace et
From Te
Spicify ong of Mork Sources. Specify ong of more destinations,
AD Users sAny AD Users % @ Private Resources « AD=Server X ®

Accesso sicuro - Configurazione criteri di accesso

5. Configurare i requisiti degli endpoint

Endpoint Requirements

For zero-trust connections, if endpoints do not meet the specifiea requirements, this rule will not match the traffic. Help o

E] Zero-Trust Client-based Posture Profile  fuie Defauits
Requirements for end-user devices on which the Cisco Secure Client is installed.

Profile: Nonme | Requirements: None b

Private Resources: AD-Server

For Branch connections:
D] Endpoint device posture is not evaluated for endpoints connecting to thesa rasources from a branch network.

User Authentication Requirements

(D) Zero Trust Access: User Authentication Interval  Rule Defaults (D visabled

Frequency with which end users verify their identity, in order to connect to any private resource using client-based zero trust access.
When disabled, users are not prompted to re-authenticate to the network. Help .3

@ Configure Security

Configure security requirements that must be met before traffic is allowed. Help 3

Cancel

Accesso sicuro - Configurazione criteri di accesso

6. Configura protezione



(©) Specify Access

Specily which users and endpeints can access which resources. Help 3

a Configure Security

Configure sacurity requirements that must be met before traffic is allowed. Help [

Intrusion Prevention (IPS]  Rule Defaults

Traffic that matches this rule will not be inspected by the intrusion prevention system. Help (§

Security Profile  Rule Dofaults

The following security settings will apply to traffic that matches this rule, Help 3

Security Profile: System Provided - Private Access  File Inspaction: Enabled | File Type Blocking: Disabled

Cancel
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7. Fare clic su Save (Salva)

Access Policy

1ML BECHEE Pulas SDRYY 10 LA 10 pLbEE INNBIAGE 3t 1OM BEvcas INBL BN o YOUT DLW 57 ERAL your
crganization mansges. Private sccess muiss apply Lo users and devices scossting spplications and other rescurces on

your Intamsl network. Securs Azcess applas the first ruls in the st that matchas traffic. Help (3

(I visabled

Bisbe Defsults and Global Sattings

O #0  Rulename Access Action Sources Cestinations Security Hits Status

0 1 AD-ROP-Allow Prevane (=T Any AD Users AD-Senver -] ‘
] 2 BlockPage-TEST Intemer @ Bieck Any Derrative A -]
| 3 RAWPN-Allow Intemet @ mow Any AD Users Ay 492 -]

Rows por page | 100 w | 13003 € [3 »
Default Access Rules @
Fude namve Action Sousces Destinations Secusity Pasture
For all private access @ ok Amy Ary private destination
For all inlernet access & niow Ay Ay Internet destination
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Fase - 3 Aggiungere una risorsa privata al profilo ZTA

Se si utilizza un profilo ZTA personalizzato, € necessario aggiungere la rispettiva risorsa privata al

profilo ZTA

1. Selezionare Connect > End User Connectivity > Zero Trust Access e fare clic su +ZTA Profile



End User Connectivity

End user cannectivity lets you define how yeur cganization's traffic is stesred from
endpoints to Secure Access or 1o the intemet. m (L

I_.&.clleoswunwul] [Hmmm v

=
S Zero Trust Access Virtual Private Network Internet Security
s
- Enroliment methods
ingights Balore USers can Booess resoUrces using client-baced Zere Trust Access, their endpoint devices must be enrolled,
Manage enrcliment methods for your crganization hare. Help 7
.‘ Windows and macO! i ol uging:  $50
Canneet
Android and 605 deviees eneil using S50 Authentication cnly,
=
Resources
Zero Trust Access Profiles
u . . .
- Manage Zeio Trust Access (ZTA) profiles, which allow you to add users and groups 1o unique tallic steerng configurat Por Ta . Help 3
acirn
= # Hame Securs Private Azcess Securs intarnet Access Users & Groups Last Used
=,
Moaitor
Q
Fwestigate
E )
Azmin
icentiows
= © End User Connesctivity
Create profile
& For Zero Trust add ta which a se1 of users and groups can be steered, Help £
Haoma
ZTA profile name Priority Traffic Steering Limits ©
gl -
b [ masrotie J [ cument pame | 08 Sk Androld 10k macOSWindows 100k
Expirience
Insights
L3
- See vate Acces
o Secure Private Access re Pri %
Cannuct 0 Destinations Add the private destinatlons and private resources to which a set of users and groups can be stearad, Help [
= 2 Securs Imernel Ascess Traffic Steering  Options
Resources
3  Users and Groups
L 1] + Dustinations ~
Secure
Private Resource
Destinations & Private Resources Destinations  Modified
o Add private 1hat are config
- © “zpc.sseciscotest 1 Feb 22, 2023 for chient-based Zero Trust Access.
Add Destination
<! il that are not condigs
L as [private resources that user traffic can
access during Zero Trust Access,
i
Admisy
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Add private resources
Salect private resources that sre CoﬂllﬂdM for clhamt-based Zare Trust ASCeds. You can 5049 up 16 100 private rescurces &t & time.
[Private Resource

er-wx e ~

O LAB-InsideNetwork (10.10:10.0/24, taciab com)

[ LAB Management [152.168.1.0/24)

[0 DMS-Mgma (192188120

O InternalDNS (10101020, 192.168:1.20)
B AD-Server (1010.10.20, ad.csalocal)

O Router1 (104090401, router] tacksb local)

[ Router2 (101070302, router2.esaocal)

Accesso sicuro - Profilo ZTA

3. Aggiungi utenti e gruppi

“ End User Cannsctivity
Create profile
For Zero Trust Accoss add the destinations 1o which a et of users and groups can be steered. Help I8
2TA profiile name Priarity Traffic Steering Limits ©
l TTAFrom ] [1' Gumsat profie i05 Sk Android 10k macOSMWindows 100k

() Ssacs s acoses

@ Secure Internet Accass

©) users and Groups

Users and Groups

Add a 5ot of users and groups that will be sieered to varous destinations added to this ZTA profile

Users B Growps @

Hame Email Type Users




ZTA profile name Priority Traffic Steering Limits ©

ZTAPrafile 1. Current prafile J0S Sk Android 10k macOS/Windows 100k

Users and Groups
@ Socure Private Access 3
2 Destinations

Add a set of users and groups that will be steered to various destinations added to this ZTA profile
ij Secure Internet Access
Users 1 Groups @
o Users and Groups
=+ Users and Groups
MHame Email Type Users
|y (jayi@csa.local) |ay@gmail.com £ User

Rows per page | 45 .. |
—

S

Nota: L'operazione di push e sincronizzazione della configurazione con il client per la
risorsa privata assegnata puo richiedere fino a 15-20 minuti

Fase - 4 Verifica dell'accesso alla risorsa privata
1. Accedere alla risorsa privata

Accedere alla prenotazione permanente utilizzando FQDN



%) Remote Desktop Connection = x

Remote Desktop
~>¢ Connection

Computer: ad.csalocal

Uszername: csa‘jay

You will be asked for credentials when you connect.

':f, Show O ptions Connect Help

== Windows Security g 9 Cisco Secure Client = *

Enter your credentials

Ready to connect. '

These credentials will be used to connect to ad.csa.local. | Connect

jay
Password Zero Trust Access:
Zero Trust Access is active,
Passwaord
csaljay

f_] Remember me
L Umbrella:

Umbrella is inactive,

. Service Unavailable.
Maore choices

OK Cancel
o @ e

Accesso sicuro - Test PR

Accedere alla prenotazione permanente utilizzando l'indirizzo IP



¥} Remote Desktop Connection = 4

Remote Desktop
Connection

Computer: 10.10.10.20

Username: csa‘jay

You will be asked for credentials when you connect.

C, Showe Optio... Connect Help

@ Windows security w | 69 Cisco Secure Client = X

Enter your credentials Ready to connect.

These credentials will be used to connect to 10.10.10.20. |

jay
Password Zero Trust Access:
Zero Trust Access is active.
Password
csakjay

| | Remember me
::] Umbrella:

Umbrella is inactive.

Service Unavailable,

Mare choices

0K Cancel

& @ -l

Accesso sicuro - Test PR

2. Verifica con gli eventi di Ricerca attivita

— | |
ACtIVIty Search =) = B LasT 24 HOURS
Schedule  Export CSV
Q, Search by domain, identity, or URL Advanced CLEAR Saved Searches - & Customize Columns ZTA Client-based ~
IPADDRESS ~ 10.10.10.20 X RESPONSE  Allowed X Restore to default layout
O Seaeth finars 3 Total &) Viewing activity from Jan 11, 2026 4:4% AM 10 Jan 12, 2026 4:49 AM Page: 1 ~ Resultsperpege: 50 = 1-30f3
Response Saloct Al Request Sauree Rule Identity @ Destination Destination IP Destination Port  Action ResourcefApplica %
B O Allowed
e Sot B Advanced L jay jay@esatocal) L jay (ay@csalocal) adesaloeal  101010.20:3389 3389 © Allowed  AD-Server
oCk
L jay ay@ecsalocall L jay ay@csalocall adcsalocal  101010.20:3389 3389 © Allowed  AD-Server
Identity Type Salect Al L joy llay@csalocall L jay ljay@csadocall adcsadocal  101010.20:3380 3389 ® Allowed  AD-Server

Accesso sicuro - Ricerca attivita



Activity Search @ © M LasT 24 HoURS 7

Schedule  Export CSW

Q. Search by domain, identity, or URL Advanced CLEAR Saved Searches » @@ Customize Columns ZTA Client-based ~
P ADDRESS  10.10.10.20 X PORT 3389 X Restore to previous state ~
- 3Total () WViewing activity from Jan 11, 2026 4:53 AM 1o Jan 12, 2026 4:53 AM Event Details w
Page: 1 ~ Resuitsperpage: 50 - 1-30of3 Identity
Response Solect All
A jay (jay@csalocal)
O Allowed £ Advanced Requaost Source Action Dastination Dastination IP Dastination >
[] @ Blocked Wint
4 joy (ay@csalocal) @ Alowed  ad.csadocal  101010.20:3389 3389 s+ Rule Name
AD-RDP-Allow
Identity Type Select All ITA CLIENT-BASED L jay Gay@csalocal) @ Allowed adesalocal  101010.20:3389 3389
RessurcafApplieation
[ & AD Users L jay (ay@csalocal) @ Alowed ad.csalocal  101010.20:3389 3389 AD-Server
] as AD Groups
5 R0 0men ol
[ '@ SAML Users u e
Trusted Network
No Match
Enforced By Select All
Enforcement Point
Secure Actess Cloud Secure Access Cloud
O FD
Destination
] Umbrella Cloud ad.csa.local
Dastination IP
1010.10.20

Page: 1 ~  Results per page: 50 « 1-30f3

Accesso sicuro - Ricerca attivita

.
Activity Search OO E—

Schedule  Export C5V

@, Search by domain, identity, or URL Advanced = CLEAR Saved Searches ~ BB Customize Columns ZTA Clhent-based ~
PADDRESS  10.10.10.20 X Restore to default layout =
@ Search fitters | 9 Total ) Wiowing activity from Jan 11, 2026 551 AM ta Jan 12, 2026 5:51 AM Page: 1 ~ FResutsperpage: 50 ~ 1-9o0f9
Response Sadect All Rogquest Source Astion Drestination Destination Destination Port  Resour f Zoro Trust oF ¥
) @ Allowed
et © Advanced EEENITETE L jayay@csalocal) @ Alowed 10101020 10101020:3288 3388 AD-Sarver Default ZTA Profile AD-ROP-Mllow L+ win
CEIEEED L jayleyBesalocal)  © Alowed 10101020 10010203388 3389 AD-Sarver Default 2TA Profile AD-ROP-Allew L win
Identity Type sencrsn (LTI L jayOoy@csadecal) @ Alowed  adesadocal  10001020:3388 3389 AD-Sarver Detault ZTA Profile AD-RDP-Allow b+ win
A AD Users EXTEET L jaylay@csadocal) @ Allowed 10000020 100010.20:3380 3380 AD-Server Cefault ZTA Prafile AD-RDP-Allow L+ win

0w AP Frrusne

Accesso sicuro - Ricerca attivita



Acti\fity Search ' (& B LasT 24 HOURS ™

Schedule  Export G5V

FILTERS Q, Search by domain, Identity, or URL Advanced = CLEAR Saved Searches BB Customize Columns ZTA Client-based -
1P ADDRESS: 10.10.10.20 = Restore to default layout =
o, Search fiers 9Tetal () Viewing acthity om Jden 11, 2026 5:51 AM o Jan 12, 2026 5:51AM  Pager 1~ Resultsperpage: S0 - 1 -9of@ Event Details *
R R 5 A Destit [ i 1P 1 P R [Appl fetien
CEpONSe whect Al hequost Source ctian ostination hostination estination Port escurce/Application
po Select Al e i @ Allowed
ITA CLIENT-BASED L joy (ay@csalocal) @ Allowed 10101020  101010.20:3389 3380 AD-Sarver Block Reason
A joy (oy@csalocal) @ Allowed 10107020  I0I000.20:3389 3386 AD-Sarver
Connection Mathod
Identity Type Select All A juy (sy@esalocal) @ Alowed  sd.esaloesl  101010.20:3389 3380 AD-Sarver e ZTA Client-based
4 AD Users EXEEETER L oy lay@csalocall @ Alowed 10101020 101000.20:3389 3388 AD-Sarver Time
@ AD Groups Jan 12, 2026 5:51 AM
AD Devices L oy Usy@esalocal) @ Mowed  adcsalocal  10100.20:3399 3380 AD-Sarver
D saML Users CEEIEITTE L jay lsy@esalocall @ Atowed  ad.csalocal  101010.20:3389 3380 AD-Server ... Access details
AL jay lay@esalocall @ Alowed  ad.csalocal  101010.30:3389 3388 AD-Server i
Enforced By Select Al L jay (jay@csalocal)
L joy (ay@csaiocal) @ Alowed  ad.csabocal  101010.20:3389 3388 AB-Sarvar
Secura Access Cloud Winl
FTD A oy ay@esalocal) @ Allowed  adicsalocal  1010U0.20:3389 3366 AD-Sarvar
Rule Name

Umibre®a Cloud
AD-RDP-Allow

Rosource/ Application
AD-Server

Zore Trust Accass Profile
Default ZTA Profile
Trusted Network

No Match

Enforcement Point
Secure Access Cloud
Destination

104010.20

Destination IP

Accesso sicuro - Ricerca attivita

3. Verificare gli eventi di connessione FMC

Events  Troubleshooting

[©.  Destination Port /ICMP Code 3380 = |
% y L, 7 events
Time Event Type Action Reasan Sourco IP Destination IP :::"::;“:” ::[':n:;:: Wl Application Access Control Rule ]
3> 2026-01-12 00:51:24 4 Connaction Fastpath 100112.20.48 10.300.20 17674 | tep 3389/ top &
3 2026-01-12 0u5120 4 Connaction Fasipath 100122048 10.0790.20 ATO2Y | tep 330/ 10p #
3 2026-01-12 00:81:18 % Connaction Fastpath 100.112.20.48 10.10.10.20 &IM2 [ top 2386 | top *
> 2026-01-1200:48:24 % Copnestion Fastpath 10012.20.48 10.30:10.20 50786 /tcp 3389 1cp ¢
> 2026-01-1200:42134 % Connection Fastpath 1001127218 1040.10.20 60548 /tcp 3389 1cp '
»  H0ZE6-01-12 001520 4 Connaction Fastpath 100127216 10.000.20 40660 | tcp 3389 cp *
> 2026-0112000Z45 % Connection Fasipath 1001127216 1030:10.20 24282 1cp  33BD iep !

Eventi connessione FMC

Test case 2 - Utente remoto - Applicazione locale

L'accesso a una risorsa privata tramite I'imposizione locale , in questo tipo di valutazione dei criteri
di imposizione avviene su Secure Access ma i dati dell'applicazione rimangono locali a FTD. Ad
esempio, un client o un utente con registrazione ZTA si € connesso alla rete domestica e sta
tentando di accedere a una risorsa privata che si trova dietro FTD all'interno dell'interfaccia.



Secure Access

IPsec
Private/Cloud Apps

ZTA Client Inside
Remote User App Dat 10.10.10.1 _|
jay@csa.local a
router1.csa.local
10.10.10.101

Universal ZTA - Topologia test case

Passaggio 1 - Definizione di una risorsa privata su accesso sicuro

Configurare una risorsa privata in modo che sia accessibile tramite un dispositivo con
registrazione ZTA (Zero Trust Access) con imposizione cloud

1. Selezionare Risorse > Destinazioni > Risorse private > Fare clic su +Aggiungi

"this Security Cloud Control ) ! Pk A @ 0 2 Jsaikishan Yadav 333

= Resources

&> Orgssization ks, or subnets that your organization conirols access to. You must configure a private resource if you plan 1o allow end users 10 connect to the resource using ero-trust

Cisco-jaiyaday

Sources and destinations

Internal Matworks.
rce Groups

+ Platfarm menu Network Devicas

Secure Access Registered MHetworks

Roaming Devices
v Last 24 Hours

Y
Haoma Sarvice Account Exception

& Experience Insights » Secwity Group Tags | L ~ | 5 Private Résources + Add

SDWAN Service VPN IDs

&' Connect >
Network and Sarvice Objects Private Resource Group ConnectionMethod  Connector Groups  Accessed by Rules Total Requests
O Sscue 1 Destinations = Cleni-based ZTA = ° 2 o

imernet and Saas Resources

4 Monitor » .
Private Resource A CHoni-based ZTA 1 0 2 0

o Admin >
Settings
AR Servers Chant-basad ZTA - L] 2 0
= Cauadtas DHE Servers

Accesso sicuro - Configurazione risorse private



2. In Nome risorsa privata, inserire un nome significativo per la risorsa. Per Descrizione,
consigliabile fornire informazioni quali lo scopo della risorsa o il nome del proprietario della risorsa.

4 Private Resources
Add a Private Resource

are applications, netwaorks, or subnets that your organization controls access to. You must configure private resources in order to choose them as destinations when crealing access rues. Help O

General

Private Resource Hame

Routerl

Description {optional

Router] PR for UZTHA testing

3. Inserire il nome di dominio completo (FQDN) della risorsa privata a cui si desidera accedere. E
inoltre possibile definire I'indirizzo IP della risorsa privata. Per ulteriori informazioni, vedere
Aggiungere una risorsa privata

4. Selezionare il server DNS interno per risolvere il dominio

Private resource address

Define how the peivate resource will connect to appications through Secure Access.

Intermally reéachable address (FODN, Wildeard FODN, IPv4, IPvE, CIDR) © Protocol Part | Ranges
radterLesalocal Ary TCP 22 + Protocol & Port
Remove
Internally reachable address (FODN, Wildcand FQDN, [P, IPvé, CIDR] Frotocol Fart [ Ranges
101010101 Any TR 22 + Protocol & Port
FRemove + 1P Address/FODN
Use internal DNS sorver to resolve the demain PrivateONS (10.10.90.20)

Internal DMS Server

PrivateDNS (100010.20)

5. Seleziona metodi di connessione degli endpoint

6. Selezionare FTD come punti di applicazione locale


https://docs.sse.cisco.com/sse-user-guide/docs/add-private-resources

Endpoint Connection Methods

Spacify the ways user endpoints can reach this resource. Later, scoess rules will determing which users and devices can access the resource.

Branch Connections

@ Cliert-based connection

Enforcemeant points

Cloud-anly .

i Enforcemant point for Remote User
Cloud ow Loosl [Unbvarssl Zer Trost Remote user Local Firewall Private Resource
Accass)

P

Local-only vin Inbaenat
L o -

Local enforcement points

Enforcamant point for Local user

in @ trugted Local Firgwall Private Resource

Internal remate addresses are visible on end-user devices. If you want an address 1o be hidden, use an extemal address.

Chang th remotely rachable sedresses

Cancel Save snd Test m

S

Nota: A seconda del tipo di iscrizione selezionato, questa modifica assocera
automaticamente la prenotazione permanente all'FTD e attivera una distribuzione di criteri

7. Fare clic su Salva.
Passaggio 2 - Creazione della regola di accesso privato

Configurare un accesso privato su Secure Access in modo che gli utenti con registrazione ZTA
universale possano accedervi. Per ulteriori informazioni, vedere Regola di accesso privato

1. Passare a Protezione > Criteri di accesso


https://docs.sse.cisco.com/sse-user-guide/docs/add-a-private-access-rule

Secure

&>  Organization
Cisco-jaiyadav >

Platform menu

Secure Ac

Data Loss Prevention Palicy

Profiles
Ty ey Endpaint Pastine Profdes
IP3 Profiles
& Esperience insights ~ » EacuiiaProfies
& Connact * App Rigk Profiles
= Resources H

Santings

a Manitor > Natification Pages

Do Not Decrypt Lists

o Admin s

Cedtificates

[ Rule Defaults and Glabal Settings

Add Rule ~

Access Action Sources Destinations Security Hits Status
low Private & Allow Ay AD Users AD-Server i B2 ]
Peivate @ Allow Any AD Usars s L]
5-Allow Private @ Alow Any AD Users IntemalNs o
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2. Fare clic su Aggiungi regola, quindi scegliere Accesso privato.
Nella parte superiore della regola € disponibile un riepilogo che descrive i componenti configurati

della regola.

Access Policy

Internet access rules apply to traffic to public internet sites from devices that are on your netwark or that your
manages. Private access rules apply to users and devices accessing applications and other resources en

organizati

your internal network. Secure Access applies the first rule in the list that matches traffic. Help

u] | = Objects

[ Rule Defaults and Global Settings ]

Add Rul

Private Access

Control and secure access to resources and

3 Rules
applications that cannot be accessed by the
; general public.
_] [ Xa) Rule name Access Action Sources Destinations Security
— Internet Access
-RDP- )] - &
U 1 AD-RDP-Allow Private =) Allow Any AD Usors AD-Server 3. Control and secure access 1o public
. _ destinations from within your network and
O 2 BlockPage-TEST Intarmat @ Block Any Generative A... i from managed devices
0] 3 RAVPN-Allow Intermat @ alow Any AD Usars Any 4.2k [
Rows per page | 100 ~ 1-3of3 @

Accesso sicuro - Configurazione criteri di accesso

3. Aggiungere un nome di regola



Add Router1-SSH

Create a rule 10 control and Secure access Lo specified private applications and ather
destinations on your network. For an guide to completing prerequisites and

configuing a rule, see Help 7

@D Rule is enabled

Summary

Sources @

AD Users « Any AD Users Allow

Rube name (T Rule order

[ Routerl-55H ] [ !

o Specify Access

Specify which Users and endpoints can access which resources. Help CF

Action

@ Allow @ Block

Asgw specified tratfic if security requirements ane met. Bloci specified traffic.

Accesso sicuro - Configurazione criteri di accesso

4. Selezionare l'azione della regola e selezionare origine e destinazione

Rule name {0 Rule order

[ Router]-35H 1

o Specify Access

Specify which users and endpoknts can access which rescunces. Help (3

Action

@ Allow ) Block

Abgw spacified iraffis if pecurity requirements ane mat Diock ipecified tralfic,

From Ta
Specify one or mor sources. Spacily ore or maca destinations.
AD Usars «Any AD Uidrs @ Privute Resowces «Rsuter]

Accesso sicuro - Configurazione criteri di accesso

5. Configurare i requisiti degli endpoint

Lagging is enabled Edit

-

Destinations

Any private destination



Endpeint Requirements

For zero-trust connections, if endpoints do not meet the specified requirements, this rule will not match the traffic. Help (0

[] Zero-Trust Client-based Posture Profile  Rule Defautts
Requiramants for and-user devices on which the Ciszo Secure Client is installed,
~  Praofils: Mona | Requiremants: Moo

Private Resources: Router-1

For Branch connectlans:
ﬂ- Endipaint dendce posture is not evaluated for endpoints connecting to these resources from a branch network.

User Authentication Requirements

() Zero Trust Access: User Authentication Interval  Rule Defasits.

Frequency with which end users verily their identity, in order to connect to any private resource using client-based zero trust access,

When disabled, users are not prompted to re-authenticate 10 the netwerk, Help

C"mw|

@ Configure Security
Conligan Seulity AHEUNETBNLS TABL Mult bis Mt bt 1Si s slowsd, Help 3

Cancel
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6. Configura protezione

(©) Specify Access

Spacily whith usérs and Endpeints can 50888 which resources. Help

Configure Security

Gonfigure sacurity requirements that must be met before traffic is aslowed. Help

Intrusion Prevention (IPS)  Rule Defaults

Traffic that matches this rule will not be inspected by the intrusion prevention systam. Help .7

Security Profile  Rule Defaults

The following security settings will apply to traffic that matches this rule, Help 3

Security Profile: System Provided - Private Access  File Inspection: Enabled | File Type Blocking: Disabled

Cancel
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7. Fare clic su Save (Salva)

(I Dpisabled




Access Policy

S —
FRube Defaults and Global Settings

public internet sites from d

d di

o use

your Intenal natwe o first rule In the s

() [ 2o Fule name Accoss Aetion Sources Dastinations Saocurity Hits. Status
1 Boiter] -S5H Brivaty @ Allgw Any AD Usérs Houter] @ - -] |
2 AD-RDP-Allow Privata @ Anow Any AD Usors A-Server @ : -]
3 BlockPage-TEST et @ Bleck Any Gemerative A.. @ 88k [ ]
& RAVPH-Allow et & Angw Any AD Users Ay il s a
Raws per page | 100 1-dcfd < E] »

Accesso sicuro - Configurazione criteri di accesso

Fase 3 - Verifica dell'associazione di PR sull'FTD

1. Passare a Connetti > Connessioni di rete > FTD

aikishan Yadav

Connect

o> Crgamization e X affic to reach private resources on your network. For information about these options, see Help o
ssentialy

Cisco-jaiyadav 3
7)o e

ERCon e WUsers, Groups, and Endpaint
Secure Access Devices

End User Connectivity

o 1
Forwander
2 Home DNS Forwanders T ——
& Experience Insights
& Connect
™= Resources 1 newn fof eatablishing tunnel redendancy and high
3 within & MElWoTK tEnel Group to securely control
Il Secure > resources. Help o

o Moniter » . tat w 2 Tunnel Groups m

Accesso sicuro - Verifica PR

2. Fare clic su FTD > Visualizza risorse associate a questo FTD



FMC_FTD

Network Connections
Manage tha connections that aliow user traffic 10 reach private rescurces on your
matwork, For 8 companson of natwork connactivity optians, ses H.‘) [+ Flmlomn‘
Connector Groups Network Tunnel Groups FTDs Dvioe FOON P — &
Auto deployment Tes
1 5ynced U UZTA Configuration status

0 Synced  Last synced o 31 Dec 2025, 31 251 AMUTC
FTDs configured for Universal Zero Trust Access

An FTID acts a5 an on-premise proxy 1o Secure Access cloud for private access traffic, Configure FTDs a3 Secure Access proudes to enable Universal Zore Trust Access to Impeove end-us Assigned Trusted Network
exporience and ensure cansistent security controls for wsors independent of whene thay ane connecting from Heilp cf

[ Q0 Search by FTD name ] [ FMC Name v J [ Configuration s1atus v J 1£TDs Truriad nebwork Lot
LAN 1 DMS Servers
FTD Hame Version FMG UZTA Configuration status Assocls  [Delaut tnsted retwork]
ere e o T () e
Duvice FGON: local
Trusted network:
Associated Resources 1

RESOURCES ASSOCIATED BY STATUS

Status

@ Synced 1

memlmmﬂmlhlnm |

Associste Resources

Accesso sicuro - Verifica PR

Resources associated with FMC_FTD

The following resources will get enforced on FMC_FTD when users connect to it from the trusted network
LAN

[ Q. Search by resource name ] [ Configuration status v ] 1 Resources Associate Resources

Resource name Status

Router1 @ Synced

Accesso sicuro - Verifica PR



3. Fare clic su chiudi

4. Verificare che lo stato , la risorsa associata e la configurazione siano sincronizzati

Network Connections

see Help o

Connector Groups  Network Tunnel Groups  FTDs

1 Synced (-]

FTDs configured for Universal Zero Trust Access

1 FT 10 enabile L mpdove end-us
FTDs

FTD Name WVersion FMC UZTA Configuration status Associa

FMC_FTD vIDO.0 FMC | © Syncad | 1

Device FOQDN

Trusted network: LA

FMC_FTD

Firewall Details

Device FODN
Ao deploymant

UZTA Configuration status

Assigned Trusted Network
Trusted network Hetworks
LAN 1DNS Servers

efau trusted netwer
Edit assignment | + Trusted network (7
Assoclated Resources

RESOURCES ASSOCIATED BY STATUS

Status
& Cynced 1

Wiew resources assoclated to this FTD

Associate Resources

5. Verificare che la configurazione sia stata sottoposta a PUSH in FTD

Accedere alla cli FTD e passare alla modalita LINA

# show running-config applicazione oggetto




Fase - 4 Aggiungere una risorsa privata al profilo ZTA

1. Selezionare Connect > End User Connectivity > Zero Trust Access e fare clic su 3 punti per
modificare il profilo ZTA

— End User Connectivity [ cisco securo crient | [ Manage servers
Envd user connectivity lte you defing how your ofganization's trarfc i steened from
Andpoints 1o Secure ACCESS of 1o the intarmet. Help .
Homa Zero Trust Access  Virtual Private Network Internet Security
p Enroliment methods
Exparionce

Irniights Before ULers Can ACORSS resources using cient-based Zero Trust Access, their endpoint devices must be enmlled.

Manage enrcliment methods for your organization hene. Help O

5
b Windows and macl§ devices enroll using: | 550 Authentlcation  Ceriificabes
Cennmet
Andsoid and K5 denvic s sniol using S50 Authentication ooy,
=
[
Zero Trust Access Profiles & Manage Trusted Networks | [IESFIY 0
1
e Manage Zedo Trust Access (ZTAD profiles, which allow you to add users and groups to unique traffic steering configurations for chent-based ZTA connections. Help O
] Hame Secure Private Access Secure Intemet Access Users & Groups. Last Used
a
Use ZTA for all destinations
Monitor 2 Dastinations . 1 Usars
1 APl 0 Exceptio Jan 25, 2026
XAt Trusted Natwarks Disabisd . 0 Groups =
Trusted Networks Disabled
Q

[r— m

Accesso sicuro - Profilo ZTA

2. Aggiungere la risorsa privata

& End User Connactivity

Create profile

For client-based Zero Trust Access connections, add the destinations to which a se1 of users and groups can be steored. Help I

ZTA profile name Priority Traffic Steering Limits ©
7 ZTAProfile
Experience

Insights

ﬂ| |' 1. Current peofile

0% Sk Android 10k macOSiWindows 100k

P

Secure Private Access
© ' Secure Private AcCass
e © Destinatiens Add the private destinations and private resources to which a set of users and groups can be steared, Help

= 2 Secure Internet Access

Traffic Stecring  Optians

Resources
3 Users and Groups

C J <+ Destinations ~
Sezire h

Private Ressures
Destinations & Private Resources Destinations  Modified
a

Adddl private reseurces that are eonfigured
i @ “zpc.ssecisconest 1 Feb 22, 2023 for chient-based Zero Trust Access.

Q

nvestigate

Add Destination

Adel dostinations that are pot configured

a5 private resources that user traffic can
access during Zero Trust Access.

dp

Asimis,

Accesso sicuro - Profilo ZTA



Add private resources

Saleet private rescurces that ase con figuned for cliont-based Zaro Trest AScess. You can sod up to 10 private resowses o1 & tima.

Router-1 % 0] .]

LAB-InsideNetwork (10.10.10.0/24, tackab.com)
LAB Management (182 168,10/24)

DNS-MgmE (1621681.20)

IntemnalDNS (101001020, 192 168.1.20)
AD-Servar [101010.20, ad.csa.lccal)

Reuter-1 (V0.0,1010, routerl taclab. local)

Routar? (1010100102, reuter eea loeal)

Accesso sicuro - Profilo ZTA

3. Aggiungi utenti e gruppi

“ End User Cannsctivity

Create profile
= For Zero Trust Accoss add the o which a set of users and groups can be stecred. Help 3
Home
ZTA prafile name Priarity Traffic Steering Limits.
r
e [ zmrome | [ cumentprome I05 Sk Android 10k macOSWindows 100k
Exparienca
Insights
"
@ Users and Groups
2 Destinatieng Add a 5ot of users and groups that will be sieered to varous destinations added to this ZTA profile
- Secure Internet Accass
< @ Users ©  Groups @
Resoirces —_—
===
Ll
Secure
Hame Email Type Users
.n
ia
Migritor
Q
vestigate
o Nousers
Adimin
4+ Users and Groups
.
-4
Workdiows

Accesso sicuro - Profilo ZTA



ZTA profile name Prigrity Traffic Steering Limits

ZTAPrafile 1. Current prafile

05 Sk Andreid 10k macOS/Windows 100k
> Users and Groups
;_.f/' Socure Private Access ¢
2 Destinat Add a set of users and groups that will be steered to various destinations added to this ZTA profile
() Secure Internet Access
Users 1 Groups @
o Users and Groups
——
|t Users and Groups
Narme Emadl Type Users
lay (jay@csa.local) lay@gmall.com £ User

Rews per page [ 1g . |
|

Fase - 5 Verifica dell'accesso alla risorsa privata

1. Verificare che I'utente remoto sia in grado di risolvere il nome di dominio completo FTD

PS C:\Users\jay> ping ftd.csa.local

Pinging ftd.csa.local [192.168.1.12] with 32 bytes of data:
Reply from 192.168.1.12: bytes=32 time<lms TTL=255
Reply from 192.168.1.12: bytes=32 time=1lms TTL=255
Reply from 192.168.1.12: bytes=32 time=1lms TTL=255

Ping statistics for 192.168.1.12:

Packets: Sent = 3, Received = 3, Lost = 0 (8% loss),
Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = lms, Average = Oms
Control-C
PS C:\Users\jay> nslookup ftd.csa.local
Server: UnKnown
Address: 192.168.1.20

Name : ftd.csa.local
Addresses: 192.168.1.12




2. Verificare che I'FTD possa raggiungere la risorsa privata utilizzando il nome di dominio
completo

3. Esegquire il test della connessione SSH alla risorsa privata

Accedere alla prenotazione permanente utilizzando FQDN

=®

Category:

=I- Session
Logging

—|- Terminal
Keyboard
Bell
Features

—I- Window
Appearance
Behaviour
Translation

+- Selection

Colours

=I- Connection
Data
Proacy

+- S5H

Serial
Telnet
Rlogin
SUPDUP

Ahowt

Heln

Basic options for your PuTTY session

Specify the destination you want to connect to

Host Name (or IP address)
router.csa local

Connection type:

©55H (O Serial () Other:

Load, save or delete a stored session

Saved Sessions

Default Settings

Close window an exit:

() Aways () Never

Port
22

Load

Save

Delete
© Only on clean exit
(inen Cancel

8 Cisco Secure Client -

AnyConnect VPN:
Ready to connect.

Connect

Zero Trust Access:
Zero Trust Access is active.

Umbrella:
Umbrella is inactive.

Profile is missing.

anlneulus
cisto




@ routerl.csalocal - PuTTY

AnyConnect VPN:
Ready to connect.

S - Auto Select Nearest Loca tion I

Zero Trust Access:
Zero Trust Access is active.

Umbrella:
Usmbredla is inactive.
Profie is missing.

Accedere alla prenotazione permanente utilizzando l'indirizzo IP

ﬁ PuTTY Configuration

Category:

—I- Session
Logging

= Terminal
Keyboard
Bell
Features

=I- Window
Appearance
Behaviour
Translation

+- Selection

Colours

= Connection
Data
Proacy

+- S5H

Serial
Telnet
Rlogin
SUPDUP

B

Basic options for your PuTTY session

Specify the destination you want to connect to

Hast Name (or IP address) Port
10.10.10.107 22
Connection type:

©55H (OSeral (O)Other:  Telnet

Load, save or delete a stored session

Saved Sessions

Default Settings Load

Save

Delete

Close window on exit:

() AMways (O MNever ) Only on clean exit
| inan I Canrs

AnyConnect VPN:
Ready to connect.

E - Auto Select Nearest Location i

Zero Trust Access:
Zero Trust Access is active.

Umbrella:
Umbrella is inactive.

Profile is missing.

Connect

shaslh
[ory




AnyConnect VPN:

Ready to conne

Zero Trust Access:

Zero Trust Access is active.

Umbrella:
Umbrela is inactive.
8 Profile is missing.

4. Verifica registri di ricerca attivita accesso sicuro

Activity Search W LasT 24 HoURS =

eamlntal X RESPONST

Resp
Ge i cumr-sasio R crascu) 1 & hsow Dataust ZTA Prafie Reuter1-S5H
EEIETER 4 v Uswgoasal L ® hiow Bataun 27 Prais
"2 cusr-asain N T ! Dataunt TTA Prafie
1 ™ 21 cuawr aasio Derasocal Qotatocal)  routert canloeal ® wiow Det Profie

i li=dord Event Details X

TTA CLENT-BASED L jay (ay@osaiocal) L jay (ay@esaiocal)  rowtericsaiocal  10M0H0301:3E Ak Fout Default ZTA Profile Routeri-55H

ZTA CLENT-DASED L jay (ay@csatocall L jay (ay@esalocal]  rowterlosalocal 10800010122 2 Allerw Rt Default ZTA Profile Router]
ZTA CLENT-BASED 4 jay Gay@csatocall L jay (ay@esajocal]  routerlosalocal 2 2 Alkre Rt Default ZTA Profile Rowterl-S5H
TTA CLENT-BASED @osatocall L jay lay@esatocal]  rowterlosaloca Altowr Rl Datauit ZTA Profile Routeri

Access details

y@csa.local)

winl

Router-SSH

Router]

ZTA Profile




Accesso sicuro - Ricerca attivita

Activity Search

Enforcsd By
Socurn Aconss Cloud
1o
Umtpta Coud

of LIRL Advan

10.10.00.101 % EESPONSE  Alowsd X

oy s bocal)
o e acal)
Satuct Al oy Gan@snatocall
1y Gapesa lacall
o e bocal)

i dap@eea ocall

o Gay@ecaa lacall

Sy docm Jaey B, B0 B0

cLoas

P Jam B0 8 607 PAL

oy (ay@osaioall  rosteriosalonsl

ity @
L jay fuyesalocal)  BOIDIDAGT

& jey ey@esaiens 20000001

L jay GayGosatocal  rosteriosalocal
L jay GayGosatocal  WI0I001

L jay Gey@esalocall  B0I00101

1

i

Joy (ay@oraiocall  WLI0A001

Accesso sicuro - Ricerca attivita

7Tatal )

Bequest

ZTA CLIENT-BASED
ZTACLIENT-BASED
ZTA CLENT-RASED

Wherwing sctivity frer

%, 2026 600 P

Sourca [T Dautingtion

L jay (ayeealocal) L jay (ay@esaiocal) 104010401 LRLELR T R
L jay Gay@eeatocall L jay (ay@esalocal) 100000001 W02 X2
L jay Gay@esatocall L jay Gay@esatocal)  rovterlcsatocal 10101010122

A jay (ay@esatocall L jay (ay@esatocsl) 104010001 101090900:22

4 jay fay@osatocall L jay jay@esalocal) 1030101001 wmiainamE:  x2
4 jay lay@esatocall L jay jay@ssadecall  rowterlesatecal  l0foioaciz 22
L oy layBesatocall L jay UayBesadocall 193010401 101010404:22 22

Accesso sicuro - Ricerca attivita

5. Verificare gli eventi di connessione FMC

Dastination Port

Dustination Cou

Action

Aersirnms

Page:

ry  tamali

1

A rp i

Saved Ssarches v

i b
Detain ITA Profile outert-B5H
Ditausn ZTA Prafile Rautert-S5H
Dty ITA Prafile Rautert-S5H
Brefauls TTA Prafile Router]-SSH
Ditaiin ITA Profile autert-B5H
Ditaun ITA Profile Rauterl-S5H
Ditaum ITA Profls Rautert-S5H

Rosults por page: 50 « 1

Extarnal I Actian Catagarion
Allowed
Atowed
Alowed

Asowed

Asowed

Aowed

Schecue

W LasT 2 mouRs ™
ENpart G5

B Customize Columns ZTA Cllent-based ~

Restore o defaul layout ~ ho-

Page: 1 v Ml perpage: 507 1-7el7

s rowser  Locatien  LeceoalF 3
L win 10028300 7482 us
L winto028m07462 us

win 10.0.26200. us 783015029
L win 0020007402 us mIRsaNs
L win 0028007462 us 830150029
L win 100260007462 us B3RISANE

win 100262007462 us IRIS0129

Event Details

Actian
»
Aliowed
Black Reason
Con M

ZTA Client-based

Jan 10, 2026 556 PM

Access detalls

Identity

4 jay (jey@csatocal)
Winl

i Hame
Routerl-55H

soure
Router]

cation

rast A Prafite

Dofault ZTA Profile

T Network

Mo Mateh

il

FTD> FMC_FTD

nation

101030101

Dostination IP
1003000

Monitor
EF insbghhs & Reparts

| T Events blom

hasage
T Pobcks
e objects

iy Devices

& Sscurs Conmsctiony

Inegrations

Events  Troubisshooting

“ Dastination P SE3M01E1 x4

Redresh

3 L e 6 everis # Go Live
; - P— et — - - o oo "

» 20280910 125823 i Connection B Asow Dero Trust Flow 189 25411 121050101 AT rep 22 (am

B 20080810 YRSENE & Connection B Alow Tero Trust Flow. 189 2541180 12080 TPEN b FET
* * 20060910 125528 % Connection B Asow Dero Trust Flow. 163 2541186 0M0 50425 / top 22 (as

3 2006-0910 1254:48 % Comnection B Asow Taro Trust Flow 1652581198 12080 30400/ 22 (ws) ! bop

¥ 2076-0910 1250c25 4 Comnection O Asow Dero Trust Flow 1692541194 12003007 T [ icp 22 (vsn) ! bop




Test case 3 - Utente locale - Applicazione locale

L'accesso a una risorsa privata tramite I'imposizione locale come utente locale, in questo tipo di
valutazione dei criteri di imposizione avviene su Secure Access ma i dati dell'applicazione
rimangono locali a FTD. Ad esempio, un client o un utente con registrazione ZTA si &€ connesso
alla rete domestica e sta tentando di accedere a una risorsa privata che si trova dietro FTD
all'interno dell'interfaccia. Se la risorsa privata si trova dietro la DMZ o qualsiasi altra interfaccia

dell'FTD, dovremo creare una regola di accesso sull'FTD per autorizzare il traffico tra I'lP o la rete

del client e la risorsa privata.

ZTA Client
10.10.10.30

Local User
jay@csa.local

Passaggio 1 - Definizione di una risorsa privata su accesso sicuro

~ Insfde

A'D‘D Da!.a

Secure Access

IPsec

10,4 .
=~ oy Inside

Private/Cloud Apps

10.10.10.1 _I

router2.csa.local
10.10.10.102

Configurare una risorsa privata in modo che sia accessibile tramite un dispositivo con

registrazione ZTA (Zero Trust Access) con imposizione cloud

1. Selezionare Risorse > Destinazioni > Risorse private > Fare clic su +Aggiungi




il Security Cloud Control A P & A O@ 0 O Jalldshan vaday 353

Resources

Orgenizalion ks, of subnets that your organization controls Sccess to. You must configure & private rescurce if you plan 1o allow &nd users 10 CONNBEE 1o this FESOLNCE uting Tero-Trust
. : Sources and destinations
Cisco-jalyaday
Internal Metworks

rce Groups
= Platform menu Network Devices

Secy CEs Registered Networks
Roaming Devices st 24 Hours

Homa Service Account Exception

y  Exporiance Insights » Secwity Group Tags v 5 ~ S Private Resources

SDWAN Service VRN IDs

%" Connect

_ Netwark and Service Objects *  Private Resource Group ConnectionMethad  Connector Groups  Accessed by Rules Total Requests
Il secure 3 Destinations Clent-based ZTA ] 2 o

Imernet and Saas Resources

@ Monitor 3
Private Resource AR CHent-based ZTA 1 ] 2 o

o Admin
Settings

- - o 2 o
ARR Servers Chunt-baded ZTA

DNS Servers

2. In Nome risorsa privata, inserire un nome significativo per la risorsa. Per Descrizione, &
consigliabile fornire informazioni quali lo scopo della risorsa o il nome del proprietario della risorsa.

 Brivate Rawsarcrs
Add a Private Resource
D Ras e e o7 10 chonsa them a5 destimations whin creting sccess s, g

General

Private Resource Hams

Rocter?

Boscrigtion |opilons
Reistier2 PR for UZTHA testing

3. Inserire il nome di dominio completo (FQDN) della risorsa privata a cui si desidera accedere. E
inoltre possibile definire I'indirizzo IP della risorsa privata. Per ulteriori informazioni, vedere
Aggiungere una risorsa privata

4. Selezionare il server DNS interno per risolvere il dominio

Private resource address

Drafine how the private resosrce will connect 1o appications trough Secure ACoes

Inismally reachable sddress (FODN, Widcard FODN, P, IPvE, CIDR Protocel Port [ Ranges
routerd.conlocal Ay TCP v 22 +Protecel & Pont
Remave
Inimmally reachable addross. (FODN, Wikicard FQON, IPvA, 1PV, SI0E) Profoced Port [ Ranges
W00 Any TCR v | [ 22 + Protocel & Port
Remove  + 1P Address/FGON
B Use internal DNS serves 1o sessive the Samain PriwaseOiE: (10,1016 200

ietnrnal DHE Server

PrivaseONS 10:1000.20)


https://docs.sse.cisco.com/sse-user-guide/docs/add-private-resources

5. Seleziona metodi di connessione degli endpoint

6. Selezionare FTD come punti di applicazione locale

Endpoint Connection Methods
Specify the ways user endpoints can reach this resource. Later, access rules will determine which users and devices can access the nesource.

Branch Connections

[ Zors-trust eonnbetions

¢ retwork without requiving & VN connection. Help o
@) Glient-based connection

Enforcement points

Clemd-anly :
Enforcement point for Remote User

Cloud or Local {Universal Zera Trust Remote wser Local Firewall Private Rescurce
Accass)

,—\
)

Local-oniy vin inibéenal
o =
. s3]
cal cemant points

Local Firewall Private Resource

)
.’U )

Intern, on end-user devices. il you want an address to be Ridden, use an exbermal address.

CHang this [EMotily Fchablo BdrssE

Gancel Save and Test m

Nota: A seconda del tipo di iscrizione selezionato, questa modifica assocera
automaticamente la prenotazione permanente all'FTD e attivera una distribuzione di criteri

7. Fare clic su Salva.
Passaggio 2 - Creazione della regola di accesso privato

Configurare un accesso privato su Secure Access in modo che gli utenti con registrazione ZTA
universale possano accedervi. Per ulteriori informazioni, vedere Regola di accesso privato

1. Passare a Protezione > Criteri di accesso


https://docs.sse.cisco.com/sse-user-guide/docs/add-a-private-access-rule

&> Organization
Cisco-jaiyada ¥

Platform menu

Secure Access

& Home
@ Experience Insighis H

& Connect

= Resources

o Moniter »

o Admin »

Accesso sicuro

Secure

Polic;
Access Policy w

Data Loss Prevention Policy

Profiles

Endpoint Pesture Profiles
IPS Prafiles

Security Profiles

App Risk Profiles

Settings

Threat Categories
Notification Pages
Do Not Decrypt Lists

Cartificates

Rule Defaults and Global Settings

Add Rule ~

Access Action Sources Destinations Security Hits Status
Tow Private @ asow Any AD Users AD-Server a2 -]
Privat & Anow Aty AD Users ESXI -]
S-Allow Frivate @ anow Aty AD Users InbemalGtes L]

- Configurazione criteri di accesso

2. Fare clic su Aggiungi regola, quindi scegliere Accesso privato.
Nella parte superiore della regola € disponibile un riepilogo che descrive i componenti configurati

della regola.

Access Policy

Internet access rules apply to traffic to public intennet sites from devices that are on your network or that your

organization manages. Private access rules apply to users and devices accessing applications and other resources on
your internal network. Secure Access applies the first rule in the list that matches traffic. Help CF

-

&

4 Rules

[ Rule Defauits and Global Settings ]

Add Rule ~

J [ o] Rule name Access Action Sources Destinations Security
O 1 Router1-SSH Private @ Allow Any AD Users Reuter) @

a 2 AD-RDP-Allow Private @ Allow Any AD Usars [ e

a 3 BlockPage-TEST intomet @ elock Any Generative A... ]

a 4 RAVPN-Allow Wikt @ Allow Aniy AD Users Any @5

Accesso sicuro - Configurazione criteri di accesso

3. Aggiungere un nome di regola

Rows per page | 100 +

Private Access

Control and secure access to resources and
applications that cannot be accessed by the
general public,

| Internet Access

Control and secure access 1o public

| destinations from within your network and
from managed devices

698 ]

4.2 -]

14 0f 4



Add Router2-SSH-Allow

Create a rule to control and secure access to specified private applications and other
destinations on your network. For an end-lo-end guide to completing prerequisites and

configuring a rule, see Help

@D Rule is enabled

-~ Summary

Sources

ADUsers = Any AD Users

Rule nama (0

Allow

Rule ordar

[ Router2-SSH-Allow

J

o Specify Access

Specily which users and endpoinis can access which rescurces, Help C

Action

Allow

Alow specified traffic if security requirements are

L

Block
Block specified traffic.

Accesso sicuro - Configurazione criteri di accesso

4. Selezionare |'azione della regola e selezionare origine e destinazione

Rule name (D)

Rule order

[ Reuter2-SSH-Allow

)0

o Specify Access

Specify which users and endpaints can access which rescurces. Help 3

Action
Allow
Allew specified wraffic i security requirements are
mat,

From

Specily ane of mene sources

AD Users =Any AD Users

Block
Block specified 1raffic.

To

Specify one or more destinations

& Frivate Resources sRouterz =

Accesso sicuro - Configurazione criteri di accesso

5. Configurare i requisiti degli endpoint

Destinations

Private Resources
» Rbiitard

Logging is enabled Edit



Endpoint Requirements
Far 2efo-trust connections, if endpeints do not mest the specified requinements, this rule will not mateh the waffic. Help

Q Zero-Trust Client-based Posture Profile  pule Defauite
Requirements for end-user devices on which the Clsco Secure Cllent s Installed,
~  Profile: None | Reguirements: None

Private Resowces: Router?

For Branch connections:
[h Endpsint daviee postur is net avaheated for andpoints Connecting 16 thase ieiowroes from & brarch nelwork

User Authentication Requirements

(5 Zero Trust Access: User ication Interval

Freguency with which end users verify their identity, in order to connect to any private resource using clieni-based zero trust access.

‘Whaen disabled, users are not prompted to re-authenticate to the network. Help ©'

D visabled

@ Configure Security

Coaligune securly fequiements that must be met bilse yatle it slowed. Holp

Accesso sicuro - Configurazione criteri di accesso

6. Configura protezione

(©) Specify Access

Spacily whith usérs and Endpeints can 50888 which resources. Help

Configure Security

Gonfigure sacurity requirements that must be met before traffic is aslowed. Help

Intrusion Prevention (IPS)  Rule Defaults

Traffic that matches this rule will not be inspected by the intrusion prevention systam. Help .7

Security Profile  Rule Defaults

The following security settings will apply to traffic that matches this rule, Help 3

Security Profile: System Provided - Private Access  File Inspection: Enabled | File Type Blocking: Disabled

Cancel

Accesso sicuro - Configurazione criteri di accesso

7. Fare clic su Save (Salva)

(I Dpisabled

Save




Access Policy

Internet access rules apply to traffic to public internet sites from devie
organization manages., Private access rules apph

Mt @ ON YOUr NElWork of that your
o users and devices accessing applications and other resources on
your internal network. Secure Access applies the first rule in the list that matches traffic. Help CF

[ Rule Defaults and Global Settings l

Add Rule ~

|: #O Rule name Access Action Sources Destinations Security Hits Status
: I F 1 Router2-S5H-Allow Privats '2' Allow Any AD Usars Routar2 B - [] I
O 2 Router!-55H Private @ Allow Ay AD Users — i) )
O 3 AD-RDP-Allow Privats @ Allow Any AD Usars AD-Sarver @ 40 ]
C 4 BlockPage-TEST internet @ Block Any Generative A & 608 -]
[ 5 RAVPN-Allow internet @ Alow Ay AD Users Amy 4.3k [
Rows per page |300—V| 1-50f 5 EJ

Accesso sicuro - Configurazione criteri di accesso

Fase 3 - Verifica dell'associazione di PR sull'FTD

1. Passare a connessione > Connessioni di rete > FTD

aikishan Yadav «

Connect

&> Onganization
Cisco-jalyaday »

affic to reach private resources on your network. For information about these options, see Help o

18l Groups

Essentials

I

Wsars, Groups, and Endgaint
Secure Access Devices

Platform menu

End User Connectivity

o 1
Forwarder
“~  Homo DNS Forwarders Warning & & 1od @
& Experience Insights
™ Resources » sework for establishing tunmel redendancy and high
& within a network tenned group to securely contro
Il secure » resources. Help 0

- >
&  Monitor w | 2 Tunnel Groups

Accesso sicuro - Verifica PR

2. Fare clic su FTD > Visualizza risorse associate a questo FTD



Network Connections

Manage the connections that allow user traffic 1o reach private resources on your
network. For a comparisen of netwerk connectivity options, see Help Cf

Connector Groups  Metwork Tunnel Groups ~ FTDs

1 Synced -]

FTDs configured for Universal Zero Trust Accass

An FTD acts as an an-premise proxy to Secure Access cloud for private access traffic. Configure FTDs as Secure Access proxies to enable Universal
toimprove end-user experience and ensure consistent security controls for users independent of whare they are connecting from Help

| 1 Search by FTD name ] [ FMC Mame - ] [ Configuration status ~ | 1FTDs
FTD Name Wersion FMC UZTA Canfiguration status
FMC_FTD vi0.0.0 FMC © Synced

Device FQDM: loeal
Trusted network: !

Accesso sicuro - Verifica PR

Resources associated with FMC_FTD

The following resources will get enforced on FMC_FTD when users connect to it from the trusted network

LAN

Q) Search by resource name

| | Configuration status

Resource name

Status

~ | 2 Resources

FMC_FTD X
Firewall Details ~
Device FQDN frd.csa.local [a]
Auto doplayment <os
UZTA Configuration status -~
@ Synced  Last synced at 12 Jan 2026, ot §:20 AM UTC
Assigned Trusted Network ~
Trusted network
LAN 1DNS Sarvers
[Dedauit trusted network)
Associated Resources 2 o~

RESOURCES ASSOCIATED BY STATUS

Status

@ Synced

I View resources associated to this FTD I

Associate Resources

Router1

Router2

@ Synced

& Synced
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3. Fare clic su chiudi

4. Verificare che lo stato , la risorsa associata e la configurazione siano sincronizzati

Network Connections

Manage the connections that allow user traffic to reach private resources on your
metwork. For a comparison of network connectivity options, see Help

Connector Groups Network Tunnel Groups FTDs

1Synced -]

FTDs configured for Universal Zero Trust Access

An FTD acts 3% an on-premise proxy to Secure Access cloud for private access wraffic. Configure FTDs as Secure Access proxies 1o enable Universal
to improve end-user experiance and ensure consistent security controls for users indepandent of whare they are cannecting from Help ¢
Search by FTD narme FMC Narme v Configuration status v ] 1FTDs
FTD Name: Version FMC UZTA Configuration status
FMC_FTD wi0.0.0 FMC | @ Synced |
Device FQDN: ftd.cza. local

Trusted netwerk: LAN

Accesso sicuro - Verifica PR

FMC_FTD

Firewall Details

Device FODN
Auto deployment ¥

UZTA Configuration status

° Synced  Last synced L 12 Jan 2026, at 6:29 AM UTC

Assigned Trusted Netwerk
Trusted netwaork Hetworks
LAN 1 DNS Servers

[Detauli trusted network)
Edit assignment | <+ Trusted network (I

Associated Resources

RESOURCES ASSOCIATED BY STATUS

[Status

@ Synced 2

Wiew resources associated to this FTD

Associate Resources

5. Verificare che la configurazione sia stata sottoposta a PUSH in FTD

Accedere alla cli FTD e passare alla modalita LINA

# show running-config applicazione oggetto



Passaggio 4: Configurare " Gestire le reti attendibili o le impostazioni ZTA"

Selezionare Connetti > Connettivita utente finale > Accesso con attendibilita totale > Impostazioni
ZTA e configurare Reti attendibili

Edit Trusted Networks

Trunsed Heowork Kama

Fase -5 Aggiungere una risorsa privata al profilo ZTA

1. Selezionare Connect > End User Connectivity > Zero Trust Access e fare clic su 3 punti per
modificare il profilo ZTA



I

End User Connectivity

[ & cisco Securs ciisnt | [ Manag -

End user ivity bats you wraffic i steaned from
3 ondpoints 1o Secure Acciss of to the intamat. Help I
Homa Zero Trust Access  Virtual Private Network Internet Security
-4
Epa Enrollment methods
Irrights Before users can acoess resources using dient-baged Zero Trust Access, their endpoint devices must be enolled.
Manage Enfalifent Mmithods faf your aiganization hee. Halp
s ‘Windows and macOS devices enroll using: | S50 Authentication  Ceriificates
Connect
i and K05 dervices enroll using S50 Awhentication sy,
=
Ressurces
Zero Trust Access Profiles © Manage Trusted Hetwarks m
0
Sian Manage Zero Trust Access (ZTAD profiles, which allow you to add users and groups to unique traffic steering i hans for b ZTh ions. Help &'
e L] Hame Secure Private Access Secure internet Access Users & Groups Last Used
wa
Use ZTA for ail destinations
Montor 2 Destinaticns ) 1 Usars.
i 1 ZTAProfile O Exceptions Jan 25, 2028
Trusted Metworks Disabled Trusted Ne Disat 0 Groups
Q & Edit
Traitigats
O Delete
—  End User Connectivity
Create profile
® For Zaro Trust add to which a st of users and groups can be steored. Help I8
Hame
ZTA profile name Priority Traffic Steering Limits ©
it v
b [ zmaprotie J [ curent pame | 08 Sk Androld 10k macOSWindows 100k
Experience
Insights
£
- Sect vate Acces
o Securo Private Access re Pri o
0 Destinations Acd the private destinations and private resources to which a set of users and groups can be steored, Help £F
= 2 Securs Imernel Access Traffic Steering  Options
Resources
3 Users snd Groups
Ll ¥ deslingtion + Destinations -~
Sesure
Privats Resourcs
Destinations & Private Resources Destinations  Modified
gy Add peivate that are g
[T © “rpe.sseciscotest 1 Fab 22,2023 for chent-based Zero Trust Access.
Add Destination
= i that are not G
L a5 private resources that uses traffic can
access during Zero Trust Access,
L]
Ay

Accesso sicuro - Profilo ZTA



Add private resources
Select private resources that are configured for client-based Zero Trust Access. You can add up 10 100 private rescurces at a time,
Private Resource

'-ID'WK Router-4 > Rewterd X @ A

O LAB-Insidetgtwark (10.1010.0/24, taclab.com)
) LAB Management (192.165.1.0/24)

O ons-Mgmt (192168.1.20)

O ImemalDNS (1010.10.20, 192.168:1,20)

& AD-Server [1010.10.20, ad.csa Jocad]

@ Router-1 (101010107, routerliaciab lacal)

@ RouterZ (1000002, router? caakocal)

Accesso sicuro - Profilo ZTA

3. Aggiungi utenti e gruppi

= + End User Connecibvity
o Create profile
& For Zero Trust Access add the destinations 1o which a set of users and groups can be stetred. Help &
Home
ZTA profile name Priarity Traffic Steering Limits ©
N
% | 2TAPrafile ] ["- Currem profile i05 Sk Android 10k macOS/Windows 100k
Experience
Insights
n‘ sers and Groups
@ Socure Private Access N and
ennect 2 Destinaticns #dd 2 sot of usars and groups that wil be steored te various destinations added to this ZTA prafile
- Secure Internet Access
= @ Users @ Groups @
Resources _—

e Users and Groups: |

Sacure
Hame Email Type Users
T
Monitor
T
Investigate
E Mo users
s
+ Users and Groups



ZTA profile name Priority Traffic Steering Limits ©

el [" Comant peafls i05 Sk Android 10k  macOS/Windows 100k

@ Socure Private Access Users and Graups

2 Destinations Add a set of users and groups that will be steered to various destinations added to this ZTA profile
Secure Internet Access

o Users and Groups

Users 1 Groups @

| [ Q Search + Users and Groups

MHame Email Type Users
lay (jay@csa.local) Jay@gmall.com 2 User - =

Rows per page

Accesso sicuro - Profilo ZTA

Fase - 6 Verifica dell'accesso alla risorsa privata

1. Verificare I'impronta digitale di rete per ZTA TND



@ Cisco Secure Client —

asco  Oecure Client

General Zero Trust Access

Statistics Advanced Configuration Message History

Status Overview

AnyConnect VPN TCP Flows: 611
Allowed UDP Flows: 48
Zero Trust Access Allowed TCP Flows: 597
Blocked UDP Flows: 111
Umbrella Blocked TCP Flows: 14
Authenticated UDP Flows: 0
Authenticated TCP Flows: 0
Proxy Configurations:
Secure Private Access Active
Secure Internet Access Active
Network Fingerprints:
LAN Matched
| Collect diagnostic information for all
installed components.
Diagnostics

Accesso sicuro - Test PR

2. Verificare che l'utente remoto sia in grado di risolvere il nome di dominio completo FTD



C:\Users\jay>ping ftd.csa.local

Pinging ftd.csa.local [10.10.10.1] with 32 bytes of data:
Reply from 10.10.10.1: bytes=32 time=1lms TTL=255
Reply from 10.10.10 bytes=32 time=1ms TTL=255

o2
Reply from 10.10.10.1: bytes=32 time=1lms TTL=255
Reply from 10.10.10.1:

bytes=32 time=1ms TTL=255

Ping statistics for 10.10.10.1:

Packets: Sent = U, Received = U, Lost = © (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1lms, Maximum = lms, Average = lms

C:\Users\jay>nslookup ftd.csa.local
Server: AD.csa.local
Address: 10.10.10.20

Name: ftd.csa.local
Addresses: 10.10.10.1

3. Verificare che I'FTD possa raggiungere la risorsa privata utilizzando I'FQDN

4. Eseguire il test della connessione SSH alla risorsa privata

Accedere alla prenotazione permanente utilizzando FQDN



#8 PuTTY Configuration ? X

Category:
=J- Session Basic options for your PUTTY session AnyConnect VPN:
z LOQ?‘"Q Specify the destination you want to connect to On a trusted network.
= al
s Host Name (or IP address) Port
Keyboard
Bell router2 csa local| 22
Features Connection type:
e O5sH OSeid (OOther: Telnet
rppea.rance Zero Trust Access:
Behaviour Load, save or delete a stored session i
Zero Trust Access is active,
Translation Saved Sessions
+- Selection
Colours - -
= Connection Default Settings Load
Data
Praxy Save
+ S5H Umbrella:
Senal Delete Umbrella is inactive.
Telnet Profile is missing.
Rlogin
SUPDUP C!ose window on exit:
JAways (O Never © Only on clean exit
: — alialn
Aheu tt Heln [ Onen | Cancel a @ —
§ € Cisco Secure Client * X
# x

AnyConnect VPN:
On a trusted network.

Zero Trust Access:
Zero Trust Access is active.

Umbrella:
Umbredla is inactive.

Profile is missing.

Accedere alla prenotazione permanente utilizzando l'indirizzo IP




iR

Category
=] Session
Logging
= Terminal
Keyboard
Bell
Features
-}- Window
Appearance
Behaviour
Translation
+- Selection
Colours
Connection
Data
Proxy
+- SSH
Serial
Telnet
Rlogin
SUPDUP

L dade

) %

5. Verifica registri di ricerca attivita accesso sicuro

Basic options for your PuTTY session
Specify the destination you want to connect to

Host Name (or IP address) Port
10.10.10.102 22
Connection type:

O55H (O Sedal ()Other: Telnet

Load, save or delete a stored session

Saved Sessions

Default Settings Load
Save
Delete

Close window on exit

() Always () Never © Only on clean exit

(g R ™ el

€ Cisco Secure Client b

AnyConnect VPN:
On a trusted network.

Zero Trust Access:
Zero Trust Access is active.,

Umbrella:
Umbrella is inactive,
Profile is missing.

& O

@ Cisco Secure Client

AnyConnect VPN:
On a trusted network.

il
ci3co

Zero Trust Access:
Zero Trust Access is active.

Umbrella:
Umbrella is inactive,
Profile ks missing.
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6. Verificare gli eventi di connessione FMC

Deasirution 1P 420050100
& Salh
Fnaigha & Regean
SowcaPart]  Dessination
o
| D v bl Aetisn Resisn, pa— Dutinstion s m e penncwn. oo Appicaton Accwin Comtrot s Accans Commoibuscy  Davies
B fage s i
,,,,,
o s
Pobeia T L I
o a7a
ot
o soed g 3
b o 2083 2
o no
& Secure Connection
o susan
& iegrasiens oA 8802 E
o azoan 2
131323658 % Connection o a3 =
A Trowsementing
EECTTS T o W3 2
o Adwiniatrition 1A o 3 2
00122 2z88 o s z
BOIIAEINTY G Len o sazan =
Finst i b
TITIIEEY % Conactis B a7 EH
o~ sazaa
BOIIIAEISNA G Comectios o 2083 e

Eventi connessione FMC

Test case 4 - Utente locale e remoto - Applicazione locale o cloud con TND

In questo caso il tipo di imposizione dipende dalla posizione dell'utente, se I'utente &€ Locale o
dietro una zona FTD attendibile (all'interno, DMZ e cosi via) l'imposizione sara Locale ( Test case
3). Se l'utente & remoto, I'imposizione sara cloud ( Test case 1). La posizione dell'utente viene
decisa in base all'impostazione di Network Fingerprint o TND, se I'impronta digitale di rete
corrisponde allora la posizione locale dell'utente sara Locale e se non corrisponde allora la
posizione locale dell'utente sara considerata Remota.



Secure Access

IPsec
Private/Cloud Apps
[ | :
ZTA Client Inside
Remote or Local User Ap 10.10.10.1 '

jay@csa.local P Day, X

router3.csa.local
10.10.10.103

Universal ZTA - Topologia test case

Passaggio 1 - Definizione di una risorsa privata su accesso sicuro

Configurare una risorsa privata in modo che sia accessibile tramite un dispositivo con
registrazione ZTA (Zero Trust Access) con imposizione cloud

1. Selezionare Risorse > Destinazioni > Risorse private > Fare clic su +Aggiungi

‘dits Security Cloud Control ) 1 P s H D@ 0 £ Jsaikishan Yadav §53

= Resources

> Organizaiion ks, Of subnets that your organization controls access Lo. You must configure a private rescurce if you plan Lo allow end users 1o connect 1o the fesouice using 2ero-trust

Clsco-siyadav Sountes and destinalions

Intarnal Natwarks ree Groups
= Platform menu Heiwork Devices
Sacure Access Registered Networks

Roaming Devices
= 9 Last 24 Hours
Home Service Account Exception ;

& Expordoncelnsights > Secuity Group Tags | M v | 5 Private Resources + Add

SDWAN Sarvice VPN IDs

Connect 3
-
Metwark and Service Objects #  Private Resource Group ConnectionMethod  GConnector Groups  Accessedby  Rules Total Requests.
[ |  Fe— 5 Destinations - Clent-based ZTA B o 2 o

Imernet and Saas Resources

o Monitor » )
Private Resource AR Clent-based ZTA 1 0 2 o

o Admin 2
Settings
AKA Servers Chani-based ZTA . o 2 o
= Caunritas DHS Servers

Accesso sicuro - Configurazione risorse private



2. In Nome risorsa privata, inserire un nome significativo per la risorsa. Per Descrizione, €
consigliabile fornire informazioni quali lo scopo della risorsa o il nome del proprietario della risorsa.

+ Private Resources
Add a Private Resource

Private Resources are applications, networks, or subnets that your organization controls access to. You must configure private resources in order to choose them as destinations when creating access rules. Help O

General

Private Resource Hame

Router3 J

Description (optional)

Router 3 for uZTMA Testing

Accesso sicuro - Configurazione risorse private

3. Inserire il nome di dominio completo (FQDN) della risorsa privata a cui si desidera accedere. E
inoltre possibile definire I'indirizzo IP della risorsa privata. Per ulteriori informazioni, vedere
Aggiungere una risorsa privata

4. Selezionare il server DNS per risolvere il dominio

Private resource address

Define how the private resource will eennect to applications through Secure Access.

Internally reachable address (FQDN, Wildcard FQDN, IPv4, IPvE, CIDR) @ Protocel Part [ Ranges

router3.csalocal | | any TCP w || 22 + Protocol & Port
Remove
Internally reachable address (FQDN, Wildcard FQDN, IPvd, IPvE, CIDR) @ Protocol Port [ Ranges

1821681103 Any TCP w 22 * Protocol & Port
Remove
Internally reachable address (FQDN, Wildcard FQDN, IPvd, IPvE, CIDR) @ Protocel Port [ Ranges
[ 101010103 Any TCP v | [ 22 + Protocol & Port

Remove + IP Address/FQDN

‘ Use internal DNS server to resolve the domain LabDNS (Y92.168.1.20, 10.10.10.20

Accesso sicuro - Configurazione risorse private

5. Seleziona metodi di connessione degli endpoint

6. Selezionare FTD come punti di applicazione locale


https://docs.sse.cisco.com/sse-user-guide/docs/add-private-resources

Endpoint Connection Methods

Specify the ways wser endpoints can reach this resource. Later, access rules will determine which users and devices can access the resource.

Branch Connections

Allow users and devices on the network, such as printers or kiosks, to connect to this resource il allowed by access rules.

Zoro-1rust connections

Allgw endpaints 16 cannect to this resouce from oulside your network withoul requiring a VPN connection, Help

@D client-based cannection

Enforcement paints

Cloud-only
Enforcement point for Remote User
Clowd or Local {Universal Zere Trust Remote user Secure Access Cloud
Access)
wia Internet

Local enforeement points om

HFMQ_F...X ! f]]

| FMC_FTD {fid.csalocal) o .

WIT e TETTOTCET aT T SETCTeT TTEWaTS. Enforcement point for Local user

User in a trusted Local Firewall
network

Loeal-only @

s
via local network

Cancel
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Allow connections from endpeints that have the Secure Client installed. Enable this option for maximum cenirel over endpoint security requirements (posture).

Private Resource

Frivate Resource

(o) (2

Selezionare RC se la risorsa privata € accessibile tramite RC, altrimenti lasciare vuoto se la

risorsa privata € accessibile tramite gruppo di tunnel di rete (tunnel IPsec).

Resource Connector Groups

Secure Access can forward Zero Trust Access Uraffic to this privale resource using resource conneclars, @
Faor more information, see Help (7

Resource Connector Groups (optional) @
RC=ESMI X | o9 My Server Grauf w

Choose a connestor growp in the same data center, branch
office, or securily zane s the resource, ©

Accesso sicuro - Configurazione risorse private

Nota: A seconda del tipo di iscrizione selezionato, questa modifica assocera

automaticamente la prenotazione permanente all'FTD e attivera una distribuzione di criteri

7. Fare clic su Salva.

Passaggio 2 - Creazione della regola di accesso privato




Configurare un accesso privato su Secure Access in modo che gli utenti con registrazione ZTA
universale possano accedervi. Per ulteriori informazioni, vedere Regola di accesso privato

1. Passare a Protezione > Criteri di accesso

ace  Security Cloud Control

53 Jaikishan Yadaw o 333

Secure

Rule Defaults and Global Settings

@ Organization

Poli
Cisco-jaiyadav 3 =
Accass Policy IR

Platform menu

Cuitan Loss Prewention Policy

Secire Access t A te Add Rule ~

Profiles

ndpoint Posture Profil
S Hors Endpoint Pesture Profiles

IPS Profiles @ Customize view
» Experience Insights ) __

Security Profiles

Aocess Action Sources Destinations Security Hits Status
& Connect App Risk Profiles
™ Rescurces 3 low Privaty ) Atow Any AD Users AD-Server i} a2 -]
—
Threat Categories
" Privats & Anow Asry AD Useis. ESHI ca - [-]
a Monitor » Notification Pages

o Admin > Do Mot Decrypt Lists S-Allow Privat @ Asow Asry AD Users IntermalONS e - o

Cartificates

Accesso sicuro - Configurazione criteri di accesso

2. Fare clic su Aggiungi regola, quindi scegliere Accesso privato.

Nella parte superiore della regola € disponibile un riepilogo che descrive i componenti configurati
della regola.

Access Policy

A

[ Rule Defaults and Global Settings ]

o public intermet sites frem are of Your retwark of that your
cCass rulas apply 1o users and £ing applications and othar resources on
&53 applies the first int hes traffic. Help

argani
YU

7 Rules Control and secure access to rescunces and
applications that cannot be secessed by the
genaral public,

Lo Rule nam: Access Action Sources Destinations Security
Intornet Access
i AD-RDP- Allow Private & Amow Ay AD Users AD-Server

Control and secune access 1o public
destinations from within your netwaork and

H Routerl-SSH Private @ miow Any AD Users Houter-1 from managed devices
a Router2-S5H-Allow Private @ Amow Any AD Users Houter? & 0
4 Cursar Infarmat @ Atow oy y@ees_ Cursor-tast Lo 587 e
5 AlBlock Intarnat @ Block oy (By@ess. Gonarative A... @ 5 -]
] Intarnet-Allow Internet @ amew Ay Ay b 1536k (-]
7 RAVPH-Allaw Internat & amow Any AD Users Amy <) 761 (]
Aiows per page | 100 ~ | 170r7 :TJ

Accesso sicuro - Configurazione criteri di accesso

3. Aggiungere un nome di regola


https://docs.sse.cisco.com/sse-user-guide/docs/add-a-private-access-rule

Add Router3-SSH-Allow

Create a rulg 1o control and secure access to specified private appiications and cther
destinations on your network. For an end 4 guide to o ing isites and
configuring a rule, see Help (3

@D Rule is enabled Legging is enabled Edit

# Summary

Sources Destinations
o
Any Allow ' Any private destination
Rule name @ Rule order
[ Routors-ssi-asom ) (= ]

° Specify Access
Spacify which users and endpaints can scoess which resources. Help
Actlon

@) Allow () Block

Alaw specified braMic if security requinements are mel. Block specified tralfic.

Accesso sicuro - Configurazione criteri di accesso

4. Selezionare I'azione della regola e selezionare origine e destinazione

Rule name (O Rule order

[nms-ssn-mo« ] [9 i ]

@ specify Access

Spacify which users and endpoints can access which resources. Help

Mction
@ Allow @ Block
Adcw 3pecified Uraffic il Jecurity FoqUInemsnls g met. Bilcck specified trathic,
From To
Spacily ona of mofe Lowtes Speecify o of mare destinations
AD Users «Any AD Users X @ Private Resources. «Routerd @

Accesso sicuro - Configurazione criteri di accesso

5. Configurare i requisiti degli endpoint



Endpaint Requiremants

For zero-1rust connections, if endpoints do not meet the specified requirements, this rule will not match the traffic. Help C

] Zaro-Trust Cllent-based Posture Prafile  pue Defautts
Requirements for end-user devices on which the Cisce Secure Clant Is installed.
“  Profde: Nene | Requirements: None

Private Resowees: Routerd

Fit Beaneh connetions:
[2ly Endpoint device posture is nat evaluated for endpoints connecting to these resources from a branch netwark.

User Authentication Requirements

(5 Zero Trust Access: User Authentication interval  Fube Defauits D visabled

Frequency with which end users varify their identity, in erder to connect to any private resounce using client-based zero trust access,
When disabled, users are not prompled to re-authenticate to the netwark. Help I3

@ Configure Security

Conligune SECUTY NGSremEntS R4 MUS! be ma batons tratlie i slowed. Help O

Cancel

Accesso sicuro - Configurazione criteri di accesso

6. Configura protezione

() Specify Access

Specify which users and endpoints can access which resources. Help .

Configure Security

Configure sacurity requirements that must be met before traffic iz allowed. Help .

Intrusion Pravention (IPS)  Rule Defaults (I visabled

Traffic that matches this rule will not be inspected by the intrusion prevention system. Help .7

Security Profile  Rule Defaults
The following security settings will apply to traffic that matches this rule. Help .7

Security Profile: System Provided - Private Access  File Inspection: Enabled | File Type Blocking: Disabled v

Cancel

Accesso sicuro - Configurazione criteri di accesso

7. Fare clic su Save (Salva)



Access Policy [ Rule Defaults and Glabal Settings

Internet access rules apply tc
organization manages. Private s

ur network or that your
ione and other resources on
fic. Halp 2

[ Yo] Rusle name Access Action Sources Destinations Security Hits Status
1 Router3-SSH-Allow Privats = Mlow Any AD Usars Routard oL - o e |
O 2 AD-RDP-Albow Private @ Alow Ay AD Users AD-Sarver o
O 3 Router]-SSH Private © Allow Any AD Usars Routor-1 ®
4 Router2-SSH-Allow Privata = Allow Any AD Usors Routor? ol 0 a
5 Cursor Eteersel = Allow iy Uap@ess... Curscr-tast (=l Ta 587 -]
[ Al Block Iiteerset @ Block iy Gay@esa... Generative A.., 5 -]
L ? Intarnet-Allow Intermet @ Aiow Any any Lila 1548 e
O 8 RAVPH-Allow Bternet ) Aliow Any AD Usars Any B0 761 e
Fiows per page 100 ~ 8ol E]
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Fase 3 - Verifica dell'associazione di PR sull'FTD

1. Passare a connessione > Connessioni di rete > FTD

ishan Yadav -

Connect ot

&3 Organization affic to reach private resources on your network. For information about these options, see Help

Essentials

Cisco-jaiyaday >
- peass

R Users, Groups, and Endpaint
Secure Access Devices

End User Connectivity

o 1
DNS Forwarders
T Homeo " Warning i Connecied
& Experience Insights
™ Resources » sework for establishing tunnel redundancy and high
5 within & metwaork tunnel group to securely control
Il secure » resources. Help o

|| stat w | 2 Tunnel Groups m

@ Monitor >

Accesso sicuro - Verifica PR

2. Fare clic su FTD > Visualizza risorse associate a questo FTD



=a. Local

Network Connections

Connector Groups  Network Tunnel Groups  FTDs

1 3yncing =

FTDs configured for Universal Zero Trust Access

) configuration changes are being processed

FTD Nama

FMC_FTD
Device FODN.
Trusted natwork:

5 Heélp

Version

viD.D.

0

FMC

FMC

UZTA Configuration status Associat

@ Syncing 3

FMC_FTD

Firewall Details

Dovics FGDH

Auto deployment

UZTA Configuration status

@ Syncing

Assigned Trusted Netwerk

Trusted network

Hetworks
LAN 1085 Domains 1 DNS Sarvers
Edit assignment | -+ Trusted network [T

Associated Resources

RESOURCES ASSOCIATED BY STATUS

Status

© Synced

Wiew resources associated (o this FTD

Associate Resources ]



C:\Users\jay>ping ftd.csa.local

Pinging ftd.csa.local [192.168.1.12] with 32 bytes of data:
Reply from 192.168.1.12: bytes=32 time=lms TTL=255
Reply from 192.168.1.12: bytes=32 time=lms TTL=255
Reply from 192.168.1.12: bytes=32 time<lms TTL=255
Reply from 192.168.1.12: bytes=32 time<lms TTL=255

Ping statistics for 192.168.1.12:

Packets: Sent = U, Received = U, Lost = ® (0% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = 1lms, Average = Bms

C:\Users\jay>

C:\Users\jay>nslookup ftd.csa.local
Server: AD.csa.local
Address: 192.168.1.20

Name : ftd.csa.local
Addresses: 192.168.1.12




Resources associated with FMC_FTD

The following resources will get enforced on FMC_FTD when users connect to it from the trusted network
LAN

(Q Search by resource name | | Configuration status v | 3 Resources Associate Resources
Resource name Status
Router-1 @® Synced
Router2 @® Synced
Router3 @® Synced

Accesso sicuro - Verifica PR
3. Fare clic su chiudi

4. Verificare che lo stato , la risorsa associata e la configurazione siano sincronizzati



Network Connections

s00 Help tf

Connector Groups  Metwork Tunnel Groups  FTDs

1 synced -]

FTDs configured for Universal Zero Trust Access

FTD Name Varslon FMc UZTA Configuration status.

@ss 10 impre

Assoclat

FMC_FTD V10,00 FMC | @ Syneed |
Device FQDN: !

Trusied neiwarks Lis

3

FMC_FTD

Firewall Datails

Davico FODN

Auto deployment

UZTA Configuration status

O Symcwd  Lait synced w1 23 Fe

Assigned Trusted Network

Trusted network Networks

LAN 1 DMS Domain
[ Edit assignment | 4 Trusted network ¢

Associated Resources

RESOURCES ASSOCIATED BY STATUS

Status

8 Synced 3

Visw rescurces asseciated to this FTD

Associate Resources

5. Verificare che la configurazione sia stata sottoposta a PUSH in FTD

Accedere alla cli FTD e passare alla modalita LINA

# show running-config applicazione oggetto

1 ONS Serners



Passaggio 4: Configurare o verificare " Gestire reti attendibili o impostazioni ZTA"

Selezionare Connetti > Connettivita utente finale > Accesso con attendibilita totale > Impostazioni
ZTA e configurare Reti attendibili

inapect
- @ oo
wa v
[
o st s OR o v
crscon [T —
o - Ramave Crtadien
Criterue D45 Serveds

Brszevn Critaricn

Fase - 5 Aggiungere una risorsa privata al profilo ZTA

1. Selezionare Connect > End User Connectivity > Zero Trust Access e fare clic su 3 punti per
modificare il profilo ZTA

End User Connectivity [ = Glsco Securs Cllent ] [ Manage servars
End user connect ation Al ed fro
Fy endpoints 1o Secu
Zero Trust Acesss  Virtual Private Network  Internet Security
Enroliment methods
0t Trust Access, their endpoint devices must be enralied
elp CF
* g S50 Authentication  Ceriificates
Connact
-
e
Zero Trust Access Profiles & Manage Trusted Networks ] + ZTA Profile
Manage Zera Trust Accoss [2TA) prafiles, which allow you 1o add users and groups to unique traffic steering configurations for client-based ZTA coanections. Help £
# Name Securs Private Access Socurs Internet Access Users & Groups Last Used
S Usa ZTA for all gostinations -
2 Destinatians Jers
1 TAPalil 0 Exceptions Jan 25, 2028
SESTESS Trusted Natwarks Disabled 0 Grougs d

Trusted Matworks Dicabled




2. Aggiungere la risorsa privata

 End User Connectivity

Create profile
w® For cii Zara Trust A add witich a 561 of usars and groups can ba stearsd. Help
Hame
ZTA profile name Priority Traffic Steering Limits ©
1 v
s [ ETAProfile ] [ 'L Crer prifile i0S Sk Android 10k macOS/Windows 100k
Expirience
Insights
L
- Secure Private Access
° Securo Private Access
O Destinations. Acd the private destinations and private resources to which a set of users and groups can be steored, Help £F
= 2 Secure Internel Access Traffic Steering  Options
Resmroes

3 Useds and Groups

v o

Sesure
Private Ressures
- Destinations & Private Resources Destinations  Modified
o] Add peivate are
[y ° *EPE. S8 CHEEO.1EEL 1 Feb 22, 2023 for chent-based Zeno Trust Access.
Add Destination
= Add that are not configs
L a5 private resources that uses traffic can
access during Zero Trust Access,
L]
Admiey

Accesso sicuro - Profilo ZTA

Add private resources
Select privale resouwrces that are configured for client-based Zero Trust Access. You can add up to 100 private resources at a time.

Private Resource
|| Ao-server s ows-Mgmt x Routers G2) @ ~

O LAB-InsideNetwork {1010.10.0/24, taclab.com)
O InternaiDHS (10.10.10.20, 182.1681,20)
AD-Server (10.00.10.20, ad.csa.local)

LAB Management (1521661.0/24)

Router2 (101010102, router2.csa.local)

Router-1 (101010101, routerl.csa local)

a
(]
@ DNS-Mgmt (192.1681.20/32)
a
-]
-]

Router3 (101010103, 1921681103, router3.csa.local)

Accesso sicuro - Profilo ZTA

3. Aggiungi utenti e gruppi



# End User Conneciivity

Create profile

For client-based Zero Trust Access connections, add the destinations to which a set of users and groups can be steered. Help

Home
ZTA profile name Priority Traffie Steering Limits ©

Fl ZTAPrafile J [ L Guemsat profie - i0S Sk Android 10k  macOS/Windows 100k

Experience
Inaights

5
L Sers oL
. Secure Private Access N and Groups
I Destinatiens Add a et of users and groups that will be steered to various destinations added to this ZTA profile

Becure Internet Access
<= @ Users 0  Groups 0

© viers ana croums |

Secure
Name Email Type

Adimin
+ Usors and Groups

Accesso sicuro - Profilo ZTA

ZTA profile name Priority Traffic Steering Limits ©

| ZTAPrafile ] [1. Current prafile - |05 Sk Androld 10k macOSiWindows 100k

Users and Groups

@ Secure Private Access
Add a set of users and groups that will be steered 1o various destinations added to this ZTA prafile

2 Destinations

@ Secure Internet Access
Users 1 Groups @

e' Users and Groups |

)

[ Q Search
MHame Email Type Users
Jay llay@csa.local) Jay@gmail.com 2 User - =)

Rows per page

Accesso sicuro - Profilo ZTA

Fase - 6 Verifica dell'accesso alla risorsa privata

Quando l'utente & locale



1. Verificare I'impronta digitale di rete per ZTA TND. Deve corrispondere se l'utente € locale e se
Accesso privato sicuro deve essere attivo

& Cisco Secure Client - X

asco  Secure Client

General Zero Trust Access

Statistics Advanced Configuration Message History

Status Overview

Y
AnyConnect VPN TCP Flows: 611
Allowed UDP Flows: 43
Zero Trust Access Allowed TCP Flows: 597
Blocked UDP Flows: 111
Umbrella Blocked TCP Flows: 14
Authenticated UDP Flows: 0
Authenticated TCP Flows: 0
Proxy Configurations: ~
Secure Private Access Active
Secure Internet Access Active
| Network Fingerpnints: ~
LAN Matched
v
f Collect diagnostic information for all
installed components.
Diagnostics

Accesso sicuro - Test PR

2. Verificare che I'utente remoto sia in grado di risolvere il nome di dominio completo FTD



C:\Users\jay>ping ftd.csa.local

Pinging ftd.csa.local [10.10.10.1] with 32 bytes of data:
Reply from 10.10.10.1: bytes=32 time=1lms TTL=255
Reply from 10.10.10 bytes=32 time=1ms TTL=255

o2
Reply from 10.10.10.1: bytes=32 time=1lms TTL=255
Reply from 10.10.10.1:

bytes=32 time=1ms TTL=255

Ping statistics for 10.10.10.1:

Packets: Sent = U, Received = U, Lost = © (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1lms, Maximum = lms, Average = lms

C:\Users\jay>nslookup ftd.csa.local
Server: AD.csa.local
Address: 10.10.10.20

Name: ftd.csa.local
Addresses: 10.10.10.1

3. Verificare che I'FTD possa raggiungere la risorsa privata utilizzando I'FQDN

4. Eseguire il test della connessione SSH alla risorsa privata

Accedere alla prenotazione permanente utilizzando FQDN



@ PuTTY Configuration

Category:

- Session
Logging

= Terminal
Keyboard
Bell
Features

- Window
Appearance
Behaviour
Translation

+- Selection

Colours

—- Connection
Data
Proxy

+- SSH

Senial
Telnet
Rlogin
SUPDUP

Aheudt Heln

Basic options for your PuTTY session

Specify the destination you want to connect to

Host Name (or IP address) Port
router3 csa Jocall 22
Connection type:

©55H (O Sedal ()Other: Telnet

Load, save or delete a stored session

Saved Sessions

Default Settings Load

Save

Delete

Close window on exit:
) Aways () Never © Only on clean exit

Onen Cancsl

AnyConnect VPN:

On a trusted network.

Zero Trust Access:

Zero Trust Access is active.

Connect

Umbrella:
Umbrella is inactive.
Profile is missing.

Cisco Secure Client

AnyConnect VPN:

On a trusted

Connect

Zero Trust Access:

Zero Trust Access is active,

Umbrella:
Umbrella is inactive.

Profile is missing.

Accedere alla prenotazione permanente utilizzando l'indirizzo IP




ﬁ PuTTY Configuration ? X

Category:
Session Basic options for your PuTTY session AnyConnect VPN:
2 L_ogrlglng Specify the destination you want to connect to On a trusted network.
=)- Terminal
Kevboard Host Name (or IP address) Port
- 10.10.10.103 2 ' B

Bell : :
Features Connection type:

WAL . — —

W |ncfc-n ©O5SH (O Serial (O Other Telnet

n
nppea.ra e Zero Trust Access:
Behaviour Load, save or delete a stored session )
Translation b Zero Trust Access is active.
Saved Sessions

- Selection
Colours

Connection Default Settings Load
Data
Proxy Save

+- SSH Umbrella:

Delete
Senal Umbrella is inactive.
Telnet Profile is missing.
Rlogin
SUPDUP Close window on exit:
() Always _) Never © Only on clean exit

¢ a alualn
Abe s (I T [y SR, g @ cisco

@ Cisco Secure Client [} - x

AnyConnect VPN:

On a trusted network.

Zero Trust Access:
Zero Trust Access is active.

Umbrella:
Umbrella is inactive.

Profile is missing.

5. Verifica registri di ricerca attivita accesso sicuro



Activity Search H -

Schedule  Export RV

W LasT2anouRs ™

DOMAN  roulnr3.csaloce X

y domain,

Advanced = ELEAR Saved Searches » [ Customize Columns ZTA Cliant-based »

i ATotal (%) Viewing activity fom Feb 3%, HUH £41 AM o Felb 23, 1026 841 AM Page:

Responss ERPRPIY [ e— Sourca

v Dussination Dustination®  Destingion Port  Acton ResowcaiApplication  Tewo Trusd A

ccens Profis

Miowed & Advanced

- EETETTR L jaylay@osaiocal] L jay(ay@esalecal)  rowterd.osalocal 22 Mowed  Fouterd ITAProlile Rswierd-55H-Alow L+ win 10.0.% 78400
Biocken
L jayGay@cralocal] L jay(ay@ceatocal)  rowterd.ceslocal ] TThPrafite Routord: S5H-ABow L PETO0 THAD
Idontity Type Sesect A ZTA CLENT-SASED L ey Gey@csalocsl] L jay (eygesslesal)  reunard.caslocsl 1 Mdwed  Rnuterd ITAPrulite Reutsr3-SSH-ABsw Ls  win 10.0.26200 7840
A AD Usars ETTIETR L by Gaygosalocall Ly lay@esakecall  resterdcrlocal z Asowed  Fouterd ZTAProlil Rewtwrd-S5H-ASow  Le  win 100262007840
s AD Groups
AD Devices
D SAML Users

Accesso sicuro - Ricerca attivita

Activity Search =

Scheade  Export C5V

W LasT 24 HOLRS

m Q, Seach Advanced = eLEan Saved Searches ~ B Customize Columns ZTA Client-based +
RESPONSE  Alcvwnd X Restore to default layout =
N 36 Tolal () Viewinp ciiry from Feis 27 2028 641 AN 10 Fel 23, 2038 541 AW Page: 1 =  Puesulsperpage: 50=  1-26of 26 Event Details W%
Responss Seectan  Mequet Soures R Ity @ Dastration [ Dastin 3 Alowed
lbock aason
Abowed & asvanced
& A i L jay Gay@esalocal) L juy ay@esalocal) rowierd.csalocal 22 .
Blcsind L]
L jay Gay@csatocal) 4 jay Gay@csalocal) routerd.csatocal 22 Connestion Mathod
ZTA Chant-ased
Identity Typs Sebect A L jay Gay@csaltocal) 4wy tapiesa.local) routerd.cealocal 2
L AD Users AL jay Gay@asatocal) 4 jay Gay@esalocal) rowterd.ceatocal 22 ses Feb 23, 2026 6:40 AM
& AD Groups
y L jay Gay@eantocst) L juy Gey@esn loeal) ELETELTEE] 22
AD Divizon Access details
0 SAML Usors L jay pay@esatoes L juy Gay@canlocal) LLALELEEE ]
o
P —— 4 oy Gor@esnocan 010102 n F——
Enforced By Selact &
L ey Gay@esatoes)) L juy Gep@esalocs) 010102 22 ZTHA Client
Secure Access Cloud
FID L jay Gay@caniocal 4y (ey@canlocal) LI AT-RIRT 22 FRule Nama
Urmiorella Cloud Router3-55H-Allow
L jay Gayiposaiocal] L jay (japicsa.iocal) routercsadocal  10I0I0I0ETE ]
L jay Gay@csatocal) 4 jay Gay@csalocal) moutori.cealocal WA0EEE o
L jay Gay@esaltocal) L jay Gapfpcsatocal) routard.ceatocal o A T S
ZTAProile
Ay GayGesatocal 4 oy tapgesa.local) ot cratocal EH
L jay lay@csalocal) L jay Gapiesalocal] routeri.cealocal -]
Endorcement Point
A juy Gay@esaltocal L juy Gap@esalocal) mouterZ.osaloeal  I01QIDI0EEE 22
= o FTD> FMC_FTD
L ey Gay@esalocal) Ly Gawi@esalocal) LIRTRIET S AINI0ETD 22 Des jon
L jay Gay@esatocal) L jay Gap@esalocal) ALALEELH 1010100222 22 rauterd.csadocal
L jay Gay@esalocal) L juy Gap@esalocal) mouter2osalocal  DI0I0I0ETE 22 i

Accesso sicuro - Ricerca attivita

6. Verificare gli eventi di connessione FMC

Events  Troubleshooting

- 1 Destination IP 105010103 =+
X B w0 4 gvents
£ insights & Reports y
Source Port | Destination n

-3 »

£ Evernsiloge Time Ktion Reason Source IF Diestination i by Portjican_ el Application Aecess Contrel Rude (]

+ 2026-02-23 0140554 B Alow Zore Trust Flow 160.2541194 109010493 37877 [ 1ep 22 isam) [ 12p

_r 3 B026-01-1F Olsdpudy O Aiow Zare Trust Fiow 160.2541190 105010403 208 [ 1cp 33 buam) [ 1ep

1) Poicies y 3 2026-03-23 0140041 B Alow Zer Trust Flow 168.254 1088 1090101063 57851 icp 22 isshi [ tep

A 3 2006-03-23 014033 % Coneection 0 Asw Zens Trust Flow 160.2541108 109010103 51672  10p 22 sam) [ tep

%% Objecis

Eventi connessione FMC



Quando l'utente & remoto

1. Verificare I'impronta digitale di rete per ZTA TND, dovrebbe non corrispondere se l'utente &
remoto

@ Cisco Secure Client =

' l ' | ' .
diea’ Secure Client

General Zero Trust Access

. Statistics Advanced Configuration Message History
Status Overview

AnyCOnnect VPN TCP Flows:

Allowed UDP Flows:
Zero Trust Access Allowed TCP Flows:
Blocked UDP Flows:
Blocked TCP Flows:
Authenticated UDP Flows:
Authenticated TCP Flows:

Umbrella

Proxy Configurations: ~
Secure Private Access Active
Secure Internet Access Active

Network Fin gerprints: ~
LAN Unmatched

Collect diagnostic information for all
installed components.

Diagnostics

Accesso sicuro - Test PR

2. Verificare che I'utente remoto sia in grado di risolvere il nome di dominio completo FTD



C:\Users\jay>ping ftd.csa.local

Pinging ftd.csa.local [192.168.1.12] with 32 bytes of data:
Reply from 192.168.1.12: bytes=32 time=lms TTL=255
Reply from 192.168.1.12: bytes=32 time=lms TTL=255
Reply from 192.168.1.12: bytes=32 time<lms TTL=255
Reply from 192.168.1.12: bytes=32 time<lms TTL=255

Ping statistics for 192.168.1.12:
Packets: Sent = U, Received = U, Lost = ® (0% loss),
Approximate round trip times in milli-seconds:

Minimum =

C:\Users\jay>

Oms, Maximum

= 1lms, Average

C:\Users\jay>nslookup ftd.csa.local

Server:
Address:

AD.csa.local
192.168.1.20

Name : ftd.csa.local

Addresses:

3. Eseguire il test della connessione SSH alla risorsa privata

Accedere alla prenotazione permanente utilizzando FQDN

@ PuTTY Configuration

192.168.1.12

Category:
Session Basic options for your PuTTY session AnyConnect VPN:
. L.oglglng Specify the destination you want to connect to On a trusted network.
=- Teminal
| P
Keyboard Host Name (or IP address) ort
Bel router3.csa locall 22
Features Connection type:
W A - -
Window O5SH  (OSeidl (OOther Telnet
Appearance Zero Trust A
ero Trust Access:
Behaviour Load, save or delete a stored session Zero Trust A "
‘ero Trust Access is active.
Transj?t'on Saved Sessions
+- Selection
Colours
= Connection Default Settings Load
Data
Proxy Save
- SSH Del Umbrella:
Serial ke Umbrella is inactive.
Telnet Profile is missing.
Rlogin
SUPDUP Close window on exit:
() Aways () Never © Only on clean extt
Aheudt Heln Onen Cancel




® Cisco Secure Client — b4

AnyConnect VPN:

On a trusted ne

Connect

Zero Trust Access:
Zero Trust Access is active.

Umbrella:
Umbrella is inactive.
Profile is missing.

Accedere alla prenotazione permanente utilizzando l'indirizzo IP

®

Category:

=] Session
Logaing

=] Terminal
Keyboard
Bell
Features

=I- Window
Appearance
Behaviour
Translation

+- Selection

Colours

=] Connection
Data
Proocy

+- 55H

Serial
Telnet
Rlogin
SUPDUP

9 Cisco Secure Client — X

Basic options for your PuTTY session AnyConnect VPN
Specify the destination you want to connect to On a trusted network.
Haost Name (or IP address) Paort | | Cormect
1592.168.1.103 2
Connection type:
O5SH  (OSedal (O0ther:  Telnet v

Zero Trust Access:

Load, save or delete a stored session . )
' Zero Trust Access is active.

Sawved Sessions

Default Settings Load

Save
Umbrella:

Delets Umbrella is inactive.

Profile is missing.

Close window on exit:

O Mways (O MNever @ Only on clean exit

- — 1o MO, oy




#P 1921681103 - PuTTY - O X

s

nyConnect VPN:

Zero Trust Access:
Zero Trust ACcess is active.

Umbrella:
Umnbrella i inactive.
Frofil is missing.

5. Verifica registri di ricerca attivita accesso sicuro

Activity Search L

m . ’ ELRAN

RESPOMSE  ANowe

Il

iebentity Type

T CLINT-BASED

|

“TTA CLIENT -BASED

|

“TTA CLINT -BASED

|

Activity Search o

RESPCNME  Mowed X

Evant Datails b4

T
11

Access detais

I
i

|
s

I




Risoluzione dei problemi

Comandi utili:

> show allocate-core profile

> show asp inspect-dp snort

> sh running-config universal-zero-trust
> show interface ip brief

> debug universal-zero-trust zproxy 7
I quindi passare alla modalita esperto
# tail -f /ngfw/var/log/messages

# show conn all

# show nat detail

# show asp table socket



Informazioni su questa traduzione

Cisco ha tradotto questo documento utilizzando una combinazione di tecnologie automatiche
e umane per offrire ai nostri utenti in tutto il mondo contenuti di supporto nella propria lingua.
Si noti che anche la migliore traduzione automatica non sara mai accurata come quella fornita
da un traduttore professionista. Cisco Systems, Inc. non si assume alcuna responsabilita per
I&rsquo;accuratezza di queste traduzioni e consiglia di consultare sempre il documento
originale in inglese (disponibile al link fornito).



