Configurazione di Secure Access con Sophos
XG Firewall
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Introduzione
In questo documento viene descritto come configurare Secure Access con Sophos XG Firewall.
Prerequisiti

» Configura assegnazione ruoli utente
» Configurazione autenticazione SSO ZTNA
» Configura accesso sicuro VPN di accesso remoto

Requisiti
Cisco raccomanda la conoscenza dei seguenti argomenti:

» Sophos XG Firewall
» Accesso sicuro


https://docs.sse.cisco.com/sse-user-guide/docs/manage-users-and-groups
https://docs.sse.cisco.com/sse-user-guide/docs/configure-integrations-with-saml-identity-providers
https://docs.sse.cisco.com/sse-user-guide/docs/manage-virtual-private-networks

» Cisco Secure Client - VPN
» Cisco Secure Client - ZTNA
» ZTNA senza client

Componenti usati

Le informazioni fornite in questo documento si basano su:

» Sophos XG Firewall

» Accesso sicuro

» Cisco Secure Client - VPN
» Cisco Secure Client - ZTNA

Le informazioni discusse in questo documento fanno riferimento a dispositivi usati in uno specifico
ambiente di emulazione. Su tutti i dispositivi menzionati nel documento la configurazione & stata
ripristinata ai valori predefiniti. Se la rete & operativa, valutare attentamente eventuali
conseguenze derivanti dall'uso dei comandi.

Premesse



CISCO
Secure

ACCEeSS
SOPHOS

Secure Access - Sophos

Cisco ha progettato Secure Access per garantire la protezione e la fornitura dell'accesso alle
applicazioni private, sia in sede che basate su cloud. Inoltre, garantisce il collegamento dalla rete
a Internet. Questo risultato & ottenuto attraverso l'implementazione di piu metodi e livelli di
sicurezza, il tutto finalizzato a preservare le informazioni mentre vi accedono tramite il cloud.



Configurazione

Configurazione del tunnel su accesso sicuro

Passare al pannello di amministrazione di Accesso sicuro.

el
wsce

Secure Access

B Overview Overview

Ther Ovarview dashboard displays status, usage, and health metrics for your organization. Uise this infarmation 1o addness security threats and menitor system usage. Help

Resaurces Data Transfer | L.:70s

TOTAL USAGE

b Monitar 69.52 MB Total traffic

725.98 MB "« Decrease |

16.45 MB Receive:
35.39 MB “ Decrase (5t 7 days]

53.07 MB sent !
690.58 MB "~ Decraass (last T diys) " I I
Secure Access - Pagina principale

» Fare clic su Connect > Network Connections.

+ Branch
B — Cisco Secure Client
8 — RN

B — Browsor-based ZTNA


https://login.sse.cisco.com/

B®  Overview Overview

The Overview dashboard displays

&Y Connect

Essentials

MNetwork Connections
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Connect data centers, tunnels,
resource connectors

) Secure Users and Groups

Provision and ma nage users anc
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End User Connectivity
Manage traffic steering from
a Admin endpoints to Secure Access

Accesso sicuro - Connessioni di rete

¢ InfareNetwork Tunnel Groupsclic su+ Add.

Connector Groups | Bata Metwork Tunnel Groups

Netweork Tunnel Groups : ..

1 1 o]
Disconnected Warming 4 Coannected §

Metwork Tunnel Groups

A netwark tunnel group provides a framework for establishing tunnel redundancy and high
availibility. Connect tunnels 10 the hubs within a network tunnel group 10 Securely contnol
uSer ACCess Lo the Intermet and peivate resources. Help of

[:: aarch ) [Fegion y [ V] 2 Tunnel Groups

Primary

Netwaork Tunnel Group Status Region Primary Hub Data Genter Tunnels Secondary Hub Data Genter Secondary Tunnels
HOME i Disconnected Europe [Genmany) sse-euc-1-1-0 [+] S5e-euc-1-1-1 o
SAD A Wasning Europe (Garmany) sse-auc-1-1-0 1 sse-auc-1-1-1 ]

Rows per page mv] < >

Accesso sicuro - Gruppi di tunnel di rete

e Configurare Tunnel Group Name, Region e Device Type.

e Fareclicsu. Next



General Settings

Give your network tunnel group a good meaningful name, choose a region through
which it will connect to Secure Access, and choose the device type this tunnel
group will use.

Tunnel Group Name

[ SophosFirewall ® ]
Region

[ Europe (Germany) v ]
Device Type

[ Other v ]

Accesso sicuro - Gruppi di tunnel - Impostazioni generali



Nota: scegliere laregione piu vicina alaposizione del firewall.

*  Configurare Tunnel ID Format e Passphrase.

* Fareclic su.Next



Tunnel ID and Passphrase

Configure the tunnel ID and passphrase that devices will use to connect to this tunnel group.

Tunnel ID Format

(® Email IP Address

Tunnel ID

[ csasophos ® ] @<org><hub>.sse.cisco.com

Passphrase

[ L R R Y Show @]

The passphrase must be between 16 and 64 characters long. It must include at least one upper case letter, one lower case letter, one
number, and cannot include any special characters.

Confirm Passphrase

[ FEBEBIBISIIIBIBRBEE S Show @ ]

Accesso sicuro - Gruppi di tunnel - ID tunnel e passphrase

e Configuraregli intervalli di indirizzi IP o gli host configurati nellarete e che si desidera passare il traffico attraverso I'accesso
sicuro.

¢ Fareclicsu. Save

Routing option
@ Static routing
Use this option to manually add IP address ranges for this tunnel group.

IP Address Ranges
Add all public and private address ranges used internally by your organization. For example, 128.66.0.0/16, 192.0.2.0/24.

128.66.0.0/16, 192.0.2.0/24 m

4

192.168.0.0/24 X 192.168.10.0/24 X

Dynamic routing

Use this option when you have a BGP peer for your on-premise router.

Accesso sicuro - Gruppi di tunnel - Opzioni di routing

Dopo aver fatto clic sulle informazioni Save del tunnel che vengono visualizzate, salvare le informazioni per il passaggio successivo, Configure

thetunnel on Sophos.



Dati tunnel

Data for Tunnel Setup

Review and save the following information for use when setting up your netwark tunnel devices. This is the only time that
your passphrase is displayed.

Primary Tunnel ID: csasophos@ -sse.cisco.com [J
Primary Data Center IP Address: 1815614574 O

Secondary Tunnel ID: csasophos@ -sse.cisco.com [J
Secondary Data Center IP Address: 37204523 0O

Passphrase: I -

Download CSV

Accesso sicuro - Gruppi di tunnel - Ripresa della configurazione
Configurazione del tunnel su Sophos
Configura profilo [Psec

Per configurare il profilo IPsec, passare al firewall Sophos XG.

Si ottiene qualcosa di simile al seguente:



SOPHOS Control center Feedback WM How-toguides Log view
5 awall or - - —

S 51953 MR-3
System Traffic insight User & device insights
Web actnaty Cloud apphcations Security Heartbeat®
o
Control canter l ol *‘” 0 Monitor endpaint health
Parformance Sarvices

- A " and systams at risk
Currant activities B - Atrisk = =
-

Reports Intorfaces VPN
Synchronized Application Contrgl™

Zero-day protection

M/ [ 0 Identify unknown apps on
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Connected remote Live users o =
Rules and policies usens N Zero-day protection
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Py Memaory Recent Incidents Seanned
‘Web 61B/s o e
N Bandwidth Sessions - ATP uTg
Applications o% o
. Decryption capacity Decrypt sessions 0 i 0
Wireless N
(] ] Sources biocked Accounts at risk
High availability: Not configurad
Email Configure
Web server Running for 0 day(s), 3 hour(s], 52 minute(s) S5L/TLS connections
Advanced protection 0w Ox% 0
Of traffic Decryptad Failad

Remote access VPN
Sita-to-sita VPN Active firewall rules Reports Messages
Network 0 _ 1 3 i 4 0 Risky apps seen 0 Alert
WAF T Scanned T T
Routing
Warning
0 Alert
New Clickh
4 3 Il
Sophos Central . D Intrusion at

Profiles

Sophos - Pannello di amministrazione

¢ PassaaProfiles

e FareclicsulPsec Profiles e quindi suAdd

Device access

Delete

jorithm
Manage
Phase 2



Sophos - Profili 1Psec

In General Settings Configura:

¢ Name nomedi riferimento ai criteri di accesso sicuro Cisco

« Key Exchange: IKEv2

¢ Authentication Mode: Modalita principale

« Key Negotiation Tries.0

¢« Re-Key connection: selezionare I'opzione

Name Description
L]
“
Re-key connection
O IKEvl (® IKEv2 0 ©

D Pass datain compressed format
Authentication mode (
®) Mainmode () Aggressive mode '

A

| SHAZ with 96-bit truncation

Sophos - Profili IPSec - Impostazioni generali

In Phase 1 Configura:

¢ KeyLife:28800

¢ DH group(key group): selezionare 19 € 20

¢ Encryption: AES256

« Authentication: SHA2 256

¢ Rekey margin: 360 (predefinito)

¢ Randomizere-keying margin by: 50 (predefinito)



Phase 1

Key life Re-key margin
28800 ] 360 L]

DH group (key group)

2 selected o~
Encryption Authentication
AES256 [ 3% SHA2 256 [ 2%

© You can add up to 3 different algorithm combinations

Sophos - Profili IPsec - Fase 1

In Phase 2 Configura

e PFSgroup (DH group): uguae alafasel

.« Keylife:3600

* Encryption: AES 256

e Authentication: SHA2 256

Phase 2
PFS group [DH group) Key life
Same as phase-| S 3600
Encryption Authentication
AESZ256 O SHARZ 256

oYou can add up to 3 different algorithm combinations

Sophos - Profili IPsec - Fase 2

In Dead Peer Detection Configura:

e Dead Peer Detection: selezionare |'opzione
e Check peer after every:10
¢ Wait for response up to: 120 (predefinito)

¢ When peer unreachable: riavvio (predefinito)

Randomize re-keying margin by

S0

O



BEFORE

D Dead Peer Detection

Check peer after every Wait for response up to

‘When peer unreachable

AFTER

G Dead Peer Detection
Check peer after every Wait for response up to

10 1] 120

When peer unreachable

(] Re-initiate

Sophos - Profili 1Psec - Rilevamento peer inattivi

Dopodiché, fate clic su Save and proceed with the next step, Configure Site-to-site VPN.

ConfiguraVPN dasito asito

Per avviare la configurazione della VPN, fare clic su Site-to-site VPN e su Add.

eports
Zaro-day protection Show additional proparties
Diagnostics

[j Mame -  Group name Profile

Rules and policies

Intrusion prevention

Web Mo records found
Applications

Wireless

Email

Wi ver

Advanced protection F g
allover grous

Remote ace VPN
Site-to-site VPN
Metwork

Sophos - VPN da sito a sito

In General Settings Configura:

« Name: nomedi riferimento a criterio |Psec di Cisco Secure Access

¢ |Pversion:IPv4

e Connection type: Interfaccia tunnel

e Gateway type: avvialaconnessione

e Active on save: selezionare |'opzione

D EIEI ‘

Connectigp ] .

Active Connection

Add

Wizard

Manage

Delete




Nota: I'opzione Active on save abilitala VPN automaticamente dopo la configurazione della VPN dasito asito.



Name

SecureAccesS

Description

This is the IPsec Policy for Sophos

IP version

® Prva O pve O Dual

Connection type

Tunnel interface

Gateway type

Initiate the connection

Activate on save

[:] Create firewall rule

Nota: I'opzione Tunnel interface (interfaccia tunnel) crea un‘interfaccia tunnel virtuale per il firewall Sophos XG con il nome

XFRM.



In Encryption Configura:

« Profile il profilo creato sullafase, Configure | Psec Profile

« Authentication type: chiave gia condivisa

e Preshared key: il tasto che si configura nellafase, Configure the Tunnel on Secure Access

e Repeat preshared key: Preshared key

Encryption

Profile

CSA

Sophos - VPN da sito a sito - Crittografia

Authentication type

Preshared key v
Preshared ke
.................... A
Ak
Repeat preshared ke
.................... A
an

In Gateway Settings Configura opzioni Local Gatewaye Remote Gateway utilizzare questa tabella come riferimento.

Gateway locale

Gateway remoto

Interfaccia di ascolto

Interfaccia Wan-Internet

Indirizzo gateway

L'indirizzo IP pubblico generato nella fase, Tunnel

Data

Tipo ID locale
Email

Tipo ID remoto




Indirizzo IP

ID locale
L'e-mail generata nella fase, Tunne Data

ID remoto

L'indirizzo IP pubblico generato nella fase, Tunne

Data

Subnet locale

Subnet remota

Qualsiasi Qualsiasi
Gateway settings

Local gateway Remote gateway
Listening interface Gateway address

PortB - 192.168.0.33 (v 18.156.145.74 (]
Local ID type Remote ID type

Email (R IP address S v
Local ID Remote ID

csasophos@ -§se.cisco.com (v] 18.156.145.74 (]

Local subnet

Any

Add new item

Sophos - VPN da sito a sito - Impostazioni gateway

Remote subnet

) Any e

Add new item

Dopodiché, fare clic su Save, e si puo vedere cheil tunnel € stato creato.

IPsec connections
Show additional properties
D MName . Group name Profile

(0 securenccess - CsA

Sophos - VPN da sito a sito - Connessioni |Psec

“ Delete Wizard

Connection type Manage
Active ° Connection -

Tunnel interface 1 S @0




Nota: per verificare seil tunnel é stato abilitato correttamente sull'ultimaimmagine, € possibile controllare Connection lo stato. Se
il colore e verde, il tunnel & connesso se non € verde eil tunnel non & connesso.

Per verificare se € stato stabilito un tunnel, passare a Current Activities > | Psec Connections.



MOMNITOR &
Control center
Current activities
Reports

Zero-day protection

Diagnostics

Sophos - Monitoraggio e analisi - IPsec

Live users Live connections Live connections |PvE IPsec connections Remote users

No tunnel established to Secure Access

L D Name Local server -ocal subnet Username Remote server/host Remote subnet Manage

Mo records found

~
Tunnel established to Secure Access
[:I Name Local server Local subnet Username Remote server/host Remote subnet Manage
O SecureAccesS-1 192.168.0.33 0.0.0.0/0 18.156.145.74 0.0.0.0/0 P

Sophos - Monitoraggio e analisi - IPSec prima e dopo

Dopo di che, possiamo continuare con il passo, Configure Tunnel Interface Gateway.

Configurainterfaccia tunnel

Individuare l'interfaccia configurata sulla VPN Network e controllarla perWAN modificare I'interfaccia del tunnel virtuale con il home xfrm.

¢ Fareclic su nél'xfrm interfaccia.



Email
Web sarver

Advanced protection

Remote access VPN
Site-to-site VPMN
Metwork

Routing

Authentication

System services

Sophos - Rete - Interfaccia tunnel

il L =YL |

WAN
_eth RFTEYN
Physical

zl’r_nﬂ.

tuneiel JERYTST]

PortC
ECY Unbound
Physical

e Configurarel'interfaccia con un |P non instradabile nellarete. Ad esempio, € possibile usare 169.254.x.x/30 che € un IP in uno
spazio non instradabile. In genere, nell'esempio riportato viene usato 169.254.0.1/30

General settings

Mame *

xfrml
Hardware xfrml
IPsec connection SecureAccesS
Network zone VPN
IPv4 configuration
IPvd/netmask * 169.254.0.1

Sophos - Rete - Interfaccia tunnel - Configurazione

Configurazione dei gateway

Per configurare il gateway per l'interfaccia virtuale (xfrm)

¢ PassaaRouting > Gateways

¢ Fareclicsu Add

/30 [255.255.255.252)



S0-WAN routes  SD-WAN profiles Gateways Static routes BGP 0SPF 05PFva Information Upstream proxy ss=

Rules and policies 1PV catewan
Ve g

Intrugien prevention

Web

Wireless E Delete

Email & i el e g . Haal " Shatie " :
Wb sarici O Name IP addrass Interface Health check Status Manage

Advanced protection

P _Por W 182.168.01 WAN On L] ra

Remote
Site-to-site
MNetwork
Routing

1D Aatas

Sophos - Routing - Gateway

In Gateway host Configura:

« Name: nome che fariferimento all'interfaccia virtuale creata per laVPN

e Gateway | P: nel nostro caso 169.254.0.2, ossia l'l P sotto la rete 169.254.0.1/30 che gia abbiamo assegnato sotto lafase, Configure
Tunnel Interface

* Interface: Interfacciavirtuale VPN

e Zone: Nessuno (predefinito)

Gateway host

Name * CSA_GW
Gateway IP 169.254.0.2

Interface xfrm1-169.254.0.1 v
Zone None v

Sophos - Routing - Gateway - Host gateway

¢ Sotto Health check disattiva controllo

¢ Fareclic suSave



Health check

Health check

Sophos - Routing - Gateway - Controllo dello stato

Dopo aver salvato la configurazione, € possibile osservare lo stato del gateway:

IPv4 gateway

O Name 77 IPaddress 7
[0 csacw 169.254.0.2
DHCP PortB GW 192.168.0.1

Sophos - Routing - Gateway - Stato

Configurazione del router SD-WAN

Per finalizzare il processo di configurazione, € necessario creare il percorso che consente di inoltrare il traffico a Secure Access.

Passa a Routing > SD-WAN routes.

e FareclicsuAdd

Interface %7

xfrml

WAN

Health check 57

Off

on

Add

Status T/

Delete

Manage
PEC ]

rd



SD-WAN profiles Gateways Static routes BGP OSPF OSF

Diagnostics SD-WAN routes]

Rules and policies

Intrusion prevention
Wab Paolicy rc ] atedand r n how to ch
Applications

ge the configuration, go to the online help

Wireless

Email

Web sarver
Advanced protectica

Remote accer s VPN

Site-to-site VPN

Network

Routing

Authentication ]

Sophos - Router SD-Wan

. -~ Destination - Application

In Traffic Selector Configura:

¢ Incoming interface: selezionare l'interfacciada cui inviareil traffico o gli utenti che accedono da RA-VPN, ZTNA o Clientless-
ZTNA

¢ DSCP marking: nessunainformazione per questo esempio

¢ Sourcenetworks: selezionare I'indirizzo che si desideraindirizzare attraverso il tunnel

« Destination networks: qualsiasi 0 € possibile specificare una destinazione

e Services: qualsiasi 0 & possibile specificarei servizi

e Application object: applicazione se l'oggetto € stato configurato

e User or groups: se si desidera aggiungere un gruppo specifico di utenti per indirizzare il traffico ad Accesso sicuro

Traffic selector

Incoming interface

LAN-192.168.0.203

Source networks

=
Any

Add new item

Application object

Any

Add new item

Sophos - Route SD-Wan - Selettore traffico

DSCP marking

Select DSCP marking

Destination networks

Ay
Any

Add new item

User or groups

Any

Add new item

In Link selection settings Configurazione gateway:

¢ Primary and Backup gateways: selezionare |'opzione

Add new item



« Primary gateway: selezionare il gateway configurato nellafase, Configure the Gateways

e Fareclic suSave

Link selection settings

O Select SD-WAN profile €) @ Primary and Backup gateways

Primary gateway Backup gateway
CSA_GW . None

() Route only through specified gateways )

I
Save Cancel

Sophos - Route SD-Wan - Selettore traffico - Gateway principali e di backup

Dopo aver finalizzato la configurazione sul Sophos XG Firewall, & possibile procedere con la procedura, Configure Private App.
Configura app privata

Per configurare I'accesso all'app privata, accedere al portale di_amministrazione.

¢ PassaaResources> Private Resour ces


https://login.sse.cisco.com/
https://login.sse.cisco.com/

B® Overview

' Secure
I  Monitor
o Admin

4  Workflows

Accesso sicuro - Risorse private

e Fareclicsu+ Add

Private Resources Private Resource Groups

Private Resources

Q

Private Resource

Accesso sicuro - Risorse private 2

Private Resources

Private Resources are applications, t
resource using zero-trust access. Hi

Private Resources Private F

Sources and destinations

Private Resources

Define internal applications and

other resources for use in access
rules

Registered Networks

Point your networks to our servers

Internal Networks

Define internal network segments
to use as sources in access rules

Internet and SaaS Resources

Define destinations for internet
access rules

Roaming Devices
Mac and Windows

@ Last 24 Hours ~
i 4 Private Resources + Add
Accessed by Rules Total Requests



¢ InGeneral Configurazione Private Resource Name

General

Private Resource Name

SplunkSophos

Description (optional)

Accesso sicuro - Risorse private - Generale

In Communication with Secure Access Cloud Configura:

¢ Internally reachable address (FQDN, Wildcard FQDN, IP Address, CIDR): selezionarelarisorsaacui si desidera accedere



Nota: ricordare che I'indirizzo raggiungibile internamente é stato assegnato nellafase, Configurethe Tunnel on Secure Access.

» Protocol: selezionareil protocollo da utilizzare per accedere alarisorsa

» Port/ Ranges: selezionare |e porte da abilitare per accedere all'app



Communication with Secure Access Cloud

Specify one or more addresses that will be used for communication between this resource and Secure Access. Secure Access will route traffic to this address. Help 2

Internally reachable address (FQDN, Wildcard FQDN, IP Address, CIDR] @& Protocol Port [ Ranges

192.168.0.40 TCP - (HTTR/HTTPS 8000 + Protocol & Port

+ |P Address or FQDN

Accesso sicuro - Risorse private - Comunicazioni con Secure Access Cloud

All'interno Endpoint Connection M ethods di € possibile configurare tutte le modalita di accesso alle risorse private tramite Secure Access e

scegliere i metodi che si desidera utilizzare per I'ambiente:

e Zero-trust connections: selezionare la casella per abilitare I'accesso ZTNA.

Client-based connection: Abilitail pulsante per consentire I'utilizzo di ZTNA di base client

Remotely Reachable Address: configurare I'indirizzo I P dell'app privata

e Browser-based connection: Abilitail pulsante per consentire I'utilizzo di ZTNA basato su browser

Public URL for this resource: aggiungere un nome da utilizzare insieme a dominio ztna.sse.cisco.com

e Protocol: scegliere HTTP o HTTPS come protocollo a cui accedere tramite il browser

¢ VPN connections: selezionare la casella per abilitare I'accesso RSA-VPN.

e Fareclicsu Save



Zero-trust connections

Allow endpoints to connect to this resource from outside your network without requiring a VPN connection. Help ¢

‘D Client-based connection
Allow connections from endpoints that have the Secure Client installed. Enable this option for maximum control over
Remotely Reachable Address (FQDN, Wildcard FQDN, IP Address) ©

192.168.0.40

+ FQDN or IP Address

‘) Browser-based connection

Allow browser-based connections from endpoints that do not have the Secure Client installed. Enable this option wh
endpoint security checks are possible.

Public URL for this resource @

https://  splunksophos -8195126.ztna.sse.cisco.com
Protocol Server Name Indication (SNI) (optional) ®
HTTP v

Validate Application Certificate ®

VPN connections

Allow endpoints to connect to this resource when connected to the network using VPN.

A

m Cancel

Accesso sicuro - Risorse private - Comunicazioni con Secure Access Cloud 2

Al termine della configurazione, si ottiene quanto segue:

Connection
] Private Resource Group Matiod Accessed by Rules Total Requests

Private Resource

VPH

SplunkSophos - ITHA 1 2 18

Client-based
ZTNA

Accesso sicuro - Risorse private configurate



A questo punto € possibile procedere con il passaggio, Configurethe Access Policy.

Configurarei criteri di accesso

Per configurarei criteri di accesso, passare a Secure > Access Policy.

Secure

Policy

Access Policy

Create rules to control and secure
access to private and internet
destinations

# Admin

Accesso sicuro - Criteri di accesso

¢ Fareclicsu Add Rule> Private Access



Add Rule ~

Private Access

Control and secure access to resources and
applications that cannot be accessed by the
general public.

Internet Access

Control and secure access to public
destinations from within your network and
from managed devices

4

Accesso sicuro - Criteri di accesso - Accesso privato

Configurare le opzioni successive per consentire I'accesso tramite pit metodi di autenticazione:

e 1. Specify Access

- Action:Allow (Autorizza)

¢ Rulename: specificare un nome per laregoladi accesso
e From: gli utenti acui si concede |'accesso
e To: applicazione alaquale si desidera consentire |'accesso

«  Endpoint Requirements:. (predefinito)

e Fareclicsu Next



o Specify Access

Specity which users wipaints can access which resources. Help .3

Action
) Allow Black
Alow specified traffic if security reguirements k
are met.
From To

Specify one or more sources, Specify one or more destinations,

Any Private Resources s SplunkSophos

nformation about destinations, incl ullighe destinations, Help .3

Information about sources, ing

ting multiple

Endpoint Requirements

If endpoints do not meet the specified requirements for zero-trust connections, this rule will not match the traffic. Help

) Zero-Trust Client-based Posture Profile  pule Defaults

Requirements for end-user devices on which the Cisco Secure Client is installed.

Frofile: System provided (Client-based) | Requirements: Disk encryption, Operating System, Endpoint security agent, Firewall

Privale Resources: SplunkSophos

] Zero Trust Browser-based Posture Profile  pule Defaulta
Requirements for end-user devices on which the Cisco Secure Client is NOT installed.

Profile: System provided (Browser-based) | Requirements: Operating System, Browser

Private Resources: SplunkSophos

Accesso sicuro - Criteri di accesso - Specifica accesso



Nota: per il passaggio 2. Configure Security in base alle esigenze, main questo caso non e stato abilitato il Intrusion Prevention
(IPS), o Tenant Control Profile.

* Fareclic su Save per:

# Rule name Access Action Sources Destinations Security Status

Splunksophos Private Allow Any SplunkSophos - ]

In seguito, € possibile procedere con il passaggio Verify.



Verifica

Per verificare I'accesso, & necessario aver installato I'agente di Cisco Secure Client che € possibile scaricare da Software Download - Cisco
Secure Client.

RA-VPN

Accedere tramite Cisco Secure Client Agent-VPN.

€8 Cisco Secure Client — b

AnyConnect VPN:
Ready to connect.

7 VPN, S5E, CSCO, COm

Zero Trust Access:

Registration is required to access
SECUre resources.,

3 @ alate

Secure Client - VPN

e Autenticazione tramiteil provider SSO


https://software.cisco.com/download/home/286330811/type
https://software.cisco.com/download/home/286330811/type

8 Cisco Secure Client - Lagin e O *

Single Sign-On

vpnuser@  edit

Password

Secured by Duo

Accesso sicuro - VPN - SSO

«  Dopo l'autenticazione, accedere allarisorsa

Bd Login | Splunk X T €8 Cisco Secure Client — X

A Mot secure | §192.168.0.40:3000 fn-US/accour

Connected to

T

. Disconnect

00:05:18 (6 Days 23 Hours Remaining) IPv4

Zero Trust Access:

Registration is required to access
SECUre resources,

% O
splunk '

Username

Password

Accesso sicuro - VPN - Autenticato

Accedere aMonitor > Activity Search
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Total

vpn user (vpnuser@ciscosspt.es)
vpnuser (vpnuser@ciscosspt.es)
vpnuser (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpnuser (vpnuser@ciscosspt.es)
vpnuser (vpnuser@ciscosspt.es)
vpnuser (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vph user (Vvpnuser@ciscosspt.es)
vpnuser (vpnuser@ciscosspt.es)

vpn user (vpnuser@ciscosspt.es)

Accesso sicuro - Ricerca attivita - RA-VPN

Results

per page:

vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)

vpn user (vpnuser@ciscosspt.es)

E possibile vedere che all'utente & stata consentita |'autenticazione tramite RA-VPN.

ZTNA basata su client

Accedere tramite Cisco Secure Client Agent - ZTNA.

Secure Client - ZTNA

Registrarsi con il proprio nome utente.

Event Details

Allowed

Mowv 23, 2023 1:09 AM

RDP (373192)

4 vpn user (vpnuser@ciscosspt.es)

192.168.50.130

192.168.0.40

50226

8000

Uncategorized

Dispute Categorization

AnyConnect VPN:

Ready to connect.

Zero Trust Access:

Registration is required to access
SECLINE resoUrces.,



€9 Cisco Secure Client - Zero Trust Access

Secure Client - ZTNA - Registrazione

[4E1]

Cisco Secure Access

Sign In to Enroll

Use your company email address and continue

Email Address

[ you@yourcompany.com ]

«  Autenticazione nel provider SSO




 Cisco Secure Client - Zero Trust Access - [m} x

Single Sign-On

vpnuser@ciscosspt.es edi

Password

Secured by Duo

Secure Client - ZTNA - Accesso SSO

«  Dopo |'autenticazione, accedere alarisorsa:

B Login | Splunk ® +

&« C A Not secure | 192.168.0.40:8000/en-US/account/login?return_to=%2Fen-US%2F 1=

@ Cisco Secure Client

Ready to connect,

Zero Trust Access:
Zero Trust Access is active.

Accesso sicuro - ZTNA - Accesso registrato

Accedere aMonitor > Activity Search



ZTNA CLIENT-BASED

ZTNA CLIENT-BASED

ZTNA CLIENT-BASED

ZTNA CLIENT-BASED

ZTNA CLIENT-BASED

D
<
D
| WEE J
L FW
L Fw
L Fw

o T I O S R D R R DR B I B R O T DR N O T N

b

TR AR LW R R e e e o

vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vph user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vph user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vph user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vph user (Vvpnuser@ciscosspt.es)

vpn user (vpnuser@ciscosspt.es)

Accesso sicuro - Ricerca attivita - Basato su client ZTNA

AcTiOn
@ Allowed

Time

Nov 23, 2023 1:27 AM

Rule Name

Splunksophos

Identity
b § vpn user (vpnuser@ciscosspt.es)

Policy or Ruleset Identity

4 vpn user (vpnuser@ciscosspt.es)

Resource/Application

SplunkSophos

0s
win 10.0.19045.3693

Location

us

Location IP
47.185.249.220

Enpoint Security Agent
windows-defender(]

Firewall

System

System Password
enabled(]

Disk Encryption
None

E possibile vedere che all'utente & stata consentita |'autenticazione tramite ZTNA basata su client.

ZTNA basata su browser

Per ottenere I'URL, occorre andare alla Resour ces > Private Resour cespagina.



.s Resources

' Secure

I  Monitor

a Admin

Accesso sicuro - Risorsa privata

e Fareclicsul criterio

/

SplunkSophos

Accesso sicuro - Risorsa privata - SplunkSophos

e Scorri verso il basso

Sources and destinations

Private Resources

Define internal applications and

other resources for use in access
rules

Registered Networks
Point your networks to our servers

Client-based
ZTNA

Browser-based 1
ZTNA

VPN



SplunkSophos

Client-based ZTNA Browser-based ZTNA X

VPN

Total Requests

23 ~" 44% from previous 24 hours -

15

10

2

D A
3am Sam 2pm apm Tar

TOTAL REQUESTS BY STATUS

Status
@ Success 5
Blocked 18

Accesso sicuro - Risorsa privata - Scorri verso il basso


https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://docs.sse.cisco.com/
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.security.doc/GUID-6F811A7A-D58B-47B4-84B4-73391D55C268.html
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1/zta-module.pdf

Errore Di Risoluzione Dei Problemi Relativi All'Accesso Sicuro: 1l Servizio Di Registrazione Non Risponde. Contattail tuo help desk
1™


https://www.cisco.com/c/en/us/support/docs/security/secure-access/221201-troubleshoot-secure-access-error-enroll.html
https://www.cisco.com/c/en/us/support/docs/security/secure-access/221201-troubleshoot-secure-access-error-enroll.html

Informazioni su questa traduzione

Cisco ha tradotto questo documento utilizzando una combinazione di tecnologie automatiche
e umane per offrire ai nostri utenti in tutto il mondo contenuti di supporto nella propria lingua.
Si noti che anche la migliore traduzione automatica non sara mai accurata come quella fornita
da un traduttore professionista. Cisco Systems, Inc. non si assume alcuna responsabilita per
I&rsquo;accuratezza di queste traduzioni e consiglia di consultare sempre il documento
originale in inglese (disponibile al link fornito).



