Distribuire Identity Services Engine (ISE)
versione 3.4 su AWS
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Introduzione

Questo documento descrive come configurare Cisco ISE su AWS utilizzando il modello
CloudFormation (CFT) e Amazon Machine Image (AMI).

Prerequisiti

Requisiti

Cisco raccomanda la conoscenza dei seguenti argomenti prima di procedere con questa
distribuzione:

+ Cisco ldentity Services Engine (ISE)

+ Gestione e rete di istanze AWS EC2

* Generazione e uso della coppia di chiavi SSH

» Conoscenze base di VPC, gruppi di sicurezza e configurazione DNS/NTP in AWS

Componenti usati



Le informazioni fornite in questo documento si basano sulle seguenti versioni software e
hardware:

+ Identity Services Engine (ISE)
+ Console cloud Amazon Web Services (AWS)

Le informazioni discusse in questo documento fanno riferimento a dispositivi usati in uno specifico
ambiente di emulazione. Su tutti i dispositivi menzionati nel documento la configurazione & stata
ripristinata ai valori predefiniti. Se la rete & operativa, valutare attentamente eventuali
conseguenze derivanti dall'uso dei comandi.

Configurazione

Parte 1: Generazione di una coppia di chiavi SSH

1. Per questa distribuzione € possibile utilizzare una coppia di chiavi preesistente oppure crearne
una nuova.

2. Per creare una nuova coppia, selezionare EC2 > Rete e sicurezza > Coppie di chiavi e fare clic
su Crea coppia di chiavi.

ECZ > Key pairs @ &
©
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3. Immettere il nome della coppia di chiavi e fare clic su Crea coppia di chiavi.



E 4 @ 1e3] United Seanes (N Vieginia) ¥ Vaeshash Karkala »

8 &

» Krypals » Create key pair

Create key pair i

Key pair

A ey pair, consisting of a private key and a public key, s a set of security credentials that you use to prove your identity when connecting to an instance,

Name
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0 pem )
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Mo tags assodated with the resource
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Cancel Craate key pair

Il file della coppia di chiavi (.pem) viene scaricato nel computer locale. Accertarsi di conservare |l
file in modo sicuro, poiché questo e l'unico modo per accedere all'istanza EC2 una volta avviata.

Parte 2: Configurazione di ISE con un modello CloudFormation (CFT)

1. Accedere alla console di gestione AWS e cercare sottoscrizioni AWS Marketplace.

2. Nella barra di ricerca, digitare cisco ISE e fare clic su Cisco Identity Services Engine (ISE)
dai risultati. Fare clic su Sottoscrivi.

Global v Varshaah Karkala ¥
e AWS Markatplace » Discover products @ @
AWS Marketplace <
¥ Refine results Search AWS Marketplace products
Discover products .
Categories Q, cisco ise X
P it insight:
R Infrastructure Software (5)
Manage subscriptions Professional Services (4) 1 2]
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Vendor Insights ¥ Delivery methods Did you mean cisco isv, cisco iso? Sort By: Relevance -
Private Marketplace [3 Professional :;zr\rlces “ 1
) Amazon Machine Image (1) Cisco Identity Services Engine (ISE) [
Settings CloudFormation Template (1) alraln . A ver 3.4
cisco By Cisco Systems, Inc, [T | Ver 3.4.0
¥ Publisher 36 external reviews [2
Aqueduct Technologies (1) Cisco Identity Services Engine (ISE) on AWS enables Network Access Control (NAC) service
Aspire Technelogy Partners, LLC. workloads to be deployed and managed from the cloud while ensuring the flexibility required
a J_ to meet each organizations unigque cdloud strategy. With Cisco ISE on AWS, you can unify the
Digitalstates Inc. (1) policy management of your...

Cisea Systems, Inc. (1)
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Subscribe to Cisco Identity Services Engine (ISE)

Offer details o

offer 1D O#ered by Offer type Deplayed an AWS
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3. Dopo aver effettuato I'abbonamento, fare clic su Avvia il software.

About =~  Categorles =  Delivery Methods =  Solutions =  Resources =  Your Saved List Become a Channed Partner  Sell in AWS Marketplace  Amazon Web Services Home  Help

el s ) [0]

Subscribe to Cisco Identity Services Engine (ISE) i

(@ You suecessfully purchased Cisco Identity Sarvices Engine (ISE) Launch your software [3

Your AWS Marketplace agreement was created, You can launch your software or Manage subscriptions A

Offer details i

Offer ID Offered by Offer type Deployed on AWS
basttravexwcdyn2uupbbh? 30 Cisco Systems, Inc. Public Yes

4. In Opzione di evasione, scegliere Modello di formazione cloud. Scegliere la versione del
software (versione ISE) e la regione in cui si desidera distribuire l'istanza. Fare clic su Continua
per avviare.



Abaut = Categories = Delivery Methods Solutions Resources « Your Saved List Become & Channel Partrer Sell in AWS Marketplace  Amazon Web Services Home Help

"cl,'s'élc',' Cisco Identity Services Engine (ISE) Cntinue to Laundy

< Prod

Configure

Configure this software

Choose a fulfillment option and software version to launch this software.

Fulfillment optien
: CloudFormation Template
ClowdFormation Template v Deploy a complete salution configuration using a Software Pricing

CleudFormation template
Crseo ldentity 50 e

fens Enal
Cisco Identity Services Engine (ISE) » ::':"(ES Engine

Software version

ar

34,0 (Aug 07, 2024)
Whats in This Version

Cisco ldentity Services Engine (ISE)
Leam more

Region

US East (N. Virginia) -

5. Nella pagina successiva, scegliere Launch CloudFormation come azione e fare clic su Launch
(Avvia).

About ~ Categories ~ Dielivery Methods ~ Solutions - Rescurces « Your Saved List Become a Channel Partner  Sell in AWS Marketplace  Amazon Web Services Home  Help

I Cisco Identity Services Engine (ISE)

= Produ i 5 nifigun Lawnch

Launch this software

Review the launch configuration details and follow the instructions to launch this software,

Configuration details

Fulfillment option Cisco Identity Services Engine (ISE)
Cisco ldentity Services Engine [ISE)

Software version 3.4.0
Region U5 East [N, Virginia)
Choose Action
Chooase this action to launch your configuration through the AWS
Launch CloudFormation B CloudFormation consabe ¥ g g )

Launch

6. Sotto le impostazioni dello stack, mantenere le impostazioni predefinite e fare clic su Avanti.



e CloudFormation > Stacks » Create stack ]

CloudFormation { See
@) Create stack Create stack

Stacks
Stackiets S 2 -
Specify stack detaits Prerequisite - Prepare template

Yioii £his Ales create 3 template by SEanning yous exting redources in the |aC generater (3,

Prepare template

© choose an existing template Basiled from Infrastructure Comipaser

Hiaks pwerviow

Hoaks Specify template

This GitHub repesitory [2 contains sample CloudFormation templates that can help you get started on new infrastructure projects. Learn more [

Ternplate saurce

¥ Registry 200 S5 UREL where it will be stored. A temgplate is 2 JSOM or WAML file that describes your stacks resources and properties.
Publie O amazan 53 URL Upload a template file
- Provicde an Amazen S3 URL to your templat Upload your template Sirectly 1 the £nssls.
Publisher

Amazon 53 URL
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Spatl :Jhl zon 53 template URL
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Feedback
I View m Infrastructure Composer

cancel Mest

7. Inserire i parametri obbligatori:

* Nome stack: Assegnare un nome univoco allo stack.

* Nome host: Assegnare il nome host per il nodo ISE.

» Coppia di tasti: Selezionare la coppia di chiavi generata o preesistente per accedere
all'istanza EC2 in un secondo momento.

» Gruppo di sicurezza di gestione:

Utilizzare il gruppo di sicurezza predefinito (come illustrato) oppure crearne uno
personalizzato tramite il dashboard EC2.

- Per creare un nuovo gruppo di sicurezza, passare al Dashboard EC2 e selezionare
Rete e sicurezza > Gruppi di sicurezza per creare un nuovo gruppo di sicurezza.
Fare clic su Crea gruppo di sicurezza e immettere i dettagli richiesti.

Verificare che il gruppo di sicurezza sia configurato in modo da consentire il traffico in
entrata e in uscita richiesto. Ad esempio, abilitare I'accesso SSH (porta 22)
dall'indirizzo IP per I'accesso alla CLI.



> Create security group

wpe-051e0e226f96F 1ccd

Inbound rules o

Type Info Protocol inle Portrange Infe Source  Info Description - optional 1sle
s5H v foyu... ¥ ] (oetete
0.0.00/0 X
e . Gt =) (o)
HTTPS v | CresteSecuityGroup Anywh... ¥ Delete
(easan X)
[_ & Rules with source of 0,0.0.0/0 or /0 allow all I addresses to access your instance. We recommend setting security group rules to allow access from known IP addresses only, b 4 J
QOutbound rules wr.
Type info Protocal i+fe  Portrange infe Destination info Description - optional 1sfe
s5H v [custom v ) [Q (oetete )
(o000 X)
HTTP v | ((paywh... v | Delet
00.00/0 X
HTTES - Angwh.., ¥ ) (m
(Caddrute )

- Se l'accesso SSH non e configurato correttamente, potrebbe essere visualizzato un
errore di "Timeout dell'operazione" quando si cerca di connettersi tramite SSH.

-M-L63P Downloads % chmod 400 varshaah-isel.pem
—M-L63P Downloads % ssh -i varshaah-isel.pem admin@®3.91.252.232

ssh: connect to host 3.91.252.232 port 22: Operation timed out

- Se l'accesso HTTP/HTTPS non & configurato, & possibile che venga visualizzato
I'errore "Impossibile raggiungere questo sito" quando si tenta di accedere alla GUI.



- X & hitpsi3.91.252.232

This site can't be reached

3.91.252.231 took too long to respond.

Try:
+ Checking the connection

s Checking the proxy and the firewall

ERA_TIMED_OUT

Datails

* Rete di gestione: viene selezionata una delle subnet preesistenti.

WS

e CloudFormation » Stacks » Create stack [c]
CloudFormation < ="
@ Create stack Specify stack details
Stacks
StackSets el .
(@) Specify stack details Provide a stack name
Exports
. Stack name
Configure stack options [
Infrastructure Cornpes Swepd $tack name must cortain only beeters (3.7, A-Z], rumibers (0-5), and hyphens (-] and start with a better. Max 128 characters. Character count: 3128
14C generater Review and create
Parameters
Hooks owverview
Parameters are defined in your template and allow you to input custom values when you create or update a stack
Hoaks
Instance Details
Hostname
Enter the howtname. This fietd onty supports alpharuemens characters and trypien (<. The length of the hovtname should not exceed 19 characters.
warshaah-ise
Instance Key Pair
Tio acoess the Civce 1 kst
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Manags Security Grow
Choose ty Group to at e.Cn
Feedback Selec 2 il -
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Chonse the subnet 1 be used for the C & Cl
cad s
subnet-01Te2674facTddTea -

Management Private IP

v Terwn  Coskis peeferences

Se la progettazione richiede una distribuzione distribuita con alcuni nodi ospitati in AWS e altri in
locale, configurare un VPC dedicato con una subnet privata e stabilire un tunnel VPN per il
dispositivo headend VPN in locale per abilitare la connettivita tra i nodi ISE ospitati e locali.

Per i dettagli sulla configurazione del dispositivo headend VPN, consultare questa guida.


https://www.cisco.com/c/it_it/support/docs/security/identity-services-engine/217462-configure-ise-3-1-through-aws-marketplac.html#anc9

8. Crittografia EBS

» Scorrere verso il basso per individuare le impostazioni di crittografia EBS.
» Impostare EBS Encryption su False a meno che non si abbiano esigenze di crittografia
specifiche.

EBS Encryption

Choose true to enable EBS encryption

false v
KMS key for encryption
Enter the KMS Key Id/ARNfAlias for encryption (Applicable only if EBSEncryption is "true”)

Enter 5tring

9. Configurazione della rete:

» Scorrere verso il basso per accedere alle opzioni per la configurazione delle impostazioni di
rete, ad esempio il dominio DNS, il server dei nomi primario e il server NTP primario.

Accertarsi che questi valori vengano immessi accuratamente.




Nota: Una sintassi errata pud impedire il corretto avvio dei servizi ISE dopo
l'implementazione.

Network Configuration

DNS Domain
Enter a domain name in correct syntax (for example, cisco.com). The valid characters for this field are ASCIl characters, numerals, hyphen (-), and period (). If you use the wrong syntax, Cisco ISE services
might not come up on launch.

[ varshaah.local

Primary Name Server
Enter the IP address of the primary name server in correct syntax. If you use the wrong syntax, Cisco ISE services might not come up on launch,

[ 72.163.128.140

Secondary Name Server
(Optional) Enter the IP address of the secondary name server in correct syntax, If you use the wrong syntax, Cisco ISE services might not come up on launch,

[ Enter String

Tertiary Name Server
(Optional) Enter the IP address of the tertiary name server in correct syntax. If you use the wrong syntax, Cisco ISE services might not come up on launch.

[ Enter String

Primary NTP Server
Enter the IP address or hostname of the primary NTP server in correct syntax (for example, time.nist. gov). Your entry is not verified on submission. If you use the wrong syntax, Cisco ISE services might not
come up on launch,

[ 10.64.58.51

Secondary NTP Server
(Optional) Enter the IP address or hostname of the secondary NTP server in correct syntax (for example, time.nist.gov). Your entry is not verified on submission. If you use the wrong synitax, Cisco |SE services
might not come up on launch,

[ Enter String

Tertiary NTP Server
(Optional) Enter the IP address or hostname of the tertiary NTP server in correct syntax {for example, ti mE_nis'l.g:wJ_ Your entry is not verified on submission, If you use the wrong syntax, Cisco ISE services
might not come up on launch.

[ Enter String

10. Dettagli utente e servizio:

» Scorrere verso il basso per individuare 'opzione di abilitazione dei servizi ERS e pxGrid
» Scegliere se abilitare i servizi ERS e pxGrid selezionando si o no.
 In Dettagli utente, impostare la password per I'utente amministratore predefinito.

Services

ERS
Do you wish to enable ERS?

(e v)

pxGrid

Do you wish to enable pxGrid?
(e )

pxGrid Cloud
Do you wish to enable pxGrid Cloud?

[no ']

User Details

Enter Password
Enter a password for the username "iseadmin”, The password must be aligned with the Cisco ISE password policy. The configured password is used for Cisco ISE GUI access. Warning: The password is displayed
in plaintext in the User Data section of the Instance settings window in the AWS Console.

(e )

Confirm Password
Retype Password

(e )




» Fare clic su Next (Avanti).
11. Configurare le opzioni dello stack:

» Lasciare invariate tutte le opzioni predefinite e fare clic su Avanti.

Step 1

@ Create stack Configure stack options
Step 2
& Specify stack details Tags - optional
Sten 3 Tags (key-value pairs) are used to apply metadata to AWS resources, which can help in organizing, identifying, and categorizing those resources. You can add

@ Configure stack options up to 50 unique tags for each stack.

Mo tags associated with the stack.
Step 4

Review and create Add new tag

You can add 50 more taq[.r.]

Permissions - optional
Specify an existing AWS Identity and Access Management (IAM) service role that CloudFormation can assume.

1AM role - optional ) )
Choose the 1AM role for CloudFormation to use for all operations performed on the stack.

[ 1AM role name v | [ Sample-role-name bl ] C Remove :1@

Stack failure options
Behavior on provisioning failure
Specify the roll back behavior for a stack failure. Learn more [

© Roll back all stack resources
Roll back the stack to the last known stable state.

Preserve successfully provisioned resources

Preserves the state of successfully provisioned resources, while rolling back failed resources to the

last known stable state. Resources without a last known stable state will be deleted upon the next

stack operation.
Delete newly created resources during a rollback
Specify whether resources that were created during a failed operation should be deleted regardless of their deletion policy. Learn more [2
© Use deletion palicy . ] i i

Retains or deletes created resources according to their attached deletion policy.

Delete all newly created resources
Deletes created resources during a rollback regardless of their attached deletion policy.

Additional settings
You can set additional options for your stack, like notification options and a stack policy. Learn more (3

» Stack policy - aptional
Defines the resources that you want to protect from unintentional updates during a stack update.

* Rollback configuration - optional

Specify alarms for CloudFormation to monitor when creating and updating the stack. If the operation breaches an alarm threshold, CloudFormation rolls it
back.

» Notification options - optional
Specify a new or existing Amazon Simple Motification Service topic where notifications about stack events are sent.

® Stack creation options - opt.ional
Specify the timeout and termination protection options for stack creation.

12. Esaminare il modello per verificare che tutte le configurazioni siano corrette, quindi fare clic su
Invia. Una volta creato, il modello & simile all'esempio riportato di seguito:



United States (N Vieginia) v Varshash Kariala *

18 [ searct [Option+s B i) 2
e CloudFormation > Stacks > lse @ @ e

CloudFormation < @ Stacks (1) © ise & >
" n - “
i Q Fitter by stack nome (vetete ) ((update stack v ) (stack actions v ) (_create stack v )
\. \ P, J
Stack details "
- Filtar status Stack info Events Resources Outputs Parameters Template Change sets. Git syne
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Active v | @© Viewnested —
Stacksets
= 1 ETTTD | timeline view
Exparts
Stacks -
Events (5) view raot cause ) (G}
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O 20250520 234945 UTCH0530 Q. Seorch events @
REATE_COMPLET
1) CREATE_COMPLETE Tirnestsmp Logieal ID Status Detailed status Statis ressan Hoak

2025-05-20 23:50:05

2 [ CREATE_COMPLETE
Hotks UTC40530 e[ @
2025.-05-20 23:50:01
UTE0630 lseEe2instanie [3 (&) CREATE_COMPLETE
¥ Registry un
Public extensions 2025-05-20 234948 \seEc2instance [ (D) CREATE_IN_PROGRES Fiasource ereation
Activated extensicns uTCssz0 & i
Publisher 2025-05-20 23:49:46 (D) CREATE_IN_PROGRES
IseEc2instan
UTCH 0530 SRS 5
2025-05-20 254543 (i) CREATE_IN_PROGRES
Spatlight e [A . it
g UTCr0830 se [3 h User Initiated
Feedback

13. Accedere ai dettagli dello stack:
Passare a CloudFormazione > Stack e individuare lo stack distribuito.

14. Scheda Output vista:

Selezionare lo stack e aprire la scheda Output. Qui sono disponibili importanti informazioni
generate durante il processo di distribuzione, ad esempio:

- Zona di disponibilita: Regione in cui vengono distribuite le risorse.

- ID istanza: Identificatore univoco dell'istanza distribuita.

- Nome DNS: Nome DNS privato dell'istanza, che puo essere utilizzato per I'accesso remoto.
«Indirizzo IP: L'indirizzo IP pubblico o privato dell'istanza, a seconda della configurazione.

Queste informazioni consentono di connettersi all'istanza e verificarne la disponibilita. La scheda
Output & simile all'esempio seguente:



» ise

CloudFormation < o Stacks (1) @ ise »
Stacks Q. Filter by stack name ( Dotete ) ( Update stack ¥ ) (_stack actions ¥ ) ( Create stack ¥ _-:1
Stack details "
i Filter status Stack info Ewents Resources Parameters Template Change sets Git symc
rifts .
Active v D View nested
StackSets
1
Bports Outputs (4) ©
Stacks 0, Search cutputs 1 @
Infrastructune Composer e I
Key & Value Ll Description ¥ | Export name v
1aC generatar O 2025-05-20 23:49:43 UTC+O550
(2 CREATE_COMPLETE AT - Availability Zone of the newly
ereated EC2 instance
Hooks overview
InstanzelD of the newly crested
e Instanceid 0e393472cfa132622 ISE EC2 Instance
Pri N, f
PrivatebnsHame Ip-172.21.94.89.ec2 Intemal rivate DNSName of the newly
¥ Registry 1] created EC2 instance
Public extensions Private IP add: of 1
Privatelp 172319489 P IP skt of o iy

Activated extensions created ECZ instance

Publisher

Parte 3: Configurazione di ISE con un Amazon Machine Image (AMI)

1. Accedere alla console di gestione AWS e cercare sottoscrizioni AWS Marketplace.

2. Nella barra di ricerca, digitare cisco ISE e fare clic su Cisco Identity Services Engine (ISE)

dai risultati.

e AWS Marketplace > Discover products

AWS Marketplace <

v Refine results Search AWS Marketplace products

Discover products
P Categories
Procurement insights
4 Infrastructure Software (5)

Professional Services (4)
Private offers 10T (2}

Manage subscriptions

¥ Delivery methods
Professional Services (4)
Amazon Machine Image (1)

Settings CloudFormation Template (1)

Vendor Insights
Private Marketplace [
Cisco Identity Services Engine (ISE) [2
By Clsco Systems, Inc. [ | ver 3,40

stfrat]es
CIsco
¥ Publisher

Aqueduct Technologies (1)

96 external reviews [3

Cisco Identity Services Engine (ISE) on AWS enables Metwork Access Control (NAC) service

Q ciseo ise X
) ]
cisco ise (S results) showing 1-5
Did you mean cisoo isv, cisco iso? Sort By: Relevance b

Aspire Technology Partners, LLC.

[y
Digitalstates Inc. (1)

workloads to be deployed and managed from the cloud while ensuring the flexibility required
to meet each organizations unique cloud strategy. With Cisco ISE on AWS, you can unify the
policy management of your...

Cisco Systems, Inc. (1)

ISE - AWS Markeplace

3. Fare clic su Visualizza opzioni di acquisto.

aws marketplace

About =  Categories =  Delivery Methods = Solutions =  Resources = ea Channel Partner  Sell In AWS Marketplace  Amazon Wel

(D You have access to this product
You or someone in your organization has already purchased entitlements for this product.

View subscription [3 x

AWS Marketplace > Metwork Infrastnecture » Amazon Machine image [AMI] > Cisco identity Services Engine (ISE)

alisilie Cisco Identity Services Engine (ISE) . View purchase options
cisco
Sold by: Cisco Systems, Inc. [3 ( =
Request private offer [ )
Deployed on AWS

Cisco ISE on AWS provides secure network access control for loT, BYOD, and corporate owned endpoints. Cisco
ISE enables you to easily segment network access for employees, contractors, and guests across wired, wireles..

@ Show more

{0} OAWS reviews | 48 external reviews


http://console.aws.amazon.com/

4. Fare clic su Avvia il software.

aws marketplace o L —

About = Categories *  Dalivery Methods =  Solutions *  Resources *  Your Saved List Become a Channel Partner  Sell In AWS Marketplace  Amazon Web 5 #s Home  Help

0]

Subscribe to Cisco Identity Services Engine (ISE) i

Offer details o

Offer ID Offered by Offer type Deployed on AWS
basttrzvBxwcdyn2uupsbh730 Cisco Systems, Inc. Public Yes

T —

Your AWS Marketplace agreement was created, You can launch your software or Manage subscriptions [

5. In Fulfillment Option, scegliere Amazon Machine Image. Scegliere la versione software e I'area
desiderate. Fare clic su Continua per avviare.

aws marketplace

About + Categories « Delivery Methods ~ Solutions « Resources « Your Saved List Become a Channel Partner Sell in AWS Marketplace Amazon

400k Cisco Identity Services Engine (ISE) Continue to Launch

Configure

Configure this software

Choose a fulfillment option and software version to launch this software.

Fulfillment option

A Machina | - a Amazon Machine Image
IR A o Deploy a vendor-provided Amazon Machine Image Software Pricing
[AMI) on Amazon EC2
Cisco Identity 50 /hr
Services Engine
64-bit (x86) Amazon Machine Image (AMI) 0 {ISE) !

Software version

I 3.4.0 (Aug 07, 2024) gl B
Infrastructure Pricing

Region ECH: 1 * e5.4xlarge
Monthly Estimate: 490, h

| US East (M. Virginia) ;l onthly Estimate: $430.00/mont

Use of Local Zones or WavelLength infrastructure deployment may alter your final pricing.

Ami Id: ami-07946balceelcadda
Ami Alias: faws/service/marketplace/prod-TwsmSsh6ugdie/3.4.0 Learn More 2 ({{IID
Product Code: basttravexwedyn2uupbbh730

Release notes (updated August 7, 2024)

6. In Scegli azione, scegliere Avvia tramite EC2. Fare clic su Avvia per continuare.



aws marketplace

LULIT g Categories v Delivery Methods + Solutions Resources v Your Saved List

ihals Cisco Identity Services Engine (ISE)
= Product Detail Subscribe Configure Launch

Q, Search

Launch this software

Review the launch configuration details and follow the instructions to launch this software.

Configuration details

Fulfillment option

Software version

Region

64-bit (x86) Amazon Machine Image (AMI)
Cisco Identity Services Engine (ISE)

running on c5.4xlarge
3.4.0

US East (N. Virginia)

Usage instructions

Choose Action

Launch through EC2

Choose this action to launch your configuration through the
Amazon EC2 console.

Launch

7. Viene visualizzata la pagina Avvia istanza EC2 per configurare le impostazioni dell'istanza.



EC2 3 stances 3 Launch an instance o e R

D) It seeren like you may be mew to lsunching instances in EC2. Take a walkthrough to learn about EC2, how to lsunch instances and sbout best practices

0o not show me this message again  ( Takea walkthrough )

Launch an instance ..

¥ Summary
Amazan EC2 alls yeu 1o create vintual machines, of instances, that num on the AWS Clowd. Quickly get stanted by following the smple steps below.

Huriber of initances  afo
Name and tags i
Name

3. My Web Server Add additienal tags

Virtial sewver type [imstance type)

12.micro

¥ Application and OS5 Images (Amazon Machine Image) e

a0 {operating sriseen, application server, and applications) requined ta Launch your isitance. Search er Fisgwall {security grovg]
M 1601ty groun

Storage (volumet)

1 volumels) - 300 Gib

AMI from catalog Recents Quick Start

I Free tiar: in your first year of spening an AWS accsunt, x
you get 750 hours per month af £ micra instance iage
Nams Q fa 3.micro whene t2.mikno tsmt availabie) when ed
Cisco Identity Services Engine (ISE) v3 4-bedeféb2-abad-42Te-b5 25 - it free ther AMb, TS50 hours per month of public 1P
Fea8edS01 11 e e addeess unage, 30 Gl of EBS storage, 2 million /0y, 1 6B
Senhie e of snapshats, and 100 G of bandwidth to the internet

[Copied ami-De2obe 7 16a0dd7d (FSE_5 4 0.608] from us-east- 1] Clszo Identity Services Engine ISE) w8

Image 10

ami-07345balcee Tcadida Canesl Lausth initines
Launch an instance

Username (D) G Preview code

nooit (Checic with the AMI provider)

Published Archibecture Virtualization Rest device type EHA Enabled

2024-08-05T1S0S25.000Z  x86_64 e ehs Yes

¥ Instance type i | Ge ssvie

Instance type

8. Scorrere fino alla sezione Tipo di istanza e scegliere un tipo di istanza appropriato in base ai
requisiti di distribuzione.

In Coppia di chiavi (login), selezionare la coppia di chiavi generata in precedenza o crearne una
nuova (fare riferimento ai passaggi per la creazione della coppia di chiavi forniti in precedenza).

Impostate il numero di varianti a 1.

= EC? ) Indtances » Lawnch an instance @ & 8
* Instance type o | s adeice ¥ Summary
Instance type Mumber of instances  infe
b Axlarge - T Al generations 1
Family: b 16 vPU ¢

Compane instance types
Saftware Image (AMI)
[Copled ami-OcBaf14ed039ba4fs _read mere

el S 8B SefBeaceed

The AMS wendar pecomamends using a ¢S 4xlarge instance (or laeger for the best experience with this praduct

Wirtual server type [instance type)

¥ Key pair (login) i S akaige

Vit €30 s @ ity PaiF 10 Secunely CORNBLL 16 yeur Instance. Ensine that you have 3ecess 1o the selected key pair before you lauach the instance
Firewall (security group)
ey pair name - required default

varshaah-iel v C  cCreate new key pair Storage (volumes)

1 welumeds) - 300 Gib

9. Nella sezione Impostazioni di rete:

+ Configurare il VPC e la subnet in base alle esigenze.
» Per il gruppo di sicurezza, selezionare un gruppo esistente o creare un nuovo gruppo (come
mostrato nell'esempio).



= EC2 > Instances » Launch an instance

¥ Network settings info

Network Info
vpc-062e0871c331 2f6ad
Subnet Info

No preference (Default subnet in any availability zone)

Auto-assign public IP  Info
Enable
Additional charges apply when outside of free tier allowance

Firewall {security groups) Info
A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your instance,

Create security group [ O select existing security group J

Common security groups  Info

Select security groups v

[default 5g-0b902ad2c151F2773 X

G Compare security group rules
VPC: vpe-062e0871¢3312f6ad ]

Security groups that you add or remove here will be added to or removed from all your network interfaces.

10. Nella sezione Configura archiviazione, configurare le dimensioni del volume desiderate.

Esempio: 600 GiB usando il tipo di volume gp2.

¥ Configure storage it Advanced

1x | 600 GIB  gp2 w  Rootvolume, Mot encrypted

{ (@ Free tier eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic storage X J
Add new volume

(@ Click refresh to view backup information c

The tags that you assign determine whether the instance will be backed up by any Data Lifecycle Manager policies.

0 x File systems. Edit

11. Nella sezione Dettagli avanzati configurare eventuali impostazioni aggiuntive necessarie per la
distribuzione, ad esempio il profilo dell'istanza 1AM, i dati utente o il comportamento di arresto.



¥ Advanced details Info
Domain join directory  Info

| Select

v | @ Create new directory [2

1AM instance profile | Info

[ select

v ] & Create new |AM profile [2

Hostname type | Info
IP name

DNS Hostname | Info

Enable IP name IPv4 (A record) DNS requests
Enable resource-based IPv4 (A record) DN5S requests

Enable resource-based IPvE (AAAA record) DR

requests

Instance auto-recovery | Info

| Default

Shutdown behavior  Info

| stop

Stop - Hibernate behavior | Info

[ Disable

Termination protection | Info

[ Disable

Stop protection  Info

v ] & Create new placement group [3

| Select v |
Detailed CloudWatch monitoring | Info
| Disable v
Credit specification | Info
| Standard v |
Placement group = Info
| Select
EBS-optimized instance | Info

Disable v
Instance bandwidth configuration | Info

| Default

Purchasing option = Info
O None
[ Capacity Blocks

Launch instances for your active capacity blocks

[ Spotinstances

Request Spot Instances at the Spot price, capped at the On-Demand price

Capacity reservation Info

[Nun:e

Tenancy | Info

[ Dedicated - run a dedicated instance

Additional charges apply



12. Nella sezione Versione metadati:

» Per ISE versione 3.4 e successive, scegliere solo V2 (token richiesto) - questa & I'opzione
consigliata.

+ Per le versioni ISE precedenti alla 3.4, scegliere V1 e V2 (token facoltativo) per garantire la
compatibilita.

RAM disk ID  Info

Select v

Kernel ID  Info

Select v

Nitro Enclave Info

Select v

License configurations  Info

Select v C

CPU options  Info
Configure CPUs for your instance to optimize performance and save on licensing costs.

0 Use default CPU options
) Specify CPU options

Default active vCPUs Total vCPUs
16 16

Metadata accessible Info

Enabled v

Metadata IPv6 endpoint  Info

Metadata version Info

V2 only (token required) v

£\ For V2 requests, you must include a session token in all instance metadata requests.
Applications or agents that use V1 for instance metadata access will break.

Metadata response hop limit  Info

Select

Allow tags in metadata Info

Select v



13. Nel campo Dati utente, fornire i parametri di configurazione iniziale per l'istanza ISE, inclusi
hostname, DNS, NTP server, timezone, ERS e admin credentials.

Esempio:
nomehost=varshaahise?2

primarynameserver=x.x.x.x
dnsdomain=varshaah.local
ntpserver=x.x.x
timezone=Asia/Calcutta
username=admin
password=Ise@123

ersEnabled=true

User data - optional  Infa

Upload a file with your user data or enter It in the field.

I( T Choose file :)

I'- .
hostname=varshaahise2

prima rynameser‘u‘eﬂx.:.x-x
dnsdomain=varshaah.local
FITFI-'SET‘H‘Er':x.I.!.I
timezone=Asia/Kolkata
usermame=admin
password=lse@123
ersEnabled=true

Uszer data has already been basebd encoded



Nota: Verificare che la password sia conforme alle policy sulle password di Cisco ISE.

Dopo aver immesso i dati utente e completato la configurazione, fare clic su Avvia istanza.



Narkala ™

Crates (M. Vim Varshaah

* Summary
Mumber of instances | Info
T )

Software Image (ABMI)
[Copled ami-Oe29bcfa7 16e0dd?d ...read more
ami-07S46balceslcaldda

Virtual server type (instance type)
t2.micro

Firewall [security group)
default

Storage (volumes)
1 volume(s) - 300 GiB

e u

@ Free tier: In your first year of opening an *
AWS acoount, you get 750 howrs per month
of t2 micro instance wsage (or tS.micro
where t2micro isn't available) when used
with free tier AMis, 750 hours per month of
pubdic |Pva address usage, 50 GibB of EBS
storage, 2 million 1/0s, 1 GB of snapshaots,
and 100 GB of bandwidth to the internet.

Launch instance

Cancel

B Preview code

14. Dopo l'avvio dell'istanza, viene visualizzato un messaggio di conferma che indica: 'Avvio
dell'istanza <nome_istanza>' avviato. Cio indica che il processo di avvio € stato avviato
correttamente.

= £2 » Wnstances > Launch an instance o & &

HEe0Tal TEhTH

iy Inftated launch of instanc

* Launch log

Next Steps

Q, what would you like to do next with this instance, for example “creote alorm” or “create bockup™ 1.2 3 4 >

Create billing and free tier
usage alerts

To manage gosts and avaid surprise
bills, set up email notif [

Connect ta your instance

Dng your nstande & nanning, log inte
it frem your Local computer.

billing arsd Free tier usage threshelds.

Create billing alerts [2

Create AWS budget

AWS Budgess allows you to create
budgets, forecast spend, and take
action on your costs and usage from a
single locatian.

Create AWS budget [3

( connsct 1o invtanes 2 )

Learn mare [2

Manage CloudWatch alarms

Create or update Amazon CloudWatch
alarms for the instance.

[ Manage ClosdWatch alarms :I
2

Connect an RDS database

Configusns the connection batween an
EC2 instance and 3 database to allow
traffic Flow betwuen them.

Create EBS snapshot policy

Craati a policy that automates the
creation, retention, and deletion of
EBS srupshats

[: Connect an RDS database [3 j

( Create EBS snapshot policy [3 jl

Create a naw RS database (3

Leam mare [3

Disaster recovery for your
instances

Reegaver the instances you just
launched into a different Availabality
ZFone or a different Reglon using AWS
Elastic Disaster Recavery (BRS],

Disaster recovery for your
instances [3

Monitor for suspicious
runtime activities

Amazen GuardDuty enables you to
cantingously menitor for malickous
runtime activity and unauth,

Manage detailed monitoring

Emable or disable detailed monitoring
For the Instance. If you enable detalled
moniteting, the Amazen EC2 corsole
displays monitoeing graphs with a 1-
minute period.

Manage detailed monitering

@

Get instance screenshot

Capture a screenshot from the
instance and view it a5 an image, This
s umeful for troubleshooting an

Leburvion, with near real-time visibility
Inte an-host activities occurring acrass
your Amazon EC2 warklaads.

HManktor for suspicious

runtime activities (3

Gt Instance sereenshot [

Create Load Balancer

Craata a application, Retwork gateway
or classic Elsstic Load Balancer

Creste Load Balancer [2

Get system log

Wiew the instance’s system log to
troubleshoot issees,




Verifica

Accesso all'istanza ISE creata con CFT

Passare alla scheda Resources nello stack CloudFormation e fare clic sull'lD fisico. Viene
reindirizzato al dashboard EC2 in cui € possibile visualizzare l'istanza.

ise & >
( Delete ) ( Update stack ¥ ) ( Stack actions ¥ ) ( Create stack ¥ )
Stack info Events Resources Outputs Parameters Template Change sets Git sync
Resources (1) ©
Q, Search resources 1 )
Logical ID a | Physical D v | Type v | Status v | Module
IseEc2Instance i-0e393472¢cfa132622 [2 AWSLEC2:Instance ® CREATE_COMPLETE -

e EC2 > Instances @. [
EC2 ¢ Instances (1) = Rty @ connect ) { instance state ¥ \(_ Actions ¥ ) L -
Bashboard Q, Find Instance by ottribute or tog (cose-sensitive) Al states ¥
Z“ Global View 3 wstance 0.2 -De393aTzchns262z | X ] ((_clear fitters ) ' @
et

I —— MWame g L Instance 1D Instance state ¥ Instance type ¥ | Status check Alarm status Awailability Zone ¥ | Public IPvd DNS w | Publieipva ., %
Instances i-De3O3AT2ekal 32622 &) Running & & tBxlarge @) 3/3 checks passec  View alarms +  us-east-1a ©62.3.01.262.232 com,,, 3.91.252 232

Accesso all'istanza ISE creata con AMI

Fare clic su Visualizza tutte le istanze per passare alla pagina Istanze EC2. In questa pagina
verificare che il controllo dello stato venga visualizzato come controlli 3/3 superati, a indicare che
l'istanza é attiva e integra.



ity Inittiated ksunch of Instans

= B2 » Wnstances * Launch an instance

* Launch log

Next Steps

QU what would you like to do rext w

Create billing and free tier
usage alerts

To manage costs and avaid surprise
bills, set up email i fi

Connect to your instance

Onge your Instance i munning, log inte:
it From your local computer.

billing arsd Free tier usage threvholds,

Create billing alerts [2

Create AWS budget

AWS Budgets allows you to create
Budgets, forecat spend, and take
action on your costs and usage from a
single location.

Create AWS budget [3

( conneetto invtanen [2 )

Laarn mare [

Manage CloudWatch alarms

Create or update Amazon CleudWatch
alares for the instande,

Manage ClosdWatch alarms
&

ith this instance, for example “create alorm” or “create bockup™

Connect an RDS database

Configure the connection between an
ECZ instance and a database to allow
traffic flow between them.

Create EBS snapshot policy

Create a policy that automates the
creation, retention, and deletion of
EBS srupshats

C Connect an RDS database [3 )

( Create EBS snapshot policy [3 }

Create

ROS databage (3

(2

Disaster recovery for your
instances

Regowir thi inaances you just
launched into a different Availabaity
Zone o a different Region using AWS
Elastic Disaster Recovery (DRS).

Monitor for suspicious
runtime activities

Adruaznn GuardDuty ensbles yos 18
continisousty manitor for malicious

Manage detailed monitoring

Emable o disable detailed monitoring
for the instance. If you enable detalled
moniteding, the Amazon EC2 corsole
displays monitoeing graphs with a 1-
minute period.

Manage detailed monitoring
]

Get instance screenshot

Capture a screenshot from the
instance and view it a5 an image, This
s useful for troubleshooting an

runtime activity and unauth
behirvior, with near real-timae visibility
into an-host activities ocourTing across

urnes )

Get instance sereenshat [2

12 3 4 3

Create Load Balancer

Create a application, network gatesay
or classic Elastic Load Balancer

Create Load Balancer [2

Get system log

Wiew the instance's syitem log ta
troubilshaot issuses.

Get system log [

your Amazon EC2 workioads.

Disaster recowvery for your
instances [3

Manitar for suspicious

e ECZ > Instances @ G &
Ec2 ¢ Instances (1/2) e (@) Cconmeet ) Crmstancestare v ) (Cactions ¥ ) I
Dashboard Q Find dnseance by ottribute or tog (cose-sensitive) Allstates ¥ 1 &
EC2 Global view [3 B Name g v | instance 1D | mstamcestate v | Instamtetype W | Status check | Alaren status Awnilability Zome ¥ | Publie IPyd DNS v | PubliciPvd.. v | Elastic P
Evenis [ warihashisel -O905£07a276571335 @Running @ B S.dulirge (@ baitiskizing View alarms +  us-gast-1b #62-54-82-163-3.comm.. 5482.163.30 -

¥ Instances hash-isel D506 248F26084b 3ce Estopped B € tmicro - View alarms 4+ us-east-1d - - -
Instances

Accesso all'interfaccia grafica di ISE

Il server ISE & stato implementato correttamente.

Per accedere all'interfaccia utente di ISE, & necessario usare l'indirizzo IP dell'istanza nel browser.
Poiché l'indirizzo IP predefinito & privato, non & possibile accedervi direttamente da Internet.

Verificare se all'istanza & associato un indirizzo IP pubblico:

» Passare a EC2 > Istanze e selezionare la propria istanza.
» Cercare il campo Indirizzo IPv4 pubblico.

Qui é possibile vedere un indirizzo IP pubblico da utilizzare per accedere all'interfaccia grafica di
ISE.

w Network Interfaces (1) s
Instance datails

Q, Filter network interfaces

Interface ID Device index | Card index | Description | Public IPv4 address Private |Pv4 address Private IPvd DNS IPvE addresses P

(=]
3.91.252.232 17231.94.89 ip-172-31-94-89.ec2... - -
enl-076793d759bealbd? ip- e



Aprire un browser supportato (ad esempio, Chrome o Firefox) e immettere I'indirizzo IP pubblico.

Viene visualizzata la pagina di accesso all'interfaccia grafica di ISE.

= » @ O NaotSecure  hitps:f3.91.262,.232/adminflogin jsp

I

Nmie
CISCO

. B

ldentity Services Engine
Intuitive network security

Usamame

Password

English | B8

Problems logging in?

© 2024 Gisco Systems,inc. Gisco, Cisco Systoms and Clsco Systems logo are rgistersd tracemarnks of Clsco Systems,inc. and/or its afiiates in the U.S and certain other countries. Cisco ISE utiizes open source Softwars fTom various componants. Wiew third-party Bconses snd notics



Nota: Quando l'accesso SSH ¢ disponibile, in genere sono necessari altri 10-15 minuti
prima che i servizi ISE passino completamente a uno stato di esecuzione.

Accesso a CLI tramite SSH dal terminale

Nella console EC2, selezionare la propria istanza e fare clic su Connetti.
Nella scheda Client SSH, attenersi alla seguente procedura:

» Passare alla cartella contenente il file di chiave .pem scaricato.
» Eseguire i seguenti comandi:

» cd <percorso-file-chiave>
chmod 400 <nome-coppia-chiavi>.pem
* ssh -i "<nome-coppia-chiavi>.pem" admin@<indirizzo-ip-pubblico>



Nota: Usare admin come utente SSH, poiché Cisco ISE disabilita I'accesso root tramite
SSH.

Accesso a CLI tramite SSH con PuTTy

* Aprire PUTTY.

* Nel campo Host Name (Nome host), immettere: admin@<indirizzo-ip-pubblico>



] ] PuTTY Configuration

Category: Basic options for your PuTTY session
M Epecify the destination you want io connect to

Lngging Host Hamt I:-I:IF P ﬂﬂ'df-ESS] E"':‘rt
* Terminal admin@3.91.252.233 22

Keyboard = 3 _

sall onnaction type:

Features ﬂ 55H Serial Ofher: Telnet
 Window )

Load, zave or dalete a stored session

ki Saved Sessions

Behaviour

Translation

b Sakction Default Settings Load

Colours

Fonts Saye
= Connection

Data Delete

Froooy

F 55H

Serial Close window on exit:

Telnat G Always Mewver Only on clean exit

Rlogin

A boat Cipan Cancal

* Nel riquadro di sinistra, selezionare Connessione > SSH > Auth > Credentials.

» Fare clic su Sfoglia accanto a File della chiave privata per I'autenticazione, quindi
selezionare il file della chiave privata SSH.

» Fare clic su Apri per avviare la sessione.



Category:
F Selection

Colours
Fonts
w Connection
Diata
Proy
= 55H
Fex
Host keys
Cipher
= Auth

Credentials

GESAPI
TTY
X1
Tunnels
Bugs
bore bugs
Serial
Telnat

& ot

» Quando richiesto, fare clic su Accept (Accetto) per confermare la chiave SSH.

PuUTTY Configuration

Credentials to authenticate with
Fublic-key authentication
Private key file for authentication:

fUsers/vakarkal/Documents/AW Sfvarshaah-isel. pem

Cartificate 10 use with the private key (optional);

Flugin to provide authentlication responsas
Plugin command to run

Browse, ..

Open

Browse...

Cancel




[ ] [ ] PuTTY Security Alert

The host key is not cached for this server:

3.92.62.14 (port 22)

You have no guarantee that the server is the computer you think it is.

The server's rsa2 key fingerprint is:

ssh-rsa 3072 SHAZ56:SCEThvU+huvBkErOSwOpGaM/haXtfa+mixoP45mJVLM

If you trust this host, press "Accept” to add the key to PUTTY's cache and carry on
connecting.

If you want to carry on connecting just once, without adding the key to the cache,
press "Connect Once".

If you do not trust this host, press "Cancel" to abandon the connection.

More info... Accept Connect Once Cancel

» La sessione PuTTy si connette ora alla CLI di ISE.



Nota: Per diventare accessibile via SSH, ISE potrebbe impiegare fino a 20 minuti. Durante
questo periodo, i tentativi di connessione potrebbero non riuscire con I'errore:
"Autorizzazione negata (chiave pubblica)."

Risoluzione dei problemi

Nome utente o password non validi

| problemi di autenticazione sono spesso causati da un input utente non corretto durante la
creazione dell'istanza. Cid genera un messaggio di errore come "Nome utente o password non
valida". Riprova." errore durante il tentativo di accesso alla GUI.



I

Nmie
Ccisco

ldentity Services Engine

Intuitive network security

a Invalid Usarname o Password. Please try again.

Usarnarme
Password
English | B
Problama logging in?

© 2024 Cisco Systems,Inc. Chsco, Cisco Sysioms and Clsco Sysbems logo are registersd irademarks of Cisco Systems,inc. andfor iis affilabes in the .S and ceriain oiher countries. Cisco ISE uillizes open source softwars: tous iew party bcenses and notices

Soluzione

* Nella console AWS EC2, selezionare EC2 > Instances > your_instance_id.

» Fare clic su Azioni e scegliere Impostazioni istanza > Modifica dati utente.



Lirsted States (W, Wirginial * Varshaahh20Karkala ¥

@ ‘:{I}HHE‘ET_:I {_[IHTJH{E State T_-} (_.I!l.l'.liﬂl'li -l_)

Instance diagnostics

Attach to Auto Scaling Group |: Instance settings hﬂ|
Change termination pratection Metwaorking [
Change stop protection Security [
Change shutdown behavior Image and templates >
Change instance migration on reboot Monitor and troubleshoot &

Change auto-recovery behavior

mmendations. | Learm more 5

Change resource based naming options

[ Edit user data J

Allowr tags in instance metadata
Manage tags

Madify instance metadata options

* In questa sezione & possibile trovare il nome utente e la password specifici impostati durante
I'avvio dell'istanza. Queste credenziali possono essere usate per accedere all'interfaccia
grafica di ISE.



= ELZ » Instances > HON21d153cS5id03cbd » Edit user data

Edit user data i«

Instande |D
03 i-0121d4152¢52403eb0

Current usaer data

I::I_D Copy user data )

[ 'El To edit your instance’s user data you FArst need to stop your instance

+ Verificare il nome host e la password durante la configurazione del nome host e della
password:

Nome host
- Sono consentiti solo caratteri alfanumerici e trattini (-).
La lunghezza non deve superare i 19 caratteri.
Password
Deve essere conforme alle policy sulle password di Cisco ISE.

- Per ulteriori informazioni, fare riferimento al manuale ISE Admin Guide: Policy
per la password di ISE 3.4 - Guida per I'amministratore di Cisco



https://www.cisco.com/c/en/us/td/docs/security/ise/3-4/admin_guide/b_ise_admin_3_4/b_ISE_admin_basic_setup.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-4/admin_guide/b_ise_admin_3_4/b_ISE_admin_basic_setup.html

» Se la password configurata non soddisfa i criteri ISE per la password, i tentativi di accesso
non riusciranno; anche con le credenziali corrette.

» Se si sospetta che la password non sia stata configurata correttamente, eseguire la
procedura seguente per aggiornarla:

1. Nella console EC2, selezionare EC2 > Instances > your_instance_id

2. Selezionate Stato variante (Instance state) > Arresta variante (Stop instance).

3. Una volta arrestata l'istanza, fare clic su Azioni > Impostazioni istanza > Modifica dati
utente.

Edit user data ..

Instance 10
I3 10121415 2¢52003eb0

Moty user data by imgonting a file

4. Modificare lo script dei dati utente per aggiornare la password di conseguenza.

5. Fare clic su Salva per salvare le modifiche. Fate clic su Stato variante (Instance state)
> Avvia variante (Start instance) per riavviare l'istanza.

Difetti noti
ID bug Descrizione
ISE su AWS non riesce a recuperare i dati
Cisco, ID bug 41693 utente se la versione dei metadati € impostata
solo su V2. Nelle versioni precedenti a ISE 3.4,



https://tools.cisco.com/bugsearch/bug/CSCwh41693

€ supportato solo il software IMDSv1.




Informazioni su questa traduzione

Cisco ha tradotto questo documento utilizzando una combinazione di tecnologie automatiche
e umane per offrire ai nostri utenti in tutto il mondo contenuti di supporto nella propria lingua.
Si noti che anche la migliore traduzione automatica non sara mai accurata come quella fornita
da un traduttore professionista. Cisco Systems, Inc. non si assume alcuna responsabilita per
I&rsquo;accuratezza di queste traduzioni e consiglia di consultare sempre il documento
originale in inglese (disponibile al link fornito).



