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Introduzione

In questo documento viene fornito uno script che pud essere eseguito da un ambiente UNIX/Linux
per semplificare il processo utilizzato per creare un certificato autofirmato e sono richiesti i
passaggi di Microsoft Azure quando necessari per configurare Cisco Email Security. Questo script
puo essere utilizzato per Mailbox Auto Remediation (MAR), Microsoft Office 365 LDAP Connector
o Cisco Threat Analyzer per Office 365. E indipendente e pud essere utilizzato con tutte le versioni
di AsyncOS for Email Security Appliance (ESA).

Nota: Questo articolo € una prova di concetto e fornito come base di esempio. Benché
questi passaggi siano stati testati con successo, questo articolo & destinato principalmente a
scopi dimostrativi e illustrativi. Gli script personalizzati non rientrano nell'ambito e nella
supportabilita di Cisco. In qualsiasi momento, Cisco Technical Assistance Center (TAC) non
scrive, non aggiorna né non esegue la risoluzione dei problemi relativi agli script esterni.
Prima di provare a creare uno script, accertatevi di disporre delle conoscenze necessarie per
creare lo script finale.

Nota: Il supporto Cisco TAC e Cisco non sono autorizzati a risolvere i problemi del lato
cliente con Microsoft Exchange, Microsoft Azure AD o Office 365.

Prerequisiti

Requisiti

Cisco consiglia di leggere e comprendere le procedure per configurare le impostazioni delle
cassette postali di Azure AD e Office 365 per ESA.

Componenti usati

Il documento pud essere consultato per tutte le versioni software o hardware.

Per lo scopo e I'esecuzione di questo script, si presuppone che sia installato OpenSSL. Dal
prompt del terminale, eseguire la versione openssl o openssl per verificare l'installazione.
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Ai fini di questo articolo, lo script verra chiamato ed eseguito come my_azure.sh. Assegnare al
testo il nome desiderato.

Le informazioni discusse in questo documento fanno riferimento a dispositivi usati in uno specifico
ambiente di emulazione. Su tutti i dispositivi menzionati nel documento la configurazione € stata
ripristinata ai valori predefiniti. Se la rete € operativa, valutare attentamente eventuali
conseguenze derivanti dall'uso dei comandi.

Script di configurazione di Azure AD per Cisco Email Security

Da un host esterno (UNIX/Linux), creare uno script e copiare e incollare il seguente testo:

cl ear

eChO " #HHHHHHHH T
nmy_azure.sh by Robert Sherw n (robsherw@isco.com ©2018 Cisco .:|:.:|:.

Usi ng openssl, this script will create a self-signed certificate for you to use in

order to conplete the Ml box Settings configuration for C sco Email Security.

Pl ease respond to the follow ng pronpts:

HHHHHHHHHHHHHHH

i f which openssl >/dev/null; then
echo "openssl check passed: openssl is installed!'"™ & openssl version
el se

echo "You do not appear to have openssl installed." && exit
fi

echo "
Pl ease enter a nane for your cert:

read ny_cert

while [ -f $ny_cert.key ];

do
echo "File exists, please enter a nane for your cert: " &% read my_cert
done
echo "
Thank you. The files that will be generated for your cert are

crt=$ny_cert.crt
key=$ny_cert. key
penF$ny_cert. pem

echo $crt
echo $key
echo $pem
echo ""

while true; do

read -p "Are you ready to proceed and generate these files for your configuration? $(tput
sms0) (y/ n)$(tput sgr0) " yn

case $yn in

[Yy]* ) openssl req -x509 -sha256 -nodes -days 1825 -newkey rsa: 2048 -keyout $key -out

$ert
openssl rsa -in $key -out $key
cat $key $crt > $pem

echo ""

base64Thunbpri nt =" openssl x509 -outformder -in $crt | openssl dgst -binary -shal | openssl
base64’

base64Val ue=" openssl x509 -outformder -in $crt | openssl base64 -A



keyi d="python -c "inport uuid; print(uuid.uuid4())"’

echo "

HHBHAHHBHAH B HBH A R R A R R A R R R A R R R R
Next, $(tput smul)copy$(tput rrmul) the following to Azure for your manifest:
HHBHAHHBHAH B HBH A R R A R R A R R R A R R R R R

echo "\"keyCredentials\": [

{

\"custonKeyl dentifier\": \"$base64Thunbprint\",
\"keyld\": \"$keyid\",

\"type\": \"AsynmetricX509Cert\"

\"usage\": \"Verify\",

\"value\": \"$base64Val ue\"

1.
echo
HHBHAHHBHAH B HBH A R R A R R A R R R A H R R R R

Then $(tput smul)conpl ete$(tput rnmul) the Azure configuration to get the $(tput smso)Cient
I D$(tput sgr0) and $(tput snso) Tenant |D$(tput sgr0).

HHBHAHHBHAH B HBH A R R A R R A R R A R R R R

echo "This is the $(tput smso) Thunbprint$(tput sgr0) for your ESA configuration:
$base64Thunbpri nt"
echo "This is the $(tput snso)Certificate Private Key$(tput sgr0) for your ESA configuration:
$pem
" break;;
[Nn]* ) exit;;
* ) echo "Please answer yes or no.";;
esac
done
while true; do
read -p "Do you wish to reviewthis certificate in detail? $(tput snmso)(y/n)$(tput sgr0)
case $yn in
[Yyl* ) openssl x509 -in $crt -text; echo
Thank you!" && break;;
[Nn]* ) echo "Thank you!" && exit;;
* ) echo "Please answer yes or no.";;
esac
done

yn

Suggerimento: Una volta scritto lo script, immettere chmod u+x <nome_script> per renderlo
esequibile.

Un esempio completo dello script in azione dovrebbe produrre:

ny_host$ ./my_azure

HHHHH R HH R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R
nmy_azure.sh by Robert Sherwi n (robsherw@i sco.com) ©2018 Cisco .:|:.:]|:.

Usi ng openssl, this script will create a self-signed certificate for you to use in

order to conplete the Milbox Settings configuration for C sco Email Security.

Pl ease respond to the foll ow ng pronpts:

HHHHH R HH R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R

openssl check passed: openssl is installed
LibreSsL 2.2.7

Pl ease enter a name for your cert:
technote_example

Thank you. The files that will be generated for your cert are:
technot e_exanpl e.crt



t echnot e_exanpl e. key
t echnot e_exanpl e. pem

Are you ready to proceed and generate these files for your configuration? (y/n) y
Generating a 2048 bit RSA private key

.............................................................. +++
............................................. +++

witing new private key to 'technote_exanpl e. key'

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a D stinguished Nane or a DN.
There are quite a few fields but you can | eave some bl ank

For sone fields there will be a default val ue,

If you enter '.', the field will be left blank.

Country Name (2 letter code) []:uUs

State or Province Nane (full nanme) []:North Carolina

Locality Name (eg, city) []:RTP

Organi zati on Name (eg, conpany) []:Cisco

Organi zational Unit Name (eg, section) []:Example Dept.
Conmmon Nane (eg, fully qualified host nane) []: example.local
Emai| Address []: joe.user@example.local

witing RSA key

B R e R
Next, copy the following to Azure for your nanifest:
B R e R

"keyCredential s": [

{

"custonKeyldentifier": "wWHhkWEf uhDHTXPzznHoSEnj bNME"

"keyl d": "338836b8-fc8d-4elb-9a3f-b252f 8368d34",

"type": "AsymmetricX509Cert",

"usage": "Verify",

"val ue":

"M | Dt DCCApWCCQDV3bbi HmaN2j ANBgkghki GOw0BAQs FADCBnz EL MAK GA1UEBhMCVVIVK Fz AVBgNVBAgMDk 5venRol ENhend
saVWbhMwmVCg Y DVQOHDANSVFAX Dj AMBgNVBAOMBUNpc 2Ny MRYWFAYDVQQLDALFeGFt cGx| | ERI ¢ HQUIVRYWFAYDVQQDDALI eGF
t cGxl LmkvY2Fs MsSUwW wYJKoZI hve NAQKBFhZgb2Uud XN ckBl eGFt cGxl Limxv Y2Fs MB4XDTE4MI Ax ODAy MDAOOVoXDTI z MTA
x Nz Ay MDAOOVowg Zs x Cz AJBgNVBAYTAl VTVRcwWFQYDVQQ DA5Ch3J0aCBDYXJvbd uYTEMVA0GALUEBWDU ROMAUAWDAYDVQQ
KDAVDaXN bz EWWBQGALUECWWINRXhhbXBs ZSBEZXBOLj EWWBQGALUEAWMMNZXhhbXBs ZS5sb2NhbDElI MCMGCSqGSI b3DQEJARY
VWanBI LnVz ZXJI AZXhhbXBs ZS5s b2NhbDCCASI wbDQYJKoZI hvc NAQEBBQADYg g EPADCCAQ0 CggEBAKI YmAT DN+AXxcZQecpc8hZhm
vIygMHul 2cj V3@088nk Gt RZUSKUVNKZZSM ny 3l OKg6c Tu4Ez4Uui gzC/ 2IXEf 3+wO 9YChK92bEYW YsKeZt bl oqYRf HE+
Sk+bsJb5Gi zXgPcYZG e8lecganmhDr g7NzZr t hPTSKa4zZxmywpQ 6xGDr M pol GoENf +ey NCo5Vy AXI xuYH8n6t 0Gd Pw+VKH
J7k+4wl 9KTUWALABoOW8hUnDi Oyz2k9myNv TGHu75EUUMYCcTW/ | SsXj C8kpbGCsxt eZl i U4xUvgNd1t 96i ccj ad19n61Jds
WGX+CCLPl +ZZMWk8/ | QEPt bPgs/ 4p3cmECAWEAATANBgk ghki GOWOBAQs FAACCAQEAQUq7i xBbt f hor r Wk73uCoYUPRqWZLKH
| gs1UpEnnPj vLZi | mY+0O6ki ROi cDVj FD47AW-0vYg3pH 6pKW 7TUZpi | z4hNpOoYc/ qj d6aCA8B2KMrbf h2DVhimp YWABP7w
bNP/ i nB114F/ zJvBVnHj eaY9KsuTUUS4W8VX2FFX40/ YFm HTHr XcHHy W 5XBUIMFVEU+Yv6J1 x CaEgj 5J7] VAqGQM++f n
+EpRPKkVHN844Hz gxmMA0bRW 471 ] GuyKss+E2t | W T6OrDI4r uHCFdvhkZvvzVIyVnOPVYN+cwoJOgLM/ p20a7J31 dNZ3p2CMX
vFdZsRi FFUpBI bK3VYI FRr g=="

}

1

B R R R
Then conpl ete the Azure configuration to get the Client I D and Tenant |D.
B R e e e

This is the Thunbprint for your ESA configuration: WWHhKkWEf uhDHTXPzzmHoSEnj bNM=
This is the Certificate Private Key for your ESA configuration: technote_exanple.pem

Lo script richiedera di esaminare il certificato in dettaglio. Per completare lo script, immettere y o
n.



Do you wish to reviewthis certificate in detail? (y/n) y
Certificate:
Dat a:
Version: 1 (0x0)
Serial Nunber: 15410674582220606938 (0xd5ddb6e21e668dda)
Signature Al gorithm sha256W t hRSAEncryption
| ssuer: C=US, ST=North Carolina, L=RTP, O=Ci sco, OU=Exanpl e Dept.,
CN=exanpl e. | ocal / enmai | Addr ess=j oe. user @xanpl e. | ocal
Validity
Not Before: Oct 18 02:00:49 2018 GVIT
Not After : Oct 17 02:00:49 2023 GVIT
Subj ect: C=US, ST=North Carolina, L=RTP, O=C sco, OU=Exanpl e Dept.,
CN=exanpl e. | ocal / enmai | Addr ess=j oe. user @xanpl e. | ocal
Subj ect Public Key Info:
Public Key Al gorithm rsaEncryption
Publ i c- Key: (2048 bit)
Modul us:
00: a9: 58: 99: 6e: ¢c3: 37: e0: 31: 71: 94: 1c: ab: cf: 21:
66: 19: af : f7: 2a: 8¢c: 1le: e€9: 76: 72: 35: 77: 1b: 4f : 3c:
9a: 41: ad: 45: 95: 39: 29: 45: 4d: 29: 96: 52: 98: c9: 67:
cb: 79: 4e: 2a: Oe: 9c: 4e: ee: 04: cf: 85: 2e: 8a: 0c: c2:
ff:62:57:11:fd:fe:c0:e8:fd: 60:28: 4a: f7: 66: c4:
61: 68: d8: b0: a7: 99: b5: b2: 28: a9: 84: 5f: 1c: 4f: 92:
93: e6: ec: 25: be: 46: a6: 2c: d7: 80: f7: 18: 64: 68: de:
f3:57:9c: 81: a9: al: Oe: b8: 3b: 35: 9a: ed: 84: f4: d2:
29: ae: 19: c6: 66: 30: ab: 09: 7a: c4: 60: eb: 32: 2a: 68:
94: 6a: 04: 35: ff: 9e: c8: d0: a8: e5: 5¢: 80: 5e: 5c¢: 6e:
60: 7f: 26: ea: dd: 06: 74: fc: 3e: 54: al: c9: ee: 4f : b8:
c0: 8f: 4a: 4d: 4c: 38: 2c: 00: 68: 39: 6b: 3c: 85: 49: c3:
8b: 4c: b3: da: 4f: 66: a8: db: d3: 1b: eb: bb: e4: 45: 14:
32:07:13:59: cf: c8: 4a: c5: e3: 0b: c9: 29: 6¢: eb: 31:
b5: e6: 48: 89: 4e: 31: 52: fa: 8d: 77: 5b: 7d: ea: 27: 1c:
8d: a7: 75: f6: 7e: b5: 25: db: 30: 19: 7f : 82: Ob: 53: e5:
f9:96:4c:93:cf:c8:40:43: ed: 6¢c:fa:ac: ff:8a:77:
72: 61
Exponent: 65537 (0x10001)
Signature Al gorithm sha256W t hRSAEncryption
42: aa: bb: 8b: 10: 5b: b5: f 8: 68: ae: b5: a4: ef : 7b: 82: al: 85: 0f :
46: ab: 99: 2c: al: e5: 82: cd: 54: a4: 49: e6: 3e: 3b: ch: 66: 22: 26:
63: e3: ba: 92: 24: 7d: 89: ¢0: d5: 8c: 50: f 8: ec: 05: be: d2: f 6: 20:
de: 91: ed: ea: 92: 96: 97: b4: d4: 66: 98: a5: cf: 88: 4d: a7: 4a: 18:
73:fa:a3: 77: a6: 82: 03: c0: 76: 28: ¢c9: 9b: 7e: 1d: 83: 56: 19: a9:
61: 65: bc: 3f: bc: 1b: 34: ff: e2: 9b: 7d: 75: e0: 5f : f 3: 26: f 0: 55:
9c: 78: de: 69: 8f: 4a: b2: e4: d4: 53: 9e: 16: 6f: c5: 57: d8: 51: 57:
e3:4f:d8: 16: 6f: c7:4c: 7a: d7: 70: 71: f 2: 5b: 2e: 57: 05: 4f : 4c:
15: 59: 84: bb: e6: 2f : €8: 92: 31: 09: al: 20: 8f: 92: 7b: 8d: 5e: 2a:
19:03: 3e:f9:f9:fe: 12: 94: 4f: 91: 51: e7: f 3: 8e: 07: ce: Oc: 66:
e3: 46: d1: 5b: be: 3b: ae: 31: ae: c8: ab: 2c: f 8: 4d: ad: 8d: 62: 53:
e8:e9: 83: 27: 8a: ee: 1c: 21: 5d: be: 19: 19: be: fc: d5: 27: 25: 67:
dO: f5:4d: f9: cc: 28: 27: 48: Ob: 33: ba: 76: al: ae: c9: dc: 87: 4d:
67: 7a: 76: 08: c5: ef : 15: d6: 6¢: 46: 21: 45: 52: 90: 48: 6¢C: ad: d5:
62: 51:51: ae
----- BEG N CERTI FI CATE- - - - -
M | Dt DCCApwWCCQDV3bbi HmaN2j ANBgk ghki GOwOBAQs FADCBnz EL MAK GA1UEBhMC
VWM Fz AVBgNVBAgMDk 5venRol ENhcnBsaWshMwmwCg YDVQOHDANSVFAXDj AMBgNV
BAoMBUNpc 2Nv MRYWFAYDVQQLDA1FeGFt cGx| | ERI ¢ HQUMRYWFAYDVQQDDALI eGRt
cG&xl Lmxv Y2Fs MSUM wYJKoZI hveNAQKBFhZgb2Uud XN ckBl eGFt cGxl LnkvY2Fs
VB4 XDTE4MI Ax ODAy MDAOOVo XDT1 z MTAx Nz Ay MDAOOVowg Zsx Cz AJBgNVBAYTAI VT
MRcwWFQYDVQQ DA5Ch3J0aCBDYXJvbd uYTEMVA0CGALUEBWWDUI RQMAWDAYDVQRK
DAVDaXNj bz EWWBQGALUECWMNRXhhbXBs ZSBEZXBOLj EVWBQGAL UEAWMNZXhhbXBs
ZS5sb2NnbDEl MCMGCSqGSI b3DQEJARYWANDI LnVz ZXJAZXhhbXBs ZS5sb2NhbDCC
ASI wDQYJKoZI hvc NAQEBBQADgg EPADCCAQ0CggEBAKI YMAT DN+AxcZQcpc8hzZhmmy
9yqMHul 2¢j V3R088nk & RZUSKUVNKZZSM ny 31 OKg6c Tu4Ez4Uui gzC/ 2IXEf 3+
w3 9YChK92bEYW YsKeZt bl oqYRf HE+Sk+bsJb5Gpi zXgPcYZG e8lecganhDr g7



NZr t hPTSKa4zZxmywpQ 6xGDr M pol GoENf +eyNCo5Vy AXl xuYH3n6t 0Gd Pw+VKHI]
Tk+4wl 9KTUMLABoOWN8hUnDi 0yz2k9mgNv TG+u75EUUMIC TWE/ | SsXj C8kpbCsx
teZli U4xUvgNd1t 96i ccj ad19n61JdswGX+CCL1Pl +ZZMk8/ | QEPt bPqs/ 4p3cnEC
AWEAATANBgk ghki GOwWOBAQs FAACCAQEAQuQq7i xBbt f hor r Vk73uCo YUPRqQWZLKH
gs1UpEnnPj vLZi | my+06ki Ri cDVj FD47AW-0vYg3pHt 6pKW 7TUZpi | z4hNpOoY
¢/ gj d6aCA8B2KMbf h2DVhnmp YWABP7WONP/ i nB114F/ zJvBVnH eaY9KsuTUUS4W
b8VX2FFX40/ YFni HTHr Xc HHy W 5 XBUOMFVNEU+Yv6J1 xCaEgj 5J7) VAqGQW++f n+
EpRPkVHN844Hz gxmi0ObRWI 471 j GuyKss+E2t j W T60rDI4r uHCFdvhkZvvzVJIyVn
OPVN+cwoJ0gLM7p20a7J3l dNZ3p2CMXvFdZsRi FFUpBI bK3VYI FRr g==

----- END CERTI FI CATE- - - - -

Thank you!
Al momento, sono disponibili tre file: crt, key e pem.
Usare l'output keyCredentials come indicato e copiarlo in Azure quando si configura la

registrazione dell'app. L'output Thumbprint e la chiave privata del certificato (.pem) sono necessari
quando si eseguono i passaggi di configurazione su Cisco Email Security.

Informazioni correlate

. Cisco Email Security Appliance - Guide per l'utente
- Documentazione e supporto tecnico — Cisco Systems
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