Configurazione di piu autorita di certificazione di
identita sui router Cisco 10S
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Introduzione

In questo documento viene descritto come configurare i router Cisco IOS® per il supporto di
autorita di certificazione (CA) con piu identita. In alcune situazioni, ad esempio in un progetto
congiunto tra due societa o due business unit, & necessario che i router di ciascun lato (che si
iscrivono a diverse CA senza alcuna relazione di trust) comunichino utilizzando VPN IPSec. Per
comunicare con i router di entrambi i domini CA, il router perimetrale potrebbe avere bisogno di
due set di certificati di identita. Questo documento spiega come registrare un router Cisco su
server CA diversi per ottenere piu certificati di identita; la verifica viene effettuata usando un
semplice esempio.

Prerequisiti

Requisiti

Questa funzione é stata introdotta nel software Cisco IOS® versione 12.2(2)T. Le versioni
precedenti del software non saranno in grado di utilizzare la configurazione mostrata in questo
documento.

Componenti usati




Le informazioni fornite in questo documento si basano sulle seguenti versioni software e
hardware:

- Router Cisco 7200 con software Cisco 10S versione 12.2(4)T1

- Server CA Microsoft su server Windows 2000

- Entrust CA server su server Windows NT
Le informazioni discusse in questo documento fanno riferimento a dispositivi usati in uno specifico
ambiente di emulazione. Su tutti i dispositivi menzionati nel documento la configurazione & stata
ripristinata ai valori predefiniti. Se la rete & operativa, valutare attentamente eventuali
conseguenze derivanti dall'uso dei comandi.

Convenzioni

Per ulteriori informazioni sulle convenzioni usate, consultare il documento Cisco sulle convenzioni
nei suggerimenti tecnici.

Esempio di rete

Nel diagramma mostrato di seguito, SJhub, SUIVPN e SJPKI sono tre router Cisco 7200 che si
connettono alla rete backbone. SJhub ¢ il router hub, con certificati di identita multipla provenienti
dai server CA Entrust e CA Microsoft che risiedono nella rete backbone. SJVPN si iscrive al server
CA Entrust e SJPKI si iscrive al server CA Microsoft.

Entrust
Certificate Authority

Microsoft
Certificate Authority SJPKI

Configurazione del router Cisco IOS per ottenere piu certificati

In questa sezione vengono presentate le informazioni necessarie per configurare le funzionalita
descritte piu avanti nel documento.

Nota: per ulteriori informazioni sui comandi menzionati in questo documento, usare lo strumento di
ricerca dei comandi (solo utenti registrati).

Nota: alcuni degli output mostrati nella procedura riportata di seguito sono stati riportati su piu
righe per motivi di spazio.
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1. Generare le chiavi RSA sul router.
SJhub#configure terminal
Enter configuration conmands, one per line. End with CNTL/Z.
SJhub(confi g) #ip domain-name sjtac.com
SJhub(confi g) #crypto key generate rsa
The name for the keys will be: SJhub.sjtac.com
Choose the size of the key nodulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key nmpdul us greater than 512 may take
a few m nutes.

How many bits in the nodulus [512]:
Gener ati ng RSA keys ...

[ OK]
2. Definire la prima identita della CA crittografica sul router. Il server utilizzato & un server

Entrust CA.

SJhub(confi g) #crypto ca identity EntrustPKI
SJhub(ca-identity)#enrollment url http://171.69.89.16
SJhub(ca-identity)#enrollment mode ra
SJhub(ca-identity)#query url ldap://171.69.89.16
SJhub(ca-identity)#exit

3. Ottenere i certificati CA e Autorita di registrazione e registrare il router nell'Autorita di

certificazione attendibile.

SJhub(confi g) #crypto ca authenticate EntrustPKI
Certificate has the follow ng attributes:

Fi ngerprint: 1FCDF2C8 2DEDAGAC 4819D4C4 BACFF2F5
% Do you accept this certificate? [yes/no]: y

SJhub(confi g) #crypto ca enroll EntrustPKI
%
% Start certificate enroll nent

% Create a chall enge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.
For security reasons your password will not be saved in the configuration.

Pl ease make a note of it.

Passwor d:
Re- ent er password:

% The subject nane in the certificate will be: SJhub.sjtac.com

% I nclude the router serial nunber in the subject nane? [yes/no]: n

% I nclude an | P address in the subject nane? [yes/no]: n

Request certificate from CA? [yes/no]: y

% Certificate request sent to Certificate Authority

% The certificate request fingerprint will be displayed.

% The 'show crypto ca certificate' command will al so show the fingerprint.

SJhub(config)# Fingerprint: B530BB30 70D2C565 E6F20A88 BBB6A75A

4. Verificare i certificati.
SJhub#show crypto ca certificates
Certificate
Status: Avail able
Certificate Serial Nunmber: 3B2FD63F
Key Usage: General Purpose

| ssuer:

QU = sjvpn
O = cisco
C = us

Subj ect Nane Contai ns:
Narme: SJhub. sjtac.com



CRL Distribution Point:

CN = CRL1, QU = sjvpn, O = cisco, C = us
Validity Date:

start date: 21:48:52 UTC Jan 9 2002
end date: 22:18:52 UTC Jan 9 2003
Associ ated ldentity: EntrustPKI

RA Signature Certificate

Status: Avail abl e

Certificate Serial Nunmber: 3B2FD319
Key Usage: Signature

| ssuer:

QU = sjvpn

O = cisco

C = us

Subj ect :

CN = First Oficer

QU = sjvpn

O = cisco

C = us

CRL Distribution Point:

CN = CRL1, QU = sjvpn, O = cisco, C = us
Validity Date:

start date: 22:03:31 UTC Jun 19 2001
end date: 22:33:31 UTC Jun 19 2004
Associ ated ldentity: EntrustPKI

RA KeyEnci pher Certificate

Status: Avail abl e

Certificate Serial Nunmber: 3B2FD318
Key Usage: Encryption

| ssuer:

QU = sjvpn

O = cisco

C = us

Subj ect :

CN = First Oficer

QU = sjvpn

O = cisco

C = us

CRL Distribution Point:

CN = CRL1, QU = sjvpn, O = cisco, C = us
Validity Date:

start date: 22:03:31 UTC Jun 19 2001
end date: 22:33:31 UTC Jun 19 2004
Associ ated ldentity: EntrustPKI

CA Certificate

Status: Avail abl e

Certificate Serial Nunmber: 3B2FD307
Key Usage: General Purpose

| ssuer:

QU = sjvpn
O = cisco
C = us
Subj ect :
QU = sjvpn
O = cisco
C = us

CRL Distribution Point:

CN = CRL1, QU = sjvpn, O = cisco, C = us
Validity Date:

start date: 22:02:40 UTC Jun 19 2001
end date: 22:32:40 UTC Jun 19 2021
Associ ated ldentity: EntrustPKI



5. Definire l'identita della CA crittografica della seconda CA sul router. In questo caso viene

utilizzato un server CA Microsoft.

SJhub(confi g) #crypto ca identity MicrosoftCa

SJhub(ca-identity)#enrollment url
http://171.69.89.182:80/certsrv/mscep/mscep.$

SJhub(ca-identity)#enrollment mode ra

SJhub(ca-identity)#query url ldap://171.69.89.182

SJhub(ca-identity)#exit

6. Ottenere i certificati CA e RA dal server CA Microsoft.
SJhub(confi g) #crypto ca authenticate MicrosoftCa
Certificate has the follow ng attributes:

Fi ngerprint: S5FCA7TE85 9A2724A2 7242F172 BFBB7F7E
% Do you accept this certificate? [yes/no]: y

7. Registrarsi sul server CA Microsoft e ottenere il certificato di identita del router.
SJhub(confi g) #crypto ca enroll MicrosoftCA
%
% Start certificate enroll nent
% Create a chall enge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.
For security reasons your password will not be saved in the configuration.
Pl ease nake a note of it.
Passwor d:
Re-ent er password:

% The subject name in the certificate will be: SJhub.sjtac.com

% I nclude the router serial nunmber in the subject nanme? [yes/no]: n

% I nclude an I P address in the subject nane? [yes/no]: n

Request certificate from CA? [yes/no]: y

% Certificate request sent to Certificate Authority

% The certificate request fingerprint will be displayed.

% The ' show crypto ca certificate' comand will also show the fingerprint.

SJhub(config)# Fingerprint: 4046052F 2D32A725 235D55E9 694DF3EA

8. Verificare i certificati. Verranno visualizzati due gruppi di certificati.
SJhub#show crypto ca certificates
Certificate
Status: Avail able
Certificate Serial Nunmber: 132BD14C00000000000B
Key Usage: General Purpose

| ssuer:

CN = SJPKI CA
QU = SJPKI

O = SJTAC

L = SAN JCSE
ST = CA
C=US

Subj ect Nanme Cont ai ns:

Name: SJhub. sjtac.com

CRL Distribution Point:

| dap: / /1 CN=SJIPKI CA, CNesj vpnnspki , CN=CDP, CN=Publ i c%20Key%20Ser vi ces,
CN=Servi ces, CN=Confi guration, DC=sj pki ,
DC=confcertifi cat eRevocati onLi st ?base?
obj ect cl ass=cRLDi stri buti onPoi nt

Validity Date:

start date: 18:36:23 UTC Jan 13 2002

end date: 18:36:23 UTC Jan 13 2004

Associ ated ldentity: McrosoftCA

RA Signature Certificate

Status: Avail able

Certificate Serial Nunmber: 054E60AD0O00000000002

Key Usage: Signature



| ssuer:

CN = SJPKI CA

QU = SJPKI

O = SJTAC

L = SAN JCSE

ST = CA

C=US

Subj ect :

CN = SJIVPNRA

QU = SJPKI

O = SJTAC

L = SAN JCSE

ST = CA

C=US

CRL Distribution Point:

| dap: /// CN=SJIPKI CA, CNesj vpnnspki , CN=CDP, CN=Publ i c%20Key%20Ser vi ces,
CN=Ser vi ces, CN=Conf i gur at i on, DC=sj pki ,
DC=conf’certi fi cat eRevocati onLi st ?base?
obj ect cl ass=cRLDi stri buti onPoi nt

Validity Date:

start date: 01:59:27 UTC Jan 11 2002

end date: 01:59:27 UTC Jan 11 2004

Associ ated ldentity: McrosoftCA

RA KeyEnci pher Certificate

Status: Avail abl e

Certificate Serial Number: 054E63CE000000000003

Key Usage: Encryption

| ssuer:

CN = SJPKI CA

QU = SJPKI

O = SJTAC

L = SAN JCSE

ST = CA

C=US

Subj ect :

CN = SJVPNRA

QU = SJPKI

O = SJTAC

L = SAN JCSE

ST = CA

C=US

CRL Distribution Point:

| dap: /// CN=SJIPKI CA, CNesj vpnnspki , CN=CDP, CN=Publ i c%20Key%20Ser vi ces,
CN=Ser vi ces, CN=Conf i gur at i on, DC=sj pki ,
DC=conf’certi fi cat eRevocati onLi st ?base?
obj ect cl ass=cRLDi stri buti onPoi nt

Validity Date:

start date: 01:59:28 UTC Jan 11 2002

end date: 01:59:28 UTC Jan 11 2004

Associ ated ldentity: McrosoftCA

CA Certificate

Status: Avail able

Certificate Serial Nunber: 091B47AEE8CFE2A94D3E8B38F292F5AF
Key Usage: General Purpose

| ssuer:

CN = SJPKI CA
QU = SJPKI

O = SJTAC

L = SAN JCSE
ST = CA
C=US

Subj ect :



CN = SJPKI CA

QU = SJPKI

O = SJTAC

L = SAN JCSE

ST = CA

C=US

CRL Distribution Point:

| dap: /// CN=SJIPKI CA, CNesj vpnnspki , CN=CDP, CN=Publ i c%20Key%20Ser vi ces,
CN=Ser vi ces, CN=Conf i gur at i on, DC=sj pki ,
DC=conf’certi fi cat eRevocati onLi st ?base?
obj ect cl ass=cRLDi stri buti onPoi nt

Validity Date:

start date: 01:51:39 UTC Jan 11 2002

end date: 02:00:04 UTC Jan 11 2007

Associ ated ldentity: McrosoftCA

CA Certificate

Status: Avail abl e

Certificate Serial Nunmber: 3B2FD307
Key Usage: General Purpose

| ssuer:

QU = sjvpn
O = cisco
C = us
Subj ect :
QU = sjvpn
O = cisco
C = us

CRL Distribution Point:

CN = CRL1, QU = sjvpn, O = cisco, C = us
Validity Date:

start date: 22:02:40 UTC Jun 19 2001
end date: 22:32:40 UTC Jun 19 2021
Associ ated ldentity: EntrustPKI

RA KeyEnci pher Certificate

Status: Avail abl e

Certificate Serial Nunmber: 3B2FD318
Key Usage: Encryption

| ssuer:

QU = sjvpn

O = cisco

C = us

Subj ect :

CN = First Oficer

QU = sjvpn

O = cisco

C = us

CRL Distribution Point:

CN = CRL1, QU = sjvpn, O = cisco, C = us
Validity Date:

start date: 22:03:31 UTC Jun 19 2001
end date: 22:33:31 UTC Jun 19 2004
Associ ated Identity: EntrustPKI

RA Signature Certificate

Status: Avail abl e

Certificate Serial Nunmber: 3B2FD319
Key Usage: Signature

| ssuer:

QU = sjvpn

O = cisco

C = us

Subj ect :



CN First Oficer

QU = sjvpn
O = cisco
C = us

CRL Distribution Point:

CN = CRL1, QU = sjvpn, O = cisco, C = us
Validity Date:

start date: 22:03:31 UTC Jun 19 2001
end date: 22:33:31 UTC Jun 19 2004
Associ ated ldentity: EntrustPKI

Certificate

Status: Avail abl e

Certificate Serial Nunmber: 3B2FD63F
Key Usage: General Purpose

| ssuer:

QU = sjvpn

O = cisco

C = us

Subj ect Nanme Cont ai ns:

Name: SJhub. sjtac.com

CRL Distribution Point:

CN = CRL1, QU = sjvpn, O = cisco, C = us
Validity Date:

start date: 21:48:52 UTC Jan 9 2002
end date: 22:18:52 UTC Jan 9 2003
Associ ated ldentity: EntrustPKI

Verifica

In questa sezione viene utilizzata una configurazione semplice per verificare in che modo i router
IOS gestiscono piu certificati di identita. Il diagramma di rete precedente mostra tre 7200 router
che formano una topologia hub e spoke. Il router hub (SJhub) dispone di due certificati di identita,
uno da un server CA Entrust e uno da un server CA Microsoft. |l router spoke (SJVPN) dispone di
un certificato di identita dallo stesso server CA Entrust e I'altro router spoke (SJPKI) dispone di un
certificato di identita dallo stesso server CA Microsoft. Nell'esempio, il router hub simula il punto di
collegamento di due societa in un progetto congiunto; grazie al supporto di CA con piu identita,
I'hub & in grado di comunicare con entrambi i lati anche se gli spoke sono registrati a CA diverse.

Esempi di configurazione

Le configurazioni di tutti i router sono elencate di seguito come riferimento.

- SJhub
- SJVPN
- SJPKI

SJhub (router hub)

SJhub#write terminal
Bui | di ng configuration...

Current configuration : 19665 bytes

!

I Last configuration change at 18:40:55 UTC Sun Jan 13
2002

I NVRAM config | ast updated at 18:41:45 UTC Sun Jan 13




2002
!
version 12.2

no parser cache

service tinmestanps debug uptinme
service tinmestanps | og uptine
no service password-encryption
!
host nane SJhub
!
enabl e password cisco

i p subnet-zero
ip cef

ip telnet source-interface Loopback88
no i p domai n-1ookup
i p donmi n-nane sjtac.com
|
ip audit notify |og
ip audit po nmax-events 100
ip ssh time-out 120
ip ssh authentication-retries 3
|
crypto ca identity EntrustPKl

enrol | nent node ra

enrol Il ment url http://171.69.89. 16: 80

query url Idap://171.69.89. 16
|
crypto ca identity McrosoftCA

enrol | nent node ra

enrol | ment url
http://171.69. 89. 182: 80/ certsrv/nscep/ nscep. dl

query url |dap://171.69.89. 182

crl optiona
crypto ca certificate chain EntrustPK

certificate ca 3B2FD307

308202E4 3082024D A0030201 0202043B 2FD30730 0D06092A
864886F7 0D010105

0500302D 310B3009 06035504 06130275 73310E30 0C060355
040A1305 63697363

6F310E30 00060355 040B1305 736A7670 6E301E17 0D303130
36313932 32303234

305A170D 32313036 31393232 33323430 5A302D31 0B300906
03550406 13027573

310E300C 06035504 0A130563 6973636F 310E300C 06035504
0B130573 6A76706E
30819F30 0D06092A 864886F7 0D010101 05000381 8D003081
89028181 00E8C25B

EDFAAGEE A352B142 C16578F4 FBDAF45E 4F2F7733 8D2B8879
96138C63 1DB713BF

753BF845 2D7E600F AAFAD75B 9E959513 BB13FF13 36696F48
86C464F2 CF854A66

4F8E83F8 025F216B A44D4BB2 39ADD1A5 1BCCF812 09A19BDC
468EEAE1 B6C2A378

69C81348 1A9CD61C 551216F2 8B168FBB 94CBEF37 E1DOA8SF7
80BBC17F D1020301

0001A382 010F3082 010B3011 06096086 480186F8 42010104
04030200 07304F06

03551D1F 04483046 3044A042 A040A43E 303C310B 30090603
55040613 02757331

0E300C06 0355040A 13056369 73636F31 0OE300C06 0355040B
1305736A 76706E31




0D300B06 03550403 13044352
22800F32 30303130

36313932 32303234 305A810F
34305A30 0B060355

1D0F0404 03020106 301F0603
9CDBEA53 EE80A480

601A9658 3BODF80D 2F301D06
DBEAS3EE 80A48060

1A96583B 0DF80D2F 30000603
06092A86 4886F67D

07410004 10300E1B 0856352E
092A8648 86F70D01

01050500 03818100 7E3DBACA
FO965A1A2 COC25B84

CBC5A203 BF50FAC4 9656699A
8F3C0F47 D2CAA36B

6AB34F99 AB71269E 78COAC10
3EBC64C1 5DBB2EES

56C0140B BO0C83497 D79FB148
9CE3B391 629406AA

7CE9CCOD 01593E6B

qui t

4C31302B

32303231

55102304

03551D0E

551D1304

303A342E

8CAE7D5A

52D8CB46

DAOBYECS

80018F51

certificate ra-encrypt 3B2FD318

308202D0 30820239 A0030201
864886F7 0D010105

0500302D 310B3009 06035504
040A1305 63697363

6F310E30 0C060355 040B1305
36313932 32303333

315A170D 30343036 31393232
03550406 13027573

310E300C 06035504 0A130563
0B130573 6A76706E

31163014 06035504 03130D46
30819F30 ODO6092A

864886F7 0D010101 05000381
727E15E9 30CB1BCB

COEFFB2F 3E4916D4 EC365F57
04DA2E7C C9639F31

AF15E7B1 E698A33C OEB447E4
AD782E39 B0603A90

0322CE78 D6735E07 BDCO22F1
69ECC316 8727A6CB

ADCFB488 FF904D6D 9DOES778
0001A381 E43081E1l

300B0603 551D0F04 04030205
30100609 2A864886

F67D0744 1D310302 0100304F
42A040A4 3E303C31

0B300906 03550406 13027573
6973636F 310E300C

06035504 0B130573 6A76706E
524C3130 1F060355

1D230418 30168014 46C1609C
ODF80D2F 301D0603

551D0EO04 16041400 A7C3DDOF
78CEA830 09060355

1D130402 30003019 06092A86
0456352E 30030204

BO300D06 092A8648 86F70D01
OBEOBA59 BOCD2652

9C6A4585 940C7882 DCEB1D1E
FSCALEF4 B946848A

C49047D5 6D1EF218 FA082A00

0202043B

06130275

736A7670

33333331

6973636F

69727374

80003081

C13D1356

B3B72EC8

1164ECOE

05B24D4B

20301B06

0603551D

310E300C

310D300B

DBEAS3EE

9FABOA25

4886F67D

01050500

610B8525

16CCDOFC

0603551D

30363139

18301680

04160414

05300301

30030204

B19C0625

40776237

AE448B46

3A4B6174

2FD31830

73310E30

6E301E17

5A304531

310E300C

204F6666

89028181

6388E66D

766EADCF

31FC5309

BB5B4F5F

03551D09

1F044830

06035504

06035504

80A48060

E1485FC7

07410004

03818100

0C032A76

42DF3B05

10042430

32323332

1446C160

46C1609C

01FF301D

90300006

8780D222

87163118

701254CF

590B85AA

0DO6092A

00060355

0D303130

0B300906

06035504

69636572

00BFC427

7BCCBCB9

9883E612

9AA9DCLD

4D020301

04143012

463044A0

0A130563

03130443

1A96583B

DB88AG3F

0C300A1B

69105382

2C8758C2

ABEF2AAD




151637DE 67885BB2

BAOBB6A1l 308F63FF 21C3CB00 9272257A 3C292645 FD62D486
C247F067 301C2FEE

5CF6D12B 6CFA1DAA E74E8B8S8E 5B017A2E 5BB6C5F9

qui t

certificate ra-sign 3B2FD319
308202FF 30820268 A0030201 0202043B 2FD31930 0D06092A
864886F7 0D010105

0500302D 310B3009 06035504 06130275 73310E30 0C060355
040A1305 63697363

6F310E30 00060355 040B1305 736A7670 6E301E17 0D303130
36313932 32303333

315A170D 30343036 31393232 33333331 5A304531 0B300906
03550406 13027573

310E300C 06035504 0A130563 6973636F 310E300C 06035504
0B130573 6A76706E

31163014 06035504 03130D46 69727374 204F6666 69636572
30819F30 0D06092A

864886F7 0D010101 05000381 8D003081 89028181 00E85434
395790E9 416ED13D

72F1A411 333A0984 66B8F68A OECA7E2B CBCA0C39 A21E2DBA
5F94772D 69846720

73227891 E43D46B6 B2D1DDC5 385C5135 DB2075F1 4D252ACF
ACB80DA4C 2111946F

26F7193B 8EAL1CA66 8332D2A1 5310B2D7 07C985A8 0B44CE37
BCOSEAFF C328D4C6

73B3B35E OF6D25F5 DCAC6AFA 2DAAD6D1 47BB3396 E1020301
0001A382 01123082

010E300B 0603551D 0F040403 02078030 2B060355 1D100424
3022800F 32303031

30363139 32323033 33315A81 0F323030 33303732 37303233
3333315A 301B0603

551D0904 14301230 1006092A 864886F6 7D07441D 31030201
00304F06 03551D1F

04483046 3044A042 A040A43E 303C310B 30090603 55040613
02757331 0OE300C06

0355040A 13056369 73636F31 0OE300C06 0355040B 1305736A
76706E31 0D300B06

03550403 13044352 4C31301F 0603551D 23041830 16801446
C1609CDB EA53EE80

A480601A 96583B0OD F80D2F30 1D060355 1DOE0416 04147BD2
620C611F 3AC69FB3

155FD8F9 8A7CF353 3A583009 0603551D 13040230 00301906
092A8648 86F67D07

4100040C 300A1B04 56352E30 030204B0 300D0609 2A864886
F70D0101 05050003

8181003A A6431D7D 1979DDF9 CC99D8F8 CC987F67 DBF67280
2A9418E9 C6255B08

DECDE1C2 50FCB1A6 544F1D51 C214162E E2403DAB 2F1294C4A
841240ED FD6F799C

130A0B24 AC74DD74 C60EB5CD EC648631 EOB88B3F 3D19A2E1
6492958E 9F64746E

45C080AE E5A6C245 7827D7B1 380A6FE8 A01D9022 7F52ADIC
B596743A 853549C5 771DA2

qui t

certificate 3B2FD63F

308202C2 3082022B A0030201 0202043B 2FD63F30 0D06092A
864886F7 0D010105

0500302D 310B3009 06035504 06130275 73310E30 0C060355
040A1305 63697363

6F310E30 00060355 040B1305 736A7670 6E301E17 0D303230
31303932 31343835

325A170D 30333031 30393232 31383532 5A304D31 0B300906
03550406 13027573




310E300C 06035504 0A130563
0B130573 6A76706E

311E301C 06092A86 4886F70D
6A746163 2EG636F6D

305C300D 06092A86 4886F70D
00B5C0D3 B5DC7620

0C08953F E10C3391 8E262A72
A736B835 77C5F7DF

72255DF2 CE121603 30CA8A2B
0F020301 0001A382

01113082 010D300B 0603551D
1D110413 3011820F

534A6875 622E736A 7461632E
3022800F 32303032

30313039 32313438 35325A81
3835325A 304F0603

551D1F04 48304630 44A042A0
04061302 7573310E

30000603 55040A13 05636973
05736A76 706E310D

300B0603 55040313 0443524C
801446C1 609CDBEA

53EE80A4 80601A96 583BODF8
14FBE38B 58E5868B

65C3AED1 5CE7C8E9 6658815B
30190609 2A864886

F67D0741 00040C30 0A1B0456
864886F7 0D010105

05000381 81001732 4B19CE9F
215AC65E 4DD449B9

022ADDE6 489D5125 949BA7E7
95EBCB11 875CE3BD

6973636F

01090216

01010105

2F5268F2

7C1EA1D5

0F040403

636F6D30

0F323030

40A43E30

636F310E

31301F06

0D2F301D

1C300906

352E3003

S5EDA454B

68B61D2C

310E300C

OF534A68

00034B00

ES3EEC89

4983C9E6

0205A030

2B060355

32303932

3C310B30

30000603

03551D23

0603551D

03551D13

0204B030

D782B240

3E6F0871

06035504

75622E73

30480241

BA7A1634

5901198E

1A060355

1D100424

32313031

09060355

55040B13

04183016

0EO041604

04023000

0DO6092A

DOFEC161

4A9E1DCO

649D5BC0 E85B77AD 8541DBC9 2904DA65 0BF441D7 A2BEBD12

OEA438D2 ABG6BBAFC

2E25AB87 BOC277C0 7B5C521A A5B8989B 7D854F3A 619393D1

CF666429 E2AE8615
03EE4DD7 13BB
qui t

crypto ca certificate chain McrosoftCA
certificate 132BD14C00000000000B
3082044C 308203F6 A0030201 02020A13 2BD14C00

0B300D06 092A8648

86F70D01 01050500 305F310B
0B300906 03550408

13024341 3111300F 06035504
OE300006 0355040A

1305534A 54414331 OE3000C06
10300E06 03550403

1307534A 504B4943 41301E17
335A170D 30343031

31333138 33363233 5A302031
0902130F 534A6875

622E736A 7461632E 636F6D30
01010500 034B0030

48024100 B5C0D3B5 DC76200C
5268F2E5 3EEC89BA

7A1634A7 36B83577 CS5F7DF72
1E41D549 83C9E659

01198EOF 02030100 01A38202
04040302 05A0301D

0603551D OE041604 14FBE38B
6658815B 1C308198

0603551D 23048190 30818D80
E86D83CB F233B71C

30090603

07130853

0355040B

00303230

1E301C06

5C300D06

08953FE1

255DF2CE

D1308202

58E5868B

14231557

55040613

414E204A

1305534A

31313331

092A8648

092A8648

0C33918E

12160330

CD300B06

65C3AEDL

4F054052

00000000

02555331

4F534531

504B4931

38333632

86F70D01

86F70D01

262A722F

CA8A2B7C

03551D0F

5CE7C8E9

81E113C7




B1A163A4 61305F31 0B300906 03550406 13025553 310B3009
06035504 08130243

41311130 OF060355 04071308 53414E20 4A4F5345 310E300C
06035504 0A130553

4A544143 310E300C 06035504 0B130553 4A504B49 3110300E
06035504 03130753

4A504B49 43418210 091B47AE ES8CFE2A9 4D3E8B38 F292F5AF
301D0603 551D1101

01FF0413 3011820F 534A6875 622E736A 7461632E 636F6D30
81C60603 551D1F04

81BE3081 BB3081B8 A081B5A0 81B28681 AF6C6461 703A2F2F
2F434E3D 534A504B

4943412C 434E3D73 6A76706E 6D73706B 692C434E 3D434450
2C434E3D 5075626C

69632532 304B6579 25323053 65727669 6365732C 434E3D53
65727669 6365732C

434E3D43 6F6E6669 67757261 74696F6E 2C44433D 736A706B
692C4443 3D636F6D

3F636572 74696669 63617465 5265766F 63617469 6F6E4C69
73743F62 6173653F

6F626A65 6374636C 6173733D 63524C44 69737472 69627574
696F6E50 6F696E74

3081B706 082B0601 05050701 010481AA 3081A730 81A40608
2B060105 05073002

8681976C 6461703A 2F2F2F43 4E3D534A 504B4943 412CA34E
3D414941 2CA34E3D

5075626C 69632532 304B6579 25323053 65727669 6365732C
434E3D53 65727669

6365732C 434E3D43 6F6E6669 67757261 74696F6E 2C44433D
736A706B 692C4443

3D636F6D 3F634143 65727469 66696361 74653F62 6173653F
6F626A65 6374636C

6173733D 63657274 69666963 6174696F 6E417574 686F7269
7479300C 0603551D

130101FF 04023000 30130603 551D2504 0C300A06 082B0601
05050802 02303F06

092B0601 04018237 14020432 1E300049 00500053 00450043
0049006E 00740065

0072006D 00650064 00690061 00740065 004F0066 0066006C
0069006E 0065300D

06092A86 4886F70D 01010505 00034100 39A41B77 72A2EF4D
300D69AE 399894E8

8DBFADFF ACBDOFEA 81755872 BE242CD9 231932FE 3B4D370C
F7EADD76 2DA6EOCL

B6BA26CA 9955858B 95430434 0DD7C88E

qui t

certificate ra-sign 054E60ADO00000000002

308204A0 3082044A A0030201 02020A05 4E60ADOO 00000000
02300D06 092A8648

86F70D01 01050500 305F310B 30090603 55040613 02555331
0B300906 03550408

13024341 3111300F 06035504 07130853 414E204A 4F534531
0E300C06 0355040A
1305534A 54414331 OE300006 0355040B 1305534A 504B4931
10300E06 03550403

1307534A 504B4943 41301E17 0D303230 31313130 31353932
375A170D 30343031

31313031 35393237 5A305F31 0B300906 03550406 13025553
310B3009 06035504

08130243 41311130 0F060355 04071308 53414E20 4A4F5345
310E300C 06035504

0A130553 4A544143 310E300C 06035504 0B130553 4A504B49
3110300E 06035504

03130753 4A56504E 52413081 9F300D06 092A8648 86F70D01




01010500 03818D00

30818902 818100E2 61FD62D2
479AAF4E 48E56811

83ED9285 F2A3907B F236F508
DOA7DCLF 432F386C

721A3379 D50B7EA7 43C07AD0O
711A7F54 FBCAFBF6

633FCEFA AA9DOABD 2C79550F
D79A7292 A679B42F

4B5C083F 0AA6C902 03010001
551D0F04 04030207

80301506 03551D25 040E300C
303B0609 2B060104

01823714 02042E1E 20004500
65006E00 74004100

67006500 6E007400 4F006600
03551D0E 04160414

09AD6911 BOF87B73 06A2ECAE
03551D23 04819030

818D8014 2315574F 05405281
A163A461 305F310B

30090603 55040613 02555331
3111300F 06035504

07130853 414E204A 4F534531
54414331 0E300C06

0355040B 1305534A 504B4931
504B4943 41821009

1B47AEE8 CFE2A94D 3E8B38F2
81BE3081 BB3081B8

AO81B5A0 81B28681 AF6C6461
4943412C 434E3D73

6A76706E 6D73706B 692C434E
69632532 304B6579

25323053 65727669 6365732C
434E3D43 6F6E6669

67757261 74696F6E 2C44433D
3F636572 74696669

63617465 5265766F 63617469
6F626A65 6374636C

6173733D 63524C44 69737472
3081B706 082B0601

05050701 010481AA 3081A730
8681976C 6461703A

2F2F2FA43 4E3D534A 504B4943
5075626C 69632532

304B6579 25323053 65727669
6365732C 434E3D43

6F6E6669 67757261 74696F6E
3D636F6D 3F634143

65727469 66696361 74653F62
6173733D 63657274

69666963 6174696F 6E417574
4886F70D 01010505

00034100 2CEFFC7E B2CA2AED
07BC860A 48A5DBDB

E942F9B8 1B053148 05A70A17
F8DBAF09 2B54D40C 9145302D

qui t

64BEDO3E

43742D4A

AAG6C087D

99314B3E

A38202A2

060A2B06

6E007200

66006C00

24853CA4

E113C7E8

0B300906

0E300006

10300E06

92F5AF30

703A2F2F

30434450

434E3D53

736A706B

6F6E4C69

69627574

81A40608

412CA34E

6365732C

2CA4433D

6173653F

686F7269

167FAG30

B2EF37D4

7DBF1FDE

E89A76GEF

FDA7BDBF

FCO7F764

3082029E

01040182

6F006C00

69006E00

DBB12A9E

6D83CBF2

03550408

0355040A

03550403

81C60603

2FA34E3D

2CA34E3D

65727669

692C4443

73743F62

696F6ES0

2B060105

30414941

434E3D53

736A706B

6F626A65

7479300D

AB3F9460

F4234622

certificate ra-encrypt 054E63CE000000000003
3082048E 30820438 A0030201 02020A05 4E63CE00

03300D06 092A8648

86F70D01 01050500 305F310B 30090603 55040613

0B300906 03550408

13024341 3111300F 06035504 07130853 414E204A

52F0D811

3CB98722

0BA92FA3

BC6D6D67

300B0603

37140201

60006000

65301D06

30819806

33B71CB1

13024341

1305534A

1307534A

551D1F04

534A504B

5075626C

6365732C

3D636F6D

6173653F

6F696E74

05073002

2CA34E3D

65727669

692C4443

6374636C

06092A86

5E12B77F

DD59571B

00000000

02555331

4F534531




OE300006 0355040A

1305534A 54414331 OE300C06 0355040B 1305534A 504B4931

10300E06 03550403

1307534A 504B4943 41301E17
385A170D 30343031

31313031 35393238 5A305F31
310B3009 06035504

08130243 41311130 OF060355
310E300C 06035504

0A130553 4A544143 310E300C
3110300E 06035504

03130753 4A56504E 52413081
01010500 03818D00

00303230

0B300906

04071308

06035504

9F300D06

31313130

03550406

53414E20

0B130553

092A8648

31353932

13025553

4AAF5345

4A504B49

86F70D01

30818902 818100C6 E17A9C97 9CD883ED CCEG68AAD DA4AF518

1D1B0056 EAE19CF7

40A1CBA7 622A83DB 4131898F
26A85487 27CCC45C

54803AB6 F5644F21 6967296A
8F15F512 FE86F257

6465A4C5 B265DBA5 EBAS3F19
2D03B889 5E47A30B

C908D29B 64656102 03010001
551D0F04 04030205

20301506 03551D25 040E300C
30290609 2B060104

01823714 02041Cl1E 1A004300
79007000 74006900

6FO06E30 1D060355 1DOE0416
48547776 FEA2DBE3

D8CC3081 98060355 1D230481
5281E113 C7E86D83

CBF233B7 1CB1A163 A461305F
53310B30 09060355

04081302 43413111 300F0603
45310E30 00060355

040A1305 534A5441 43310E30
49311030 OE060355

04031307 534A504B 49434182
38F292F5 AF3081C6

0603551D 1F0481BE 3081BB30
6461703A 2F2F2F43

4E3D534A 504B4943 412CA34E
434E3D43 44502C43

4E3D5075 626C6963 2532304B
732CA34E 3D536572

76696365 732CA34E 3DA36F6GE
433D736A 706B692C

44433D63 6F6D3F63 65727469
74696F6E 4C697374

3F626173 653F6F62 6A656374
74726962 7574696F

6E506F69 6E743081 B706082B
A73081A4 06082B06

01050507 30028681 976C6461
4943412C 434E3D41

49412CA3 4E3D5075 626C6963
76696365 732CA34E

30536572 76696365 732C434E
6F6E2C44 433D736A

706B692C 44433D63 6F6D3F63
3F626173 653F6F62

6A656374 636C6173 733D6365
7574686F 72697479

300D0609 2A864886 F70D0101

5FC662A6

BO75EGA3

D488839E

A3820290

060A2B06

45005000

04148F6F

9030818D

310B3009

55040713

00060355

10091B47

81B8A081

3D736A76

65792532

66696775

66696361

636C6173

06010505

703A2F2F

2532304B

3D436F6E

41436572

72746966

05050003

5486D0FB

0392704C

5881EA32

3082028C

01040182

45006E00

02D57617

80142315

06035504

0853414E

040B1305

AEE8CFE2

BSA081B2

706E6D73

30536572

72617469

74655265

733D6352

07010104

2FA34E3D

65792532

66696775

74696669

69636174

41008FE9

CE253DE5

862A3344

2943CDF2

300B0603

37140201

63007200

E11F78D2

574F0540

06130255

204A4F53

534A504B

A94D3ESB

8681AF6C

706B692C

76696365

6F6E2C44

766F6361

4CA46973

81AA3081

534A504B

30536572

72617469

63617465

696F6E41

45687473




3798A614 D3A41747

D357B72B 8D286162 91A7B519 B100159E CF283215 28DE4504
EBB55282 247A9164

DC6B8185 63F159DC 18F6541B E289FC37 EC74

qui t

certificate ca 091B47AEES8CFE2A94D3E8B38F292F5AF

3082032C 308202D6 A0030201 02021009 1B47AEE8 CFE2A94D
3E8B38F2 92F5AF30

0D06092A 864886F7 0D010105 0500305F 310B3009 06035504
06130255 53310B30

09060355 04081302 43413111 300F0603 55040713 0853414E
204A4F53 45310E30

00060355 040A1305 534A5441 43310E30 0C060355 040B1305
534A504B 49311030

0E060355 04031307 534A504B 49434130 1E170D30 32303131
31303135 3133395A

170D3037 30313131 30323030 30345A30 5F310B30 09060355
04061302 5553310B

30090603 55040813 02434131 11300F06 03550407 13085341
4E204A4F 5345310E

30000603 55040A13 05534A54 4143310E 300C0603 55040B13
05534A50 4B493110

300E0603 55040313 07534A50 4B494341 305C300D 06092A86
4886F70D 01010105

00034B00 30480241 00AEC268 0C6388F1 404A2E97 3C94742D
37070BEO0 368069BF

C98A7AB3 E81131A5 DDC3E41F B9DOEB66 AF504D65 2BD2864C
87260696 8AAFF871

88A80301 1500F11D 63020301 0001A382 016C3082 01683013
06092B06 01040182

37140204 061E0400 43004130 0B060355 1DOF0404 03020146
300F0603 551D1301

01FF0405 30030101 FF301D06 03551DOE 04160414 2315574F
05405281 E113C7E8

6D83CBF2 33B71CBl1 30820100 0603551D 1F0481F8 3081F530
81B8A081 B5A081B2

8681AF6C 6461703A 2F2F2F43 4E3D534A 504B4943 412CA34E
3D736A76 706E6D73
706B692C 434E3D43 44502C43 4E3D5075 62606963 2532304B
65792532 30536572

76696365 732C434E 3D536572 76696365 732C434E 3D436F6E
66696775 72617469

6F6E2C44 433D736A 706B692C 44433D63 6F6D3F63 65727469
66696361 74655265

766F6361 74696F6E 40697374 3F626173 653F6F62 6A656374
63606173 733D6352

4CA46973 74726962 7574696F 6ES06F69 6E743038 A036A034
86326874 74703A2F

2F736A76 706E6D73 706B692E 736A706B 692E636F 6D2F4365
7274456E 726F6C6C

2F534A50 4B494341 2E63726C 30100609 2B060104 01823715
01040302 0100300D

06092A86 4886F70D 01010505 00034100 735977DF 7822B944
96A50106 722108F0

1A60EF86 EFEDA9ED 2C7C9174 5EF48909 B4A66A08 226FBD11
3F20BA61 C556182A

8E914788 AE6C5363 A769805F 9E2F6458

qui t
!
crypto isakmp policy 1

hash md5
|
crypto isaknmp identity hostnane
crypto isaknp keepalive 10




|
!
crypto ipsec transformset nyset esp-des esp-nd5-hmac
crypto nmib ipsec flowrib history tunnel size 200
crypto mb ipsec flowrib history failure size 200
|
crypto map vpn 10 ipsec-isaknp
set peer 172.16.172.52
set transformset mnyset
mat ch address 101
crypto map vpn 20 ipsec-isaknp
set peer 172.16.172.10
set transformset mnyset
mat ch address 102

nterface Loopbackl
ip address 20.1.1.1 255.255.255.0

nterface Loopback88
no i p address

nterface FastEthernet0/0
no i p address

no keepalive

shut down

dupl ex hal f

nedi a-type M|

nterface Ethernet4/0

ip address 172.16.172.69 255. 255. 255. 240
i p route-cache same-interface

no i p nroute-cache

dupl ex hal f

crypto map vpn

nterface Ethernet4/1
no i p address
dupl ex hal f

nterface Ethernet4/2
no i p address

shut down

dupl ex hal f

nterface Ethernet4/3

no i p address

shut down

dupl ex hal f

|

ip default-gateway 172.16.172. 65

ip classless

ip route 0.0.0.0 0.0.0.0 172.16.172.65

ip http server

ip pimbidir-enable

|

access-list 101 permit ip 20.1.1.0 0.0.0.255 50.1.1.0
0.0.0. 255

access-list 102 permt ip 20.1.1.0 0.0.0.255 10.1.1.0
0. 0. 0. 255

|

|

call rsvp-sync
|




!
nmgcp profile default
!
di al - peer cor custom

gat ekeeper

shut down

|

!

line con O
exec-timeout 0 O
line aux O

line vty 0 4
password ci sco

| ogin

line vty 5 15

| ogin

!

no schedul er nax-task-tine
|
end

SJVPN (router spoke registrato al server CA Entrust)

SJVPN#write terminal
Bui | di ng configuration..

Current configuration : 8980 bytes

|

! Last configuration change at 10:28:19 UTC Sun Jan 13
2002

I NVRAM config | ast updated at 10:28:20 UTC Sun Jan 13
2002

!

version 12.2

service tinestanps debug uptine

service tinestanps |og uptine

no service password-encryption

servi ce udp-snal | -servers

service tcp-snall -servers

no service dhcp

|

host name SJVPN

|

enabl e password cisco

i p subnet-zero
ip cef

no i p domai n-1ookup

i p donmi n-name sjvpn.com

!

ip audit notify | og

ip audit po nmax-events 100

ip ssh time-out 120

ip ssh authentication-retries 3
!

crypto ca identity EntrustPK
enrol I nent node ra




enrol Il ment url http://171. 69.89. 16: 80

query url Idap://171.69.89. 16
crypto ca certificate chain EntrustPK
certificate ca 3B2FD307

308202E4 3082024D A0030201 0202043B 2FD30730
864886F7 0D010105

0500302D 310B3009 06035504 06130275 73310E30
040A1305 63697363

6F310E30 00060355 040B1305 736A7670 6E301E17
36313932 32303234

305A170D 32313036 31393232 33323430 5A302D31
03550406 13027573

310E300C 06035504 0A130563 6973636F 310E300C
0B130573 6A76706E

30819F30 0D06092A 864886F7 0D010101 05000381
89028181 00E8C25B

EDF4A6EE A352B142 C16578F4 FBDAF45E 4F2F7733
96138C63 1DB713BF

753BF845 2D7E600F AAFAD75B 9E959513 BB13FF13
86C464F2 CF854A66

4F8E83F8 025F216B A44D4BB2 39ADD1A5 1BCCF812
468EEAE1 B6C2A378

0DO6092A

00060355

0D303130

0B300906

06035504

80003081

8D2B8879

36696F48

09A19BDC

69C81348 1A9CD61C 551216F2 8B168FBB 94CBEF37 E1D9A8F7

80BBC17F D1020301
0001A382 010F3082 010B3011 06096086 480186F8
04030200 07304F06
03551D1F 04483046 3044A042 A040A43E 303C310B
55040613 02757331
0E300006 0355040A 13056369 73636F31 OE300006
1305736A 76706E31
0D300B06 03550403 13044352 4C31302B 0603551D
22800F32 30303130
36313932 32303234 305A810F 32303231 30363139
34305A30 0B060355
1D0F0404 03020106 301F0603 551D2304 18301680
9CDBEA53 EE80A480
601A9658 3BODF80D 2F301D06 03551DOE 04160414
DBEAS3EE 80A48060
1A96583B 0DF80D2F 30000603 551D1304 05300301
06092A86 4886F67D
07410004 10300E1B 0856352E 303A342E 30030204
092A8648 86F70D01
01050500 03818100 7E3DBAC4A 8CAE7D5A B19C0625
FO965A1A2 COC25B84
CBC5A203 BF50FAC4 9656699A 52D8CB46 40776237
8F3C0F47 D2CAA36B
6AB34F99 AB71269E 78COAC10 DAOB9ECS AE448B46
3EBC64C1 5DBB2EES
56C0140B B0C83497 D79FB148 80018F51 3A4B6174
9CE3B391 629406AA
7CE9CCOD 01593E6B
qui t
certificate ra-encrypt 3B2FD318
308202D0 30820239 A0030201 0202043B 2FD31830
864886F7 0D010105
0500302D 310B3009 06035504 06130275 73310E30
040A1305 63697363
6F310E30 00060355 040B1305 736A7670 6E301E17
36313932 32303333
315A170D 30343036 31393232 33333331 5A304531
03550406 13027573
310E300C 06035504 0A130563 6973636F 310E300C
0B130573 6A76706E
31163014 06035504 03130D46 69727374 204F6666

42010104

30090603

0355040B

10042430

32323332

1446C160

46C1609C

01FF301D

90300006

8780D222

87163118

701254CF

590B85AA

0DO6092A

00060355

0D303130

0B300906

06035504

69636572




30819F30 ODO6092A

864886F7 0D010101 05000381 8D003081
727E15E9 30CB1BCB

COEFFB2F 3E4916D4 EC365F57 C13D1356
04DA2E7C C9639F31

AF15E7B1 E698A33C OEB447E4 B3B72EC8
AD782E39 B0603A90

0322CE78 D6735E07 BDCO22F1 1164ECOE
69ECC316 8727A6CB

ADCFB488 FF904D6D 9D9ES5778 05B24D4B
0001A381 E43081E1l

300B0603 551D0F04 04030205 20301B06
30100609 2A864886

F67D0744 1D310302 0100304F 0603551D
42A040A4 3E303C31

0B300906 03550406 13027573 310E300C
6973636F 310E300C

06035504 0B130573 6A76706E 310D300B
524C3130 1F060355
1D230418 30168014 46C1609C DBEAS3EE
ODF80D2F 301D0603
551D0EO4 16041400 A7C3DDOF 9FABOA25
78CE4830 09060355
1D130402 30003019 06092A86 4886F67D
0456352E 30030204
BO300D06 092A8648 86F70D01 01050500
OBEOBA59 BOCD2652
9C6A4585 940C7882 DCEB1D1E 610B8525
F5CALEF4 B946848A
C49047D5 6D1EF218 FA082A00 16CCDOFC
151637DE 67885BB2
BAOBB6A1 308F63FF 21C3CB00 9272257A
C247F067 301C2FEE
5CF6D12B 6CFA1DAA E74ES8BS8E 5B017A2E
qui t
certificate ra-sign 3B2FD319
308202FF 30820268 A0030201 0202043B
864886F7 0D010105
0500302D 310B3009 06035504 06130275
040A1305 63697363
6F310E30 0C060355 040B1305 736A7670
36313932 32303333
315A170D 30343036 31393232 33333331
03550406 13027573

89028181

6388E66D

766EADCF

31FC5309

BB5B4F5F

03551D09

1F044830

06035504

06035504

80A48060

E1485FC7

07410004

03818100

0C032A76

42DF3B05

3C292645

5BB6C5F9

2FD31930

73310E30

6E301E17

5A304531

00BFC427

7BCCBCB9

9883E612

9AA9DCLD

4D020301

04143012

463044A0

0A130563

03130443

1A96583B

DB88AG3F

0C300A1B

69105382

2C8758C2

ABEF2AAD

FD62D486

0DO6092A

00060355

0D303130

0B300906

310E300C 06035504 0A130563 6973636F 310E300C 06035504

0B130573 6A76706E

31163014 06035504 03130D46 69727374
30819F30 ODO6092A

864886F7 0D010101 05000381 8D003081
395790E9 416ED13D

72F1AA11 333A0984 66B8FG68A OECA7E2B
5F94772D 69846720

73227891 E43D46B6 B2D1DDC5 385C5135
ACB0DA4AC 2111946F

26F7193B 8EALCA66 8332D2Al1 5310B2D7
BCOSEAFF C328D4C6

73B3B35E OF6D25F5 DCACGAFA 2DAADGD1
0001A382 01123082

010E300B 0603551D 0F040403 02078030
3022800F 32303031

30363139 32323033 33315A81 0F323030
3333315A 301B0603

551D0904 14301230 1006092A 864886F6

204F6666

89028181

CBC40C39

DB2075F1

07C985A8

47BB3396

2B060355

33303732

7D07441D

69636572

00E85434

A21E2D8A

4D252ACF

0B44CE37

E1020301

1D100424

37303233

31030201




00304F06 03551D1F
04483046 3044A042
02757331 OE300C06
0355040A 13056369
76706E31 0D300B06
03550403 13044352
C1609CDB EAS3EE80
A480601A 96583B0OD
620C611F 3AC69FB3
155FD8F9 8A7CF353
092A8648 86F67D07
4100040C 300A1B0O4
F70D0101 05050003
8181003A A6431D7D
2A9418E9 (C6255B08
DECDE1C2 50FCB1A6
841240ED FD6F799C
130A0B24 AC74DD74
6492958E 9F64746E
45C080AE E5A6C245

AO40A43E

73636F31

4C31301F

F80D2F30

3A583009

56352E30

1979DDF9

544F1D51

C60EB5CD

7827D7B1

B596743A 853549C5 771DA2

qui t

certificate 3B2FD65B

308202C2 3082022B
864886F7 0D010105
0500302D 310B3009
040A1305 63697363
6F310E30 0C060355
31313132 30313630
385A170D 30333031
03550406 13027573
310E300C 06035504
0B130573 6A76706E
311E301C 06092A86
6A76706E 2E636F6D
305C300D 06092A86
OOECABES 44EGABCA
404BBBAD FE61E486
A977BA90 13BFD94D
297E41CA 23CDBOA3
29020301 0001A382
01113082 010D300B
1D110413 3011820F
534A5650 4E2E736A
3022800F 32303032
30313131 32303136
3630385A 304F0603
551D1F04 48304630
04061302 7573310E
30000603 55040A13
05736A76 706E310D
300B0603 55040313
801446C1 609CDBEA
53EE80A4 80601A96
14494FC9 CES8COCBE
2B078D54 EF43111B
30190609 2A864886
F67D0741 00040C30
864886F7 0D010105
05000381 81006C96
8D68C826 8F80006B
0C146105 2FB8BDF9
86AFC27C EF5AD773
768C5597 A953316B

A0030201

06035504

040B1305

31313230

0A130563

4886F70D

4886F70D

F2F85AC5

EC38A296

0603551D

76706E2E

30385A81

44A042A0

05636973

0443524C

583B0ODF8

3F1FAAB2

0A1B0456

16AB6674

CCC85262

839617FE

303C310B

0E300006

0603551D

1D060355

0603551D

030204B0

CCo9D8F8

C214162E

EC648631

380A6FE8

0202043B

06130275

736A7670

34363038

6973636F

01090216

01010105

751EAC1D

49F61BBE

0F040403

636F6D30

0F323030

40A43E30

636F310E

31301F06

0D2F301D

8A300906

352E3003

1FF8D1AB

2133F1EF

210B1195

30090603

0355040B

23041830

1DOEO416

13040230

30000609

CCO87F67

E2403DAB

EOB88B3F

A01D9022

2FD65B30

73310E30

6E301E17

5A304D31

310E300C

OF534A56

00034B00

E68BDO30

8037C94E

0205A030

2B060355

32303932

3C310B30

30000603

03551D23

0603551D

03551D13

0204B030

27FA7384

FC7AA2F9

3E5CD64A

55040613

1305736A

16801446

04147BD2

00301906

2A864886

DBF67280

2F1294C4

3D19A2E1

7F52AD9C

0DO6092A

00060355

00303230

0B300906

06035504

504E2E73

30480241

09958131

F7FF6F35

1A060355

1D100424

34303834

09060355

55040B13

04183016

0EO041604

04023000

0DO6092A

0C08272A

48191740

B643ADFC




43A57C8E 1D56BD39
5812109B 2C8301E1 BC30A6E1 8E634030 1851AC22 CDO41F9C
65F21608 0229AFB4
126FD11A 6825
qui t
!
crypto isakmp policy 1
hash md5
|
crypto isaknmp identity hostnane
crypto isaknp keepalive 10
|
1
crypto ipsec transformset nyset esp-des esp-mid5- hmac
crypto nmib ipsec flowrib history tunnel size 200
crypto mb ipsec flowrib history failure size 200
|
crypto map vpn 10 ipsec-isaknp
set peer 172.16.172.69
set transformset myset
mat ch address 101

controller I1SA 3/1

interface Ethernet1/0
i p address 172.16.172.52 255. 255. 255. 248
no ip redirects
dupl ex hal f
crypto map vpn
|
interface Ethernetl/1
ip address 50.1.1.1 255.255.255.0
no ip redirects
dupl ex hal f
|
interface Ethernetl/2
no i p address
shut down
dupl ex hal f
|
interface Ethernet1/3
no i p address
shut down
dupl ex hal f
|
ip classless
ip route 0.0.0.0 0.0.0.0 172.16.172.49
no ip http server
ip pimbidir-enable
|
access-list 101 permt ip 50.1.1.0 0.0.0.255 20.1.1.0

0.0.0. 255
!




snnp-server comunity public RO
|

-caII rsvp-sync

i

nmgcp profile default

|

;‘Ji al - peer cor custom

gat ekeeper

shut down

|

!

line con O
exec-timeout 0 O
line aux O

line vty 0 4
password ci sco
no |ogin

line vty 5 15

| ogin

!

no schedul er nax-task-tine
|

end

SJVPN#show crypto ca certificates

CA Certificate
Status: Avail able
Certificate Serial Nunber: 3B2FD307
Key Usage: General Purpose

| ssuer:
QU = sjvpn
O = cisco
C = us
Subj ect:
QU = sjvpn
O = cisco
C = us

CRL Distribution Point:

CN = CRL1, QU = sjvpn, O = cisco, C = us
Validity Date:

start date: 22:02:40 UTC Jun 19 2001

end date: 22:32:40 UTC Jun 19 2021
Associ ated ldentity: EntrustPKI

RA KeyEnci pher Certificate
Status: Available
Certificate Serial Nunber: 3B2FD318
Key Usage: Encryption

| ssuer:
QU = sjvpn
O = cisco
C = us
Subj ect:
CN = First Oficer
QU = sjvpn
O = cisco
C = us

CRL Distribution Point:
CN = CRL1, QU = sjvpn, O = cisco, C = us




Validity Date:
start date: 22:03:31 UTC Jun 19 2001
end date: 22:33:31 UTC Jun 19 2004
Associ ated ldentity: EntrustPKI

RA Signature Certificate
Status: Avail able
Certificate Serial Nunber: 3B2FD319
Key Usage: Signature

| ssuer:
QU = sjvpn
O = cisco
C = us
Subj ect :
CN = First Oficer
QU = sjvpn
O = cisco
C = us

CRL Distribution Point:

CN = CRL1, QU = sjvpn, O = cisco, C = us
Validity Date:

start date: 22:03:31 UTC Jun 19 2001

end date: 22:33:31 UTC Jun 19 2004
Associ ated ldentity: EntrustPKI

Certificate
Status: Available
Certificate Serial Nunmber: 3B2FD65B
Key Usage: General Purpose

| ssuer:
QU = sjvpn
O = cisco
C = us

Subj ect Nanme Cont ai ns:
Nanme: SJVPN. sj vpn. com
CRL Distribution Point:
CN = CRL1, QU = sjvpn, O = cisco, C = us
Validity Date:
start date: 20:16:08 UTC Jan 11 2002
end date: 20:46:08 UTC Jan 11 2003
Associ ated ldentity: EntrustPKI

SJPKI (router spoke registrato al server CA Microsoft)

SJPKI #write terminal
Bui | di ng configuration...

Current configuration : 12452 bytes

|

I Last configuration change at 18:40:41 UTC Sun Jan 13
2002

I NVRAM config | ast updated at 18:42:15 UTC Sun Jan 13
2002

!

version 12.2

service tinestanps debug uptine

service tinestanps |og uptine

no service password-encryption

servi ce udp-snal | -servers

service tcp-snall -servers

|

host nane SJPKI




i p subnet-zero
ip cef

i p donmi n-nane sjtac

ip audit notify |og
ip audit po nmax-events 100
ip ssh time-out 120
ip ssh authentication-retries 3
|
crypto ca identity M crosoftPK

enrol | nent node ra

enrol | ment url
http://171.69.89. 182: 80/ certsrv/nscep/ nscep. dl
query url |dap://171.69.89. 182

crl optiona
|
!
crypto ca certificate chain M crosoftPK

certificate ca 091B47AEES8CFE2A94D3E8B38F292F5AF

3082032C 308202D6 A0030201 02021009 1B47AEE8 CFE2A94D
3E8B38F2 92F5AF30

0D06092A 864886F7 0D010105 0500305F 310B3009 06035504
06130255 53310B30

09060355 04081302 43413111 300F0603 55040713 0853414E
204A4F53 45310E30

00060355 040A1305 534A5441 43310E30 0C060355 040B1305
534A504B 49311030

0E060355 04031307 534A504B 49434130 1E170D30 32303131
31303135 3133395A

170D3037 30313131 30323030 30345A30 5F310B30 09060355
04061302 5553310B

30090603 55040813 02434131 11300F06 03550407 13085341
4E204A4F 5345310E

30000603 55040A13 05534A54 4143310E 300C0603 55040B13
05534A50 4B493110

300E0603 55040313 07534A50 4B494341 305C300D 06092A86
4886F70D 01010105
00034B00 30480241 00AEC268 0C6388F1 404A2E97 3C94742D
37070BEO0 368069BF

C98A7AB3 E81131A5 DDC3E41F B9DOEB66 AF504D65 2BD2864C
87260696 8AAFF871

88A80301 1500F11D 63020301 0001A382 016C3082 01683013
06092B06 01040182

37140204 061E0400 43004130 0B060355 1DOF0404 03020146
300F0603 551D1301

01FF0405 30030101 FF301D06 03551DOE 04160414 2315574F
05405281 E113C7E8

6D83CBF2 33B71CBl1 30820100 0603551D 1F0481F8 3081F530
81B8A081 B5A081B2

8681AF6C 6461703A 2F2F2F43 4E3D534A 504B4943 412CA34E
3D736A76 706E6D73

706B692C 434E3D43 44502C43 4E3D5075 62606963 2532304B
65792532 30536572

76696365 732C434E 3D536572 76696365 732C434E 3D436F6E
66696775 72617469

6F6E2C44 433D736A 706B692C 44433D63 6F6D3F63 65727469
66696361 74655265

766F6361 74696F6E 40697374 3F626173 653F6F62 6A656374
63606173 733D6352

4CA46973 74726962 7574696F 6ES06F69 6E743038 A036A034




86326874 74703A2F
2F736A76 706E6D73 706B692E 736A706B 692E636F
7274456E 726F6C6C
2F534A50 4B494341 2E63726C 30100609 2B060104
01040302 0100300D
06092A86 4886F70D 01010505 00034100 735977DF
96A50106 722108F0
1A60EF86 EFEDA9ED 2C7C9174 5EF48909 B4A66A08
3F20BA61 C556182A
8E914788 AE6C5363 A769805F 9E2F6458
qui t
certificate ra-encrypt 054E63CE000000000003
3082048E 30820438 A0030201 02020A05 4E63CE00
03300D06 092A8648
86F70D01 01050500 305F310B 30090603 55040613
0B300906 03550408
13024341 3111300F 06035504 07130853 414E204A
0E300C06 0355040A
1305534A 54414331 OE300006 0355040B 1305534A
10300E06 03550403
1307534A 504B4943 41301E17 0D303230 31313130
385A170D 30343031
31313031 35393238 5A305F31 0B300906 03550406
310B3009 06035504
08130243 41311130 0F060355 04071308 53414E20
310E300C 06035504
0A130553 4A544143 310E300C 06035504 0B130553
3110300E 06035504
03130753 4A56504E 52413081 9F300D06 092A8648
01010500 03818D00
30818902 818100C6 E17A9C97 9CD883ED CCE68AAD
1D1B0056 EAE19CF7
40A1CBA7 622A83DB 4131898F 5FC662A6 5486D0OFB
26A85487 27CCCA5C
54803AB6 F5644F21 6967296A BO75E6A3 0392704C
8F15F512 FE86F257
6465A4C5 B265DBA5 EBA53F19 D488839E 5881EA32
2D03B889 5E47A30B
C908D29B 64656102 03010001 A3820290 3082028C
551D0F04 04030205
20301506 03551D25 040E300C 060A2B06 01040182
30290609 2B060104
01823714 02041ClE 1A004300 45005000 45006E00
79007000 74006900
6FO06E30 1D060355 1DOE0416 04148F6F 02D57617
48547776 FE42DBE3
DB8CC3081 98060355 1D230481 9030818D 80142315
5281E113 C7E86D83
CBF233B7 1CB1A163 A461305F 310B3009 06035504
53310B30 09060355
04081302 43413111 300F0603 55040713 0853414E
45310E30 0C060355
040A1305 534A5441 43310E30 00060355 040B1305
49311030 OE060355
04031307 534A504B 49434182 10091B47 AEEBCFE2
38F292F5 AF3081C6
0603551D 1F0481BE 3081BB30 81B8A081 B5A081B2
6461703A 2F2F2F43
4E3D534A 504B4943 412CA4A34E 3D736A76 706E6D73
434E3D43 44502C43
4E3D5075 626C6963 2532304B 65792532 30536572
732C434E 3D536572
76696365 732CA34E 3D436F6E 66696775 72617469
433D736A 706B692C

6D2F4365

01823715

7822B944

226FBD11

00000000

02555331

4F534531

504B4931

31353932

13025553

4AAF5345

4A504B49

86F70D01

DA4AF518

CE253DE5

862A3344

2943CDF2

300B0603

37140201

63007200

E11F78D2

574F0540

06130255

204A4F53

534A504B

A94D3ESB

8681AF6C

706B692C

76696365

6F6E2C44




44433D63 6F6D3F63 65727469 66696361 74655265 766F6361

74696F6E 4C697374

3F626173 653F6F62 6A656374 636C6173 733D6352 4C446973

74726962 7574696F

6E506F69 6E743081 B706082B 06010505 07010104 81AA3081

A73081A4 06082B06

01050507 30028681 976C6461
4943412C 434E3D41

49412CA3 4E3D5075 626C6963
76696365 732C434E

3D536572 76696365 732C434E
6F6E2C44 433D736A

706B692C 44433D63 6F6D3F63
3F626173 653F6F62

6A656374 636C6173 733D6365
7574686F 72697479

300D0609 2A864886 F70D0101
3798A614 D3A41747

D357B72B 8D286162 91A7B519
EBB55282 247A9164

DC6B8185 63F159DC 18F6541B

qui t

703A2F2F

2532304B

3D436F6E

41436572

72746966

05050003

B100159E

E289FC37

2FA34E3D

65792532

66696775

74696669

69636174

41008FE9

CF283215

EC74

certificate ra-sign 054E60ADO00000000002
308204A0 3082044A A0030201 02020A05 4E60ADOO

02300D06 092A8648

86F70D01 01050500 305F310B
0B300906 03550408

13024341 3111300F 06035504
OE300006 0355040A

1305534A 54414331 OE3000C06
10300E06 03550403

1307534A 504B4943 41301E17
375A170D 30343031

31313031 35393237 5A305F31
310B3009 06035504

08130243 41311130 OF060355
310E300C 06035504

0A130553 4A544143 310E300C
3110300E 06035504

03130753 4A56504E 52413081
01010500 03818D00

30818902 818100E2 61FD62D2
479AAF4AE 48E56811

83ED9285 F2A3907B F236F508
DOA7DCLF 432F386C

721A3379 D50B7EA7 43C07ADO
711A7F54 FBCAFBF6

633FCEFA AA9DOABD 2C79550F
D79A7292 A679B42F

4B5C083F 0AA6C902 03010001
551D0F04 04030207

80301506 03551D25 040E300C
303B0609 2B060104

01823714 02042E1E 20004500
65006E00 74004100

67006500 6E007400 4F006600
03551D0E 04160414

09AD6911 BOF87B73 06A2ECAE
03551D23 04819030

818D8014 2315574F 05405281
Al163A461 305F310B

30090603 55040613 02555331
3111300F 06035504

07130853 414E204A 4F534531

30090603

07130853

0355040B

00303230

0B300906

04071308

06035504

9F300D06

64BEDO3E

43742D4A

AAG6C087D

99314B3E

A38202A2

060A2B06

6E007200

66006C00

24853CA4

E113C7E8

0B300906

0E300006

55040613

414E204A

1305534A

31313130

03550406

53414E20

0B130553

092A8648

7DBF1FDE

E89A7GEF

FDA7BDBF

FCO7F764

3082029E

01040182

6F006C00

69006E00

DBB12A9E

6D83CBF2

03550408

0355040A

534A504B

30536572

72617469

63617465

696F6E41

45687473

28DEA4504

00000000

02555331

4F534531

504B4931

31353932

13025553

4AAF5345

4A504B49

86F70D01

52F0D811

3CB98722

0BA92FA3

BC6D6D67

300B0603

37140201

60006000

65301D06

30819806

33B71CB1

13024341

1305534A




54414331 0E300C06

0355040B 1305534A 504B4931 10300E06 03550403 1307534A
504B4943 41821009

1B47AEE8 CFE2A94D 3E8B38F2 92F5AF30 81C60603 551D1F04
81BE3081 BB3081B8

AO081B5A0 81B28681 AF6C6461 703A2F2F 2F434E3D 534A504B
4943412C 434E3D73

6A76706E 6D73706B 692C434E 3D434450 2C434E3D 5075626C
69632532 304B6579

25323053 65727669 6365732C 434E3D53 65727669 6365732C
434E3D43 6F6E6669

67757261 74696F6E 2C44433D 736A706B 692C4443 3D636F6D
3F636572 74696669

63617465 5265766F 63617469 6F6E4C69 73743F62 6173653F
6F626A65 6374636C

6173733D 63524C44 69737472 69627574 696F6E50 6F696E74
3081B706 082B0601

05050701 010481AA 3081A730 81A40608 2B060105 05073002
8681976C 6461703A

2F2F2FA43 4E3D534A 504B4943 412CA34E 3D414941 2CA34E3D
5075626C 69632532

304B6579 25323053 65727669 6365732C 434E3D53 65727669
6365732C 434E3D43

6F6E6669 67757261 74696F6E 2C44433D 736A706B 692C4443
3D636F6D 3F634143

65727469 66696361 74653F62 6173653F 6F626A65 6374636C
6173733D 63657274
69666963 6174696F 6E417574 686F7269 7479300D 06092A86
4886F70D 01010505

00034100 2CEFFC7E B2CA2AED 167FA630 AB3F9460 5E12B77F
07BC860A 48A5DBDB

E942F9B8 1B053148 05A70A17 B2EF37D4 F4234622 DD59571B
F8DBAF09 2B54D40C 9145302D

qui t

certificate 0961EAC400000000000A

30820444 308203EE A0030201 02020A09 61EAC400 00000000
0A300D06 092A8648

86F70D01 01050500 305F310B 30090603 55040613 02555331
0B300906 03550408

13024341 3111300F 06035504 07130853 414E204A 4F534531
0E300C06 0355040A

1305534A 54414331 OE300006 0355040B 1305534A 504B4931
10300E06 03550403

1307534A 504B4943 41301E17 0D303230 31313132 30353931
375A170D 30343031

31313230 35393137 5A301C31 1A301806 092A8648 86F70D01
0902130B 534A504B

492E736A 74616330 5C300D06 092A8648 86F70D01 01010500
034B0030 48024100

C7FB363F 410E22E5 1B5649A6 8948CC05 DBA58518 A3633227
F6908EE1 7809600F

80771B65 09316FA0 DCB317D3 7FB6D7DF BBACA18D 2D8E2ABA
418A49AE 7961560D

02030100 01A38202 CD308202 C9300B06 03551DOF 04040302
05A0301D 0603551D

OE041604 142COF6B 2DAFF8F8 C040121B B78AA486 OCD207EO
DF308198 0603551D

23048190 30818D80 14231557 4F054052 81E113C7 E86D83CB
F233B71C B1A163A4

61305F31 0B300906 03550406 13025553 310B3009 06035504
08130243 41311130

0F060355 04071308 53414E20 4A4F5345 310E300C 06035504
0A130553 4A544143

310E300C 06035504 0B130553 4A504B49 3110300E 06035504




03130753 4A504B49

43418210 091B47AE E8CFE2A9
551D1101 O01FFO40F

300D820B 534A504B 492E736A
81BE3081 BB3081B8

AO081B5A0 81B28681 AF6C6461
4943412C 434E3D73

6A76706E 6D73706B 692C434E
69632532 304B6579

25323053 65727669 6365732C
434E3D43 6F6E6669

67757261 74696F6E 2C44433D
3F636572 74696669

63617465 5265766F 63617469
6F626A65 6374636C

6173733D 63524C44 69737472
3081B706 082B0601

05050701 010481AA 3081A730
8681976C 6461703A

2F2F2FA43 4E3D534A 504B4943
5075626C 69632532

304B6579 25323053 65727669
6365732C 434E3D43

6F6E6669 67757261 74696F6E
3D636F6D 3F634143

65727469 66696361 74653F62
6173733D 63657274

69666963 6174696F 6E417574
130101FF 04023000

30130603 551D2504 0C300A06
092B0601 04018237

14020432 1E300049 00500053
0072006D 00650064

00690061 00740065 004F0066
06092A86 4886F70D

01010505 00034100 377A0F69
DDE22145 OBEA2BF1

4E030C8E B82DCFF9 3639C047
4AA309C4 9343BFB6

2C9C2D81 FE788AF3

qui t
!
crypto isakmp policy 1

hash nd5
|

4D3E8B38

74616330

703A2F2F

30434450

434E3D53

736A706B

6F6E4C69

69627574

81A40608

412CA34E

6365732C

2CA4433D

6173653F

686F7269

082B0601

00450043

0066006C

2909A243

AF40A0A7

crypto isaknmp identity hostnane

crypto isaknp keepalive 10
!
!

F292F5AF

81C60603

2FA34E3D

2CA34E3D

65727669

692C4443

73743F62

696F6ES50

2B060105

3D414941

434E3D53

736A706B

6F626A65

7479300C

05050802

0049006E

0069006E

11F41B30

EEOFF252

30190603

551D1F04

534A504B

5075626C

6365732C

3D636F6D

6173653F

6F696E74

05073002

2CA34E3D

65727669

692C4443

6374636C

0603551D

02303F06

00740065

0065300D

4F3B125F

71EA8C82

crypto ipsec transformset nyset esp-des esp-nd5-hmac

crypto mib ipsec flowrib history tunne

size 200

crypto mb ipsec flowrib history failure size 200

crypto map vpn 10 ipsec-isaknp

set peer 172.16.172.69
set transformset nyset
mat ch address 101




!
!
controller I1SA 2/1

interface Ethernetl1/0
i p address 172.16.172. 10 255. 255. 255. 240
i p broadcast-address 172.16.172.0
no ip redirects
dupl ex hal f
crypto map vpn
!
interface Ethernetl/1
ip address 10.1.1.2 255.255.255.0
i p broadcast-address 10.1.1.0
dupl ex hal f
!
interface Ethernetl/2
no i p address
i p broadcast-address 0.0.0.0
shut down
dupl ex hal f
!
interface Ethernetl/3
no i p address
i p broadcast-address 0.0.0.0
shut down
dupl ex hal f
!
router ospf 1
| og- adj acency- changes
redi stribute static subnets
network 10.1.1.0 0.0.0.255 area O
!
ip classless
iproute 0.0.0.0 0.0.0.0 172.16.172.1
no ip http server
ip pimbidir-enable
!
access-list 101 permt ip 10.1.1.0 0.0.0.255 20.1.1.0
0. 0. 0. 255
!
route-map tftp permt 10
match i p address 150
!
!
call rsvp-sync
!
!
ngcp profile default
!
di al - peer cor custom

gat ekeeper
shut down
!
!
line con O

exec-tinmeout 0 O




line aux 0
line vty 0 4
| ogin

line vty 5 15
| ogi n

!

!

end

SJPKI #show crypto ca cert
CA Certificate
Status: Available
Certificate Serial Nunber:
091B47AEES8CFE2A94D3E8B38F292F5AF
Key Usage: General Purpose

| ssuer:
CN = SJPKI CA
QU = SJPKI
O = SJTAC
L = SAN JCSE
ST = CA
C=US

Subj ect:
CN = SJPKI CA
QU = SJPKI
O = SJTAC
L = SAN JCSE
ST = CA
C=US

CRL Distribution Point:

| dap: / /1 CN=SJIPKI CA, CN=sj vpnspki , CN=CDP, CN=Publ i c%20Key%
20Servi ces,
CN=Ser vi ces, CN=Conf i gur at i on, DC=sj pki , DC=con?f

certificateRevocationlLi st ?base?obj ectcl ass=cRLDi stri buti
onPoi nt
Validity Date:
start date: 01:51:39 UTC Jan 11 2002
end date: 02:00: 04 UTC Jan 11 2007
Associ ated Identity: M crosoftPKI

RA KeyEnci pher Certificate
Status: Available
Certificate Serial Nunber: 054E63CE000000000003
Key Usage: Encryption

| ssuer:
CN = SJPKI CA
QU = SJPKI
O = SJTAC
L = SAN JCSE
ST = CA
C=US

Subj ect:
CN = SJVPNRA
QU = SJPKI
O = SJTAC
L = SAN JCSE
ST = CA
C=US

CRL Distribution Point:
| dap: /// CN=SJIPKI CA, CN=sj vpnspki , CN=CDP, CN=Publ i c%20Key%
20Servi ces,
CN=Ser vi ces, CN=Conf i gur at i on, DC=sj pki , DC=con?f




certificateRevocationlLi st ?base?obj ectcl ass=cRLDi stri buti
onPoi nt
Validity Date:
start date: 01:59:28 UTC Jan 11 2002
end date: 01:59:28 UTC Jan 11 2004
Associ ated Identity: M crosoftPKI

RA Signature Certificate
Status: Available
Certificate Serial Nunber: 054E60ADO00000000002
Key Usage: Signature

| ssuer:
CN = SJPKI CA
QU = SJPKI
O = SJTAC
L = SAN JCSE
ST = CA
C=US

Subj ect:
CN = SJVPNRA
QU = SJPKI
O = SJTAC
L = SAN JCSE
ST = CA
C=US

CRL Distribution Point:

| dap: / /1 CN=SJIPKI CA, CN=sj vpnspki , CN=CDP, CN=Publ i c%20Key%
20Servi ces,
CN=Ser vi ces, CN=Conf i gur at i on, DC=sj pki , DC=con?f

certificateRevocationlLi st ?base?obj ectcl ass=cRLDi stri buti
onPoi nt
Validity Date:
start date: 01:59:27 UTC Jan 11 2002
end date: 01:59:27 UTC Jan 11 2004
Associ ated Identity: M crosoftPKI

Certificate
Status: Available
Certificate Serial Nunmber: 0961EAC400000000000A
Key Usage: General Purpose

| ssuer:
CN = SJPKI CA
QU = SJPKI
O = SJTAC
L = SAN JCSE
ST = CA
C=US

Subj ect Nanme Cont ai ns:
Name: SJPKI. sjtac
CRL Distribution Point:

| dap: / /1 CN=SJIPKI CA, CN=sj vpnspki , CN=CDP, CN=Publ i c%20Key%
20Servi ces,
CN=Ser vi ces, CN=Confi gur at i on, DC=sj pki , DC=con?f

certificateRevocationlLi st ?base?obj ectcl ass=cRLDi stri buti
onPoi nt
Validity Date:
start date: 20:59:17 UTC Jan 11 2002
end date: 20:59:17 UTC Jan 11 2004
Associ ated Identity: M crosoftPKI




Risoluzione dei problemi

Comandi per la risoluzione dei problemi

Epossibile utilizzare alcuni comandi di debug 10S relativi a IPSec per verificare il funzionamento
della negoziazione IKE (Internet Key Exchange) con piu certificati di identita.

Alcuni comandi show sono supportati dallo strumento Output Interpreter (solo utenti reqistrati); lo
strumento permette di visualizzare un'analisi dell'output del comando show.

Nota: prima di usare i comandi di debug, consultare le informazioni importanti sui comandi di
debug.

- debug crypto isakmp: visualizza i messaggi sugli eventi IKE.

- debug crypto ipsec: visualizza gli eventi IPSec.

- debug crypto pki transaction: visualizza i messaggi di debug per la traccia dell'interazione (tipo
di messaggio) tra la CA e il router.

- debug crypto pki message: visualizza i messaggi di debug per i dettagli dell'interazione (dump
del messaggio) tra la CA e il router.

Certificati da un server CA Entrust

| seguenti debug sono stati raccolti su SUIVPN e SJhub. In genere, SJVPN tenta di avviare il tunnel
IPSec sul router di hub SJhub. SJhub invia un payload CERT_REQ per ogni dominio CA
supportato. Ogni payload CERT_REQ contiene il nome distinto (DN) dell'emittente dei certificati.
SJVPN tenta quindi di mappare il DN in CERT_REQ e di inviare i propri certificati a SJhub.

Negli esempi seguenti, il router SJhub invia i propri certificati in base al comando CERT_REQ
inviato dal router SUVPN. Vengono utilizzati i certificati del server CA Entrust.

. Debug raccolti su SJVPN
. Debug raccolti su SJhub
. Memorizzazione nella cache CRL (Certificate Revocation List) sui router

Debug raccolti su SJIVPN

00: 02: 24: | PSEC(sa_request): ,

(key eng. nsg.) src= 172.16.172.52, dest= 172.16.172.69,

src_proxy= 50. 1. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),

dest _proxy= 20.1. 1.0/ 255. 255.255.0/0/0 (type=4),

protocol = ESP, transfornr esp-des esp-nd5-hnmac ,

I'i fedur= 3600s and 4608000kb,

spi = OxFAB8261EB(4202848747), conn_id= 0, keysize= 0, flags= 0x4004

00: 02: 24: | SAKMP: received ke nessage (1/1)

00: 02: 24: | SAKMP: | ocal port 500, renpte port 500

00: 02: 24: | SAKMP (0:2): Input = | KE_ MESG FROM | PSEC, | KE_SA REQ WM

Od State = | KE_READY New State = |KE_| MM

00: 02: 24: | SAKMP (0:2): begi nning Main Mode exchange

00:02:24: | SAKMP (0:2): sending packet to 172.16.172.69 (1) MV.NO_STATE
00:02:24: | SAKMP (0:2): received packet from 172.16.172.69 (1) MV.NO_STATE
00: 02: 24: | SAKMP (0:2): Input = | KE_ MESG FROM PEER, | KE_ MM EXCH


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
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Od State = IKE | M New State = | KE_| M

00: 02: 24: | SAKMP (0:2): processing SA payload. nessage ID =0
00: 02: 24: | SAKMP (0:2): Checking | SAKMP transform 1
against priority 1 policy
00: 02: 24: | SAKMP: encryption DES- CBC
00: 02: 24: | SAKMP: hash MD5
00: 02: 24: | SAKMP: default group 1
00: 02: 24: | SAKMP: auth RSA sig
00:02:24: | SAKMP: life type in seconds
00:02:24: | SAKMP: life duration (VPI) of 0x0O Ox1 O0x51 0x80
00:02:24: | SAKMP (0:2): atts are acceptable. Next payload is O
00:02:24: | SAKMP (0:2): SA is doing RSA signature authentication
using id type | D_FQDN
00: 02: 24: | SAKMP (0:2): Input = | KE_MESG | NTERNAL, | KE_PROCESS_MAI N_MODE
ad State = IKE_I_MW2 New State = | KE_| _MWR

00: 02: 24: | SAKMP (0:2): sending packet to 172.16.172.69 (1) MV_SA SETUP
00: 02: 24: | SAKMP (0:2): Input = | KE_ MESG | NTERNAL, | KE_PROCESS COVPLETE
ad State = IKE_|_MW New State = | KE_| _M\B

00: 02:24: | SAKMP (0:2): received packet from 172.16.172.69 (1) MV_SA SETUP
00: 02: 24: | SAKMP (0:2): Input = | KE_ MESG FROM PEER, | KE_MM EXCH
.Id State = IKE_I _MVB New State = I KE_| _Mw4

00: 02: 24: | SAKMP (0:2): processing KE payl oad. nessage ID = 0
00: 02: 24: | SAKMP (0:2): processi ng NONCE payl oad. message ID = 0
00: 02: 24: | SAKMP (0:2): SKEYID state generated
00:02:24: ISAKMP (0:2): processing CERT REQ payload. message ID
00:02:24: ISAKMP (0:2): peer wants a CT_X509_SIGNATURE cert
00:02:24: ISAKMP (0:2): peer want cert issued by CN = SJPKICA,
OU = SJPKI, O = SJTAC, L = SAN JOSE, ST = CA, C = US
00:02:24: ISARKMP (0:2): can't find router cert for signature!
00:02:24: ISAKMP (2): issuer name is not a trusted root.
00:02:24: ISAKMP (0:2): processing CERT REQ payload. message ID
00:02:24: ISAKMP (0:2): peer wants a CT_X509_SIGNATURE cert
00:02:24: ISAKMP (0:2): peer want cert issued by OU = sjvpn,
O = cisco, C = us
00: 02: 24: | SAKMP (0:2): processing vendor id payl oad
00: 02: 24: | SAKMP (0:2): speaking to another |0OS box!
00: 02:24: | SAKMP (0:2): Input = | KE_ MESG | NTERNAL, | KE_PROCESS MAI N_MODE
ad State = IKE_I_MW New State = | KE_| _Mw4

n
o

n
o

00: 02: 24: | SAKMP (2): |ID payl oad

next - payl oad : 6

type : 2

protocol : 17

port : 500

length : 19

00: 02: 24: | SAKMP (2): Total payload |length: 23

00: 02: 24: | SAKMP (0:2): sending packet to 172.16.172.69 (1) MV _KEY_EXCH
00: 02: 24: | SAKMP (0:2): Input = | KE_MESG | NTERNAL, | KE_PROCESS_COVPLETE
ad State = IKE_|_MW New State = I KE_| _Mvb

00: 02: 26: | SAKMP (0:2): received packet from 172.16.172.69 (1) MV _KEY_EXCH
00: 02: 26: | SAKMP (0:2): Input = | KE_ MESG FROM PEER, | KE_MM EXCH
Od State = | KE_| _MVb New State = UNKNOMN

00: 02: 26: | SAKMP (0:2): processing |ID payload. nessage ID =0
00:02:26: ISAKMP (0:2): processing CERT payload. message ID = 0
00:02:26: ISAKMP (0:2): processing a CT X509_SIGNATURE cert
00:02:26: CRYPTO_PKI: status = 0: poll CRL

00:02:27: CRYPTO_PKI: ldap_bind() succeeded.

00:02:27: CRYPTO_PKI: set CRL update timer with delay: 46206



00:02:27: CRYPTO_PKI: the current router time: 13:07:32 UTC Jan 14 2002

00:02:27: CRYPTO_PKI: the last CRL update time: 00:57:38 UTC Jan 14 2002
00:02:27: CRYPTO_PKI: the next CRL update time: 01:57:38 UTC Jan 15 2002

00:02:27: CRYPTO_PKI: status = 0: failed to get public key from the storage
00:02:27: CRYPTO_PKI: status = 65535: failed to get issuer pubkey in cert
00:02:27: CRYPTO_PKI: status = 0: failed to get public key from the storage
00:02:27: CRYPTO_PKI: status = 65535: failed to get issuer pubkey in cert
00:02:27: CRYPTO_PKI: status = 0: failed to get public key from the storage

00:02:27: CRYPTO_PKI: status = 65535: failed to get issuer pubkey in cert
00:02:28: CRYPTO_PKI: transaction GetCRL completed
00:02:28: CRYPTO_PKI: blocking callback received status: 105
00:02:28: CRYPTO_PKI: Certificate verified, chain status= 1
00:02:28: ISAKMP (0:2): processing SIG payload. message ID = 0
00:02:28: ISAKMP (2): sa->peer.name = , sa->peer_id.id.id fqdn.fqgdn
= SJhub.sjtac.com
00: 02: 28: | SAKMP: recei ved payl oad type 14
00: 02:28: | SAKMP (0:2): processing keep alive: proposal =10/2 sec.,
actual =10/ 2 sec.
00: 02:28: ISA !!
Success rate is 40 percent (2/5), round-trip mn/avg/max = 1/2/4 s
SIVPNAKMP (0: 2): peer knows about the keepalive extension mechani sm
00: 02:28: | SAKMP (0:2): read keepalive extended attribute VPI: /0x2/0x4
00: 02:28: | SAKMP (0:2): peer keepalives capabilities: Ox1
00:02:28: ISAKMP (0:2): SA has been authenticated with 172.16.172.69
00: 02: 28: | SAKMP (0:2): Input = | KE_MESG | NTERNAL, | KE_PROCESS_MAI N_MODE
O d State = UNKNOMWN New State = UNKNOWN

00:02:28: | SAKMP (0:2): Input = | KE_MESG | NTERNAL, | KE_PROCESS COVPLETE
Od State = UNKNOAN New State = | KE_P1_COVPLETE

00: 02: 28: | SAKMP (0:2): begi nning Qick Mdde exchange, MID of -304515331

00: 02:28: | SAKMP (0:2): sending packet to 172.16.172.69 (1) QV.IDLE

00: 02: 28: | SAKMP (0: 2): Node -304515331, Input = | KE_MESG | NTERNAL, | KE INIT_QM
Od State = | KE_QV READY New State = | KE_QM | _QWL

00:02:28: | SAKMP (0:2): Input = | KE_MESG | NTERNAL, | KE_PHASEL COWPLETE
Od State = | KE_P1_COMPLETE New State = | KE_P1_COMVPLETE

00: 02: 28: | SAKMP (0:2): received packet from 172.16.172.69 (1) QV.IDLE
00: 02:28: | SAKMP (0:2): processing HASH payl oad. message | D = -304515331
00: 02: 28: | SAKMP (0:2): processing SA payl oad. nessage | D = -304515331
00: 02: 28: | SAKMP (0:2): Checking | PSec proposal 1

00: 02: 28: | SAKMP: transform 1, ESP_DES

00: 02: 28: | SAKMP: attributes in transform

00: 02: 28: | SAKMP: encaps is 1

00:02:28: | SAKMP: SA life type in seconds

00:02:28: | SAKMP: SA life duration (basic) of 3600

00:02:28: |ISAKMP: SA life type in kil obytes

00:02:28: | SAKMP: SA life duration (VPI) of Ox0O 0x46 0x50 O0xO

00: 02: 28: | SAKMP: aut henticator is HVAC MD5

00:02:28: | SAKMP (0:2): atts are acceptable.

00: 02: 28: | PSEC(val i dat e_proposal _request): proposal part #1,

(key eng. nsg.) dest= 172.16.172.69, src= 172.16.172.52,

dest _proxy= 20.1. 1.0/ 255. 255. 255.0/0/0 (type=4),

src_proxy= 50. 1. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),

protocol = ESP, transfornr esp-des esp-nd5-hmac ,

|'i fedur= 0s and Okb,

spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x4

00: 02:28: | SAKMP (0:2): processi ng NONCE payl oad. nmessage | D = -304515331
00: 02: 28: | SAKMP (0:2): processing | D payl oad. nessage | D = -304515331
00: 02: 28: | SAKMP (0:2): processing | D payl oad. nessage | D = -304515331
00:02:28: | SAKMP (0:2): Creating |PSec SAs

00: 02: 28: i nbound SA from 172.16.172.69 to 172.16.172.52



(proxy 20.1.1.0 to 50.1.1.0)

00: 02: 28: has spi OxFA8261EB and conn_id 2029 and fl ags 4

00: 02:28: lifetine of 3600 seconds

00:02:28: lifetinme of 4608000 kil obytes

00: 02: 28: out bound SA from 172.16.172.52 to 172.16.172. 69
(proxy 50.1.1.0 to 20.1.1.0)

00: 02: 28: has spi 206728450 and conn_id 2030 and flags 4

00: 02:28: lifetine of 3600 seconds

00:02:28: lifetinme of 4608000 kil obytes

00: 02: 28: | PSEC(key_engi ne): got a queue event...

00:02:28: IPSEC(initialize_sas): ,

(key eng. nmsg.) dest= 172.16.172.52, src= 172.16.172.69,

dest _proxy= 50. 1. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),

src_proxy= 20.1.1.0/255.255.255.0/0/0 (type=4),

protocol = ESP, transfornr esp-des esp-nd5-hmac ,

|'i fedur= 3600s and 4608000kb,

spi = OxFA8261EB(4202848747), conn_id= 2029, keysize= 0, flags= 0x4

00:02:28: IPSEC(initialize_sas): ,

(key eng. nmsg.) src= 172.16.172.52, dest= 172.16.172.69,

src_proxy= 50.1. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),

dest _proxy= 20.1. 1.0/ 255. 255. 255.0/0/0 (type=4),

protocol = ESP, transfornr esp-des esp-nd5-hmac ,

|'i fedur= 3600s and 4608000kb,

spi = 0xC526D02(206728450), conn_id= 2030, keysize= 0, flags= 0x4

00: 02: 28: | PSEC(create_sa): sa created,

(sa) sa_dest= 172.16.172.52, sa_prot= 50,

sa_spi = 0xFA8261EB(4202848747),

sa_trans= esp-des esp-nd5-hmac , sa_conn_id= 2029

00: 02: 28: | PSEC(create_sa): sa created,

(sa) sa_dest= 172.16.172.69, sa_prot= 50,

sa_spi = 0xC526D02(206728450),

sa_trans= esp-des esp-nd5-hmac , sa_conn_id= 2030

00: 02:28: | SAKMP (0:2): sending packet to 172.16.172.69 (1) QV.IDLE

00: 02: 28: | SAKMP (0:2): del eting node -304515331 error FALSE reason ""

00: 02: 28: | SAKMP (0: 2): Node -304515331, I|nput = | KE_MESG FROM PEER,
| KE_QM _EXCH

Od State = |IKE QM| _QVL New State = | KE_QV PHASE2_COWVPLETE

00: 02:36: | SAKMP (0:2): received packet from 172.16.172.69 (1) QV.IDLE
00: 02:36: | SAKMP (0:2): processing HASH payl oad. nmessage | D = -2051070354
00: 02:36: | SAKMP (0:2): processing NOTIFY | TS _ALI VE protocol 1
spi 0, message I D = -2051070354, sa = 62DF2768
00: 02:36: | SAKMP (0:2): deleting node -2051070354 error
FALSE reason "informational (in) state 1"
00: 02: 36: | SAKMP (0:2): Input = | KE_MESG FROM PEER, | KE_I NFO_NOTI FY
ad State = | KE_P1_COWPLETE New State = | KE_P1_COWPLETE

00: 02:36: | SAKMP (0:2): sending packet to 172.16.172.69 (1) QV.IDLE

00: 02:36: | SAKMP (0:2): purging node -739583249

00: 02: 36: | SAKMP (0:2): Input = | KE_ MESG FROM PEER, | KE_MESG KEEP_AL| VE
Od State = | KE_P1_COWLETE New State = | KE_P1_COVPLETE

Debug raccolti su SJhub

00: 02:18: | SAKMP (0:0): received packet from 172.16.172.52 (N) NEW SA

00: 02: 18: | SAKMP: | ocal port 500, renmote port 500

00: 02:18: | SAKMP (0:2): Input = | KE_MESG FROM PEER, |KE_MM EXCH

O d State = | KE_READY New State = | KE_R_MVL

00: 02:18: | SAKMP (0:2): processing SA payload. nessage ID =0

00: 02:18: | SAKMP (0:2): Checking | SAKMP transform 1 against priority 1 policy
00: 02: 18: | SAKMP: encryption DES-CBC

00: 02: 18: | SAKMP: hash MD5

00: 02:18: | SAKMP: default group 1



00: 02:18: | SAKMP: auth RSA sig

00:02:18: | SAKMP: life type in seconds

00:02:18: | SAKMP: life duration (VPI) of 0x0O Ox1 O0x51 0x80

00:02:18: | SAKMP (0:2): atts are acceptable. Next payload is 3

00: 02: 18: | SAKMP (0:2): Input = | KE MESG | NTERNAL, | KE_PROCESS MAI N MODE
Od State = IKER MML New State = | KE_. R MVL

00:02:18: | SAKMP (0:2): SA is doing RSA signature authentication

using id type | D_FQDN
00:02:18: | SAKMP (0:2): sending packet to 172.16.172.52 (R} MV _SA SETUP
00: 02: 18: | SAKMP (0:2): Input = | KE_ MESG | NTERNAL, | KE_PROCESS COVPLETE
ad State = IKER MML New State = | KE_. R M\R

00: 02:18: | SAKMP (0:2): received packet from 172.16.172.52 (R) MV_SA SETUP
00: 02: 18: | SAKMP (0:2): Input = | KE_ MESG FROM PEER, | KE_MM EXCH
Od State = IKER M2 New State = | KE_ R M\B

00: 02:18: | SAKMP (0:2): processing KE payl oad. nessage ID = 0

00:02:19: | SAKMP (0:2): processi ng NONCE payl oad. message ID =0

00:02:19: | SAKMP (0:2): SKEYID state generated

00:02:19: ISARKMP (0:2): processing CERT REQ payload. message ID = 0

00:02:19: ISAKMP (0:2): peer wants a CT_X509_SIGNATURE cert

00:02:19: ISAKMP (0:2): peer want cert issued by OU = sjvpn, O = cisco, C = us
00:02:19: | SAKMP (0:2): processing vendor id payl oad

00:02:19: | SAKMP (0:2): speaking to another |0OS box!

00: 02:19: | SAKMP (0:2): Input = | KE_MESG | NTERNAL, | KE_PROCESS_MAI N_MODE

ad State = IKE_R_MVB New State = | KE_R_MvB

00:02:19: | SAKMP (0:2): sending packet to 172.16.172.52 (R} MV _KEY_EXCH
00: 02: 19: | SAKMP (0:2): Input = | KE_ MESG | NTERNAL, | KE_PROCESS COVPLETE
Od State = IKER MMB New State = | KE R M4

00:02:19: | SAKMP (0:2): received packet from 172.16.172.52 (R) MM _KEY_EXCH
00: 02: 19: | SAKMP (0:2): Input = | KE_ MESG FROM PEER, | KE_MM EXCH
ad State = IKER MM New State = | KE_.R M\Vb

00:02:19: | SAKMP (0:2): processing |ID payload. nessage ID =0

00:02:19: ISAKMP (0:2): processing CERT payload. message ID = 0
00:02:19: ISAKMP (0:2): processing a CT X509_SIGNATURE cert

00:02:19: CRYPTO_PKI: status = 0: poll CRL

00:02:19: CRYPTO_PKI: ldap_bind() succeeded.

00:02:20: CRYPTO_PKI: set CRL update timer with delay: 49920

00:02:20: CRYPTO_PKI: the current router time: 12:05:38 UTC Jan 14 2002

00:02:20: CRYPTO_PKI: the last CRL update time: 00:57:38 UTC Jan 14 2002
00:02:20: CRYPTO_PKI: the next CRL update time: 01:57:38 UTC Jan 15 2002
00:02:20: CRYPTO_PKI: status = 0: failed to get public key from the storage
00:02:20: CRYPTO_PKI: status = 65535: failed to get issuer pubkey in cert
00:02:20: CRYPTO_PKI: status = 0: failed to get public key from the storage
00:02:20: CRYPTO_PKI: status = 65535: failed to get issuer pubkey in cert
00:02:20: CRYPTO_PKI: status = 0: failed to get public key from the storage
00:02:20: CRYPTO_PKI: status = 65535: failed to get issuer pubkey in cert
00:02:20: CRYPTO_PKI: status = 0: failed to get public key from the storage
00:02:20: CRYPTO_PKI: status = 65535: failed to get issuer pubkey in cert
00:02:20: CRYPTO_PKI: status = 0: failed to get public key from the storage
00:02:20: CRYPTO_PKI: status = 65535: failed to get issuer pubkey in cert
00:02:20: CRYPTO_PKI: status = 0: failed to get public key from the storage
00:02:20: CRYPTO_PKI: status = 65535: failed to get issuer pubkey in cert
00:02:21: CRYPTO_PKI: transaction GetCRL completed
00:02:21: CRYPTO_PKI: blocking callback received status: 105
00:02:21: CRYPTO_PKI: Certificate verified, chain status= 1
00:02:21: ISAKMP (0:2): processing SIG payload. message ID = 0
00:02:21: ISAKMP (2): sa->peer.name = , sa->peer_id.id.id_fqgdn.fqgdn

= SJVPN.sjvpn.com



00: 02: 21: | SAKMP: recei ved payl oad type 14

00: 02:21: | SAKMP (0:2): processing keep alive: proposal =10/2 sec.,
actual =10/ 2 sec.

00: 02: 21: | SAKMP (0:2): peer knows about the keepalive extension nechani sm

00: 02: 21: | SAKMP (0:2): read keepalive extended attribute VPI: /0x2/0x4

00: 02:21: | SAKMP (0:2): peer keepalives capabilities: Ox1

00:02:21: ISAKMP (0:2): SA has been authenticated with 172.16.172.52

00: 02: 21: | SAKMP (0:2): Input = | KE MESG | NTERNAL, | KE_PROCESS MAI N MODE

Od State = IKER MVb New State = | KE_R MVb

00: 02: 21: | SAKMP (2): |ID payl oad

next - payl oad : 6

type : 2

protocol : 17

port : 500

length : 19

00:02:21: | SAKMP (2): Total payload |length: 23

00: 02: 21: | SAKMP (0:2): sending packet to 172.16.172.52 (R) QV.IDLE

00: 02: 21: | SAKMP (0:2): Input = | KE_MESG | NTERNAL, | KE_PROCESS_COVPLETE
ad State = IKE_R MWb New State = | KE_P1_COWPLETE

00: 02: 23: | SAKMP (0:2): received packet from 172.16.172.52 (R) QV.IDLE
00: 02: 23: | SAKMP (0:2): processing HASH payl oad. message | D = -304515331
00: 02: 23: | SAKMP (0:2): processing SA payl oad. nessage | D = -304515331
00: 02: 23: | SAKMP (0:2): Checking | PSec proposal 1

00: 02: 23: | SAKMP: transform 1, ESP_DES

00: 02: 23: | SAKMP: attributes in transform

00: 02: 23: | SAKMP: encaps is 1

00:02:23: |ISAKMP: SA life type in seconds

00:02:23: | SAKMP: SA life duration (basic) of 3600

00:02:23: ISAKMP: SA life type in kil obytes

00:02:23: | SAKMP: SA life duration (VPI) of Ox0 0x46 0x50 OxO

00: 02: 23: | SAKMP: aut henticator is HVAC MD5

00:02:23: | SAKMP (0:2): atts are acceptable.

00: 02: 23: | PSEC(val i dat e_proposal _request): proposal part #1,

(key eng. nmsg.) dest= 172.16.172.69, src= 172.16.172.52,

dest _proxy= 20.1. 1.0/ 255. 255. 255.0/0/0 (type=4),

src_proxy= 50. 1. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),

protocol = ESP, transfornr esp-des esp-nd5-hmac ,

|'i fedur= 0s and Okb,

spi = 0x0(0), conn_id= 0, keysize= 0, flags= Ox4

00: 02: 23: | SAKMP (0:2): processi ng NONCE payl oad. nmessage | D = -304515331
00: 02: 23: | SAKMP (0:2): processing | D payl oad. nessage | D = -304515331
00: 02: 23: | SAKMP (2): | D_I PV4_ADDR SUBNET src 50. 1. 1.0/ 255. 255. 255. 0

prot O port O
00: 02: 23: | SAKMP (0:2): processing | D payl oad. nessage | D = -304515331
00: 02: 23: | SAKMP (2): | D_|I PV4_ADDR SUBNET dst 20.1.1.0/255.255.255.0
prot O port O
00:02:23: | SAKMP (0:2): asking for 1 spis fromipsec
00: 02: 23: | SAKMP (0:2): Node -304515331, Input = | KE_MESG FROM PEER,
| KE_QM_EXCH
ad State = | KE_QV READY New State = | KE_QV SPI _STARVE

00: 02: 23: | PSEC(key_engi ne): got a queue event...

00: 02: 23: | PSEC(spi _response): getting spi 206728450 for SA

from172.16.172.52 to 172.16.172.69 for prot 3

00: 02: 23: | SAKMP: recei ved ke nessage (2/1)

00: 02: 23: | SAKMP (0:2): sending packet to 172.16.172.52 (R) QV.IDLE

00: 02: 23: | SAKMP (0: 2): Node -304515331, I|nput = | KE_ MESG FROM | PSEC,
| KE_SPI _REPLY

ad State = | KE_ QM SPI _STARVE New State = | KE_QV R QW

00: 02: 23: | SAKMP (0:2): received packet from 172.16.172.52 (R) QV.IDLE



00:02:23: | SAKMP (0:2): Creating | PSec SAs

00: 02: 23: inbound SA from 172.16.172.52 to 172.16.172. 69

(proxy 50.1.1.0 to 20.1.1.0)

00: 02: 23: has spi 0xC526D02 and conn_id 2000 and flags 4

00: 02:23: lifetine of 3600 seconds

00:02:23: lifetinme of 4608000 kil obytes

00: 02: 23: out bound SA from 172.16.172.69 to 172.16.172.52
(proxy 20.1.1.0 to 50.1.1.0)

00: 02: 23: has spi -92118549 and conn_id 2001 and flags 4

00: 02:23: lifetine of 3600 seconds

00:02:23: lifetinme of 4608000 kil obytes

00: 02: 23: | SAKMP (0:2): deleting node -304515331 error
FALSE reason "qui ck node done (await()"

00: 02: 23: | SAKMP (0: 2): Node -304515331, I|nput = | KE_MESG FROM PEER,
| KE_QM _EXCH

Od State = |IKE QMR QW2 New State = | KE_QV PHASE2_COWVPLETE

00: 02: 23: | PSEC(key_engi ne): got a queue event...

00:02:23: IPSEC(initialize_sas): ,

(key eng. nsg.) dest= 172.16.172.69, src= 172.16.172.52,

dest _proxy= 20.1. 1.0/ 255. 255. 255.0/0/0 (type=4),

src_proxy= 50.1. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),

protocol = ESP, transfornr esp-des esp-nd5-hmac ,

|'i fedur= 3600s and 4608000kb,

spi = 0xC526D02(206728450), conn_id= 2000, keysize= 0, flags= 0x4
00:02:23: IPSEC(initialize_sas): ,

(key eng. nmsg.) src= 172.16.172.69, dest= 172.16.172.52,
src_proxy= 20.1.1.0/255.255.255.0/0/0 (type=4),

dest _proxy= 50. 1. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),

protocol = ESP, transfornr esp-des esp-nd5-hmac ,

|'i fedur= 3600s and 4608000kb,

spi = OxFA8261EB(4202848747), conn_id= 2001, keysize= 0, flags= 0x4
00: 02: 23: | PSEC(create_sa): sa created,

(sa) sa_dest= 172.16.172.69, sa_prot= 50,

sa_spi = 0xC526D02(206728450),

sa_trans= esp-des esp-nd5-hmac , sa_conn_id= 2000

00: 02: 23: | PSEC(create_sa): sa created,

(sa) sa_dest= 172.16.172.52, sa_prot= 50,

sa_spi = 0xFA8261EB(4202848747),

sa_trans= esp-des esp-nd5-hmac , sa_conn_id= 2001

00: 02:31: | SAKMP (0:2): sending packet to 172.16.172.52 (R) QV.IDLE
00: 02:31: | SAKMP (0:2): purging node -2051070354

00: 02: 31: | SAKMP (0:2): Input = | KE MESG FROM TI MER, | KE_TI MER_| M ALI VE
Od State = | KE_P1_COVWLETE New State = | KE_P1_COVPLETE

00: 02:31: | SAKMP (0:2): received packet from 172.16.172.52 (R} QV.IDLE
00: 02:31: | SAKMP (0:2): processing HASH payl oad. nmessage | D = -739583249
00: 02:31: | SAKMP (0:2): processing NOTIFY | TS _ALI VE_ACK protocol 1
spi 0, nmessage | D = -739583249, sa = 62DF5324
00:02:31: | SAKMP (0:2): peer 172.16.172.52 is alive!
00:02:31: | SAKMP (0:2): deleting node -739583249 error
FALSE reason "informational (in) state 1"
00: 02: 31: | SAKMP (0:2): Input = | KE_MESG FROM PEER, | KE_I NFO_NOTI FY
ad State = | KE_P1_COWPLETE New State = | KE_P1_COWPLETE

Memorizzazione nella cache CRL (Certificate Revocation List) sui router

SJVPN#show crypto ca crls

CRL I ssuer Nane:

QU = sjvpn, O = cisco, C = us

Last Update: 00:57:38 UTC Jan 14 2002
Next Updat e: 01:57:38 UTC Jan 15 2002
Retrieved from CRL Distribution Point:



LDAP: CN = CRL1, QU = sjvpn, O = cisco, C = us
SJhub#show crypto ca crls

CRL I ssuer Nane:

QU = sjvpn, O = cisco, C = us

Last Update: 00:57:38 UTC Jan 14 2002

Next Updat e: 01:57:38 UTC Jan 15 2002
Retrieved from CRL Distribution Point:

LDAP: CN = CRL1, QU = sjvpn, O = cisco, C = us

Certificati da un server CA Microsoft

| seguenti debug sono stati raccolti su SJPKI e SJhub durante la negoziazione IKE. Dopo aver
controllato il primo payload CERT_REQ, SJPKI trova gia i certificati corrispondenti nel proprio
database, pertanto non continua a cercare nel secondo payload CERT_REQ. In questo caso, per
l'autenticazione IKE vengono utilizzati i certificati del server CA Microsoft.

. Debug raccolti su SJPKI
. Debug raccolti su SJhub

Debug raccolti su SJPKI

2d21h: |1 PSEC(sa_request): ,

(key eng. msg.) src= 172.16.172.10, dest= 172.16.172.69,

src_proxy= 10.1. 1.0/ 255. 255. 255.0/0/0 (type=4),

dest _proxy= 20.1.1.0/255.255.255.0/0/0 (type=4),

protocol = ESP, transform= esp-des esp-nd5-hnac ,

I'i fedur= 3600s and 4608000kb,

spi = 0xE8559075(3897921653), conn_id= 0, keysize= 0, flags= 0x4004
2d21h: | SAKMP: received ke nessage (1/1)

2d21h: | SAKMP: | ocal port 500, renpte port 500

2d21h: 1 SAKMP (0:1): Input = | KE_MESG FROM | PSEC, | KE_SA REQ MM

Od State = | KE_ READY New State = |KE | _MML

2d21h: 1 SAKMP (0:1): begi nning Main Mbde exchange

2d21h: 1 SAKMP (0:1): sending packet to 172.16.172.69 (1) MV NO STATE
2d21h: 1 SAKMP (0:1): received packet from 172.16.172.69 (1) MV NO STATE
2d21h: 1 SAKMP (0:1): Input = | KE_MESG FROM PEER, | KE_MM EXCH

Od State = IKEI_MVL New State = IKE_ | _M2

2d21h: 1 SAKMP (0:1): processing SA payload. nmessage ID =0
2d21h: 1 SAKMP (0:1): Checking | SAKMP transform 1 against priority 1 policy
2d21h: | SAKMP: encryption DES-CBC
2d21h: | SAKMP: hash MD5
2d21h: | SAKMP: default group 1
2d21h: | SAKMP: auth RSA sig
2d21h: 1 SAKMP: life type in seconds
2d21h: 1 SAKMP: life duration (VPI) of 0x0O Ox1 Ox51 0x80
2d21h: 1 SAKMP (0:1): atts are acceptable. Next payload is O
2d21h: 1 SAKMP (0:1): SA is doing RSA signature authentication
using id type I D FQDN
2d21h: 1 SAKMP (0:1): Input = | KE_MESG | NTERNAL, | KE_PROCESS MAI N_MODE
Od State = IKEI_MW New State = IKE_ | _M2

2d21h: | SAKMP (0:1): sending packet to 172.16.172.69 (1) MV SA SETUP
2d21h: | SAKMP (0:1): Input = | KE_MESG | NTERNAL, |KE_PROCESS COWMPLETE
Od State = IKEI_MR New State = I KE_ | _MB

2d21h: |1 SAKMP (0:1): received packet from 172.16.172.69 (1) MV SA SETUP
2d21h: 1 SAKMP (0:1): Input = | KE_MESG FROM PEER, | KE_MM EXCH
Od State = IKE | _MVB New State = |KE | _Mw4



2d21h: | SAKMP (0:1): processing KE payl oad. message ID =0
2d21h: . 111!
Success rate is 80 percent (4/5), round-trip mn/avg/max = 1/3/4 s
SIPKI # | SAKMP (0: 1): processi ng NONCE payl oad. nmessage ID =0
2d21h: | SAKMP (0:1): SKEYID state generated
2d21h: ISAKMP (0:1): processing CERT_REQ payload. message ID = 0
2d21h: ISAKMP (0:1): peer wants a CT_X509_SIGNATURE cert
2d21h: ISAKMP (0:1): peer want cert issued by CN = SJPKICA,
OU = SJPKI, O = SJTAC, L = SAN JOSE, ST = CA, C = US
2d21h: ISAKMP (0:1): already have a matching cert for this peer.
Finish processing cert req.
2d21h: | SAKMP (0: 1): processing vendor id payl oad
2d21h: | SAKMP (0:1): speaking to another |GCS box!
2d21h: | SAKMP (0:1): Input = | KE_MESG | NTERNAL, |KE_PROCESS MAI N_MODE
ad State = |KE_I_MW New State = | KE_| _MW4

2d21h: | SAKMP (1): | D payl oad

next - payl oad : 6

type : 2

protocol : 17

port : 500

length : 15

2d21h: | SAKMP (1): Total payload length: 19

2d21h: | SKAMP: growi ng send buffer from 1024 to 3072

2d21h: | SAKMP (0:1): sending packet to 172.16.172.69 (1) MV _KEY_EXCH
2d21h: | SAKMP (0:1): Input = | KE_MESG | NTERNAL, |KE_PROCESS COWPLETE
ad State = IKE_|_MW New State = I KE_| _Mvb

2d21h: | SAKMP (0:1): received packet from 172.16.172.69 (1) MV KEY_EXCH
2d21h: | SAKMP (0:1): Input = | KE_MESG FROM PEER, | KE_MVI EXCH
Od State = | KE_| _MVb New State = UNKNOMN

2d21h: | SAKMP (0:1): processing |ID payl oad. message ID =0
2d21h: ISAKMP (0:1): processing CERT payload. message ID = 0
2d21h: ISAKMP (0:1): processing a CT_X509_SIGNATURE cert
2d21h: CRYPTO_PKI: status = 0: crl check ignored
2d21h: CRYPTO_PKI: WARNING: Certificate, private key

or CRL was not found while selecting CRL

2d21h: CRYPTO_PKI: cert revocation status unknown.
2d21h: ISAKMP (0:1): cert approved with warning
2d21h: ISAKMP (0:1): processing SIG payload. message ID = 0
2d21h: ISAKMP (1): sa->peer.name = , sa->peer_id.id.id fqdn.fqgdn

= SJhub.sjtac.com
2d21h: | SAKMP: recei ved payl oad type 14
2d21h: | SAKMP (0:1): processing keep alive: proposal =10/2 sec.,

actual =10/ 2 sec.
2d21h: | SAKMP (0:1): peer knows about the keepalive extension mechani sm
2d21h: | SAKMP (0:1): read keepalive extended attribute VPI: /0x2/0x4
2d21h: | SAKMP (0:1): peer keepalives capabilities: 0x1
2d21h: | SAKMP (0:1): SA has been authenticated with 172.16.172. 69
2d21h: | SAKMP (0:1): Input = | KE_MESG | NTERNAL, |KE_PROCESS MAI N_MODE
O d State = UNKNOMN New State = UNKNOWN

2d21h: | SAKMP (0:1): Input = | KE_MESG | NTERNAL, |KE_PROCESS COWPLETE
Od State = UNKNOAN New State = | KE_P1_COVPLETE

2d21h: | SAKMP (0:1): begi nning Quick Mdde exchange, MID of -1644677681

2d21h: | SAKMP (0:1): sending packet to 172.16.172.69 (1) QV.IDLE

2d21h: | SAKMP (0:1): Node -1644677681, Input = | KE_MESG | NTERNAL, |KE_|IN T_QM
dd State = | KE_QV READY New State = | KE_ QM | _QWL

2d21h: | SAKMP (0:1): Input = | KE_MESG | NTERNAL, |KE_PHASE1_ COMPLETE
Od State = | KE_P1_COMPLETE New State = | KE_P1_COMPLETE



2d21h: | SAKMP (0:1): received packet from 172.16.172.69 (1) QV.IDLE

2d21h: | SAKMP (0:1): processing HASH payl oad. nessage |ID = -1644677681

2d21h: | SAKMP (0:1): processing SA payl oad. nessage |ID = -1644677681
2d21h: | SAKMP (0:1): Checking | PSec proposal 1

2d21h: | SAKMP: transform 1, ESP_DES

2d21h: | SAKMP: attributes in transform

2d21h: | SAKMP: encaps is 1

2d21h: | SAKMP: SA life type in seconds

2d21h: | SAKMP: SA life duration (basic) of 3600

2d21h: I SAKMP: SA life type in kil obytes

2d21h: |1 SAKMP: SA life duration (VPI) of Ox0O Ox46 0x50 0xO0
2d21h: | SAKMP: authenticator is HVAC MD5

2d21h: | SAKMP (0:1): atts are acceptable

2d21h: | PSEC(val i date_proposal _request): proposal part #1,
(key eng. nsg.) dest= 172.16.172.69, src= 172.16.172.10,
dest _proxy= 20.1. 1.0/ 255. 255. 255.0/0/0 (type=4),
src_proxy= 10. 1. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),

protocol = ESP, transform esp-des esp-nd5- hmac

|'i fedur= 0s and Okb,

spi = 0x0(0), conn_id= 0, keysize= 0, flags= Ox4

2d21h: | SAKMP (0:1): processi ng NONCE payl oad. nmessage |ID = -1644677681

2d21h: | SAKMP (0:1): processing | D payl oad. nessage |ID = -1644677681
2d21h: | SAKMP (0:1): processing | D payl oad. nessage |ID = -1644677681
2d21h: | SAKMP (0:1): Creating | PSec SAs
2d21h: inbound SA from 172.16.172.69 to 172.16.172.10
(proxy 20.1.1.0 to 10.1.1.0)
2d21h: has spi 0xE8559075 and conn_id 2029 and fl ags 4
2d21h: lifetine of 3600 seconds
2d21h: lifetine of 4608000 kil obytes
2d21h: outbound SA from 172.16.172.10 to 172.16.172. 69
(proxy 10.1.1.0 to 20.1.1.0)
2d21h: has spi -889328648 and conn_id 2030 and fl ags 4
2d21h: lifetine of 3600 seconds
2d21h: lifetine of 4608000 kil obytes
2d21h: | PSEC(key_engine): got a queue event..
2d21h: I PSEC(initialize_sas):
(key eng. nmsg.) dest= 172.16.172.10, src= 172.16.172.69,
dest _proxy= 10. 1. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
src_proxy= 20.1.1.0/255.255.255.0/0/0 (type=4),
protocol = ESP, transform esp-des esp-nd5- hmac
|'i fedur= 3600s and 4608000kb
spi = 0xE8559075(3897921653), conn_i d= 2029, keysize= 0, flags= 0x4
2d21h: I PSEC(initialize_sas):
(key eng. nmsg.) src= 172.16.172.10, dest= 172.16.172.69,
src_proxy= 10. 1. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
dest _proxy= 20.1. 1.0/ 255. 255. 255.0/0/0 (type=4),
protocol = ESP, transform esp-des esp-nd5- hmac
|'i fedur= 3600s and 4608000kb
spi = OxCAFDEBF8(3405638648), conn_i d= 2030, keysize= 0, flags= 0x4
2d21h: | PSEC(create_sa): sa created,
(sa) sa_dest= 172.16.172.10, sa_prot= 50,
sa_spi = 0xE8559075(3897921653),
sa_trans= esp-des esp-nd5-hmac , sa_conn_id= 2029
2d21h: | PSEC(create_sa): sa created,
(sa) sa_dest= 172.16.172.69, sa_prot= 50,
sa_spi = OxCAFDEBF8(3405638648),
sa_trans= esp-des esp-nd5-hmac , sa_conn_id= 2030
2d21h: | SAKMP (0:1): sending packet to 172.16.172.69 (1) QV.IDLE
2d21h: | SAKMP (0:1): deleting node -1644677681 error FALSE reason ""
2d21h: | SAKMP (0:1): Node -1644677681, |nput = | KE_MESG FROM PEER
| KE_QM _EXCH
Od State = |IKE QM | _QVL New State = | KE_QV PHASE2_COWVPLETE



SIPKI #
2d22h: | SAKMP (0:1): received packet from 172.16.172.69 (1) QV.IDLE
2d22h: | SAKMP (0: 1): processing HASH payl oad. nessage | D = -2115263482
2d22h: | SAKMP (0: 1): processing NOTIFY | TS _ALI VE protocol 1
spi 0, message ID = -2115263482, sa = 6335D814
2d22h: | SAKMP (0:1): deleting node -2115263482 error
FALSE reason "informational (in) state 1"
2d22h: | SAKMP (0:1): Input = | KE_MESG FROM PEER, |KE_I NFO _NOTI FY
ad State = | KE_P1_COVPLETE New State = | KE_P1_COVPLETE

2d22h: | SAKMP (0: 1): sending packet to 172.16.172.69 (1) QV.IDLE
2d22h: | SAKMP (0: 1): purging node -1850875331
2d22h: | SAKMP (0:1): Input = | KE_ MESG FROM PEER, | KE_MESG KEEP_AL| VE

SIPKI#0 d State = | KE_P1_COVPLETE New State = | KE_P1_COMPLETE
Debug raccolti su SJhub

SJhub#

00: 07:26: | SAKMP (0:0): received packet from 172.16.172.10 (N) NEW SA
00: 07: 26: | SAKMP: | ocal port 500, renmpote port 500

00: 07: 26: | SAKMP (0:3): Input = | KE_MESG FROM PEER, |KE_MM EXCH

O d State = | KE_READY New State = | KE_R_MVL

00: 07: 26: | SAKMP (0:3): processing SA payload. nessage ID =0

00: 07:26: | SAKMP (0:3): Checking | SAKMP transform 1 against priority 1 policy
00: 07: 26: | SAKMP: encrypti on DES- CBC

00: 07: 26: | SAKMP: hash MD5

00: 07: 26: | SAKMP: default group 1

00: 07: 26: | SAKMP: auth RSA sig

00: 07:26: | SAKMP: life type in seconds

00:07:26: | SAKMP: life duration (VPI) of 0x0O Ox1 O0x51 0x80

00: 07:26: | SAKMP (0:3): atts are acceptable. Next payload is 3

00: 07: 26: | SAKMP (0:3): Input = | KE_MESG | NTERNAL, | KE_PROCESS_MAI N_MODE
ad State = IKE.R_ ML New State = | KE_R_MVL

00: 07:26: | SAKMP (0:3): SA is doing RSA signature authentication

using id type I D_FQN
00: 07: 26: | SAKMP (0:3): sending packet to 172.16.172.10 (R} MV_SA SETUP
00: 07: 26: | SAKMP (0:3): Input = | KE_ MESG | NTERNAL, | KE_PROCESS COVPLETE
ad State = IKER ML New State = | KE_.R_ M\R

00: 07: 26: | SAKMP (0:3): received packet from 172.16.172.10 (R} MV_SA SETUP
00: 07: 26: | SAKMP (0:3): Input = | KE_ MESG FROM PEER, | KE_MM EXCH
ad State = IKER M2 New State = | KE_.R_ M\B

00: 07: 26: | SAKMP (0:3): processing KE payl oad. nessage ID =0
00: 07: 26: | SAKMP (0:3): processi ng NONCE payl oad. nmessage ID =0
00: 07:26: | SAKMP (0:3): SKEYID state generated
00:07:26: ISAKMP (0:3): processing CERT REQ payload. message ID = 0
00:07:26: ISAKMP (0:3): peer wants a CT_X509_SIGNATURE cert
00:07:26: ISAKMP (0:3): peer want cert issued by CN = SJPKICA,

OU = SJPKI, O = SJTAC, L = SAN JOSE, ST = CA, C = US
00: 07: 26: | SAKMP (0:3): processing vendor id payl oad
00: 07: 26: | SAKMP (0:3): speaking to another |0OS box!
00: 07: 26: | SAKMP (0:3): Input = | KE_MESG | NTERNAL, | KE_PROCESS_MAI N_MODE
ad State = IKE_R_MVB New State = | KE_R_MvB

00: 07: 26: | SAKMP (0:3): sending packet to 172.16.172.10 (R} MV _KEY_EXCH
00: 07: 26: | SAKMP (0:3): Input = | KE_ MESG | NTERNAL, | KE PROCESS COVPLETE
Od State = IKE.R MMB New State = | KE_ R M4

00: 07: 26: | SAKMP (0:3): received packet from 172.16.172.10 (R) MM _KEY_EXCH



00: 07:26: | SAKMP (0:3): Input = | KE_ MESG FROM PEER, | KE_MM EXCH
Od State = IKE R MM New State = | KE R MVb

00: 07:26: | SAKMP (0:3): processing | D payload. nessage ID =0
00:07:26: ISAKMP (0:3): processing CERT payload. message ID = 0
00:07:26: ISAKMP (0:3): processing a CT X509_SIGNATURE cert
00:07:26: CRYPTO_PKI: status = 0: crl check ignored
00:07:26: CRYPTO_PKI: WARNING: Certificate, private key

or CRL was not found while selecting CRL

00:07:26: CRYPTO_PKI: cert revocation status unknown.
00:07:26: ISAKMP (0:3): cert approved with warning
00:07:26: ISAKMP (0:3): processing SIG payload. message ID = 0
00:07:26: ISAKMP (3): sa->peer.name = , sa->peer_id.id.id fqdn.fqgdn
= SJPKI.sjtac
00: 07: 26: | SAKMP: recei ved payl oad type 14
00: 07:26: | SAKMP (0:3): processing keep alive: proposal =10/2 sec.,
actual =10/ 2 sec.
00: 07:26: | SAKMP (0:3): peer knows about the keepalive extension nechani sm
00: 07:26: | SAKMP (0:3): read keepalive extended attribute VPI: /0x2/0x4
00: 07:26: | SAKMP (0:3): peer keepalives capabilities: Ox1
00: 07:26: | SAKMP (0:3): SA has been authenticated with 172.16.172.10
00: 07: 26: | SAKMP (0:3): Input = | KE_MESG | NTERNAL, | KE_PROCESS_MAI N_MODE
ad State = IKE_R_ MW New State = | KE_R_Mvb

00: 07: 26: | SAKMP (3): |ID payl oad

next - payl oad : 6

type : 2

protocol : 17

port : 500

length : 19

00: 07:26: | SAKMP (3): Total payload |length: 23

00: 07: 26: | SKAMP: grow ng send buffer from 1024 to 3072

00: 07: 26: | SAKMP (0:3): sending packet to 172.16.172.10 (R} QV.IDLE
00: 07: 26: | SAKMP (0:3): Input = | KE_MESG | NTERNAL, | KE_PROCESS_COVPLETE
ad State = IKE_LR_ MWb New State = | KE_P1_COVPLETE

00: 07: 26: | SAKMP (0:3): received packet from 172.16.172.10 (R} QV.IDLE

00: 07: 26: | SAKMP (0:3): processing HASH payl oad. message |ID = -1644677681

00: 07: 26: | SAKMP (0:3): processing SA payl oad. message |ID = -1644677681

00: 07: 26: | SAKMP (0:3): Checking | PSec proposal 1

00: 07: 26: | SAKMP: transform 1, ESP_DES

00: 07:26: | SAKMP: attributes in transform

00: 07: 26: | SAKMP: encaps is 1

00: 07:26: | SAKMP: SA life type in seconds

00: 07:26: | SAKMP: SA life duration (basic) of 3600

00:07:26: |ISAKMP: SA life type in kil obytes

00:07:26: | SAKMP: SA life duration (VPlI) of Ox0 0x46 0x50 O0xO

00: 07: 26: | SAKMP: aut henticator is HVAC MD5

00: 07:26: | SAKMP (0:3): atts are acceptable.

00: 07: 26: | PSEC(val i dat e_proposal _request): proposal part #1,

(key eng. nmsg.) dest= 172.16.172.69, src= 172.16.172.10,

dest _proxy= 20.1. 1.0/ 255. 255. 255.0/0/0 (type=4),

src_proxy= 10. 1. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),

protocol = ESP, transfornr esp-des esp-nd5-hmac ,

|'i fedur= 0s and Okb,

spi = 0x0(0), conn_id= 0, keysize= 0, flags= Ox4

00: 07: 26: | SAKMP (0: 3): processi ng NONCE payl oad. nessage |ID = -1644677681

00: 07: 26: | SAKMP (0:3): processing |ID payl oad. message |ID = -1644677681

00: 07: 26: | SAKMP (3): | D_I PV4_ADDR SUBNET src 10.1.1.0/255. 255. 255. 0
prot O port O

00: 07: 26: | SAKMP (0:3): processing |ID payl oad. message |ID = -1644677681

00: 07: 26: | SAKMP (3): | D_|I PV4_ADDR SUBNET dst 20.1.1.0/255.255.255.0
prot O port O



00: 07:26: | SAKMP (0:3): asking for 1 spis fromipsec
00: 07: 26: | SAKMP (0: 3): Node -1644677681,

I nput = | KE_MESG_FROM PEER, | KE_QM EXCH
ad State = | KE_ QM READY New State = | KE_QM SPI _STARVE

00: 07: 26: | PSEC(key_engi ne): got a queue event...

00: 07: 26: | PSEC(spi _response): getting spi 3405638648 for SA

from172.16.172.10 to 172.16.172.69 for prot 3

00: 07: 26: | SAKMP: recei ved ke nessage (2/1)

00: 07:27: |1 SAKMP (0:3): sending packet to 172.16.172.10 (R} QV.IDLE

00: 07: 27: | SAKMP (0: 3): Node -1644677681, |nput = | KE_MESG FROM | PSEC,
| KE_SPI _REPLY

ad State = | KE_ QM SPI _STARVE New State = | KE_QV R QW

00: 07:27: |1 SAKMP (0:3): received packet from 172.16.172.10 (R} QV.IDLE
00: 07:27: |1 SAKMP (0:3): Creating | PSec SAs
00: 07: 27: inbound SA from 172.16.172.10 to 172.16.172. 69
(proxy 10.1.1.0 to 20.1.1.0)
00: 07: 27: has spi OxCAFDEBF8 and conn_id 2002 and fl ags 4
00: 07:27: lifetine of 3600 seconds
00:07:27: lifetime of 4608000 kil obytes
00: 07: 27: out bound SA from 172.16.172.69 to 172.16.172.10
(proxy 20.1.1.0 to 10.1.1.0)
00: 07: 27: has spi -397045643 and conn_id 2003 and fl ags 4
00: 07:27: lifetine of 3600 seconds
00:07:27: lifetime of 4608000 kil obytes
00: 07:27: |1 SAKMP (0:3): deleting node -1644677681 error
FALSE reason "qui ck node done (await()"
00: 07: 27: | SAKMP (0: 3): Node -1644677681, |nput = | KE MESG FROM PEER,
| KE_QM _EXCH
Od State = IKE QMR QW2 New State = | KE_QV PHASE2_COWVPLETE

00: 07: 27: | PSEC(key_engi ne): got a queue event...

00:07:27: IPSEC(initialize_sas): ,

(key eng. nsg.) dest= 172.16.172.69, src= 172.16.172.10,

dest _proxy= 20.1. 1.0/ 255. 255. 255.0/0/0 (type=4),

src_proxy= 10. 1. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),

protocol = ESP, transfornr esp-des esp-nd5-hmac ,

|'i fedur= 3600s and 4608000kb,

spi = OxCAFDEBF8(3405638648), conn_i d= 2002, keysize= 0, flags= 0x4
00:07:27: IPSEC(initialize_sas): ,

(key eng. nmsg.) src= 172.16.172.69, dest= 172.16.172. 10,
src_proxy= 20.1.1.0/255.255.255.0/0/0 (type=4),

dest _proxy= 10. 1. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),

protocol = ESP, transfornr esp-des esp-nd5-hmac ,

|'i fedur= 3600s and 4608000kb,

spi = 0xE8559075(3897921653), conn_i d= 2003, keysize= 0, flags= 0x4
00: 07: 27: | PSEC(create_sa): sa created,

(sa) sa_dest= 172.16.172.69, sa_prot= 50,

sa_spi = OxCAFDEBF8(3405638648),

sa_trans= esp-des esp-nd5-hmac , sa_conn_id= 2002

00: 07: 27: | PSEC(create_sa): sa created,

(sa) sa_dest= 172.16.172.10, sa_prot= 50,

sa_spi = 0xE8559075(3897921653),

sa_trans= esp-des esp-nd5-hmac , sa_conn_id= 2003

00: 07:30: | SAKMP (0:2): sending packet to 172.16.172.52 (R) QV.IDLE
00: 07:30: | SAKMP (0:2): purging node -652282805

00: 07: 30: | SAKMP (0:2): Input = | KE_ MESG FROM TI MER, | KE_TI MER_| M ALI VE
Od State = | KE_P1_COWLETE New State = | KE_P1_COVPLETE

00: 07:30: | SAKMP (0:2): received packet from 172.16.172.52 (R} QV.IDLE
00: 07:30: | SAKMP (0:2): processing HASH payl oad. nmessage | D = 564680579
00: 07:30: | SAKMP (0:2): processing NOTIFY | TS _ALI VE_ACK protocol 1

spi 0, message | D = 564680579, sa = 62DF5324



00: 07:30: | SAKMP (0:2): peer 172.16.172.52 is alive!
00: 07:30: | SAKMP (0:2): del eting node 564680579 error
FALSE reason "informational (in) state 1"
00: 07: 30: | SAKMP (0:2): Input = | KE_ MESG FROM PEER, | KE_| NFO_NOTI FY
Od State = | KE_P1_COVWLETE New State = | KE_P1_COVPLETE

00: 07:32: | SAKMP (0:2): purging node 1414513005

00: 07:36: | SAKMP (0:3): sending packet to 172.16.172.10 (R} QV.IDLE

00: 07:36: | SAKMP (0:3): purging node -2115263482

00: 07: 36: | SAKMP (0:3): Input = | KE MESG FROM TI MER, | KE_TI MER_| M ALI VE
Od State = | KE_P1_COVWLETE New State = | KE_P1_COVPLETE

00: 07:36: | SAKMP (0:3): received packet from 172.16.172.10 (R} QV.IDLE
00: 07:36: | SAKMP (0:3): processing HASH payl oad. message | D = -1850875331
00: 07:36: | SAKMP (0:3): processing NOTIFY | TS _ALI VE_ACK protocol 1
spi 0, message I D = -1850875331, sa = 63338630
00: 07:36: | SAKMP (0:3): peer 172.16.172.10 is alive!
00: 07:36: | SAKMP (0:3): deleting node -1850875331 error
FALSE reason "informational (in) state 1"
00: 07:36: | SAKMP (0:3): Input = | KE_MESG FROM PEER, | KE_I NFO_NOTI FY
ad State = | KE_P1_COWPLETE New State = | KE_P1_COWPLETE

00: 07:40: | SAKMP (0:2): received packet from 172.16.172.52 (R} QV.IDLE
00: 07:40: | SAKMP (0:2): processing HASH payl oad. message | D = 2075099983
00: 07:40: |1 SAKMP (0:2): processing NOTIFY | TS _ALI VE protocol 1
spi 0, nmessage | D = 2075099983, sa = 62DF5324
00: 07:40: | SAKMP (0:2): deleting node 2075099983 error
FALSE reason "informational (in) state 1"
00: 07:40: | SAKMP (0:2): Input = | KE_MESG FROM PEER, | KE_I NFO_NOTI FY
ad State = | KE_P1_COWPLETE New State = | KE_P1_COWPLETE

00: 07:40: | SAKMP (0:2): sending packet to 172.16.172.52 (R) QV.IDLE

00: 07:40: | SAKMP (0:2): purging node 1356214450

00: 07: 40: | SAKMP (0:2): Input = | KE_ MESG FROM PEER, | KE_MESG KEEP_AL| VE
Od State = | KE_P1_COVWLETE New State = | KE_P1_COVPLETE

Mostra output comando

Epossibile utilizzare il comando show crypto ipsec sa per verificare le associazioni di sicurezza
ISAKMP e IPSec sui router dopo la negoziazione dei tunnel. Di seguito € riportato un esempio di
output.

SJhub#show crypto isakmp sa

dst src state conn-id sl ot
172.16.172.69 172.16.172.10 QM IDLE 3 O
172.16.172.69 172.16.172.52 QM IDLE 2 O

SJhub#show crypto ipsec sa

interface: Ethernet4/0
Crypto map tag: vpn, local addr. 172.16.172.69

local ident (addr/mask/prot/port): (20.1.1.0/255.255.255.0/0/0)

remote ident (addr/mask/prot/port): (10.1.1.0/255.255.255.0/0/0)
current_peer: 172.16.172.10

PERMIT, flags={origin is_acl,}

#pkts encaps: 4, #pkts encrypt: 4, #pkts digest 4

#ipkts decaps: 4, #pkts decrypt: 4, #pkts verify 4

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not conpressed: 0, #pkts conpr. failed: 0, #pkts deconpress failed: 0
#send errors 0, #recv errors O



local crypto endpt.: 172.16.172.69, renpte crypto endpt.: 172.16.172.10
path mu 1500, media ntu 1500
current outbound spi: E8559075

i nbound esp sas:

spi: OxCAFDEBF8(3405638648)

transform esp-des esp-nd5-hmac

in use settings ={Tunnel, }

slot: 0, conn id: 2002, flow.id: 3, crypto map: vpn

sa timng: remaining key lifetime (k/sec): (4607998/3434)
1V size: 8 bytes

repl ay detection support: Y

i nbound ah sas:
i nbound pcp sas:

out bound esp sas:

spi: O0xE8559075(3897921653)

transform esp-des esp-nd5-hmac

in use settings ={Tunnel, }

slot: 0, conn id: 2003, flow.id: 4, crypto map: vpn

sa timng: remaining key lifetime (k/sec): (4607999/3434)
1V size: 8 bytes

repl ay detection support: Y

out bound ah sas:

out bound pcp sas:

local ident (addr/mask/prot/port): (20.1.1.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (50.1.1.0/255.255.255.0/0/0)
current_peer: 172.16.172.52

PERMIT, flags={origin_is_acl,}

#pkts encaps: 2, #pkts encrypt: 2, #pkts digest 2

#ipkts decaps: 2, #pkts decrypt: 2, #pkts verify 2

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 0, #pkts conpr. failed: 0, #pkts deconpress failed

#send errors 0, #recv errors O

local crypto endpt.: 172.16.172.69, renpte crypto endpt.: 172.16.172.52
path mu 1500, media ntu 1500
current outbound spi: FA8261EB

i nbound esp sas:

spi: 0xC526D02(206728450)

transform esp-des esp-nd5- hmac

in use settings ={Tunnel, }

slot: 0, conn id: 2000, flow.id: 1, crypto map: vpn

sa timng: remaining key lifetime (k/sec): (4607999/3108)
IV size: 8 bytes

repl ay detection support: Y

i nbound ah sas:
i nbound pcp sas:

out bound esp sas:

spi: OxFA8261EB(4202848747)

transform esp-des esp-nd5-hmac

in use settings ={Tunnel, }

slot: 0, conn id: 2001, flow.id: 2, crypto map: vpn

0



sa timng: remaining key lifetime (k/sec):
1V size: 8 bytes

repl ay detection support: Y

out bound ah sas:

out bound pcp sas:

SJVPN#show crypto isakmp sa

dst src state conn-id slot

172.16.172.69 172.16.172.52 QM IDLE 2 0

SJVPN#show crypto ipsec sa

interface: Ethernet1/0

(4607999/ 3108)

Crypto map tag: vpn, local addr. 172.16.172.52

local ident (addr/mask/prot/port): (50.1.1.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (20.1.1.0/255.255.255.0/0/0)

current_peer: 172.16.172.69
PERMIT, flags={origin_is_acl,}

#pkts encaps: 2, #pkts encrypt: 2, #pkts digest 2
#pkts decaps: 2, #pkts decrypt: 2, #pkts verify 2

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0, #pkts decompress failed: 0

#send errors 3, #recv errors 0

local crypto endpt.: 172.16.172.52, renpte crypto endpt.: 172.16.172.69

path mu 1500, nmedia ntu 1500
current outbound spi: C526D02

i nbound esp sas:

spi: OxFA8261EB(4202848747)
transform esp-des esp-nd5-hmac
in use settings ={Tunnel, }

slot: 0, conn id: 2029, flow.id: 1, crypto map: vpn

sa timng: remaining key lifetime (k/sec):
1V size: 8 bytes
repl ay detection support: Y

i nbound ah sas:

i nbound pcp sas:

out bound esp sas:

spi: 0xC526D02(206728450)

transform esp-des esp-nd5- hmac
in use settings ={Tunnel, }

(4607999/ 3398)

slot: 0, conn id: 2030, flow.id: 2, crypto map: vpn

sa timng: remaining key lifetime (k/sec):
IV size: 8 bytes

repl ay detection support: Y

out bound ah sas:

out bound pcp sas:

SJPKI #show crypto isa sa

dst src state conn-id slot

172.16.172.69 172.16.172.10 QMIDLE 1 O

SJPKI #show crypto ipsec sa

(4607999/ 3389)



interface: Ethernet1/0
Crypto map tag: vpn, local addr. 172.16.172.10

local ident (addr/mask/prot/port): (10.1.1.0/255.255.255.0/0/0)

remote ident (addr/mask/prot/port): (20.1.1.0/255.255.255.0/0/0)
current_peer: 172.16.172.69

PERMIT, flags={origin_is_acl,}

#ipkts encaps: 7, #pkts encrypt: 7, #pkts digest 7

#pkts decaps: 7, #pkts decrypt: 7, #pkts verify 7

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0, #pkts decompress failed: 0
#send errors 3, #recv errors 0

local crypto endpt.: 172.16.172.10, renpte crypto endpt.: 172.16.172.69
path mu 1500, media ntu 1500
current outbound spi: CAFDEBF8

i nbound esp sas:

spi: O0xE8559075(3897921653)

transform esp-des esp-nd5-hmac

in use settings ={Tunnel, }

slot: 0, conn id: 2029, flow.id: 1, crypto map: vpn

sa timng: remaining key lifetime (k/sec): (4607998/3308)
1V size: 8 bytes

repl ay detection support: Y

i nbound ah sas:
i nbound pcp sas:

out bound esp sas:

spi : OxCAFDEBF8(3405638648)

transform esp-des esp-nd5-hmac

in use settings ={Tunnel, }

slot: 0, conn id: 2030, flow.id: 2, crypto map: vpn

sa timng: remaining key lifetime (k/sec): (4607999/3308)
1V size: 8 bytes

repl ay detection support: Y

out bound ah sas:

out bound pcp sas:

Informazioni correlate

. Pagine di supporto dei prodotti IP Security (IPSec)
- Supporto techico — Cisco Systems
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