Come configurare un IPSec da LAN a LAN tra un
router e un PIX utilizzando certificati digitali
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Introduzione

In questo documento viene spiegato come configurare un router Cisco e un Cisco Secure PIX
Firewall per implementare un IPSec da LAN a LAN con certificati digitali. Per ottenere questa
configurazione, € necessario eseguire le attivita seguenti:

1. Configurare il router e il PIX.

2. Ottenere i certificati digitali sul router e sul PIX.

3. Configurare i criteri IKE e IPSec sul router e sul PIX e definire il traffico (traffico di interesse)
da crittografare con IPSec tramite un elenco degli accessi.



Operazioni preliminari

Convenzioni

Per ulteriori informazioni sulle convenzioni usate, consultare il documento Cisco sulle convenzioni
nei suggerimenti tecnici.

Prerequisiti

Non sono previsti prerequisiti specifici per questo documento.

Componenti usati

Le informazioni fornite in questo documento si basano sulle versioni software e hardware riportate
di seqguito.

- Cisco 1700 Router

. Software Cisco IOS® versione 12.2(6)

- Cisco PIX Firewall 520

- PIX Firewall versione 6.0.1.
Le informazioni discusse in questo documento fanno riferimento a dispositivi usati in uno specifico
ambiente di emulazione. Su tutti i dispositivi menzionati nel documento la configurazione € stata
ripristinata ai valori predefiniti. Se la rete € operativa, valutare attentamente eventuali
conseguenze derivanti dall'uso dei comandi.

Nozioni di base

Nell'esempio, l'indirizzo di rete dell'host A (indirizzo di origine) e l'indirizzo di rete dell'host B
(indirizzo di destinazione) sono stati definiti come traffico che IPSec crittografera sul PIX. L'elenco
degli accessi sul router € I'immagine speculare dell'elenco degli accessi sul PIX.

Il PIX e il router sono stati configurati in modo che gli host residenti sulla LAN interna dei due
dispositivi utilizzino i propri indirizzi privati durante I'attraversamento del tunnel IPSec. Sul PIX, i
comandi access-list e nat 0 funzionano insieme. Quando I'host A sulla rete 192.168.4.0 passa alla
rete 1.1.1.0, I'elenco degli accessi consente di crittografare il traffico di rete 192.168.4.0 senza
NAT (Network Address Translation). Tuttavia, quando gli stessi utenti si spostano altrove,
vengono convertiti nell'indirizzo 172.16.172.57 tramite Port Address Translation (PAT). Sul router,
i comandi route-map e access-list permettono di crittografare il traffico di rete 1.1.1.0 senza NAT.
Tuttavia, quando lo stesso host B viene spostato altrove, vengono convertiti nell'indirizzo
172.16.172.39 tramite PAT.

Per verificare la configurazione, € stato eseguito il ping tra I'nost A dietro il firewall PIX e I'host B
dietro il router. Quando il pacchetto IP € arrivato al firewall P1X, corrispondeva all'elenco degli
accessi e ha quindi avviato la negoziazione IPSec. Pertanto, il PIX & l'iniziatore e il router ¢ il
risponditore durante la negoziazione IPSec. Per risolvere il problema, € necessario esaminare i
debug di crittografia del router e del PIX.

Esempio di rete
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Questo documento utilizza le impostazioni di rete mostrate nel diagramma sottostante.

Router

172.16.172.39

172.16.172.34
PIX Firewall

192.168.4.50

Host A
A 192.168.4.3

—=

Configurazione del router e del firewall PIX

Configurazioni

In questa sezione vengono presentate le informazioni necessarie per configurare le funzionalita
descritte piu avanti nel documento.

. Esempio di configurazione del router




. PIX Sample Configuration

Esempio di configurazione del router

1720- 1#show running-config
Bui | di ng configuration...

Current configuration : 8694 bytes
|
I Last configuration change at 20:17:48 PST Thu Jan 10
2002

I NVRAM config | ast updated at 20:19:27 PST Thu Jan 10
2002

!
version 12.2

no parser cache

service tinmestanps debug uptine
service tinmestanps | og uptine
no service password-encryption
|

host nane 1720-1

!

no | oggi ng buffered

enabl e secret 5 $1$6j As$t Nx| 1a/ 2DYFAt PLyCDXj o/
enabl e password ww

!

usernane cisco password O cisco
usernane al

menory-si ze i onem 15

clock tinmezone PST -8

i p subnet-zero

no i p donmi n-| ookup

i p domai n-nanme ci sco.com

!

ssh time-out 120

ssh authentication-retries 3

p
Ip

crypto ca identity vpn

enroll nent retry count 20

enrol | nent node ra

enroll nent url http://171. 69.89. 16: 80

query url Idap://171.69.89. 16
crypto ca certificate chain vpn

certificate 3B2FD652

308202C4 3082022D A0030201 0202043B 2FD65230 0D06092A
864886F7 0D010105

0500302D 310B3009 06035504 06130275 73310E30 0C060355
040A1305 63697363

6F310E30 00060355 040B1305 736A7670 6E301E17 0D303230
31313130 33303631

345A170D 30333031 31313033 33363134 5A304E31 0B300906
03550406 13027573

310E300C 06035504 0A130563 6973636F 310E300C 06035504
0B130573 6A76706E

311F301D 06092A86 4886F70D 01090216 10313732 302D312E
63697363 6F2E636F

6D305C30 0D06092A 864886F7 0D010101 0500034B 00304802
4100A085 B4A756F8

CEB91F2E 52E2A23F 847ECO5F 44F65AF2 EBCLF816 081CC61F
ABO77482 F1FAD124




2444B9F6 6B9ECA8E 1B1EB5B9
773F0203 010001A3

82011230 82010E30 0B060355
551D1104 14301282

10313732 302D312E 63697363
04243022 800F3230

30323031 31313033 30363134
35333631 345A304F

0603551D 1F044830 463044A0
03550406 13027573

310E300C 06035504 0A130563
0B130573 6A76706E

310D300B 06035504 03130443
30168014 46C1609C

DBEAS3EE 80A48060 1A96583B
160414B1 2707AB30

F7CFDC79 C554D1AE 3208EF16
30003019 06092A86

4886F67D 07410004 0C300A1B
092A8648 86F70D01

01050500 03818100 E82DE82B
437DA791 81D53CF3

OE561C8A 7A168EDE 6728F371
CDFAGE15 A2C0AA38

4AE137C7 281AA7EC AD26D550
ACF35F7B 28330B64

667E00E3 832AED7F 08D5EA3D
4CD2D98C 6943AE84

55605741 E136A6BD

qui t

certificate ra-sign 3B2FD319

308202FF 30820268 A0030201
864886F7 0D010105

0500302D 310B3009 06035504
040A1305 63697363

6F310E30 0C060355 040B1305
36313932 32303333

315A170D 30343036 31393232
03550406 13027573

310E300C 06035504 0A130563
0B130573 6A76706E

31163014 06035504 03130D46
30819F30 ODO6092A

864886F7 0D010101 05000381
395790E9 416ED13D

72F1A411 333A0984 66BBFG8A
5F94772D 69846720

73227891 E43D46B6 B2D1DDC5
ACB0DA4AC 2111946F

26F7193B 8EALCAG66 8332D2A1
BCOSEAFF C328D4C6

73B3B35E OF6D25F5 DCACGAFA
0001A382 01123082

010E300B 0603551D 0F040403
3022800F 32303031

30363139 32323033 33315A81
3333315A 301B0603

551D0904 14301230 1006092A
00304F06 03551D1F

04483046 3044A042 A040A43E
02757331 OE300C06

0355040A 13056369 73636F31
76706E31 0D300B06

03550403 13044352 4C31301F

DOE8O2BA

1D0F0404

6F2EG36F

5A810F32

42A040A4

6973636F

524C3130

ODF80D2F

CF96ED30

0456352E

AE5C7F80

3EB90B21

4E4AAAOB

33CCB2BE

0202043B

06130275

736A7670

33333331

6973636F

69727374

80003081

OECA7E2B

385C5135

5310B2D7

2DAADGD1

02078030

0F323030

864886F6

303C310B

0E300006

0603551D

BOA57048

030205A0

6D302B06

30303230

3E303C31

310E300C

1F060355

30100603

09060355

30030204

EBO9CED1A

CC40ELF3

EOC588F8

E73DCA1A

2FD31930

73310E30

6E301E17

5A304531

310E300C

204F6666

89028181

CBC40C39

DB2075F1

07C985A8

47BB3396

2B060355

33303732

7D07441D

30090603

0355040B

23041830

EBB8CD18

301B0603

03551D10

39323331

0B300906

06035504

1D230418

551D0EO04

1D130402

BO300D06

306F36E6

CA4EDO8F

661C4031

B40A9B64

0DO6092A

00060355

0D303130

0B300906

06035504

69636572

00E85434

A21E2D8A

4D252ACF

0B44CE37

E1020301

1D100424

37303233

31030201

55040613

1305736A

16801446




C1609CDB EA53EE80

A480601A 96583B0OD F80D2F30
620C611F 3AC69FB3

155FD8F9 8A7CF353 3A583009
092A8648 86F67D07

4100040C 300A1B04 56352E30
F70D0101 05050003

8181003A A6431D7D 1979DDF9
2A9418E9 C6255B08

DECDE1C2 50FCB1A6 544F1D51
841240ED FD6F799C

130A0B24 AC74DD74 C60EB5CD
6492958E 9F64746E

45C080AE E5A6C245 7827D7B1
B596743A 853549C5 771DA2

qui t

1D060355

0603551D

030204B0

CCo9D8F8

C214162E

EC648631

380A6FE8

certificate ra-encrypt 3B2FD318

308202D0 30820239 A0030201
864886F7 0D010105

0500302D 310B3009 06035504
040A1305 63697363

6F310E30 0C060355 040B1305
36313932 32303333

0202043B

06130275

736A7670

1DOEO416

13040230

30000609

CCO87F67

E2403DAB

EOB88B3F

A01D9022

2FD31830

73310E30

6E301E17

04147BD2

00301906

2A864886

DBF67280

2F1294C4

3D19A2E1

7F52AD9C

0DO6092A

00060355

0D303130

315A170D 30343036 31393232 33333331 5A304531 0B300906

03550406 13027573

310E300C 06035504 0A130563
0B130573 6A76706E

31163014 06035504 03130D46
30819F30 0D06092A

864886F7 0D010101 05000381
727E15E9 30CB1BCB

COEFFB2F 3E4916D4 EC365F57
04DA2E7C C9639F31

AF15E7B1 E698A33C OEB447E4
AD782E39 B0O603A90

0322CE78 D6735E07 BDCO22F1
69ECC316 8727A6CB

ADCFB488 FF904D6D 9D9E5778
0001A381 E43081E1

300B0603 551D0F04 04030205
30100609 2A864886

F67D0744 1D310302 0100304F
42A040A4 3E303C31

0B300906 03550406 13027573
6973636F 310E300C

06035504 0B130573 6A76706E
524C3130 1F060355

1D230418 30168014 46C1609C
0DF80D2F 301D0603

551D0E04 16041400 A7C3DDOF
78CE4830 09060355

1D130402 30003019 06092A86
0456352E 30030204

BO300D06 092A8648 86F70D01
0BEOBA59 B0OCD2652

9C6A4585 940C7882 DCEB1D1E
F5CALEF4 B946848A

C49047D5 6D1EF218 FA082A00
151637DE 67885BB2

BAOBB6A1 308F63FF 21C3CB00
C247F067 301C2FEE

5CF6D12B 6CFA1DAA E74ES8BSE

qui t

6973636F

69727374

80003081

C13D1356

B3B72EC8

1164ECOE

05B24D4B

20301B06

0603551D

310E300C

310D300B

DBEAS3EE

9FABOA25

4886F67D

01050500

610B8525

16CCDOFC

9272257A

5B017A2E

310E300C

204F6666

89028181

6388E66D

766EADCF

31FC5309

BB5B4F5F

03551D09

1F044830

06035504

06035504

80A48060

E1485FC7

07410004

03818100

0C032A76

42DF3B05

3C292645

5BB6C5F9

06035504

69636572

00BFC427

7BCCBCB9

9883E612

9AA9DCLD

4D020301

04143012

463044A0

0A130563

03130443

1A96583B

DB88AG3F

0C300A1B

69105382

2C8758C2

ABEF2AAD

FD62D486




certificate ca 3B2FD307

308202E4 3082024D A0030201 0202043B 2FD30730 0D06092A
864886F7 0D010105

0500302D 310B3009 06035504 06130275 73310E30 0C060355
040A1305 63697363

6F310E30 00060355 040B1305 736A7670 6E301E17 0D303130
36313932 32303234

305A170D 32313036 31393232 33323430 5A302D31 0B300906
03550406 13027573

310E300C 06035504 0A130563 6973636F 310E300C 06035504
0B130573 6A76706E

30819F30 0D06092A 864886F7 0D010101 05000381 8D003081
89028181 00E8C25B

EDFAAGEE A352B142 C16578F4 FBDAF45E 4F2F7733 8D2B8879
96138C63 1DB713BF

753BF845 2D7E600F AAFAD75B 9E959513 BB13FF13 36696F48
86C464F2 CF854A66

4F8E83F8 025F216B A44D4BB2 39ADD1A5 1BCCF812 09A19BDC
468EEAE1 B6C2A378

69C81348 1A9CD61C 551216F2 8B168FBB 94CBEF37 E1DOA8F7
80BBC17F D1020301

0001A382 010F3082 010B3011 06096086 480186F8 42010104
04030200 07304F06

03551D1F 04483046 3044A042 A040A43E 303C310B 30090603
55040613 02757331

0E300C06 0355040A 13056369 73636F31 0OE300C06 0355040B
1305736A 76706E31

0D300B06 03550403 13044352 4C31302B 0603551D 10042430
22800F32 30303130

36313932 32303234 305A810F 32303231 30363139 32323332
34305A30 0B060355

1D0F0404 03020106 301F0603 551D2304 18301680 1446Cl160
9CDBEA53 EE80A480

601A9658 3BODF80D 2F301D06 03551DOE 04160414 46C1609C
DBEAS3EE 80A48060

1A96583B 0DF80D2F 30000603 551D1304 05300301 01FF301D
06092A86 4886F67D

07410004 10300E1B 0856352E 303A342E 30030204 90300D06
092A8648 86F70D01

01050500 03818100 7E3DBAC4 8CAE7D5A B19C0625 8780D222
FO965A1A2 COC25B84

CBC5A203 BF50FAC4 9656699A 52D8CB46 40776237 87163118
8F3C0F47 D2CAA36B

6AB34F99 AB71269E 78COAC10 DAOBOECS AE448B46 701254CF
3EBC64C1 5DBB2EES

56C0140B B0C83497 D79FB148 80018F51 3A4B6174 590B85AA
9CE3B391 629406AA

7CE9CCOD 01593E6B

qui t
!
crypto isaknmp policy 10

hash md5
crypto isaknmp identity hostnane
|
1
crypto ipsec transformset nyset esp-des esp-mid5- hmac
|
1

crypto map vpn 10 ipsec-isaknp
set peer 172.16.172.34
set transformset mnyset

mat ch address 130
!




i nterface LoopbackO
i p address 10.10.10.1 255. 255. 255.0

i nterface Loopbackl
ip address 121.1.1.1 255.255.255.0

i nterface Loopback88
i p address 88.88.88.88 255. 255. 255. 255

interface FastEthernetO

ip address 172.16.172.39 255. 255. 255. 240
i p nat outside

speed auto

crypto map vpn

|
interface SerialO
i p nat inside

ip address 1.1.1.1 255.255. 255. 252

|
i p nat inside source route-map nonat interface
Fast Et hernet 0 overl oad

ip classless

ip route 0.0.0.0 0.0.0.0 172.16.172.33

no ip http server

ip pimbidir-enable

|
access-list 120 deny ip1.1.1.0 0.0.0.255 192.168.4.0
0. 0. 0. 255
access-list 120 permt
access-list 130 permt
0. 0. 0. 255

route-map nonat permt 10

match i p address 120
!

255 any

ip1.1.1.00.0.0
ip 1.1.1.0 0.0.0.255 192.168.4.0

line con O

line aux O

line vty 0 4
exec-tinmeout 0 O
password ci sco
no login

line vty 5 15

| ogin

!

no schedul er allocate

end

PIX Sample Configuration

pi x520- 1# write terminal
Bui | di ng configuration..
Saved

Pl X Version 6.0(1)

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

enabl e password 2KFQnbNI dl . 2KYOU encr ypt ed
passwd 2KFQhbNI dI . 2KYQU encrypt ed

host nane pi x520-1

domai n- name vpn. com




fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol sntp 25

fixup protocol sqglnet 1521

fixup protocol sip 5060

fixup protocol skinny 2000

nanes

access-list 130 permt ip 192.168.4.0 255.255.255.0
1.1.1.0 255.255.255.0

access-list 140 permt ip 192.168.4.0 255.255.255.0
1.1.1.0 255.255.255.0

no pager

| oggi ng on

| oggi ng noni tor debuggi ng

| oggi ng buffered debuggi ng

| oggi ng trap debuggi ng

| oggi ng hi story debuggi ng

| oggi ng host outside 192.168.2.6

interface ethernet0 auto

interface ethernetl auto

ntu outside 1500

ntu inside 1500

i p address outside 172.16.172. 34 255. 255. 255. 240
i p address inside 192.168.4.50 255.255. 255.0
ip audit info action alarm

ip audit attack action alarm

no fail over

failover timeout 0:00:00

failover poll 15

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0
pdm hi story enabl e

arp timeout 14400

gl obal (outside) 1 172.16.172.57 netnmask 255.255. 255. 255
nat (inside) 0 access-list 140

nat (inside) 1 0.0.0.0 0.0.0.000

route outside 0.0.0.0 0.0.0.0 172.16.172.33 1
ti meout xlate 3:00:00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0: 10: 00

h323 0: 05: 00 sip 0:30:00 sip_nedia 0:02:00

ti meout uauth 0:05:00 absol ute

aaa- server TACACS+ protocol tacacs+
aaa-server RADI US protocol radius

aaa-server nytest protocol tacacs+

aaa-server nasir protocol radius

snnp- server host outside 192.168.2.6

no snnp-server | ocation

no snnp-server contact

snnp-server community public

snnp-server enable traps

fl oodguard enabl e

sysopt connection permnit-ipsec

no sysopt route dnat

crypto ipsec transformset nyset esp-des esp-nd5-hmac
crypto map nmymap 5 ipsec-isaknmp

crypto map nynap 5 match address 130

crypto map nymap 5 set peer 172.16.172.39
crypto map nymap 5 set transformset nyset
crypto map nymap i nterface outside

i saknmp enabl e outsi de

i saknmp policy 10 authentication rsa-sig




i sakmp policy 10 encryption des

i sakmp policy 10 hash nd5

i saknmp policy 10 group 1

i sakmp policy 10 lifetime 86400

ca identity cisco 171.69.89.16:/cgi-bin 171.69.89. 16
ca configure cisco ra 20 5

tel net 192.168.4.0 255.255.255.0 inside

tel net 171.69.89.82 255.255. 255. 255 inside

tel net 192.168. 4.3 255.255. 255. 255 i nsi de
telnet tineout 5

ssh 172.0.0.0 255.0.0.0 outside

ssh 171.0.0.0 255. 255. 255. 0 outsi de

ssh 171.0.0.0 255.0.0.0 outside

ssh 171.0.0.0 255.0.0.0 inside

ssh timeout 60

terminal width 80

Crypt ochecksum ¢2d5976f c87875678356¢cf 83b135bb8c
: end

[XK]

pi x520- 1#

Ottieni certificati

Ottenere i certificati sul router

In questa sezione viene descritto come ottenere certificati digitali sul router.

1. Configurare il nome host e il nome di dominio IP del router, se non & gia stato fatto.
1720- 1# hostnane 1720-1
1720- 1# i p donmi n-nane ci sco. com

Nota: il nome host e il nome di dominio sono obbligatori perché il router assegna un nome di
dominio completo (FQDN) alle chiavi e ai certificati utilizzati da IPSec, in base al nome host e
al nome di dominio IP assegnati al router. Ad esempio, un certificato € denominato
"router.cisco.com" in base al nome host di un router "router" e al nome di dominio IP di un
router "cisco.com".

2. Generare la coppia di chiavi RSA per il router, utilizzata per firmare e crittografare i messaggi
di gestione delle chiavi IKE. Per ottenere un certificato per il router, € necessario generare la
coppia di chiavi.
1720-1(confi g) #crypto key generate rsa
The name for the keys will be: 1720-1.cisco.com

Choose the size of the key nodulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key nodul us greater than 512 may take a few m nutes

How many bits in the nodulus [512]:
Generating RSA keys ..

[ K]

1720-1(config)#
Utilizzare il comando show crypto key mypubkey rsa per verificare la coppia di chiavi RSA

del router.
1720- 1#sh cr key mypubkey rsa
% Key pair was generated at: 19:26:22 PST Jan 10 2002
Key name: 1720-1.cisco.com
Usage: General Purpose Key
Key Dat a:
305C300D 06092A86 4886F70D 01010105 00034B00 30480241 00A085B4 756F8CE
BO91F2E52 E2A23F84 7EC95F44 F65AF2EB ClF81608 1CC61FAB 077482F1 FAD12424



44B9F66B 9ECA8E1B 1EB5BO9D0 E802BAB9 A57048EB B8CD1877 3F020301 0001

% Key pair was generated at: 19:26:24 PST Jan 10 2002

Key nanme: 1720-1.cisco.com server
Usage: Encryption Key
Key Dat a:
307C300D 06092A86 4886F70D 01010105 00036B00 30680261 00C653F7 2AE7E397
0041E273 BFCCOE35 E7AF9874 A73B77E8 B15EF54A CA2417AD AB75BAD9 BA1540F4
3DB849BD B70DF4D8 EBBBE7ED AB93BE4B 5C1E9E6A 560A9CBA 12D7CBE3 060DBE7E
8C1667AE 93993049 DA362602 4E4DIOEF8 2F8CA777 30F9F958 7F020301 0001

1720- 1#
. Dichiarare il server Autorita di certificazione (CA) per configurare i parametri di
comunicazione tra il router e la CA. Se si utilizza un'autorita di registrazione, & necessario
specificare anche la modalita Autorita registrazione. Utilizzare il comando crl optional se si
desidera che i certificati degli altri peer vengano accettati dal router anche se I'elenco di

revoche di certificati (CRL) appropriato non & accessibile al router.
1720-1(config)# crypto ca identity vpn

1720- 1(ca-identity)#enrollment url http://171.69.89.16:80
1720-1(ca-identity)# query url ldap://171.69.89.16
1720-1(ca-identity)# enrollment retry count 20
1720-1(ca-identity)# enrollment retry period 5
1720-1(ca-identity)# enrollment mode ra

1720-1(ca-identity)#exit

. Il router deve autenticare la CA ottenendo il certificato autofirmato che contiene la chiave
pubblica della CA. Poiché la CA firma il proprio certificato, la chiave pubblica della CA deve
essere autenticata manualmente contattando I'amministratore della CA per confrontare
I'impronta digitale del certificato CA.In questo esempio la chiave pubblica viene autenticata
manualmente confrontando le due impronte digitali dopo la ricezione del certificato della CA,

anziché immetterla con un'istruzione di comando.
1720- 1(confi g) #cr ca authenticate vpn
Certificate has the followi ng attributes:

Fi ngerprint: 1FCDF2C8 2DEDAGAC 4819D4C4 BACFF2F5
% Do you accept this certificate? [yes/no]: y
1720-1(config) #

Utilizzare il comando sh crypto ca cert per visualizzare i certificati CA e RA e verificare che

l'autenticazione sia stata eseguita correttamente.
1720- 1#sh cr ca cert
RA Signature Certificate

Status: Available

!--- The authentication was successful. Certificate Serial Number: 3B2FD319 Key Usage:
Signature Issuer: OU = sjvpn O = cisco C = us Subject: CN = First Oficer QU = sjvpn O =
cisco C=us CRL Distribution Point: CN = CRL1, QU = sjvpn, O = cisco, C=us Validity
Date: start date: 14:03:31 PST Jun 19 2001 end date: 14:33:31 PST Jun 19 2004 Associ at ed
Identity: vpn RA KeyEnci pher Certificate Status: Available
!--- The authentication was successful. Certificate Serial Number: 3B2FD318 Key Usage:
Encryption Issuer: QU = sjvpn O = cisco C = us Subject: CN = First Oficer QU = sjvpn O =
cisco C=us CRL Distribution Point: CN = CRL1, QU = sjvpn, O = cisco, C=us Validity
Date: start date: 14:03:31 PST Jun 19 2001 end date: 14:33:31 PST Jun 19 2004 Associ at ed
Identity: vpn CA Certificate Status: Available
!--- The authentication was successful. Certificate Serial Number: 3B2FD307 Key Usage:
General Purpose Issuer: OU = sjvpn O = cisco C = us Subject: QU = sjvpn O = cisco C = us
CRL Distribution Point: CN = CRL1, QU = sjvpn, O=cisco, C=us Validity Date: start date:
14: 02: 40 PST Jun 19 2001 end date: 14:32:40 PST Jun 19 2021 Associated ldentity: vpn

. Ottenere un certificato firmato dalla CA per ciascuna coppia di chiavi RSA del router. Se
sono state generate chiavi RSA generiche, il router ha una coppia di chiavi RSA e deve
avere un solo certificato. Se sono state generate chiavi RSA per un utilizzo speciale, il router



ha due coppie di chiavi RSA e richiede due certificati. Contattare I'amministratore della CA
per concedere manualmente i certificati del router se & configurato sul server CA. Inoltre, se
il server CA & configurato in modo che sia necessario fornire la password al momento della
registrazione, contattare I'amministratore della CA per questa password.In questo esempio, il
server CA ¢ stato configurato in modo che non fosse necessario fornire una password

durante la registrazione.

1720- 1(confi g) #cr ca enroll vpn
%

% Start certificate enroll nent

% Create a chall enge password. You will need to verbally provide this
password to the CA Adninistrator in order to revoke your certificate.
For security reasons your password will not be saved in the configuration.

Pl ease nake a note of it.

Passwor d:
Re- ent er password:

% The subject nane in the certificate will be: 1720-1.cisco.com

% I nclude the router serial nunber in the subject name? [yes/no]: n

% I nclude an | P address in the subject nane? [yes/no]: =n

Request certificate from CA? [yes/no]: y

% Certificate request sent to Certificate Authority

% The certificate request fingerprint will be displayed.

% The 'show crypto ca certificate' command will al so show the fingerprint.

1720-1(config)# Fingerprint: AlD6C28B 6575AD08 FOB656D4 7161F76F

3d09h: CRYPTO PKI: status = 102: certificate request pending

Dopo aver eseguito i comandi per la registrazione, il router comunica con il server CA e tenta
di ottenere il relativo certificato. Durante questo periodo, se il server CA & configurato per
richiedere un'autenticazione manuale dei certificati, sara necessario contattare
I'amministratore della CA.Utilizzare il comando sh crypto ca cert per visualizzare il certificato
del router e verificare che la registrazione sia stata completata correttamente.Nell'esempio

seguente i certificati non sono stati approvati.
1720- 1#sh crypto ca cert
RA Signature Certificate

Status: Avail able

Certificate Serial Nunber: 3B2FD319

Key Usage: Signature

| ssuer:
QU = sjvpn
O = cisco
C = us
Subj ect :
CN = First Oficer
QU = sjvpn
O = cisco
C = us

CRL Distribution Point:

CN = CRL1, QU = sjvpn, O = cisco, C = us
Validity Date:

start date: 14:03:31 PST Jun 19 2001

end date: 14:33:31 PST Jun 19 2004
Associ ated ldentity: vpn

RA KeyEnci pher Certificate
Status: Avail abl e
Certificate Serial Nunmber: 3B2FD318
Key Usage: Encryption
| ssuer:



QU = sjvpn
O = cisco
C = us
Subj ect :
CN = First Oficer
QU = sjvpn
O = cisco
C = us

CRL Distribution Point:

CN = CRL1, QU = sjvpn, O = cisco, C = us
Validity Date:

start date: 14:03:31 PST Jun 19 2001

end date: 14:33:31 PST Jun 19 2004
Associ ated ldentity: vpn

CA Certificate
Status: Avail abl e
Certificate Serial Nunmber: 3B2FD307
Key Usage: General Purpose

| ssuer:
QU = sjvpn
O = cisco
C = us
Subj ect :
QU = sjvpn
O = cisco
C = us

CRL Distribution Point:

CN = CRL1, QU = sjvpn, O = cisco, C = us
Validity Date:

start date: 14:02:40 PST Jun 19 2001

end date: 14:32:40 PST Jun 19 2021
Associ ated ldentity: vpn

Certificate
Subj ect Nanme Cont ai ns:
Name: 1720-1.cisco.com
Status: Pending
!--- The certificate is still pending. Key Usage: General Purpose Fingerprint: A1D6C28B
6575AD08 FOB656D4 7161F76F Associ ated ldentity: vpn

Nell'output di esempio seguente viene indicato che il certificato € stato ricevuto dalla CA.
3d09h: UCRYPTO 6- CERTRET: Certificate received from Certificate Authority 1720-1#sh crypto
ca cert
Certificate

Status: Avail able

I-—-- This status indicates that the certificates were successfully received. Certificate
Serial Nunber: 3B2FD652 Key Usage: General Purpose Issuer: OU = sjvpn O = cisco C = us
Subj ect Nane Contains: Name: 1720-1.cisco.comCRL Distribution Point: CN = CRL1, QU =
sjvpn, O=rcisco, C=us Validity Date: start date: 19:06:14 PST Jan 10 2002 end date:
19: 36: 14 PST Jan 10 2003 Associated Identity: vpn RA Signature Certificate Status:
Avai l abl e Certificate Serial Nunber: 3B2FD319 Key Usage: Signature Issuer: OU = sjvpn O =
cisco C = us Subject: CN = First Officer QU = sjvpn O = cisco C = us CRL Distribution
Point: CN = CRL1, QU = sjvpn, O = cisco, C=us Validity Date: start date: 14:03:31 PST Jun
19 2001 end date: 14:33:31 PST Jun 19 2004 Associated ldentity: vpn RA KeyEnci pher
Certificate Status: Available Certificate Serial Nunmber: 3B2FD318 Key Usage: Encryption
Issuer: QU = sjvpn O = cisco C = us Subject: CN = First Oficer QU = sjvpn O = cisco C = us
CRL Distribution Point: CN = CRL1, OU = sjvpn, O=rcisco, C=us Validity Date: start date:
14:03: 31 PST Jun 19 2001 end date: 14:33:31 PST Jun 19 2004 Associated Identity: vpn CA
Certificate Status: Available Certificate Serial Nunber: 3B2FD307 Key Usage: GCeneral
Pur pose Issuer: QU = sjvpn O = cisco C=us CRL Distribution Point: CN = CRL1, QU = sjvpn,
O=cisco, C=us Validity Date: start date: 14:02:40 PST Jun 19 2001 end date: 14:32:40
PST Jun 19 2021 Associated Identity: vpn



6. Epossibile richiedere manualmente la CA per il CRL. Per aggiornare il CRL sul router,

utilizzare il comando seguente:
1720- 1(confi g) #crypto ca crl request vpn
1720- 1(confi g) #exit

Per visualizzare il CRL, usare il comando show crypto ca crls.
1720- 1#sh crypto ca crls
CRL | ssuer Nane:

QU = sjvpn, O = cisco, C = us

Last Update: 16:17:34 PST Jan 10 2002

Next Update: 17:17:34 PST Jan 11 2002

Retrieved from CRL Distribution Point:

LDAP: CN = CRL1, QU = sjvpn, O = cisco, C = us

1720- 1#

7. Eseguire un comando write mem per salvare la configurazione.
1720-1# wr m
Bui | di ng configuration?

[ OK]
1720- 1#

Ofttenere certificati sul PIX

Per ottenere i certificati su un firewall PIX, eseguire la stessa procedura utilizzata sul router.
Tuttavia, la sintassi del comando PIX & diversa.

1. Impostare il nome dell'host e il nome del dominio IP.

hostname pix520-1
domain-name vpn.com

2. Generare la coppia di chiavi RSA.
pi x520-1(config)# ca generate rsa key 512

Usare il comando show ca mypubkey rsa per visualizzare la coppia di chiavi RSA.
pi x520-1(confi g) # sh ca mypubkey rsa

% Key pair was generated at: 04:54:34 Jan 11 2002

Key nane: pi x520-1.vpn.com
Usage: General Purpose Key
Key Dat a:
305c¢300d 06092a86 4886f70d 01010105 00034b00 30480241 009d95d5 el1147546
1f 9ef 873 81a36256 4b81388b 188fbch6 40fc4c56 c1801311 ff450cca e8d715c3
ffb8f a28 d347120f aeba9972 3a88321c a7lclc7f ef29b810 2f 020301 0001
pi x520-1(config) #

3. Dichiarare il server CA.
pi x520-1(confi g)# ca identity cisco 171.69.89.16 171.69.89.16
pi x520-1(confi g)# ca configure cisco ra 20 5

4. Autenticare la CA.

pi x520-1(confi g) # ca authenticate cisco
Certificate has the follow ng attributes:

Fi ngerprint: 1fcdf2c8 2deda6ac 4819d4c4 bdcff2f5
pi x520-1(config)#



Utilizzare il comando show ca cert per visualizzare il certificato CA sul PIX.
pi x520-1(config)# sh ca cert
CA Certificate

Status: Available !--- The authentication was successful. Certificate Serial Nunber
3b2f d307 Key Usage: General Purpose OU = sjvpn O = cisco C = us CRL Distribution Point: CN
= CRL1, QU = sjvpn, O=cisco, C=us Validity Date: start date: 22:02:40 Jun 19 2001 end
date: 22:32:40 Jun 19 2021 RA Signature Certificate Status: Available !--- The
authentication was successful. Certificate Serial Nunber: 3b2fd319 Key Usage: Signature CN
= First Oficer QU = sjvpn O = cisco C=us CRL Distribution Point: CN = CRL1, QU = sjvpn,
O=rcisco, C=us Validity Date: start date: 22:03:31 Jun 19 2001 end date: 22:33:31 Jun 19
2004 RA KeyEnci pher Certificate Status: Available !--- The authentication was successful.
Certificate Serial Nunber: 3b2fd318 Key Usage: Encryption CN = First Officer QU = sjvpn O =
cisco C=us CRL Distribution Point: CN = CRL1, QU = sjvpn, O = cisco, C=us Validity
Date: start date: 22:03:31 Jun 19 2001 end date: 22:33:31 Jun 19 2004

. Richiedere alla CA il CRL.
pi x520-1(confi g)# ca enroll cisco 171.69.89.16

%
% Start certificate enroll nent

% The subject name in the certificate will be: pix520-1.vpn.com

% Certificate request sent to Certificate Authority
% The certificate request fingerprint will be displayed.

pi x520- 1( confi g) # Fingerprint: 6961df68 d3b5e667 8903a66b 969eece64

CRYPTO_PKI : status
CRYPTO_PKI : status

Certificato concesso dalla CA.
pi x520-1(confi g) #
pi x520- 1(confi g) # show ca cert
Certificate

Status: Avail able
!--- The enrollment was successful. Certificate Serial Number: 3b2fd653 Key Usage: GCeneral
Pur pose Subject Nane Nanme: pix520-1.vpn.com CRL Distribution Point: CN = CRL1, QU = sjvpn,
O=rcisco, C=us Validity Date: start date: 04:13:45 Jan 11 2002 end date: 04:43:45 Jan 11
2003 RA Signature Certificate Status: Available !--- The enrollment was successful.
Certificate Serial Number: 3b2fd319 Key Usage: Signature CN = First Oficer QU = sjvpn O =
cisco C=us CRL Distribution Point: CN = CRL1, QU = sjvpn, O = cisco, C=us Validity
Date: start date: 22:03:31 Jun 19 2001 end date: 22:33:31 Jun 19 2004 CA Certificate
Status: Available !--- The enrollment was successful. Certificate Serial Nunber: 3b2fd307
Key Usage: General Purpose QU = sjvpn O = cisco C = us CRL Distribution Point: CN = CRL1,
QU = sjvpn, O = cisco, C=us Validity Date: start date: 22:02:40 Jun 19 2001 end date:
22:32:40 Jun 19 2021 RA KeyEnci pher Certificate Status: Available !--- The enrollment was
successful. Certificate Serial Number: 3b2fd318 Key Usage: Encryption CN = First O ficer QU
= sjvpn O = cisco C=us CRL Distribution Point: CN = CRL1, QU = sjvpn, O = cisco, C = us
Validity Date: start date: 22:03:31 Jun 19 2001 end date: 22:33:31 Jun 19 2004 pi x520-
1(config)# pix520-1(config)# ca crl request cisco

102: certificate request pending
102: certificate request pending

. Utilizzare il comando sh ca crl per visualizzare il CRL.
pi x520-1(config)# sh ca crl

CRL:
CRL | ssuer Nane:
QU = sjvpn, O = cisco, C = us
Last Update: 00:17:34 Jan 11 2002

Next Update: 01:17:34 Jan 12 2002

pi x520- 1(confi g)#

. Per salvare i certificati sul PIX, utilizzare il comando seguente:
pi x520-1(confi g)# ca save all



pi x520-1(confi g) #

Verifica

Le informazioni contenute in questa sezione permettono di verificare che la configurazione
funzioni correttamente.

Alcuni comandi show sono supportati dallo strumento Output Interpreter (solo utenti reqistrati); lo

strumento permette di visualizzare un'analisi dell'output del comando show.

| comandi show possono essere eseguiti sul PIX e sul router.

- show crypto isakmp sa: visualizza tutte le associazioni di sicurezza IKE (SA) correnti in un

peer.
- show crypto ipsec sa: visualizza le impostazioni utilizzate dalle associazioni di protezione
IPSec correnti.

- show crypto engine connections active - (solo router) Visualizza le connessioni correnti e le

informazioni relative ai pacchetti crittografati e decrittografati.
- show crypto ca crls - (solo router) Visualizza il CRL corrente sul router.

- show crypto ca certificates - (solo router) Visualizza il router, il server CA e i certificati RA sul

router. Viene inoltre visualizzato il punto di distribuzione del certificato (CDP, Certificate
Distribution Point).

- show ca certificates - (solo PIX) Visualizza i certificati PIX, CA e RA. A differenza del router,

non visualizza il CDP.
- show ca crl - (solo PIX) Visualizza il CRL sul PIX.
- show clock: visualizza I'ora corrente sul router/PIX (dalla modalita di abilitazione).

Output di esempio dei comandi show del router

1720- 1#sh cr isa sa
dst src state conn-id sl ot
172.16.172. 39 172.16.172. 34 QM I DLE 110 0

1720- 1#sh cr map
Interfaces using crypto map nymap:

Crypto Map "vpn" 10 ipsec-isakmp
Peer = 172.16.172. 34
Extended | P access |ist 130
access-list 130 permit ip 1.1.1.0 0.0.0.255 192.168.4.0 0.0.0. 255
Current peer: 172.16.172.34
Security association lifetine: 4608000 kil obytes/ 3600 seconds
PFS (Y N): N
Transform sets={ myset, }
Interfaces using crypto map vpn:
Fast Et her net O
Interfaces using crypto map certificate:

1720- 1#sh cr isa policy
Protection suite of priority 10

encryption algorithm DES - Data Encryption Standard
(56 bit keys).


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do

hash al gorithm Message Digest 5

aut hentication nmethod: Rivest-Shanir-Adl enan Si gnhature

Diffie-Hellman group: #1 (768 bit)

lifetine: 86400 seconds, no volune limt
Default protection suite

encryption algorithm DES - Data Encryption Standard
(56 bit keys).

hash al gorithm Secure Hash Standard

aut hentication nmethod: Rivest-Shanir-Adl enan Si gnhature

Diffie-Hellman group: #1 (768 bit)

lifetine: 86400 seconds, no volune limt
1720- 1#
1720- 1#sh cr ipsec sa

interface: FastEthernetO
Crypto map tag: vpn, local addr. 172.16.172.39

| ocal ident (addr/mask/prot/port):
(1.1.1.0/255.255. 255. 0/ 0/ 0)
renote ident (addr/mask/prot/port):
(192. 168. 4. 0/ 255. 255. 255. 0/ 0/ 0)
current_peer: 172.16.172. 34
PERM T, flags={origin_is_acl,}
#pkts encaps: 3, #pkts encrypt: 3, #pkts digest 3
#pkts decaps: 3, #pkts decrypt: 3, #pkts verify 3
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not compressed: 0, #pkts conpr. failed: O,
#pkts deconpress failed: O
#send errors 0, #recv errors O

| ocal crypto endpt.: 172.16.172.39
renote crypto endpt.: 172.16.172.34

path mu 1500, nedia ntu 1500

current outbound spi: 3803A0C1

i nbound esp sas:
spi: 0xD740971C(3611334428)
transform esp-des esp-nd5-hmac
in use settings ={Tunnel, }
slot: 0, conn id: 200, flow.id: 1,
crypto map: vpn
sa timng: remaining key lifetinme
(k/sec): (4607999/3150)
IV size: 8 bytes
repl ay detection support: Y

i nbound ah sas:
i nbound pcp sas:

out bound esp sas:
spi: 0x3803A0C1(939761857)
transform esp-des esp-nd5-hmac
in use settings ={Tunnel, }
slot: 0, conn id: 201, flow.id: 2,
crypto map: vpn
sa timng: remaining key lifetinme
(k/sec): (4607999/3141)
1V size: 8 bytes
repl ay detection support: Y

out bound ah sas:

out bound pcp sas:



1720- 1#

1720- 1# sh cr en conn ac

ID Interface | P- Addr ess State Al gorithm Encrypt
110 Fast Et hernet0 172.16. 172. 39 set HVAC _MD5+DES_56_CB 0
114 Fast Et hernetO 172.16.172. 39 all oc  NONE 0
115 Fast Et hernetO 172.16.172. 39 all oc  NONE 0
116 FastEt hernetO 172.16.172. 39 all oc  NONE 0
117 Fast Et hernetO 172.16.172. 39 all oc  NONE 0
200 Fast Et hernet0 172.16. 172. 39 set HVAC _MD5+DES_56_CB 0
201 Fast Et hernet0 172.16. 172. 39 set HVAC _MD5+DES_56_CB 3

1720- 1#sh clock
01:06:41.786 PST Fri Jan 11 2002

Output di esempio dei comandi PIX show

pi x520-1# sh cr isa sa

Tot al 1
Enbryonic : O
dst src state pendi ng created
172.16.172. 39 172.16.172.34 QV.IDLE 0 1
pi x520- 1#
pi x520- 1# sh cr map
Crypto Map: "nymap" interfaces: { outside }

Crypto Map "nymap" 5 ipsec-isaknp
Peer = 172.16.172. 39
access-list 130 permt ip
192.168. 4.0 255.255.255.0 1.1.1.0 255.255.255.0 (hitcnt=91)
Current peer: 172.16.172.39
Security association lifetine:
4608000 ki | obyt es/ 28800 seconds
PFS (Y N): N
Transform sets={ mnyset, }
pi x520- 1# sh cr isa policy
Protection suite of priority 10
encryption algorithm
56 bit keys).

DES - Data Encryption Standard (

Def aul t

(56 bit

hash al gorithm

aut henticati on net hod:

Diffie-Hell man group:
lifetine:

protection suite
encryption algorithm
keys).

hash al gorithm

aut henticati on net hod:

Diffie-Hell man group:
lifetine:

no volunme limt
pi x520- 1#
pi x520- 1# sh cr ipsec sa

interface:
Crypto map tag: nmymap,

out si de

| ocal

Message Digest 5

Ri vest - Shani r - Adl enan Si gnat ure
#1 (768 bit)
86400 seconds, no volune limt

DES - Data Encryption Standard
Secure Hash Standard

Ri vest - Shani r - Adl eman Si ghature
#1 (768 bit)

86400 seconds,

addr. 172.16.172. 34

Decr ypt
0

O WwWo o oo



| ocal ident (addr/mask/prot/port):
(192. 168. 4. 0/ 255. 255. 255. 0/ 0/ 0)
renote ident (addr/mask/prot/port):
(1.1.1.0/255.255. 255. 0/ 0/ 0)
current _peer: 172.16.172.39

PERM T, flags={origin_is_acl,}

#pkts encaps: 3, #pkts encrypt: 3, #pkts digest

3

#pkts decaps: 3, #pkts decrypt: 3, #pkts verify 3

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 0, #pkts conpr. failed: O,

#pkts deconpress failed: O
#send errors 2, #recv errors O

| ocal crypto endpt.: 172.16.172.34, renote
crypto endpt.: 172.16.172.39

path mu 1500, ipsec overhead 56, nmedia nmtu 1500

current outbound spi: d740971c

i nbound esp sas:
spi: 0x3803a0c1(939761857)
transform esp-des esp-nd5-hmac
in use settings ={Tunnel, }
slot: 0, conn id: 4, crypto map: nymap
sa timng: remaining key lifetinme
(k/sec): (4607999/2971)
1V size: 8 bytes
repl ay detection support: Y

i nbound ah sas:
i nbound pcp sas:

out bound esp sas:
spi: 0xd740971c(3611334428)
transform esp-des esp-nd5-hmac
in use settings ={Tunnel, }
slot: 0, conn id: 3, crypto map: nymap
sa timng: remaining key lifetinme
(k/sec): (4607999/2971)
IV size: 8 bytes
repl ay detection support: Y

out bound ah sas:
out bound pcp sas:

pi x520- 1# pi x520-1# sh cr en
Crypt o Engi ne Connection Map

size = 8, free = 6, used = 2, active = 2
pi x520- 1#

pi x520- 1# sh clock
09: 27: 54 Jan 11 2002
pi x520- 1#

Risoluzione dei problemi




Le informazioni contenute in questa sezione permettono di risolvere i problemi relativi alla
configurazione.

Comandi per la risoluzione dei problemi

Alcuni comandi show sono supportati dallo strumento Output Interpreter (solo utenti registrati); lo
strumento permette di visualizzare un'analisi dell'output del comando show.

Nota: prima di usare i comandi di debug, consultare le informazioni importanti sui comandi di
debug.

| seguenti debug devono essere in esecuzione su entrambi i peer IPSec:

- debug crypto isakmp - (Router e P1X) Visualizza gli errori durante la fase 1.
- debug crypto ipsec - (Router e PIX) Visualizza gli errori durante la fase 2.
- debug crypto engine - (solo router) Visualizza le informazioni dal motore di crittografia.
- debug crypto pki transaction - (solo router) Visualizza le informazioni relative alle transazioni
PKI (Public Key Infrastructure) del router.
- debug crypto pki messages - (solo router) Visualizza le informazioni relative ai messaggi di
input/output PKI.
- debug crypto ca - (solo PIX) Visualizza le informazioni relative alle transazioni PKI e ai
messaggi di input/output.
La cancellazione delle associazioni di protezione deve essere eseguita su entrambi i peer. |
comandi PIX vengono eseguiti in modalita abilitazione; i comandi del router vengono eseguiti in
modalita non abilitazione.

- clear crypto isakmp sa - (P1X) Cancella le associazioni di sicurezza della fase 1.
- clear crypto ipsec sa - (PIX) Cancella le associazioni di sicurezza della fase 2.

- clear crypto isakmp - (Router) Cancella le associazioni di sicurezza della fase 1.
- clear crypto sa - (Router) Cancella le associazioni di sicurezza di fase 2.

Debug del certificato di esempio dal router

In questa sezione vengono illustrati i debug eseguiti dal router quando si eseguono i seguenti
comandi di debug PKI durante il recupero dei certificati da un server CA. Questi debug sono stati
ottenuti durante una sessione riuscita.

1720- 1#debug cr pki transactions
Crypto PKI Trans debugging is on
1720- 1#debug cr pki messages
Crypto PKI Msg debugging is on

1720-1(confi g) #cr ca authenticate vpn

Certificate has the follow ng attributes:

Fi ngerprint: 1FCDF2C8 2DEDAGAC 4819D4C4 BACFF2F5

% Do you accept this certificate? [yes/no]:

08:48: 10: CRYPTO PKI: Sending CA Certificate Request:

GET /cgi -bin/pkiclient.exe?operati on=CGet CACert &ressage =vpn HTTP/ 1.0

08:48:10: CRYPTO PKI: can not resolve server nane/l P address


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

08:48:10: CRYPTO PKI: Using unresolved | P Address 171.69. 89. 16
08:48:10: CRYPTO PKI: http connection opened
08:48:11: CRYPTO_PKI: HTTP response header:
HTTP/ 1.1 200 K
Date: Fri, 11 Jan 2002 19:10:53 Pacific Standard Ti ne
Server: Entrust/VPNConnector v5.0
Connection: close
Cont ent - Type: application/x-x509-ra-ca-certs

Cont ent - Type i ndi cates we have received CA and RA certificates.

08:48:11: CRYPTO_PKI: CA and RA certs:

08: 48: 11: 30 82 08 EA 06 09 2A 86 48 86 F7 0D 01 07 02 A0
08: 48: 11: 82 08 DB 30 82 08 Dr 02 01 01 31 00 30 OB 06 09
08: 48: 11: 2A 86 48 86 F7 0D 01 07 01 A0 82 08 BF 30 82 02

!--- Hex data omitted. 08:48:11: 14 06 03 55 04 03 13 0D 46 69 72 73 74 20 4F 66 08:48:11: 66
69 63 65 72 30 81 9F 30 0D 06 09 2A 86 48 86 08:48:11: 80 01 8F 51 3A 4B 61 74 59 0B 85 AA 9C E3
B3 91 08:48:11: 62 94 06 AA 7C E9 CC 0D 01 59 3E 6B 31 00 08:48:11: 08:48:11: CRYPTOPKI: Error:
Certificate, private key or CRL was not found while selecting certificate chain 08:48:11:
CRYPTO PKI: WARNING A certificate chain could not be constructed while selecting certificate
status 08:48:11: CRYPTO PKI: Error: Certificate, private key or CRL was not found while
selecting certificate chain 08:48:11: CRYPTO PKI: WARNING A certificate chain could not be
constructed while selecting certificate status 08:48:11: CRYPTO PKI: crypto_process_ra_certs()
For:vpn 08:48:11: CRYPTO PKI: crypto_set_ra_pubkey() (using global _auth_context) 08:48:11:
CRYPTO PKI: crypto_set_ra_pubkey() (using global _auth_context) 08:48:11: CRYPTO PKl: transaction
Get CACert conpl eted 08:48:11: CRYPTO PKI: CA certificate received. 08:48:11: CRYPTO PKI: CA
certificate received. % Pl ease answer 'yes' or 'no'. % Do you accept this certificate? [yes/no]:
Y
1720-1(config) #

08:49:08: CRYPTO PKI: crypto_process_ra_certs() For:vpn

1720- 1(confi g) #cr ca enroll vpn

%

% Start certificate enroll nent

% Create a chall enge password. You will need to verbally
provide this password to the CA Administrator in order
to revoke your certificate. For security reasons your
password will not be saved in the configuration.
Pl ease nake a note of it.

Passwor d:
Re- ent er password:

% The subject nane in the certificate will be: 1720-1.cisco.com

% I nclude the router serial nunber in the subject name? [yes/no]: n
% I nclude an | P address in the subject nane? [yes/no]: =n

Request certificate from CA? [yes/no]: y

% Certificate request sent to Certificate Authority

% The certificate request fingerprint will be displayed.

% The 'show crypto ca certificate' command will al so show

% the fingerprint.

1720-1(config)# Fingerprint: CB9730B0O 5EAAEBCB CC04C77B 2B7F253D

08:51:09: CRYPTO_PKI: transaction PKCSReq conpl et ed

08:51: 09: CRYPTO PKI: status:

08:51:10: CRYPTO PKI:Wite out pkcs#10 content: 272

08: 51:10: 30 82 01 0C 30 81 B7 02 01 00 30 21 31 1F 30 1D

08: 51:10: 06 09 2A 86 48 86 F7 OD 01 09 02 16 10 31 37 32

!--- Hex data omitted. 08:51:10: 8F 87 32 4A 25 27 2A 9B 17 F1 1F C5 67 1E 2A D2 08:51:10:

08: 51:10: CRYPTO_PKI: Envel oped Data ... 08:51:10: 30 80 06 09 2A 86 48 86 F7 0D 01 07 03 A0 80
30 !--- Hex data omitted. 08:51:10: 2F C8 94 16 FE 2F 1B 00 00 00 00 00 00 00 00 00 08:51:10: 00
08:51:10: 08:51:10: CRYPTO PKI: Signed Data 1311 bytes 08:51:10: 30 80 06 09 2A 86 48 86 F7 0D 01



07 02 A0 80 30 08:51:10: 80 02 01 01 31 OE 30 OC 06 08 2A 86 48 86 F7 OD !--- Hex data omitted.
08:51:10: DO 56 7D 24 59 9C DE 00 00 00 00 00 OO 00 OO 08:51:10: 08:51:10: CRYPTO PKI: can not
resol ve server nane/| P address 08:51:10: CRYPTO PKlI: Using unresolved | P Address 171.69. 89. 16
08:51:10: CRYPTO PKI: http connection opened 08:51:13: CRYPTO PKI: received nsg of 656 bytes
08:51:13: CRYPTO PKI: HTTP response header: HTTP/1.1 200 OK Date: Fri, 11 Jan 2002 19:13:55
Pacific Standard Time Server: Entrust/VPNConnector v5.0 Connection: close Content-Type

appl i cation/ x- pki - message 08:51:13: CRYPTO PKI: Recei ved pki nessage: 487 types 08:51:13: 30 82
01 E3 06 09 2A 86 48 86 F7 OD 01 07 02 A0 !--- Hex data omitted. 08:51:13: E6 E3 CC 8B 6C 5E 74
9E 6A 0B 7D E1 B7 31 A0 EF 08:51:13: 02 1B C6 F3 C2 B9 86 08:51:13: 08:51:13: CRYPTO PKI: signed
attr: pki-nmessage-type: 13 01 33 08:51:13: 08:51:13: CRYPTO PKI: signed attr: pki-status: 13 01
33 08:51:13: 08:51:13: CRYPTO PKI: signed attr: pki-recipient-nonce: 08:51:13: 04 20 32 46 37 30
36 35 37 45 39 44 43 31 36 31 08:51:13: 39 31 34 39 30 32 33 34 46 35 42 44 30 46 41 31
08:51:13: 46 34 08:51:13: 08:51:13: CRYPTO PKI: signed attr: pki-transaction-id: 08:51:13: 13 20
35 33 43 46 43 31 35 30 37 36 42 33 35 42 08:51:13: 37 30 42 43 42 39 39 36 44 36 42 46 39 32 38
30 08:51:13: 37 35 08:51:13: 08:51:13: CRYPTO PKI: status = 102: certificate request pending
08:51:13: CRYPTO PKI:Wite out getcert initial content:84 08:51:13: 30 52 30 2D 31 OB 30 09 06
03 55 04 06 13 02 75 08:51:13: 73 31 OE 30 0C 06 03 55 04 OA 13 05 63 69 73 63 08:51:13: 6F 31
OE 30 0C 06 03 55 04 0B 13 05 73 6A 76 70 08:51:13: 6E 30 21 31 1F 30 1D 06 09 2A 86 48 86 F7 0D
01 08:51:13: 09 02 16 10 31 37 32 30 2D 31 2E 63 69 73 63 6F 08:51:13: 2E 63 6F 6D 08:51:13
08:51:13: CRYPTO_PKI: Envel oped Data ... 08:51:13: 30 80 06 09 2A 86 48 86 F7 0D 01 07 03 A0 80
30 /--- Hex data omitted. 08:51:13: 08:51:13: CRYPTO PKI: Signed Data 1738 bytes 08:51:13: 30 80
06 09 2A 86 48 86 F7 OD 01 07 02 A0 80 30 !--- Hex data omitted. 08:51:14: 59 DA 00 00 00 00 00
00 00 00 08:51:14: 08:51:14: CRYPTO PKI: can not resolve server nane/|P address 08:51: 14:
CRYPTO_PKI : Using unresolved | P Address 171.69.89.16 08:51:14: CRYPTO PKI: http connection
opened 08:51: 36: CRYPTO PKI: received nsg of 656 bytes 08:51:36: CRYPTO PKI: HTTP response
header: HTTP/ 1.1 200 OK Date: Fri, 11 Jan 2002 19:13:58 Pacific Standard Ti ne Server:

Ent rust / VPNConnect or v5.0 Connection: close Content-Type: application/x-pki-message 08:51: 36
CRYPTO _PKI : Recei ved pki nessage: 487 types 08:51:36: 30 82 01 E3 06 09 2A 86 48 86 F7 0D 01 07
02 A0 08:51:36: 82 01 D4 30 82 01 DO 02 01 01 31 OE 30 OC 06 08 !--- Hex data omitted. 08:51: 36
E6 E3 CC 8B 6C 5E 74 9E 6A 0B 7D E1 B7 31 A0 EF 08:51:36: 02 1B C6 F3 C2 B9 86 08:51: 36
08:51:36: CRYPTO PKI: signed attr: pki-message-type: 13 01 33 08:51:36: 08:51:36: CRYPTO PKI:
signed attr: pki-status: 13 01 33 08:51:36: 08:51:36: CRYPTO PKI: signed attr: pki-recipient-
nonce: 08:51:36: 04 20 32 46 37 30 36 35 37 45 39 44 43 31 36 31 08:51:36: 39 31 34 39 30 32 33
34 46 35 42 44 30 46 41 31 08:51:36: 46 34 08:51:36: 08:51:36: CRYPTO PKI: signed attr: pki-
transaction-id: 08:51:36: 13 20 35 33 43 46 43 31 35 30 37 36 42 33 35 42 08:51:36: 37 30 42 43
42 39 39 36 44 36 42 46 39 32 38 30 08:51:36: 37 35 08:51:36: 08:51:36: CRYPTO PKI: status =
102: certificate request pending 08:51:46: CRYPTO PKI: Al sockets are closed. 08:51:56

CRYPTO PKI: Al'l sockets are closed. 08:52:36: CRYPTO PKI: resend GetCertlnitial, 1 08:52:36:
CRYPTO PKI: resend CGetCertlnitial for session: 0 08:52:36: CRYPTO PKI: can not resolve server
name/ | P address 08:52:36: CRYPTO PKI: Using unresolved | P Address 171.69.89. 16 08: 52: 36:

CRYPTO PKI: http connection opened 08:52:38: CRYPTO PKl: received nsg of 1647 bytes 08:52: 38
CRYPTO_PKI: HTTP response header: HTTP/1.1 200 OK Date: Fri, 11 Jan 2002 19:15: 20 Pacific
Standard Ti me Server: Entrust/VPNConnector v5.0 Connection: close Content-Type: application/x-
pki - message 08:52:38: CRYPTO PKI: Recei ved pki nessage: 1478 types 08:52:38: 30 82 05 C2 06 09 2A
86 48 86 F7 OD 01 07 02 A0 /--- Hex data omitted. 08:52:38: B4 OD EC 6D 61 9B 08:52: 38

08:52:38: CRYPTO PKI: signed attr: pki-message-type: 13 01 33 08:52:38: 08:52:38: CRYPTO PKI:
signed attr: pki-status: 13 01 30 08:52:38: 08:52:38: CRYPTO PKl: signed attr: pki-recipient-
nonce: 08:52:38: 04 20 32 41 35 44 31 31 42 34 43 39 46 31 34 32 08:52:38: 30 30 38 34 32 43 35
45 38 36 44 44 43 41 45 44 08:52:38: 33 34 08:52:38: 08:52:38: CRYPTO PKlI: signed attr: pkKi-
transaction-id: 08:52:38: 13 20 35 33 43 46 43 31 35 30 37 36 42 33 35 42 08:52:38: 37 30 42 43
42 39 39 36 44 36 42 46 39 32 38 30 08:52:38: 37 35 08:52:38: 08:52:38: CRYPTO PKI: status =
100: certificate is granted !--- Certificate is granted by the CA. 08:52:38: CRYPTO PKI: Verified
signed data 985 bytes: 08:52:38: 30 82 03 D5 06 09 2A 86 48 86 F7 OD 01 07 03 A0 !--- Hex data
omitted. 08:52:38: 39 DE OA 10 3B D1 17 30 79 83 EO 54 D9 59 47 13 08:52:38: 86 9A E5 5D F8 45
3D 61 63 08:52:38: 08:52:38: CRYPTO PKI: Decrypted envel oped content: 08:52:38: 30 82 02 F3 06 09
2A 86 48 86 F7 0D 01 07 02 AO 08:52:38: 82 02 E4 30 82 02 EO 02 01 01 31 00 30 OB 06 09 !--- Hex
data omitted. 08:52:39: CE 33 54 B3 4A 62 23 65 6E Bl 83 D9 7C 24 87 A5 08:52:39: E8 FF D8 50 6F
31 00 08:52:39: 08:52:39: CRYPTO PKI: Al enrollment requests conpleted. 08:52:39: %RYPTO 6-
CERTRET: Certificate received fromCertificate Authority 08:52:49: CRYPTO PKI: All enroll nent
requests conpl et ed.

Debug del certificato di esempio dal file PIX




In questa sezione vengono illustrati i debug da PIX quando si eseguono i seguenti comandi di
debug PKI durante il recupero dei certificati da un server CA. Questi debug sono stati ottenuti
durante una sessione riuscita.

pi x520-1(config)#
pi x520-1(confi g) # debug cr ca
pi x520-1(config)#

pi x520-1(confi g)# ca configure cisco ra 20 5
pi x520-1(confi g) # ca authenticate cisco

Cl thread sl eeps!

Crypto CA thread wakes up!

CRYPTO _PKI: http connection opened
Certificate has the follow ng attributes:

Fi ngerprint: 1fcdf2c8 2deda6ac 4819d4c4 b4dcff2f5

PKI: key process suspended and conti nued
CRYPTO PKI: WARNING A certificate chain could not
be constructed while selecting certificate status

CRYPTO PKI: WARNING A certificate chain could not
be constructed while selecting certificate status

CRYPTO PKI: Name: CN = First Oficer, QU = sjvpn, O = cisco, C = us
CRYPTO PKI: Name: CN = First Oficer, QU = sjvpn, O = cisco, C = us
CRYPTO _PKI : transaction Get CACert conpl eted
CRYPTO PKI: Name: CN = First Oficer, QU = sjvpn, O = cisco, C = us
CRYPTO PKI: Name: CN = First Oficer, QU = sjvpn, O = cisco, C = us
Crypto CA thread sl eeps!
pi x520-1(config)# !
pi x520-1(config)# sh ca cert
CA
CRYPTO_PKI : Nane:
CRYPTO_PKI : Nane:
CRYPTO_PKI : Nane:
CRYPTO_PKI : Nane:
CRYPTO_PKI : Nane:
CRYPTO_PKI : Nane:
Status: Avail able
Certificate Serial Nunber: 3b2fd307
Key Usage: General Purpose

sjvpn, O = cisco, C = us

CRL1, QU = sjvpn, O = cisco, C = us

First Officer, QU = sjvpn, O = cisco, C = us
CRL1, QU = sjvpn, O = cisco, C = us

First Officer, QU = sjvpn, O = cisco, C = us

= CRL1, QU = sjvpn, O=rcisco, C=us Certificate

22922¢

QU = sjvpn
O = cisco
C = us

CRL Distribution Point:

CN = CRL1, QU = sjvpn, O = cisco, C = us
Validity Date:

start date: 22:02:40 Jun 19 2001

end date: 22:32:40 Jun 19 2021

RA Signature Certificate
Certificate Serial Nunber: 3b2fd319
Key Usage: Signature
CN = First Oficer
QU = sjvpn
O = cisco



C = us
CRL Distribution Point:

CN = CRL1, QU = sjvpn, O = cisco, C = us
Validity Date:

start date: 22:03:31 Jun 19 2001

end date: 22:33:31 Jun 19 2004

RA KeyEnci pher Certificate
Status: Avail able
Certificate Serial Nunmber: 3b2fd318
Key Usage: Encryption
CN = First Oficer

QU = sjvpn
O = cisco
C = us

CRL Distribution Point:

CN = CRL1, QU = sjvpn, O = cisco, C = us
Validity Date:

start date: 22:03:31 Jun 19 2001

end date: 22:33:31 Jun 19 2004

pi x520-1(confi g) #
St atus: Avail abl e

pi x520-1(config)# ca enroll cisco 171.69.89.16

Cl thread sl eeps!
% Crypto CA thread wakes up!
% Start certificate enroll nent

% The subject nane in the certificate will be: pix520-1.vpn.com

% Certificate request sent to Certificate Authority
% The certificate request fingerprint will be displayed.

pi x520-1(confi g) # Fi ngerprint: bc923bc0 ee66b336 08a513bl a226c¢5c8

CRYPTO_PKI : transaction PKCSReq conpl et ed

CRYPTO_PKI : status:

Crypto CA thread sl eeps!

PKI: key process suspended and conti nued

CRYPTO PKI: http connection opened

CRYPTO PKI: received nsg of 656 bytes

CRYPTO PKI: WARNING Certificate, private key or CRL was
not found while selecting CRL

CRYPTO PKI: signed attr: pki-message-type:

13 01 33

CRYPTO PKI: signed attr: pki-status:

13 01 33

CRYPTO_PKI: signed attr: pki-recipient-nonce:

04 20 30 36 38 33 34 44 35 46 30 44 31 37 42 39 42 30 30 44
37 37 42 33 44 37 39 42 45 43 43 43 41 41

CRYPTO PKI: signed attr: pki-transaction-id:

13 20 64 38 32 36 37 37 34 33 31 39 62 65 65 31 62 65 34 36



65 33 63 32 38 37 66 61 65 31 31 36 64 32

CRYPTO PKI: status = 102: certificate request pending

CRYPTO PKI: All sockets are closed.

CRYPTO PKI: Al sockets are closed.

CRYPTO PKI: resend CGetCertlnitial for session: 0O

CRYPTO PKI: http connection opened

!--- The certificate has been granted by CA! CRYPTO PKI: received nmsg of 1720 bytes CRYPTO_PKI
WARNI NG Certificate, private key or CRL was not found while selecting CRL PKI: key process
suspended and conti nued CRYPTO PKI: signed attr: pki-message-type: 13 01 33 CRYPTO PKI: signed
attr: pki-status: 13 01 30 CRYPTO PKlI: signed attr: pki-recipient-nonce: 04 20 34 42 41 36 31 31
31 42 42 35 42 38 42 43 44 31 36 31 34 30 34 44 45 34 45 33 33 41 34 41 46 36 CRYPTO PKI: signed
attr: pki-transaction-id: 13 20 64 38 32 36 37 37 34 33 31 39 62 65 65 31 62 65 34 36 65 33 63
32 38 37 66 61 65 31 31 36 64 32 CRYPTO PKI: status = 100: certificate is granted CRYPTO PKI:
WARNI NG Certificate, private key or CRL was not found while selecting CRL CRYPTO PKI: All

enrol | ment requests conpleted. CRYPTO PKI: Al enrollment requests conpleted. CRYPTO PKI:
WARNI NG Certificate, private key or CRL was not found while selecting CRL

Debug IPSec di esempio dal router

In questa sezione vengono illustrati i debug IPSec sul router durante il periodo di negoziazione del
tunnel IPSec da parte di entrambi i peer.

1720- 1#debug crypto ipsec
1720- 1#debug crypto isakmp
1720- 1#debug crypto engine
1720- 1#sh debug
Crypt ogr aphi ¢ Subsyst em
Crypt o | SAKMP debugging i s on
Crypt o Engi ne debugging is on
Crypto | PSEC debugging is on
1720- 1#

3d1l1lh: | SAKMP (0:0): received packet from 172.16.172.34 (N) NEW SA
3d1l1lh: | SAKMP: | ocal port 500, renote port 500

3d1l1lh: | SAKMP (0:110): processing SA payload. message ID =0

3d1l1lh: | SAKMP (0:110): Checking | SAKMP transform 1 agai nst
priority 10 policy

3d11lh: | SAKMP: encrypti on DES- CBC
3d11h: | SAKMP: hash MD5

3d11lh: | SAKMP: default group 1
3d11lh: | SAKMP: auth RSA sig

!-—-- IKE phase one 1s accepting certificates as the authentication method. 3d1l1lh: | SAKMP
(0:110): atts are acceptable. Next payload is 3 3dllh: CryptoEngi ne0: generate al g paraneter
3d1l1lh: CryptoEngi ne0: CRYPTO_| SA DH CREATE( hw) (i psec) 3dllh: CRYPTO ENG NE: Dh phase 1 status: O
3d1l1lh: | SAKMP (0:110): SA is doing RSA signature authentication using id type | D FQDN 3d11lh:

| SAKMP (0:110): sending packet to 172.16.172.34 (R) MVL.SA SETUP 3d1lh: | SAKMP (0:110): received
packet from 172.16.172.34 (R) MM _SA SETUP 3d1lh: | SAKMP (0:110): processing KE payl oad. nessage
ID = 0 3d1lh: CryptoEngi ne0: generate al g paraneter 3dllh: CryptoEngi neO:

CRYPTO_| SA DH SHARE SECRET( hw) (i psec) 3d1lh: | SAKMP (0:110): processi ng NONCE payl oad. nessage
ID = 0 3d1lh: CryptoEngi ne0: cal cul ate pkey hmac for conn id 110 3dllh: Crypt oEngi neO:

CRYPTO_| SA | KE_HVAC( hw) (i psec) 3d1lh: CryptoEngi ne0: create | SAKMP SKEYID for conn id 110 3dl1lh:
Crypt oEngi ne0: CRYPTO_| SA SA CREATE(hw) (i psec) 3dl1l1lh: | SAKMP (0:110): SKEYID state generated
3d1l1lh: | SAKMP (0:110): processing CERT_REQ payl oad. nessage ID = 0 3dllh: | SAKMP (0:110): peer
wants a CT_X509_SI GNATURE cert 3d1llh: | SAKMP (0:110): peer want cert issued by QU = sjvpn, O =
cisco, C = us 3dllh: | SAKMP (0:110): processing vendor id payload 3dlih: | SAKMP (0:110):
processi ng vendor id payload 3dllh: | SAKMP (0:110): processing vendor id payl oad 3dllh: | SAKMP
(0:110): speaking to another |1OS box! 3dl1lh: | SAKMP (0:110): sending packet to 172.16.172.34 (R)
MM _KEY_EXCH 3d11lh: | SAKMP (0:110): received packet from 172.16.172.34 (R) MM _KEY_EXCH 3d11lh:
Crypt oEngi ne0: CRYPTO_| SA | KE_DECRYPT( hw) (i psec) 3d1lh: | SAKMP (0:110): processing |D payl oad.
nmessage | D = 0 3dllh: | SAKMP (0:110): processing CERT payl oad. nmessage |ID = 0 3d1lh: | SAKVP
(0:110): processing a CT_X509_SI GNATURE cert 3d11lh: | SAKMP (0:110): processing SIG payl oad.
nmessage | D = 0 3dllh: | SAKMP (110): sa->peer.name =, sa->peer_id.id.id_fqgdn.fqdn = pix520-



1.vpn.com 3d11lh: Crypto engine 0: RSA decrypt with public key 3dllh: CryptoEngi neO:
CRYPTO_RSA PUB_DECRYPT 3d11h: CryptoEngi ne0: generate hmac context for conn id 110 3dlih:
Crypt oEngi ne0: CRYPTO_| SA | KE_HVAC( hw) (i psec) 3dllh: | SAKMP (0:110): SA has been authenticated
with 172.16.172.34 3d11lh: | SAKMP (110): |D payload next-payload : 6 type : 2 protocol : 17 port
500 length : 20 3d1lh: | SAKMP (110): Total payload |ength: 24 3dlih: CryptoEngi ne0: generate
hmac context for conn id 110 3dllh: CryptoEngi ne0: CRYPTO_| SA | KE_HVAC( hw) (i psec) 3dl1lh: Crypto
engine 0: RSA encrypt with private key 3dllh: CryptoEngi ne0: CRYPTO RSA PRI V_ENCRYPT 3d11lh:
CRYPTO_ENGQ NE: key process suspended and continued 3dllh: CryptoEngi ne0O: clear dh nunber for
conn id 1 3dllh: CryptoEngi ne0: CRYPTO_| SA DH DELETE( hw) (i psec) 3dllh: Crypt oEngi ne0O:
CRYPTO_| SA | KE_ENCRYPT( hw) (i psec) 3d11lh: |SAKMP (0:110): sending packet to 172.16.172.34 (R)
QVLI DLE 3d11h: | SAKMP (0:110): received packet from 172.16.172.34 (R) QM_IDLE 3d11lh:
Crypt oEngi ne0: CRYPTO_| SA | KE_DECRYPT( hw) (i psec) 3d1lh: CryptoEngi ne0: generate hnmac context for
conn id 110 3d1lih: CryptoEngi ne0: CRYPTO_ I SA | KE_HMAC(hw) (i psec) 3dllh: | SAKMP (0:110):
processi ng HASH payl oad. message | D = -140325145 3d11h: | SAKWP (0:110): processing SA payl oad.
nmessage | D = -140325145 3d11h: | SAKMP (0:110): Checking | PSec proposal 1 3dllh: | SAKMP:
transform 1, ESP_DES 3dllh: | SAKMP: attributes in transform 3dllh: | SAKMP: encaps is 1 3dllh:
I SAKMP: SA |ife type in seconds 3d1lh: | SAKMP: SA |ife duration (basic) of 28800 3dllh: | SAKMP:
SAlife type in kilobytes 3dllh: | SAKMP: SA life duration (VPI) of Ox0 0x46 0x50 Ox0 3di1lh:
| SAKMP: aut henticator is HVAC-MD5 3dllh: validate proposal 0 3dllh: |SAKMP (0:110): atts are
acceptabl e. 3dlih: | PSEC(vali date_proposal _request): proposal part #1, (key eng. nsg.) | NBOUND
local = 172.16.172.39, renpte= 172.16.172. 34, |ocal _proxy= 1.1.1.0/255.255.255.0/0/0 (type=4),
renot e_proxy= 192. 168. 4. 0/ 255. 255. 255. 0/ 0/ 0 (type=4), protocol = ESP, transfornm esp-des esp-nd5-
hmac , lifedur= 0s and Okb, spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x4 3dllh: validate
proposal request 0 3dllh: | SAKMP (0:110): processing NONCE payl oad. message | D = -140325145
3d11lh: | SAKMP (0:110): processing |ID payl oad. nessage | D = -140325145 3d11h: | SAKMP (0:110):
processing | D payl oad. nessage I D = -140325145 3d11lh: | SAKMP (0:110): asking for 1 spis from
i psec 3d1lh: | PSEC(key_engine): got a queue event... 3dllh: |PSEC(spi_response): getting spi
3611334428 for SA from 172.16.172.39 to 172.16.172.34 for prot 3 3dllh: | SAKMP: received ke
nmessage (2/1) 3dllh: CryptoEngi neO: generate hnmac context for conn id 110 3d1lh: CryptoEngi neO:
CRYPTO_| SA | KE_HVAC( hw) (i psec) 3d1lh: CryptoEngi ne0: CRYPTO_|I SA | KE_ENCRYPT(hw) (i psec) 3dlih:
| SAKMP (0:110): sending packet to 172.16.172.34 (R) QVL.IDLE 3d11lh: | SAKMP (0:110): received
packet from 172.16.172.34 (R) QM. IDLE 3d11lh: CryptoEngi ne0: CRYPTO_|I SA | KE_DECRYPT( hw) (i psec)
3d1l1lh: CryptoEngi ne0: generate hmac context for conn id 110 3dl1lh: CryptoEngi neO:
CRYPTO_| SA | KE_HVAC( hw) (i psec) 3d1lh: ipsec allocate flow O 3dllh: ipsec allocate flow O 3dllh:
Crypt oEngi ne0: CRYPTO_| SA | PSEC KEY_CREATE( hw) (i psec) 3dl1llh: Crypt oEngi neO:
CRYPTO_| SA | PSEC_KEY_CREATE( hw) (i psec) 3dllh: | SAKMP (0:110): Creating |IPSec SAs 3dllh: inbound
SA from 172.16.172.34 to 172.16.172.39 (proxy 192.168.4.0 to 1.1.1.0) 3dllh: has spi 0xD740971C
and conn_id 200 and flags 4 3dllh: lifetinme of 28800 seconds 3dllh: lifetine of 4608000
ki | obytes 3d1lh: outbound SA from 172.16.172.39 to 172.16.172.34 (proxy 1.1.1.0 to 192.168.4.0 )
3d1l1lh: has spi 939761857 and conn_id 201 and flags C 3dllh: lifetime of 28800 seconds 3dllh:
lifetinme of 4608000 kil obytes 3dlih: | SAKMP (0:110): del eting node -140325145 error FALSE reason
"qui ck mode done (await()" 3dllh: |PSEC(key_engine): got a queue event... 3dllh:
IPSEC(initialize_sas): , (key eng. nsg.) |INBOUND | ocal = 172.16.172.39, renote= 172.16.172. 34,
| ocal _proxy= 1.1.1.0/255.255.255.0/0/0 (type=4), renote_proxy= 192.168. 4. 0/ 255. 255. 255. 0/0/0
(type=4), protocol = ESP, transform= esp-des esp-md5-hmac , |ifedur= 28800s and 4608000kb, spi=
0xD740971C(3611334428), conn_id= 200, keysize= 0, flags= 0x4 3dllh: IPSEC(initialize_sas): ,
(key eng. nmsg.) OUTBOUND | ocal = 172.16.172.39, renote= 172.16.172. 34, | ocal _proxy=
1.1.1.0/255.255.255.0/0/0 (type=4), renote_proxy= 192.168. 4. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
protocol = ESP, transfornr esp-des esp-nd5-hmac , |ifedur= 28800s and 4608000kb, spi=
0x3803A0C1(939761857), conn_id= 201, keysize= 0, flags= OxC 3dllh: |PSEC(create_sa): sa created,
(sa) sa_dest= 172.16.172.39, sa_prot= 50, sa_spi= 0xDr40971C(3611334428), sa_trans= esp-des esp-
md5- hmac , sa_conn_i d= 200 3d1llh: | PSEC(create_sa): sa created, (sa) sa_dest= 172.16.172. 34,
sa_prot= 50, sa_spi = 0x3803A0C1(939761857), sa_trans= esp-des esp-nd5-hmac , sa_conn_id= 201
3d11lh: | SAKMP (0:108): purging SA., sa=811A823C, del ne=811A823C 3d1l1lh: CryptoEngi ne0: delete
connection 108 3dllh: CryptoEngi ne0: CRYPTO_| SA SA DELETE(hw) (i psec) 3dl1lh: | SAKMP (0:107):
purging SA., sa=811FE440, del me=811FE440 3d11h: CryptoEngi ne0: del ete connection 107 3d1lh:
Crypt oEngi ne0: CRYPTO_| SA SA DELETE(hw) (i psec) 1720- 1#

Esempi di debug IPSec da PIX

In questa sezione vengono illustrati i debug IPSec sul PIX durante il periodo di negoziazione del
tunnel IPSec da parte di entrambi i peer IPSec.



pi x520- 1# debug crypto ipsec
pi x520- 1# debug crypto isakmp

pi x520- 1# sh debug

debug crypto ipsec 1
debug crypto isaknmp 1

debug fover status

tx

rx
open
cabl e
t xdnmp
rxdnp
ifc
rxip
txip
get
put
verify
switch
f ai
fmsg

| SAKMP (0): begi nning Main Mbde exchange

crypto_i saknp_process_bl ock:

dest 172.16.172.
QAK_MM exchange

| SAKMP (0): processing SA payl oad.

Of
Of
Of
Of
Of
Of
Of
Of
Of
Of
Of
Of
Of
Of
Of

34

src 172.16.172. 39,

message ID =0

| SAKMP (0): Checking | SAKMP transform 1 agai nst

priority 10 policy

| SAKMP: encrypti on DES- CBC
| SAKMP: hash MD5

| SAKMP: default group 1

| SAKMP: auth RSA sig

| SAKMP (0): atts are acceptable.

using id type | D_FQDN
return status is | KMP_NO ERROR
crypto_i saknmp_process_bl ock:

dest 172.16.172.
QAK_MM exchange

| SAKMP (0): processing KE payl oad.

34

Next payload is O
| SAKMP (0): SA is doing RSA signature authentication

src 172.16.172. 39,

message ID =0

| SAKMP (0): processi ng NONCE payl oad. message ID =0

| SAKMP (0): processing CERT_REQ payl oad.
| SAKMP (0): peer wants a CT_X509_S|I GNATURE cert

| SAKMP (0): processing vendor id payl oad
| SAKMP (0): speaking to another

| SAKMP (0): | D payl oad
next - payl oad

type
prot oco
port

I ength

| SAKMP (0): Total
return status is | KMP_NO ERROR
crypto_i saknp_process_bl ock:
dest 172.16.172.

34

| S box!

payl oad | ength: 24

message ID =0

src 172.16.172. 39,



QAK_MM exchange

| SAKMP (0): processing |ID payload. nessage ID = 0

| SAKMP (0): processing CERT payl oad. nmessage ID =0

| SAKMP (0): processing a CT_X509_SI GNATURE cert

| SAKMP (0): processing SIG payl oad. message ID =0

| SAKMP (0): sa->peer.name =, sa->peer_id.id.id _fqdn.fqdn =
1720- 1. ci sco. com

| SAKMP (0): SA has been authenti cated

I SAKMP (0): begi nning Quick Mdde exchange,

M I D of -140325145:f 7a2cee7l PSEC( key_engi ne):

got a queue event...

| PSEC(spi _response): getting spi 0x3803a0c1(939761857)
for SA from 172.16.172.39 to 172.16.172.34 for prot 3

return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src 172.16.172. 39,
dest 172.16.172. 34

QAK_QM exchange

oakl ey_process_qui ck_node:

OAK_QM I DLE

| SAKMP (0): processing SA payl oad.

message | D = 4154642151

| SAKMP : Checking | PSec proposal 1

| SAKMP: transform 1, ESP_DES
| SAKMP: attributes in transform

| SAKMP: encaps is 1

| SAKMP: SAlife type in seconds

| SAKMP: SA life duration (basic) of 28800
| SAKMP: SA life type in kil obytes

| SAKMP: SA life duration (VPI)

of 0x0 0x46 0x50 0xO0

| SAKMP: aut henticator i s HVAC MD5

| SAKMP (0): atts are acceptable.
| PSEC(val i dat e_proposal _request): proposal part #1,
(key eng. msg.) dest= 172.16.172. 39,

src= 172.16.172. 34,
dest _proxy= 1.1.1.0/255.255.255.0/0/0 (type=4),
src_proxy= 192. 168. 4. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
protocol = ESP, transfornr esp-des esp-nd5-hmac ,
|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 0, flags= Ox4

I SAKMP (0): processi ng NONCE payl oad.
message | D = 4154642151

| SAKMP (0): processing | D payl oad.

message | D = 4154642151

| SAKMP (0): processing | D payl oad.

message | D = 4154642151

| SAKMP (0): processing NOTIFY payl oad 24576
protocol 3 spi 3611334428,

message | D = 4154642151

| SAKMP (0): processing responder lifetine

| SAKMP (0): responder lifetine of 3600s

| SAKMP (0): Creating | PSec SAs
inbound SA from 172.16.172.39 to

172.16.172.34 (proxy 1.1.1.0 to 192.168. 4.0)
has spi 939761857 and conn_id 4 and flags 4
lifetinme of 3600 seconds
lifetime of 4608000 kil obytes
outbound SA from 172.16.172.34 to

172.16.172.39 (proxy 192.168.4.0 to 1.1.1.0)



has spi 3611334428 and conn_id 3 and flags 4
lifetinme of 3600 seconds
lifetime of 4608000 kil obytes
| PSEC(key_engi ne): got a queue event...
IPSEC(initialize_sas): ,

(key eng. nsg.) dest= 172.16.172.34, src= 172.16.172. 39,
dest _proxy= 192. 168. 4. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
src_proxy= 1.1.1.0/255.255.255.0/0/0 (type=4),
protocol = ESP, transfornr esp-des esp-nd5-hmac ,
|'i fedur= 3600s and 4608000kb,
spi = 0x3803a0c1(939761857), conn_id= 4, keysize= 0,

flags= 0x4
I PSEC(initialize_sas): ,

(key eng. nmsg.) src= 172.16.172. 34, dest= 172.16.172. 39,
src_proxy= 192. 168. 4. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
dest _proxy= 1.1.1.0/255.255.255.0/0/0 (type=4),
protocol = ESP, transfornr esp-des esp-nd5-hmac ,
|'i fedur= 3600s and 4608000kb,
spi = 0xd740971c(3611334428), conn_id= 3, keysize= 0,

flags= 0x4

return status is | KMP_NO ERROR

pi x520-1(confi g) #
Problemi potenziali

In questa sezione vengono descritti i sintomi, le cause e le soluzioni degli errori piu comuni che si
verificano quando si ottengono i certificati sia sul router sia sul PIX.

Identita ISAKMP non corrispondente

Il router e il PIX assegnano un FQDN alle chiavi e ai certificati utilizzati da IPSec. Durante la
negoziazione IKE o la fase 1, il router/IOS controlla 'FQDN nel certificato. Pertanto, & necessario
utilizzare l'identita ISAKMP come nome host anziché come indirizzo sia sul PIX che sul router.
Nell'esempio seguente il router/IOS sta verificando la presenza dell'lFQDN nel certificato.

| SAKMP (0): SA is doing RSA signature authentication using
idtype D FQDN return status is | KMP_NO ERRCR
crypto_i saknp_process_bl ock: src 172.16.172.39, d
est 172.16.172.34

Debug del router:

3d15h: Crypt oEngi ne0: CRYPTO_| SA_ DH CREATE( hw) (i psec)

3d15h: CRYPTO_ENG NE: Dh phase 1 status: O

3d15h: | SAKMP (152): My ID configured as | Pv4 Addr,
but Addr not in Cert!

3d15h: | SAKMP (152): Using FQDN as My ID

3d15h: | SAKMP (0:152): SA is doing RSA signature
authentication using id type I D _FQDN

3d15h: | SAKMP (0:152): sending packet to 172.16.172.34 (R
MM_SA_SETUP

3d15h: | SAKMP (0:152): received packet from 172.16.172.34 (R)
MM_SA_SETUP

3d15h: | SAKMP (0:162): processing a CT_X509_SI GNATURE cert
3d15h: YCRYPTO- 6- | KMP_NO_| D_CERT_ADDR_MATCH: | D of



172.16. 172. 34 (type 1) an
certificate addr with 172.16.172. 34

3d15h: | SAKMP (0: 162): processing SIG payl oad
message ID =0

3d15h: Crypto engine 0: RSA decrypt with public key

Debug PIX:

| SAKMP (0): beginning Main Mde exchange

crypto_i saknp_process_bl ock: src 172.16.172.39, dest 172.16.172.34
OAK_MM exchange

| SAKMP (0): processing SA payload. nessage ID = 0

| SAKMP (0): Checking | SAKMP transform 1 against priority 10 policy

| SAKMP: encrypti on DES- CBC
| SAKMP: hash MD5

| SAKMP: default group 1

| SAKMP: auth RSA sig

| SAKMP (0): atts are acceptable. Next payload is O

| SAKMP (0): SA is doing RSA signature authentication using id type |D_| Pv4_ADDR
return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src 172.16.172.39, dest 172.16.172.34

OAK_MM exchange

| SAKMP (0):
| SAKMP (0):
| SAKMP (0):
| SAKMP (0):

| SAKMP (0):

next - payload : 9
type :
pr ot ocol .17
port :

processi ng KE payl oad. nessage ID = 0
processi ng NONCE payl oad. nmessage ID =0
processi ng vendor id payl oad

speaki ng to another |1 OS box!

| D payl oad

1

500

I ength : 8

| SAKMP (0):

Total payload length: 12

return status is | KMP_NO ERROR
crypto_i saknp_process_bl ock: src 172.16.172.39, dest 172.16.172.34
OAK_MM exchange

| SAKMP (0): processing |ID payload. nessage ID = 0
| SAKMP (0): processing CERT payl oad. nessage ID =0
| SAKMP (0): processing a CT_X509_S|I GNATURE cert

return status is | KMP_ERR RETRANS

Data e ora non corrispondenti

| certificati sul PIX e sul router sono validi per un determinato intervallo di tempo, come mostrato
nell'esempio che segue.

Certificate
Status: Avail able
Certificate Serial Nunber: 3b2fd653
Key Usage: General Purpose
Subj ect Name
Name: pi x520-1. vpn.com
CRL Distribution Point:
CN = CRL1, QU = sjvpn, O = cisco, C = us



Validity Date:
I-—- The certificates are valid between the start and end date. start date: 04:13:45 Jan 11 2002
end date: 04:43:45 Jan 11 2003

Anche I'output del comando show riportato di seguito mostra l'intervallo di tempo.

1720- 1#sh crypto ca crls
CRL | ssuer Nane:
QU = sjvpn, O = cisco, C = us
Last Update: 16:17:34 PST Jan 10 2002
Next Update: 17:17:34 PST Jan 11 2002
Retrieved from CRL Distribution Point:
LDAP: CN = CRL1, QU = sjvpn, O = cisco, C = us

Se la data e I'ora dell'orologio sul router o sul PIX non rientrano tra le date di inizio e di fine sui
certificati e il successivo/ultimo aggiornamento del CRL, durante la negoziazione della fase 1 verra
visualizzato il seguente errore:

Debug router:

CRYPTO PKI: New CRL Not Yet Valid
(router time not synched to CA?)
CRL published: 16:17:34 PST Jan 10 2002
Router tinme: 16:07:02 PST Feb 28 1993acket to
172.16.172. 34 (R) MM _KEY_EXCH
00: 07:01: | SAKMP (0:10): received packet from
172.16.172. 34 (R MM _KEY_EXCH

Nell'esempio, I'ora del router & stata impostata su 16:07:02 28 febbraio 1993, un valore che non
rientra tra le ore valide richieste dalla CA. Per risolvere il problema, impostare |'ora appropriata sul
router.

1720- 1#clock set 01:05:01 january 11 2002
1720- 1#sh cl ock

01: 05:04.903 PST Fri Jan 11 2002

1720- 1#

Porta HTTP/TCP 80 bloccata

Il router e il PIX utilizzano la porta TCP 80 durante l'autenticazione e la registrazione con il server
CA. In caso di problemi di registrazione o autenticazione, verificare che la porta HTTP/TCP 80 non
sia bloccata tra il router/PIX e il server CA.

PIX/Router senza CRL

Poiché non e stato specificato il comando crl optional sul PIX/router, entrambi i dispositivi
verificheranno la presenza del CRL durante la negoziazione della prima fase. Se il CRL non &
presente, verranno visualizzati gli errori seguenti.

Debug PIX:

| SAKMP (0): processing CERT payl oad.
message ID =0
| SAKMP (0): processing a CT_X509_SI GNATURE cert
CRYPTO PKI: status = 0: poll CRL
Cl thread sl eeps!



Crypto CA thread wakes up!

CRYPTO PKI: Name: CN = CRL1, QU = sjvpn,
O = cisco, C = us

CRYPTO_PKI : | dap_bind() succeeded.

Fail to verify and insert CRL

CRYPTO PKI: the current router tinme:
02:58: 08 Jan 12 2002

CRYPTO PKI: the last CRL update tine:
00:17: 34 Jan 11 2002

CRYPTO PKI: the next CRL update tine:
01:17: 34 Jan 12 2002

CRYPTO PKI: server timer behind router:
next Updat e: 3c3f8eae, now 3c3fa640
CRYPTO PKI: status = 275: failed to insert CRL
CRYPTO_PKI : transaction Get CRL conpl eted
CRYPTO_PKI: bl ocki ng cal | back
recei ved status: 105
Crypto CA thread sl eeps!
Cl thread wakes up!
I SAKMP (0): Unknown error in cert
val i dati on, 65535
return status is | KMP_ERR RETRANS

Per risolvere il problema, ottenere i certificati dal server CA eseguendo un comando ca crl request
ca nickname command; abbiamo utilizzato cr ca crl request Cisco.

Eliminazione di certificati e coppie di chiavi RSA

Potrebbe essere necessario eliminare i certificati digitali o le coppie di chiavi RSA dal router o dal
PIX.

Eliminazione dei certificati dei router e delle coppie di chiavi RSA

Comandi:

- no crypto ca identity ca nickname - Elimina i certificati del router.
- crypto key zeroize rsa - Elimina la coppia di chiavi RSA.
Per eliminare i certificati, seguire I'esempio riportato di seguito:

1720- 1#conf t

Enter configuration conmands, one per line. End with CNTL/Z

1720- 1(confi g) #no crypto ca identity vpn

% Renobving an identity will destroy all certificates received from
the related Certificate Authority.

Are you sure you want to do this? [yes/no]: y
% Be sure to ask the CA administrator to revoke your certificates.

No enrol |l ment sessions are currently active.

1720-1(config)#

1720- 1#sh cr ca cert

1720- 1#

!--- The certificates are no longer available.



Per eliminare la coppia di chiavi RSA sul router, seguire I'esempio seguente:

1720-1(confi g) #crypto key zeroize rsa

% Keys to be renpved are nanmed 1720-1.ci sco.com

Do you really want to renove these keys? [yes/no]: ¥y
1720-1(confi g) #.

1720- 1#sh crypto key nypubkey rsa
1720- 1#
!-— The RSA key palirs are no longer available.

Eliminare i certificati PIX e le coppie di chiavi RSA

Comandi:

- no ca identity ca nickname - Elimina i certificati dal PIX.
- ca zeroize rsa - Elimina la coppia di chiavi RSA dal PIX.
Per eliminare i certificati sul PIX, seguire I'esempio riportato di seguito:

pi x520-1(confi g)# no ca identity cisco
% Renpving the identity will destroy all certificates.
% Be sure to ask the CA administrator to revoke your certificates.

pi x520-1(config)# sh cr ca cert
pi x520-1(confi g)#
!--- The certificates are no longer available.

Per eliminare la coppia di chiavi RSA dal PIX, seguire I'esempio seguente:

pi x520-1(confi g)# ca zeroize rsa

pi x520- 1(confi g)# sh ca mypubkey rsa
!-—-—- The RSA key pairs are no longer available.

Informazioni correlate

- Pagina di supporto per IPSec

- Pagina di supporto PIX

- RFC (Requests for Comments)

- Supporto tecnico — Cisco Systems
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//www.cisco.com/cgi-bin/Support/PSP/psp_view.pl?p=Hardware:PIX&referring_site=bodynav
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