Configurare VPN di livello 3 su SR MPLS [eBGP]
in Nexus 9300
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Introduzione

Questo documento descrive come distribuire L3 Ethernet VPN (EVPN) over Segment Routing
(SR) Multiprotocol Label Switching su Nexus 9300 con BGP esterno.

Prerequisiti

Requisiti
Cisco raccomanda la conoscenza dei seguenti argomenti:

- Border Gateway Protocol (BGP)
- L3VPN

- EVPN

- SR

Componenti usati

Le informazioni fornite in questo documento si basano sulle seguenti versioni software e
hardware:

- SPINE Hardware - 9336C-FX con versione 10.2(2)
- Hardware FOGLIA - 93240YC-FX2 con release 10.2(2)
- CLIENT - 92160YC-X (Host-1), Catalyst-3850 (Host-2)
Le informazioni discusse in questo documento fanno riferimento a dispositivi usati in uno specifico

ambiente di emulazione. Su tutti i dispositivi menzionati nel documento la configurazione € stata
ripristinata ai valori predefiniti. Se la rete € operativa, valutare attentamente eventuali



conseguenze derivanti dall'uso dei comandi.

Premesse

Riepilogo MPLS L3VPN
Una VPN é:

- Rete basata su IP che fornisce servizi di rete privati su un'infrastruttura pubblica.
- Insieme di siti a cui € consentito comunicare tra loro in privato tramite Internet o altre reti
pubbliche o private.

Le VPN convenzionali vengono create dalla configurazione di una rete completa di tunnel o di
circuiti virtuali permanenti (PVC) per tutti i siti di una VPN. Questo tipo di VPN non & facile da
mantenere o espandere, in quanto l'aggiunta di un nuovo sito richiede una modifica a ciascun
dispositivo periferico della VPN.

Le VPN basate su MPLS vengono create nel layer 3 e si basano sul modello peer. Il modello peer
consente al provider di servizi e al CE di scambiare informazioni di routing di layer 3. Il fornitore di
servizi inoltra i dati tra i siti CE senza l'intervento del CE.

Le VPN MPLS sono piu facili da gestire ed espandere rispetto alle VPN convenzionali. Quando si
aggiunge un nuovo sito a una VPN MPLS, € necessario aggiornare solo il router perimetrale del
provider di servizi che fornisce servizi alla sede del cliente.

Questi sono i componenti della VPN MPLS:

- Provider (P) router- Router nel nucleo della rete del provider. | router PE eseguono la
commutazione MPLS e non collegano etichette VPN ai pacchetti indirizzati. Le etichette VPN
vengono utilizzate per indirizzare i pacchetti di dati alla rete privata corretta o al router edge
CE.

- Provider Edge (PE) router: router che collega I'etichetta VPN ai pacchetti in arrivo in base
all'interfaccia o alla sottointerfaccia su cui vengono ricevuti e allega anche le etichette di base
MPLS. Un router PE si collega direttamente a un router.

- Cliente (C) router-router nella rete ISP (Internet Service Provider) o aziendale.

- Router Customer Edge (CE): router perimetrale sulla rete dell'lSP che si connette al router PE
sulla rete. Un router CE deve interfacciarsi con un router PE.

Panoramica di EVPN con L3VPN (MPLS SR)

Le installazioni dei centri dati (DC) hanno adottato EVPN o MPLS EVPN per i vantaggi offerti da
VXLAN (Virtual Extensible LAN), ad esempio apprendimento control-plane EVPN, multitenancy,
mobilita ottimale, ridondanza e aggiunte POD piu semplici. Analogamente, il CORE & una rete
MPLS L3VPN basata su LDP (Label Distribution Protocol) o una transizione dalla tradizionale
sublay basata su LDP di MPLS L3VPN a una soluzione piu sofisticata come la SR.



La SR & adottata per i suoi vantaggi, quali:

- Piani di controllo IGP (Unified interior gateway protocol) e MPLS
- Metodi di progettazione del traffico piu semplici

- Configurazione piu semplice

- Adozione di SDN (Software-Defined Networking)

EVPN (RFC 7432) € una soluzione basata su BGP MPLS che ¢ stata utilizzata per i servizi
Ethernet di nuova generazione in una rete di un centro dati virtualizzata. Utilizza diversi blocchi, ad
esempio Route.

Distinguitore (RD), Route Target (RT) e Virtual Routing and Forwarding (VRF) dalle tecnologie
MPLS esistenti.

L3 EVPN over SR, introdotto in NXOS 7.0(3)I6(1), utilizza la route EVPN Type-5 con

incapsulamento MPLS. Offre multi-tenant, scalabilita e prestazioni elevate per i servizi evoluti del
centro dati.

Nota: In DC, il piano dati pud essere VXLAN o MPLS.

VPN MPLS L3 tradizionale MPLS L3 VPN over SR
Blocchi predefiniti principali: RD, RT e VRF Blocchi predefiniti principali: RD, RT e VRF

Livello inferiore per trasporto: IGP, LDP e RSVP-TE Livello inferiore per trasporto: IGP/BGP-LU e SR-TE

Livello overlay per servizio: VPNv4 e VPNv6 Livello overlay per servizio: EVPN

Esempio di rete

a—
172.25.0.21 il 172.25.0.22

SID 16021

H1 H2 H3
Vlan 301 Vlan 301 Vlan 301
10.1.12.100/24 10.2.12.100/24 10.3.12.100



Configurazione di alto livello

1. Funzionalita di installazione
2. Configura indirizzo IP - Sottolineato
3. Configurare IGP/MP - BGP
4. Configurazione della sovrapposizione VLAN ed EVPN

5. Configurazione di e-BGP tra host e FOGLIA

install feature-set mpls

Feature-set mals

feature bgp

feature mpls segment-routing

Feature mals evpn

Peature interface-vlan

Feature lacp

Feature mpls oam

Feature mals segment. routing tratfic-engineering

visn 1,301-310

SEEMENL-1OUting

mpls

obal-block 16000 24000
tonnected-prefiz-sid-map
address-family ipvd

172.25.0.1/32 absodute 16001
ip prefix-ist node-sid-loopback seq 10 permit 172.25.0.1/32
ip a3-path scoess-iet LOCALLY-ORIGINATE seq 1 permit 465534
ip as-path acoess-list LOCALLY-ORIGINATE soq 2 permit =5~
route-map KODE-S0-MED permit 10

match ip address prefic-list node-sid-loopbad

set metric 100
Fedibe-map NODE-SI0-MED permit 20
route-map SET_NH permiz §

match community MATCH-65534.55534.
set ip next-hop unchanged
route-map SET_NH permis 10

match as-path LOCALLY-ORIGINATE
st ip next-hop 172.25.0.1

wrf content WEN-A
rd aute
address-family igvd unicast
route-farget import 301:301
rowte-target import 301:301 evpn
FoulE-1ar et Expodt 301301
FoutETarget Eeport 301301 epn
wrf context VPN-8
rd auto
sddires-family igvd umicast
route-target import 302:302
route-target import 302:302 evpn
route-target export 302:302
route-target export 302302 evpn

Enabling Features

ingtall feature-set mpls:
foature-set mpls
feature bRp
Feature mpls segment-routing
frature mpls even
feature interfage-vian
Feature lacp
feature mpls oam
feature mpls segment-routing traffic-engineering
wlam 1,301-310
segment-rauting
mpls
plobal-block 16000 24000
cannected-prefiv-sid-map
address-family ipva
172.25.0.2/32 absalute 16002
ip prefic-list nede-sid-locpbadk 46 10 permit 172.25.0.2/32
Ip as-path access-list LOCALLY-ORIGINATE seq 1 permit 465534
Ip as-path access-list LOCALLY-ORIGINATE seq 2 permit *+5*
Fauti-map NODE-SID-MED par mit 10
match ip address prefix dist node-sid Joopback
w4t metric 100
route-map NODE-SID-MED permit 20
route-map SET_NH permit §

mateh eammunity MATCH-65534:65534
setip next-hop unchanged
route-map SET_NH permit 10
match as-path LOCALLY-DRIGINATE
setip next-hop 172.25.0.%
wrf context VPN-A
rd auto
address-family ipvd unicast
route-target impert 301:301
raube-target impert 301:301 evpn
raube-target export 301:300
route-target expart 301:301 evpn
wrf canitext VPN.8
rd auto
address-Family ipvd unicast
route:target import 302:302
route-target import 302:302 evpn
raute-target expart 302:302
route target expart 302:302 evpn

et

interface Wian301

D decess-ErouR deny-te-core_ra in
wrl matmber VRN-A

no ip redirects

i address 101121724

i directed-broadast ip-dir-boast
i arp tmeout 720

interface Wan302

i BECEES-FOUR deny-lo-oare_rh in
il e VPN-B

o ip redirects

ip sddress 10.1.13.1/24

i directed-broadeast ip-dir-beast
0 arp timeout 710

interface Ethernet1/31

discription eonnectid 1o spinel - 1/53 - 192.168.1.10
mu 9216

bogging event port link-status

noip redirects

i sddress 192.168.1.9/30

W arp tmeout 14400

mpis ip forwarding

interface Ethermet1 /32

diseription connected 1o spined - 1/53 - 192.168.1.14
miy 3216

kogping event port link-status

noeip redirects

i address 192,168 1.13/30

i arp thmeout 14400

mpls Ip forwarding

ne thutdown

interface Ethernet] /35

switchport

switchport mode trunk.

switchport trunk allowed vien 301-310
A shutdewn

interface loopbackD
i address 172.250.1/52
ne shist

Lead-2

Interface Configuration
interface Vian 301

e shutdown

i Bteess-group deny-1o-Core_fain
wri member VPR-A

g ip redirects

ip address 10.2.12.1/24

ip directed-broad cast ip-dir-beast
Iparp timeout 720

interface Vian302

o shutdown

Ip access-group deny-to-core_rain
vri member VPN-B

o ip redirects

Ipaddress 10.2.13.1/24

ip directed-brosd cast ip-dis-beast
ip arp imesut 720

Interface Ethermetl/3

switchpart

switchpart mode trunk

switchport trunk allowed vian 301-310
o shutdown

Interface Ethermetl /31
description connected to spinell - 1/54 - 192.168.2.10
il 9216
logging event port link-status
o Ip redirects
ip address 1921682930
ip arp timesut 14400
mpls ip forwarding
interface Ethernetl/32
description connected to Spined - 1/52 - 192.168.2.14
miu 8216
legging event port link-status
o i redirects
ipaddress 192.168.2.13/30
Ip arp timeout 14400
mipls ip forwarding
interface Ethernetl/36
switchpart mode trunk
switchport trunk adlowed vian 301-310
interface loaphackd
ipaddress 172.25.0.2/32

BGPSEVPN Configuration

router bgp 65534
router-id 172.25.001
disable-pelicy-batching
bestpath as-path multipath-refax
bestpath med missing-a-worst
log-neighber-changes.
awerit-history detad sire large
nexthop suppress-default-resohation
address-family igvd unicast
Aetwsrk 172.25.0.1/32
maimum-paths 4
maximum. paths (bgn 4
allorate-libel route-map node-sid-label
address- ity gned abeled-uniziat
prefic-priarity high
address: family EZvpn evpn
template peer EBGR-SPINE
remote-as 64087
description EBGP-FEERING to-AGG
address: Family Ipvd unicast
allowas-in 1
send-coenminity
send-community extended
route-map NODE SID-MED out

0 advertise local-labeled: route
saft-reconfiguration inbound
addreis-Pamily ipvd libeled-unicast
allgwas-in 1
send-community
send-community extended
route-rmap NODESID-MED gut
soft-reconfiguration inbound abways
address family [2vpn evpr
allowas-in 1
send-LaminEnity
sen-coamimunity ectendid
filter-list LOCALLY-ORIGINATE gut
route-map SET_NH cut
encapiulation mpls
neighbor 192.168.1,10
inherit peer EBGR.SRINE
neighbor 192 168.1.14
inherit peer EBGP-SPINE

BGP/EVPM Configuration
router bgp 65534
router-id 172.25.0.2
disable-policy-batching
bestpath as-path muhipath-relax
bestpath med missing-as-worst
log-reighber-changes
event-history detail size large
nexthop suppress-default-resolution
address-Tamily ipvd uicast
network 172.25.0.2/32
maximumepaths 4
mauimumpaths lbgp 4
allecate-label reute-map node-sid-label
address-family ipwd labeled-unicast
prefia-priority high
address-Tamily 12vpa evpn
template peer EBGP-SPINE
remoteas BA0BY
description EBGP-PEERING-to-AGG
address-Tamnily ipvd unicast
allowas-in 1
send-cammunity
send-commaunity extended
route-map RODE-SID-MED gut

g advirtise local-labeled-foute
soft-reconfiguration inbaund
address-family Ipvd labeled-unicast
allowas-in 1
send-cammunity
send-community extended
reute-mag NODE-SID-MED cut
soft-reconfiguration inbound always
address-family |2vpn evpn
allowas-in 1
send-community
send-community extended
fifter-list LOCALLY-QRIGINATE out
route-mag SET_NH aut
encapsulation mpls
neighbor 192.168.2.10
inherit peer EBGP-SPINE
neighbor 192.168.2.14
inherit peer EBGP-SPINE

wrf WPN-A
bestpath aa-path multipath-relo:
Allecate-index 2001
acdd ress-famniy ipwd unicast
metwork 10.1.12.0/24
advertise [2von evpn
maimT-paths 4
el VPN-B
bestpath as-path multipatherelax
allocate-index 2002
Ak resa-Farnily ipeed unicadt
mtwark 10,1.13.0/24
advertise Lvpn evpn
masimum-paths 4

wrf VPRRA
bestpath as-path multipath.relax
allscate-index 2001
address-Family ipvé unicast
netwark 10.2.12.0/24
advertiss I2vpn evpn
Faximuni-paths 4
wrf VPN-B.
bestpath as-path mutipath-rela
allscate-indix 2002
address-Family ipvd unicast
nabwork 10.2.13.0/24
advertise [Zvpn evpn
maximum-paths 4



Enabling Features

install feature-set mpls

feature-set mpls

feature bgp
feature mpls segment-routing
feature mpls evpn
feature interface-vlan
feature lacp
feature mpls oam
feature mpls segment-routing traffic-engineering
vlan 1
segment-routing

mipls

global-block 16000 24000
oonnected-prefix-sid-map
address-family ipvd
172.25.0.21/32 absolute 16021

ip prefin-list NH-RESTRICT s6q 5 permit 0.0.0.0/0
ip prefix-list node-sid-loopback seq 5 permit 172.25.0.21/32
route-map NH-RESTRICT deny 10

match ip address prefiz-list NH-RESTRICT
route-map NH-RESTRICT permit 20
route-map NH_UNCHG permit 10

set ip next-hop unchanged

Enabling Feature

install feature-set mpls

feature-set mpls

feature bgp

feature mpls segment-routing

feature mpls evpn

feature interface-vlan
feature lacp
feature mpls oam
feature mpls segment-routing traffic-engineering
vian 1
segment-routing

mipls

global-block 16000 24000
connected-prefix-sid-map
address-family ipvd
172.25.0.22/32 absolute 16021

ip prefic-list NH-RESTRICT seq 5 permit 0.0.0.0/0
ip prefix-list node-sid-loopback seq 5 permit 172.25.0.22/32
route-map NH-RESTRICT deny 10

match ip address prefic-list NH-RESTRICT
route-map NH-RESTRICT permit 20
route-map NH_UNCHG permit 10

set ip next-hop unchanged

Spine-1
Interface Configuration

interface Ethernetl/53
description connested to Leafl - 1/31 - 192.168.1.8
miu 3216
logging event port link-status
no ip redirects
ip address 192.168.1,10/30
ip arp timeout 14400
mpls ip forwarding
no shutdown

interface Ethernetd/54
description connected to Leaf2- 1/31 - 192.168.29
miu 9216
logging event port link-status
no ip redirects
ip address 192.168.2,10/30
ip arp timeout 14400
mpls ip farwarding
no shutdown

Interface loopbadk0

ip address 172.25.0.21/32

no shutdown

Spine-2
Interface Configuration

interface Ethernetl/52
description connected to Leaf2 - 131 - 192.168.2.13
mtu 9216
logging event port link-status
na ip redirects
ip address 192.168.2.14/30
ip arp timeout 14400
mpls ip forwarding
no shutdown

interface Ethernetl/53
description connected to Leaf2- 1/32 - 192.168.1.13
mitu 9216
logging event port link-status
no ip redirects
ip address 192.168.1.14/30
ip arp timeout 14400
mpls ip forwarding
no shutdown

interface loopbackd
ip address 172.25.0.22/32
no shut

BGP/EVPN Configuration

router bgp 64087
router-id 172.25.0.21
bestpath as-path multipath-refax
bestpath med missing-as-worst
log-nelghbar-changes
nexthop suppress-default-resolution
address-family ipvd unicast
network 172.25.0.21/32
maximurm-paths 4
nexthop route-map NH-RESTRICT
allocate-label route-map node-sid-label
ddress-family ipvd labebed-uni
prefix-priority high
sddress-family [2vpn evpn
retain route-target all
template peer EBGP-ACCESS
remote-as 65534
description EBGP-PEERING-to-ACCESS
address-family ipwd unicast
disable-peer-as-chedk
send-community
send-community extended
default-originate
no advertise local-labeled-route

seft-reconfiguration inbound
address-family ipwd labeled-unicast
disable-pear-as-ched:
send-community
send-community extended
soft-reconfiguration inbound
address-family 12vpn evpn
disable-peer-as-ched
send-community
send-community extended
route-map NH_UNCHG out
encapsulatien mpls
neighbor 192.168.1.9
inherit pedr EBGP-ACCESS
neighbor 192 168.2.9
inherit peer EBGP-ACCESS

BGP/EVPN Configuration

router bgp 64087
router-id 172.25.0.22
bestpath as-path multipath-relax
bestpath med missing-as-worst
log-neighbor-changes
nexthop suppress-default-resalution
address-family ipvd unicast
network 172.25.0.22/32
maximum-paths 4
nexthop reute-map NH-RESTRICT
allocate-label route-map node-sid-label
address-family ipvd labeled-unicast
prefix-priority high
address-family I2vpn evpn
retain route-target all
template peer EBGP-ACCESS
remate-as 65534
description EBGP-PEERING-to-ACCESS
address-family ipvd unicast
disable-peer-as-chedk
send-community
send-community extended
default-originate
no advertise local-labeled-route

soft-reconfiguration inbound

address-family ipvd labeled-unicast
disable-peer-as-check
send-community
send-community extended
soft-reconfiguration inbound

address-family [2vpn evpn
disable-peer-as-check
send-community
send-community extended
route-map NH_UNCHG out
encapsulation mpls

neighbor 192.168.1.13
inherit peer EBGP-ACCESS
neighbor 192.168.2.13
inherit peer EBGP-ACCESS



Host-1 Configuration

install feature-set mpls

feature mpls

interface Ethernet1/53

switchport

switchport mode trunk

switchport trunk allowed vlan 301-310
no shut

interface vlan 301

no shutdown

no ip redirects

ip address 10.1.12.100/24

ip directed-broadcast ip-dir-bcast
ip arp timeout 720

Verifica

Fare riferimento a questa sezione per verificare che la configurazione funzioni correttamente.

H1(config)# show ip int brief

IP Interface Status for VRF "default"(1)
Interface IP Address  Interface Status
Vlan301 10.1.12.100 protocol-up/link-up/admin-up

H1(config)# ping 10.2.12.100

PING 10.2.12.100 (10.2.12.100): 56 data bytes

64 bytes from 10.2.12.100: icmp_seq=0 ttl=251 time=0.994 ms
64 bytes from 10.2.12.100: icmp_seq=1 ttl=251 time=0.586 ms
64 bytes from 10.2.12.100: icmp_seq=2 ttl=251 time=0.677 ms
64 bytes from 10.2.12.100: icmp_seq=3 ttl=251 time=0.615 ms
64 bytes from 10.2.12.100: icmp_seq=4 ttl=251 time=0.597 ms

---10.2.12.100 ping statistics -—-

5 packets transmitted, 5 packets received, 0.00% packet loss
round-trip minfavg/max = 0.586/0.693/0.994 ms

Risoluzione dei problemi

Host-2 Configuration

install feature-set mpls

feature mpls

interface Ethernetl/54

switchport

switchport mode trunk

switchport trunk allowed vlan 301-310
no shut

interface vian 301

no shutdown

no ip redirects

ip address 10.2.12.100/24

ip directed-broadcast ip-dir-bcast
ip arp timeout 720

H2(config)# show ip int brief

IP Interface Status for VRF "default"(1)
Interface IP Address  Interface Status
Vian301 10.2.12.100 protocol-up/link-up/admin-up

H2(config)# ping 10.1.12.100

PING 10.1.12.100 (10.1.12.100}): 56 data bytes

64 bytes from 10.1.12.100: icmp_seq=0 ttl=251 time=1.043 ms
64 bytes from 10.1.12.100: icmp_seq=1 ttl=251 time=1.933 ms
64 bytes from 10.1.12.100: icmp_seq=2 ttl=251 time=0.865 ms
64 bytes from 10.1.12.100: icmp_seq=3 ttl=251 time=0.668 ms
64 bytes from 10.1.12.100: icmp_seq=4 ttl=251 time=0.713 ms

---10.1.12.100 ping statistics ---
5 packets transmitted, 5 packets received, 0.00% packet loss
round-trip min/avg/max = 0.668/1.044/1.933 ms

Le informazioni contenute in questa sezione permettono di risolvere i problemi relativi alla

configurazione.

spinel{config-router-af}# show mpls switching

Legend:
(P)=Protected, (F}=FRR active, (*)=more labels in stack.

IPV4:

In-Label Out-label FEC name Out-Interface  MNext-Hop
VRF default

16001 Pop Label 172.25.0.1/32  Eth1/53 10.1.1.9
16002 Pop Label 172.25.0.2/32 Eth1/54 10.2.1.9
In-Label VRF

492287 default

Block  Label-Range
i 16000 - 24000

spinel(config-router-af)# show bgp |12vpn evpn
BGP routing table information for VRF default, address family L2ZVPN EVPN
BGP table version is 17, Local Router ID is 172.25.0.21

Network Next Hop Metric LocPrf Weight Path
Route Distinguisher: 172.25.0.1:3
*>e[5):[0):(0]:[24][12.1.12.0]/224

172.25.0.1 4294567295 065534
Route Distinguisher: 172.25.0.1:4
*>¢[5]:[0]:[0]:[24]):[12.1.13.0]/224

172.250.1 4294967295 065534 i
Route Distinguisher: 172.25.0.2:3
*>¢[5]:[0]:[0]:[24]):[10.2.12.0]/224

172.25.0.2 4294967295 065534 i
Route Distinguisher: 172.25.0.2:4
*>e[5):[0]:(0]:[24]:[10.2.13.0]/224

172.25.0.2 42945967285 065534
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Informazioni su questa traduzione

Cisco ha tradotto questo documento utilizzando una combinazione di tecnologie automatiche
e umane per offrire ai nostri utenti in tutto il mondo contenuti di supporto nella propria lingua.
Si noti che anche la migliore traduzione automatica non sara mai accurata come quella fornita
da un traduttore professionista. Cisco Systems, Inc. non si assume alcuna responsabilita per
I&rsquo;accuratezza di queste traduzioni e consiglia di consultare sempre il documento
originale in inglese (disponibile al link fornito).



