Suggerimenti per l'implementazione e la
risoluzione dei problemi del provisioning zero
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Introduzione

Questo documento descrive i suggerimenti per la risoluzione dei problemi per le prime
implementazioni di Zero Touch Provisioning (ZTP).

Lo ZTP e stato introdotto per ridurre l'interazione umana nella fornitura di dispositivi XR. ZTP
utilizza un'implementazione di Preboot eXecution Environment (iPXE).

Premesse

Lo ZTP pud eseguire:

- Aggiornamento configurazione automatica: Scaricare e applicare la configurazione XR dopo
l'installazione dell'immagine

- Esecuzione script: Scaricare ed eseguire i file script definiti dall'utente. Nell'esecuzione degli
script & possibile implementare vari metodi/funzioni: Aggiornamento di piu
pacchettilnstallazione SMUVerificheeXR decide quali azioni eseguire in base al contenuto
della prima riga del file Se il file inizia con !! IOS XR denota un file di configurazione ed
esegue apply_config.Analogamente, i file che iniziano con #! /bin/bash o #! /bin/sh o
#!/usr/bin/python indica un file di script ed esegue lo script.ll supporto per python € introdotto
da eXR 6.2.2eXR iPXE supporta il protocollo TFTP (Trivial File Transfer Protocol), FTP (File
Transfer Protocol) e HTTP (Hypertext Transfer Protocol). Il protocollo HTTPS (Hypertext
Transfer Protocol Secure) non € supportato perché non € possibile prevedere quale firma
verificare.



Configurazione server Linux

iPXE & un miglioramento rispetto a PXE che richiede TFTP/FTP/HTTP per il download di
immagini/configurazioni e utilizza il protocollo DHCP (Dynamic Host Configuration Protocol) per
ottenere/fornire informazioni per I'immagine e la configurazione.

Configurazione DHCP

In un esempio successivo, viene esaminata l'acquisizione di un pacchetto per confermare
I'operazione DHCP.

Requisiti del server HTTP

Il server HTTP deve essere raggiungibile dall'interfaccia Ethernet di gestione.

Suggerimenti per la risoluzione dei problemi

Una volta configurato il server Linux, eseguire il controllo della raggiungibilita e della funzionalita
del server DHCP/HTTP.

In questa configurazione, un singolo server Linux viene utilizzato come server DHCP/HTTP. Se
sono presenti server separati per queste funzioni, verificare la procedura su tutti i server, se
necessario.

[ root @xxxxxxxxx] # service dhcpd status

Redirecting to /bin/systenctl status dhcpd. service

dhcpd. service - DHCPv4 Server Daenon

Loaded: |oaded (/usr/lib/systend/ systenidhcpd. service; disabled; vendor preset: disabled)
Active: active (running) since Mon 2017-05-29 10:30:59 PDT; 15h ago
Docs: nan: dhcpd(8)
man: dhcpd. conf (5)
Main PID: 26913 (dhcpd)
Status: "D spatching packets..."
CG oup: /system slice/dhcpd. service

26913 /usr/sbin/dhcpd -f -cf /etc/dhcp/ dhcpd. conf -user dhcpd -group dhcpd --no-pid

<SNI P>

Suggerimento: Alcune righe sono state ridimensionate all'ellisse. Utilizzare -I per visualizzarle
tutte.

[ root @xxxxxxx]# service httpd status
Redirecting to /bin/systenct|l status httpd.service
httpd. service - The Apache HTTP Server
Loaded: |oaded (/usr/lib/systemd/systenihttpd.service; disabled; vendor preset: disabled)
Active: active (running) since Fri 2017-05-26 05:50:30 PDT; 3 days ago
Docs: man: htt pd(8)
man: apachect| ( 8)
Process: 28088 ExecStop=/bin/kill -WNCH ${MAI NPI D} (code=exited, status=0/SUCCESS)
Process: 11036 ExecRel oad=/usr/sbhin/httpd $OPTIONS -k graceful (code=exited, status=0/SUCCESS)
Main PID: 28095 (httpd)
Status: "Total requests: 0; Current requests/sec: 0; Current traffic: 0 B/ sec"
CG oup: /systemslicel/httpd. service
11037 /usr/sbin/httpd - DFOREGROUND



11038 /usr/sbin/httpd - DFOREGROUND
11039 /usr/sbin/httpd - DFOREGROUND
11040 /usr/sbin/httpd - DFOREGROUND
11041 /usr/sbin/httpd - DFOREGROUND
26998 /usr/shin/httpd - DFOREGROUND
27426 /usr/sbin/httpd - DFOREGROUND
27427 /usr/sbin/httpd - DFOREGROUND
27428 /usr/sbin/httpd - DFOREGROUND
27889 /usr/shbin/httpd - DFOREGROUND
28095 /usr/shin/httpd - DFOREGROUND

May 26 05:50: 30 xxxxx systemd[1]: Starting The Apache HITP Server...
May 26 05:50: 30 xxxxx systemd[1]: Started The Apache HTTP Server.
May 27 03:16: 01 xxxxx systemd[1]: Rel oaded The Apache HTTP Server.
May 28 03:37: 01 xxxxx systemd[1]: Rel oaded The Apache HTTP Server.

Abilita il router per ottenere l'indirizzo IP con DHCP

Interface Mynt Et h 0/ RPO/ CPUO/ O
| pv4 address dhcp
Shut/ no shut

Verifica funzionalita server HTTP

- Verificare che http://<ip-servername> funzioni.
- Aprire un browser per visualizzare l'indirizzo IP o il nome del server.

Se il protocollo DHCP o HTTP non funziona, potrebbero verificarsi problemi con il firewall o
problemi di raggiungibilita.

Per controllare le proprieta del firewall nel server, eseguire i comandi seguenti o aggiungere i
protocolli specifici:

Utilizzare il comando IP tables per verificare le regole del firewall:

I ptables -L —n
Chain IN public_allow (1 references)

t ar get prot opt source destination

ACCEPT udp -- 0.0.0.0/0 0.0.0.0/0 udp dpt: 67 ctstate NEW
ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 tcp dpt: 80 ctstate NEW
ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 tcp dpt:22 ctstate NEW

Utilizzare questo comando del firewall per elencare le voci consentite:

[ root @xxxxxxxx ~]# firewall-cnmd --1ist-al
public (active)

target: default

i cnp- bl ock-inversion: no

interfaces: enp2s0f0

sour ces:

servi ces: dhcp dhcpv6-client http ssh

ports:

protocol s:

masquer ade: no

f orward-ports:

sourceports:


http://%3Cip/

i cnp- bl ocks:
rich rules:

Utilizzare i comandi per consentire in modo permanente le porte:

firewal | -cnd --pernanent --add-service=http
firewal | -cnd --pernanent --add-servi ce=dhcp

Abilita acquisizione pacchetti sul server DHCP:

tcpdunp —i <interface id> port (bootpc & bootps & port http) —s O(buffer size) —w <dest. File
name>

ex: tcpdunp -i enp2s0f0 port 67 or port 68 or port 80 -s O -w i PXEboot. pcap

Come avviare ZTP?

Awvio manuale ZTP

Utilizzare il comando ZTP initiate exec CLI per richiamare ZTP. Per impostazione predefinita,
l'interfaccia utilizzata per ZTP € MGMTEth. Per avviare questo processo su altre interfacce,
utilizzare questa opzione:

ZTP initiate interface <type> <nunber> <cr>

)

Ztp initiate <cr>

Avwvio del router con iPXE

1. Da Calvados, avviare il comando reload CLI:

Questo comando determina il ricaricamento di un router, che avvia l'avvio iPXE.

Nota: Le informazioni sulla classe dell'utente vengono interpretate come un'opzione in
formato non valido a causa di un bug in Wireshark.

2. Il router avvia il rilevamento DHCP. Notare che la classe utente € popolata con l'opzione iPXE:



43 2017-85-26 04:55:24.207214 172.16.58... 172.16.58.212 DHCP
_ 44 2017-85-26 04:55:24.208101 172.16,58... 172,16,58,212 DHCP
Le 45 2017-85-26 04:56:09. 8991?9 0.2.0.0 255,255.255... DHCP

342 DHCP Offer
342 DHCP ACK

- Transaction ID @xf2elf250
- Transaction ID @xf2elf25@

449 DHCP Discover - Transaction ID 0x97c7ee55

User Class Length: 185
v [Expert Info (Error/Protocol): User Class Information: malformed option]
[User Class Information: malformed option]
[Severity level: Error]
[Group: Protocol]
v Option: (55) Parameter Request List
Length: 22

NCS5K->DHCP Server

Parameter
Parameter
Parameter
Parameter
Parameter
Parameter
Parameter
Parameter
Parameter
Parameter
Parameter

Request
Request
Request
Request
Request
Request
Request
Request
Request
Reguest
Request

List Item:
List Item:

List
List
List
List
List
List
List
List
List

Item:
Item:
Item:
Item:
Item:
Item:
Item:
Item:
Item:

(1) Subnet Mask

(3) Router

(6) Domain Name Server
(7) Log Server

(12)
(15)
(17)
(43)
(6@)
(66)
(67)

Host Name

Domain Name

Root Path

Vendor-Specific Information
Vendor class identifier
TFTP Server Mame

Bootfile name

(119) Domain Search

Parameter Request List Item:

Parameter Request List Item: (128) DOCSIS full securlty server IP [TUDU]

o tmmA mare

00 00 08 00 B0 DB BB  ........ sovees.s

00 00 00 00 00 00 00

@8 2@ 20 00 90 00 @8 .

63 35 01 01 39 02 05 S¢5..9.. g
0a 4d 04 69 50 58 45 : ..M.ipxe—* User-class info
2b 3c 42 43 77 80 81 «+<BCw.

24 b1 05 01 80 86 15  ........ . e

24 91 81 13 01 @1 2a lenannns = B s *

01 01 26 01 01 3d B0 ..'v. .. .r.fu.

38 5a 3c 30 50 58 45  FOC2026R 38Z<@PXE

63 68 3a 3@ 30 30 30 Client:A rch:@eee

33 30 31 30 3a 50 49 9:UNDI:@ 3010:PI

32 2d 53 45 61 11 8@ D:NCS-55 B2-5Ea..

00 00 00 00 00 80 00  ........ .ecoen..

3. L'offerta DHCP del server include il nome del file di avvio nell'opzione 67:

e, Time Source Pratecel
T 46 2017-05-26 04:56:09.890388 172.16.58.115 172.16.58.118 DHCF 342 DHCP Offery - Transaction ID @x97c7eeS5
1 47 2017-085-26 04:56:10.889556 0.0.8.0 255, 255,255,.. DHCP 449 DHCP Discov§r — Transaction ID @x97c7ee55

| 48 2817-85-26 @4:56:10.889765

Hardware type: Ethernet (8x01)
Hardware address length: 6
Hops: @

Transaction ID: @x97c7ee55
Seconds elapsed: 4

Bootp flags: @x@@00 (Unicast)
Client IP address: ©.0.8.0

v

Your (client) IP address: 172.16.58.11@

MNext server IP address: @.0.8.9
Relay agent IP address: 0.9.0.8

172.16.58.115

172.16.58.110 DHCP

342 DHCP Offer

— Transaction ID Bx97c7ee55

DHCPServer => NCS5K

Client MAC address: Cisco_lc:a5:1a (@@8:62:ec:lc:a5:1a)
Client hardware address padding: @0000000000000000000

Server host name not given 4 Server responds with Boot
Boot file name: http://172.16.58.115/images/ncs5580-mini-x.is0-6.1.2
Magic cookie: DHCP file information

Option: (53) DHCP Message Type (Offer)
Option: (54) DHCP Server Identifier

Option: (51) IP Address Lease Time
ion: (1) Subnet Mask

: {3) Router

: (6) Domain Name Server

[
»
[ 2
13
>
[

d6 f8 8f 86 @B 88 45 18 .b.....F wasassEa
6C 93 ac 1@ 33 73 ac 18 .H...... LivsiBes
5d 97 82 @1 @6 88 97 7 .n CDid Juuuunss
9@ 00 ac 1@ 3a Ge 00 @@ sennnn wewnlilun
ec 1c a5 1a @0 80 00 B0 .......D suuuiens
00 00 09 0 Q0 0O B0 BB  ........ sesnienn
00 00 B2 00 00 88 00 BB ......vh saaarees
00 00 00 PO 00 00 B0 BB .......h weenenen
00 00 @80 o0 00 00 Q00 B0 ..... T
74 78 3a 2f 2f 31 37 32 ......ht tp:i//172
31 35 2f 69 6d 61 67 65 .16.58.1 15/image
30 2d 6d 69 6e 69 2d 78  5/ncs550 @-mini-x
2e 32 00 20 Q0 0@ @0 BB  .iso=-6.1 .2......
00 00 B0 00 00 08 00 BB  .....0vv wararens
00 0D 00 O 00 00 0D BB ........ ceenienn

4. Il router avvia il download dell'immagine:



| |Apply a display filter ... <3/>

.

+

No. Time Source Destination Protocol
46 2017-85-26 ©4:56:09.89@388 172.16.58.115 172.16.58.11@ DHCP
47 2017-05-26 04:56:10.889556 0.0.0.0 255,255,255,.. DHCP
48 2017-05-26 04:56:10,889765 172.16.58.115 172.16.58.119 DHCP
49 2@17-@5-26 04:56:12,888299 0.0.0.9 255,255,255... DHCP
5@ 2017-05-26 @4:56:12.8B88506 172.16.58.115 172.16.58.11@ DHCP
51 2017-05-26 04:56:25.659940 172.16.58.110 172.16.58.115 TCP

| 52 2017-85-26 04:56:25.660031 172.16.58.115 172.16.58.110 TCP

- 53 2017-05-26 04:56:25.660153 172.16.58.116  172.16.58.115 HTTP
54 2017-05-26 04:56:25.660206 172.16.58.115 172.16.58.11@ TCP
55 2017-05-26 ©4:56:25.661660 172.16.58.115 172.16.58.11@ TCP
56 2017-85-26 04:56:25.661864 172.16.58,110 172.16.58.115 TCP
57 2017-@5-26 04:56:25.661918 172.16.58.115 172.16.58.110 TCP

» Frame 53: 168 bytes on wire (1344

bits), 168 bytes captured (1344 bits)

8754

r,:a - | Expression.
info
DHCP Offer - Transaction ID @x97c¢7ee55
DHCP Discover - Transaction ID @x97c7ee55
DHCP Offer = Transaction ID @x97c7ee55
DHCP Request - Transaction ID @x97c7eeS55
DHCP ACK = Transaction ID @x97c7ee55

36332 - 80 [SYN] Seq=0 Win=65532 Len=0 TSval=36..
8@ - 36332 [SYN, ACK] Seq=8 Ack=1 Win=2896@ Len..

GET /images/ncs5500-mini-x. iso-6.

.2 HTTP/1.1

80 - 36332 [ACK] Seq=1 Ack=103 Wirl=29856 Len=0 ..

[TCP segment of a reassembled PDU]
36332 + 8@ [ACK] Seq=103 Ack=4345

in=262144 Le..

[TCP segment of a reassembled PDU]

» Ethernet II, Src: Cisco_lc:a5:1a (00:62:ec:lc:a5:1a), Dst: Cisco_fB:8f:86 (cc:46:d6:f8:87:86)
» Internet Protocol Version 4, Src: 172.16.58.11@, Dst: 172.16.58.115
v Transmission Control Protocol, Src Port: 36332, Dst Port: 8@, Seq: 1, Ack: 1, Len: 102

Source Port: 36332
Destination Port:
[Stream index: @]
[TCP Segment Len: 182]

Sequence number: 1 (relative seguence number)

[Next sequence number: 1@3 (relative sequence number)]
Acknowledgment number: 1 (relative ack number)

Header Length: 32 bytes

80

P AwA1D [ DCW

ACKY

4 @8 62 ec 1c a5 la @8 @0 45 @@ .F.....b ......E.
9a 09 b3 00 00 40 86 a3 a9 ac 10 3a 6e aC 190 ......@ wuenifa,
73 8d ec 90 50 30 B3 ab 5e 7a d3 a4 16 B@ 18 :s5...P@. ."zZ.....
99 25 b4 00 00 01 @1 08 @a 82 25 ¢3 af 94 €7 . %evwrr wraHeian
P8 47 45 54 20 2f 69 6d 61 67 65 73 2 6e 63 V.GET /i mages/nc
35 35 30 39 2d 6d 69 6e 69 2d 78 2e 69 73 6T 55500-mi ni-x.iso
36 2e 31 Ze 32 20 48 54 54 50 2f 31 2e 31 @d -6.1.2 H TTP/1.1.
55 73 65 72 2d 41 67 65 6e 74 3a 20 69 50 58 .User-Ag ent: iPX
2f 31 2e 30 2e 30 2b 20 2B 65 32 39 31 29 @d E/1.0.0+ (e291).
48 6f 73 74 3a 20 31 37 32 2e 31 36 2e 35 38 .Host: 1 72.16.58
31 31 35 @d @a @d @a 115,440

NCS5K initiates download

of ISO image

5. Una volta completato il download dell'immagine, inizia l'installazione delle immagini sul

dispositivo.

6. Una volta avviato correttamente il router con l'immagine scaricata, avvia un'altra richiesta

DHCP:

R Aoply a display filter ... <38/> B3 -] sessn. | +

Mo, Time Source Destination Protocol Length into
418654 2017-05-26 ©5:04:12.951436 172.16.58.115 172.16.58.212 DHCP 342 DHCP Offer = Transaction ID @xd..
418655 2017-85-26 85:04:12.852378 172.16.58.115 172.16.58.212 DHCP 342 DHCP ACK - Transaction ID @xd..
418656 2017-05-26 05:06:52.778102 0.0.0.0 255.255.255... DHCP 367 DHCP Discover - Transaction ID 0X5..
418657 2017-85-26 ©5:06:52.778327 172.16.58.115 172.16.58.11@ DHCP 342 DHCP Offer - Transaction ID @x5..
418658 2017-05-26 05:06:52.778626 ©.0.0.0 255,255.255... DHCP 379 DHCP Request §— Transaction ID @x5..

Your (client) IP address: ©.9.6.9
Next server IP address: @.8.0.0
Relay agent IP address: 9.8.0.8
Client MAC address: Cisco_lc:aS5:la (@@:62:ec:lc:ia5:la)
Client hardware address padding: @0000000000008000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
» Option: (53) DHCP Message Type (Discover)
» Option: (55) Parameter Request List
v Option: (6@) Vendor class identifier
Length: 45

Vendor class identifier: PXEClient:Arch:@@@@9:UNDI:@03018:PID:NCS-5500

» Option: (61) Client identifier
v Option: (77) User Class Information
Length: 10
»

v Option: (255)
Option End:

o8
e
ee
1]
["]']
a8
[']]
a8
e
ea

0168

ef
1z
30
30
LE]

t:Arch:@
1:003010
-5508=.F
8ZM, exr=

~ PXEClien

NCS5K-> DHCP Server

NCS user-class has info on "exr-

2009: UND ag
:PID:NC% config'
0C2026R3

config.




In questa ricerca, le informazioni sulla classe utente includono *.exr-config. Poiché DHCP e
configurato in modo da restituire il file Config o lo script (ad esempio Else in etc/dhcp/dhcpd.conf).

7. Il server DHCP restituisce le informazioni richieste sul file nell'opzione 67:

i’é_a;::_.-",-_i: u'_sp_ =_1_':.r! i:u-_-_r - % '9_&::-'? =+ | -] Expression... +
Mo, Time Source Destination Protocol Length Info
418654 2017-05-26 05:04:12.051436 172.16.58.115 172.16.58.212 DHCP 342 DHCP Offer - Transaction ID @xd..
418655 2017-@5-26 05:04:12.052378 172.16.58.115 172,16.58.212 DHCP 342 DHCP ACK - Transaction ID Oxd..
418656 2017-85-26 05:06:52.778102 9.9.0.0 255,255.255... DHCP 367 DHCP Discover — Transaction ID @x5..
418657 2017-05-26 05:06:52.778327 172.16.58.115 172,16.58.110 DHCP 342 DHCP Offer - Transaction ID Ox5.. |
418658 2017-85-26 B5:06:52.778626 ©.0.0.8 255.255.255... DHCP 379 DHCP Request Transaction ID @x5..

Seconds elapsed: 36
Bootp flags: @x@@@@ (Unicast)
Client IP address: 9.9.8.8
Your (client) IP address: 172.16.58.110
Next server IP address: 9.6.9.0
Relay agent IP address: 9.8.0.9 DHCP Server -> NCS5K
Client MAC address: Cisco_lc:a5:1a (@@:62:ec:lc:a5:la)
Client hardware address padding: 2@@QoPoecoeooooeasoe
Server host name not given
Boot file name: http://172.16.58.115/images/NC5-55082-A.cf
Magic cookie: DHCP
v Option: (53) DHCP Message Type (0ffer)
Length: 1
DHCP: Offer (2)
v Option: (54) DHCP Server Identifier
Length: 4
DHCP Server Identifier: 172.16.58.115
¥ Option: (51) IP Address Lease Time

v

Server responds with config info

Length: 4

TO Addrace Lasca Tima: (B4R« 18 minutarc

00 o0 00 99 o0 2o S latala
00 00 00 00 OO G0 00 P2 @0 0O OO0 00 0B PO OO BD  ........ ceeeennn
00 00 00 @0 @0 @9 6B 74 74 70 3a 2f 2f 31 37 32 ...... ht tp://172

2e 31 36 2e 35 38 2¢ 31 31 35 2f 69 6d 61 67 65 .16.58.1 15/image
73 2f 4e 43 53 2d 35 35 30 32 2d 41 2e 63 66 67 S/NCS-55 @2-A.cfg
00 00 90 90 00 00 Q0 @2 00 00 20 00 00 20 08 92  ......e0 ceereenn

04 ac 19 3a ff @3 04 ac 10 3a @1 of 89 63 69 73 ::.:.... ciaeaCls
63 6f 2e 63 6f 6d @6 84 ab 46 a8 b7 ff @@ @8 @@ co.com.. .F......

8. Il router scarica la configurazione:



Apply a display filter .. <3#/> d *| Expression..

Ne. Tire Souree Destinatien “Protocel  Length Infe

418660 2017-85-26 85:06:56,981542 172.16.58.11@ 172.16.58.115 TCP 74 36775 - 80 [SYN] Seq=0 Win=42746 L.
418661 2017-05-26 05:06:56.981642 172.16.58.115 172.16.58.110 TCP 74 88 - 36775 [SYN, ACK] Seq=0 Ack=1 ..
418662 2017-85-26 B85:06:56.981779 172.16.58.118@ 172.16.58.115 TCP 66 36775 - 80 [ACK] Seg=1 Ack=1 Win=4..
418663 2817-85-26 B85:06:56.981852 172.16.58.118 172.16.58.115 HTTP 268 HEAD /images/NCS-5582-A.cfg HTTP/1.
418664 2017-85-26 B5:06:56.981988 172.16.58.115 172.16.58.11@ TCP 66 89 - B6775 [ACK] Seg=1 Ack=203 Win..

[Stream index: 1]

[TCP Segment Len: 202]

Sequence number: 1 {relative sequence number)

[Next sequence number: 203 (relative sequence number)]

Acknowledgment number: 1 (relative ack number)

Header Length: 32 bytes

» Flags: @x@18 (PSH, ACK) NCS5K initiates config
Window size value: 21 i
[Calculated window size: 43@@8] download using HTTP

[Window size scaling factor: 2048]
Checksum: @x8502 [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
Options: (12 bytes), No-Operation (MOP), No-Operation (NOP), Timestamps
» No-Operation (NOP)
» MNo-Operation (NOP)
» Timestamps: TSval 4294963862, TSecr 2496722970
» [SEQ/ACK analysis]
» Hypertext Transfer Protocol

v Hunartoavt Treancfor Deatacal

3a 73 8f a7 @0 50 a9 @f @7 af 8d 06 14 bl 80 18 :5..:Pis ssssssas
@@ 15 05 @2 00 99 91 91 @B @a ff ff 2 96 94 d®  ....0vue oo ves
f8 la 48 45 41 44 20 2f 69 6d 61 67 65 73 2f 4e  ..HEAD / images
43 53 2d 35 35 30 32 2d 41 2e 63 66 67 20 48 54 (5-5502- A.cfg HT
54 50 2f 31 2e 31 @d @a 55 73 65 72 2d 41 67 65 TP/1l.1.. User-Age
6e 74 3a 20 63 75 72 6c 2f 37 2e 33 37 2e 31 0d nt: curl /7.37.1.
Ba 48 6f 73 74 3a 20 31 37 32 2e 31 36 2e 35 38 .Host: 1 72.16.58
Ze 31 31 35 @d @a 41 63 63 65 70 74 3a 20 2a 2f .115..Ac cept: =/
2a 9d @a 58 2d 63 69 73 63 6f 2d 61 72 63 6B 3a  *..X-cis co-arch:
78 38 36 5f 36 34 @d @Pa 58 2d 63 69 73 63 6f 2d xB6_64.. X-cisce-
6f 70 65 72 3a 65 78 72 2d 63 6f 6e 66 69 67 @d oper:exr -config.
@a 58 2d 63 69 73 63 6T 2d 7@ 6¢c 61 74 66 6T 72 .X-cisco -platfor
6d 3a 46 72 65 74 74 61 @d @a 20 58 2d 63 69 73 m:Fretta .. X-cis
63 6f 2d 73 65 72 69 61 6¢ 3a 22 46 4f 43 32 30 co-seria 1:"FOC2@
32 36 52 33 38 5a 22 20 @d @a ed 8a 26R38Z"

4

Lo script puo essere incluso come risposta dal server DHCP e fare in modo che copiino
l'immagine o la configurazione. Pud essere utilizzato anche come script post-installazione, come
nell'esempio seguente.

Automazione post-installazione

Epossibile eseguire diverse operazioni di automazione dopo l'installazione del software eXR.

In questo esempio, questo script installa tutti i pacchetti richiesti e applica la configurazione. Si
tratta di una versione leggermente modificata di ztp_helper.sh. Questo script viene richiamato da
xr-linux-shell:

RP/ 0/ RPO/ CPUO: NCS- 5502- A#nor e di sk0:/ztp/ zt p_hel per _file.sh

Wed May 31 00:55:54.529 UTC

#!/ bi n/ bash

HHHBHBHARH B H I HH B R AR R R R R R R R R R AR R
# Install config and additional packages

HHHBHBHSRH B H I HH B R A R R R R R R AR R R AR R

source /disk0:/ztp/ztp_hel per.sh

export HTTP_SERVER=http://10.10.10. 10
export RPM PATH=i nages

export CONFI G_PATH=i nmages

#Confi g

export | NI Tl AL_CONFI G=NCS- 5502- A. cf g
export Fl NAL_CONFI G=ENCS- 5502- A. cfg

#Packages
K9SEC _RPM=ncs5500- k9sec-2.2.0.0-r612. x86_64. rpm



MCAST_RPM=ncs5500- ntast-2. 0. 0. 0-r612. x86_64.rpm

I SI' S RPMENcs5500-i sis-1.1.0.0-r612. x86_64. rpm
OSPF_RPM=ncs5500- ospf-1.1.0.0-r612. x86_64.rpm
MEBL_RPMEncs5500- ngbl - 3. 0. 0. 0-r 612. x86_64. r pm
MPLS_RPMEncs5500- npl s-2. 1. 0. 0-r612. x86_64. rpm
MPLSTE_RPM=Encs5500- npl s-te-rsvp-2.2.0.0-r612. x86_64. rpm

function downl oad_confi g(){
ip netns exec tpnns /usr/bin/wyet ${HTTP_SERVER}/ ${CONFI G PATH}/ ${FI NAL_CONFI G -O
/ har ddi sk: / new config 2>&1
if [[ "$?" '=01]]; then
printf "### Error downl oadi ng system configuration ###"
el se
printf "### Downl oadi ng system configuration conpl ete ###";
fi
}

function apply_config(){
# Applies initial configuration
printf "### Applying initial systemconfiguration ###";
xrapply_with_reason "lInitial ZTP configuration" /harddisk:/new config 2>&1;
printf "### Checking for errors ###";
| ocal config_status=$(xrcnd "show configuration failed");
if [[ $config_ status ]]; then
echo $config_status
printf "!l'l Error encounter applying configuration file, reviewthe log !!I!!";
fi
printf "### Applying system configuration conpl ete ###";
}

function install_pkg(){
#Downl oad packages
printf "Downl oadi ng Packages"
ip netns exec tpnns /usr/bin/wjet ${HTTP_SERVER}/ ${ RPM PATH}/ ${ KOSEC RPM} -O
/ har ddi sk: / $K9SEC_RPM 2>&1
if [[ "$?" '=01]]; then
printf "### Error downl oadi ng $KOSEC RPM ###"
el se
printf "### Downl oadi ng $K9SEC PKG conpl et e ###";
fi

printf "Downl oadi ng Packages"
ip netns exec tpnns /usr/bin/wjet ${HTTP_SERVER}/ ${ RPM PATH}/ ${ MCAST_RPM} -O
/ har ddi sk: / $MCAST_RPM 2>&1
if [[ "$?" '=01]]; then
printf "### Error downl oadi ng $MCAST_RPM ###"
el se
printf "### Downl oadi ng $MCAST_RPM conpl et e ###";
fi

printf "Downl oadi ng Packages"
ip netns exec tpnns /usr/bin/wjet ${HTTP_SERVER}/ ${RPM PATH}/${1SIS RPM -O
/ har ddi sk:/ $I SI S_RPM 2>&1
if [[ "$?" '=01]]; then
printf "### Error downl oadi ng $I SI S_RPM ###"
el se
printf "### Downl oadi ng $I SIS RPM conpl et e ###",
fi

printf "Downl oadi ng Packages"
ip netns exec tpnns /usr/bin/wyet ${HTTP_SERVER}/ ${ RPM PATH}/ ${ OSPF_RPM -O
/ har ddi sk: / $OSPF_RPM 2>&1
if [[ "$?" '=01]]; then
printf "### Error downl oadi ng $OSPF_RPM ###"



el se

printf "### Downl oadi ng $OSPF_RPM conpl et e ###";
fi
printf "Downl oadi ng Packages"

ip netns exec tpnns /usr/bin/wjet ${HTTP_SERVER}/ ${ RPM PATH}/ ${ MGBL_RPM -O

/ har ddi sk: / $MGBL_RPM 2>&1

if [[ "$?" '=01]]; then

printf "### Error downl oadi ng $MGBL_RPM ###"
el se

printf "### Downl oadi ng $MGBL_RPM conpl et e ###";
fi

printf "Downl oadi ng Packages"
ip netns exec tpnns /usr/bin/wyet ${HTTP_SERVER}/ ${ RPM PATH}/ ${ MPLS RPM -O
/ har ddi sk: / $MPLS_RPM 2>&1
if [[ "$?" '=01]]; then
printf "### Error downl oadi ng $MPLS RPM ###"
el se
printf "### Downl oadi ng $MPLS_RPM conpl et e ###";
fi
printf "Downl oadi ng Packages"
ip netns exec tpnns /usr/bin/wyet ${HTTP_SERVER}/ ${ RPM PATH}/ ${ MPLSTE_RPM} -O
/ har ddi sk: / $MPLSTE_RPM 2>&1
if [[ "$?" '=01]]; then
printf "### Error downl oadi ng $MPLSTE RPM ###"
el se
printf "### Downl oadi ng $MPLSTE_RPM conpl et e ###";
fi

xrcmd "install update source /harddisk:/ $K9SEC RPM $MCAST_RPM $1 SI S_RPM $OSPF_RPM $MGBL_RPM
$MPLS RPM $MPLSTE RPM' 2>&1
| ocal conpl et e=0
while [ "$conplete" = 0 ]; do

conpl ete="xrcnd "show install active" | grep k9sec | head -n1 | wc -1°
printf "Waiting for k9sec package to be activated"
sleep 5

done

rm-f /harddi sk: / $K9SEC RPM / har ddi sk: / $MCAST_RPM / har ddi sk: / $MCAST_RPM / har ddi sk: / $| SI S_RPM
/ har ddi sk: / $OSPF_RPM / har ddi sk: / $M3BL_RPM / har ddi sk: / $MPLSTE_RPM / har ddi sk: / $MPLS_RPM
printf "### XR PACKAGE | NSTALL COVWPLETE ###"

}

printf "Start Auto provision"
install _pkg;

downl oad_confi g;

appl y_confi g;

Informazioni correlate

- https://xrdocs.github.io/software-management/tutorials/2016-08-26-working-with-ztp/
- https://xrdocs.github.io/software-management/tutorials/2016-07-27-ipxe-deep-dive/
- https://xrdocs.github.io/software-management/blogs/2016-10-14-ios-xr-packages-and-

security/



https://xrdocs.github.io/software-management/tutorials/2016-08-26-working-with-ztp/
https://xrdocs.github.io/software-management/tutorials/2016-07-27-ipxe-deep-dive/
https://xrdocs.github.io/software-management/blogs/2016-10-14-ios-xr-packages-and-security/
https://xrdocs.github.io/software-management/blogs/2016-10-14-ios-xr-packages-and-security/
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