Guida di riferimento per le tecnologie VPN Cisco
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Introduzione

Questo documento descrive tutta la documentazione Cisco relativa alle tecnologie VPN (Virtual
Private Network) in diversi prodotti Cisco.

Prerequisiti

Requisiti

Nessun requisito specifico previsto per questo documento.
Componenti usati

I documento puo essere consultato per tutte le versioni software o hardware.

Le informazioni discusse in questo documento fanno riferimento a dispositivi usati in uno specifico
ambiente di emulazione. Su tutti i dispositivi menzionati nel documento la configurazione € stata
ripristinata ai valori predefiniti. Se la rete € operativa, valutare attentamente eventuali
conseguenze derivanti dall'uso dei comandi.

Premesse

Questo articolo & una guida di riferimento che include informazioni generali, documenti di
configurazione o risoluzione dei problemi relativi alle tecnologie VPN in Cisco Secure Firewall,
Cisco Secure Client (incluso AnyConnect) e Cisco I0S/IOS-XE. | documenti in questo elenco
possono essere consultati prima di contattare Cisco TAC.

Misure di difesa contro gli attacchi ai servizi della RAVPN

Funzionalita/tecnologia Articoli correlati Tag
Configurazione di criteri basati sulla georilevazione per la

VPN ad accesso remoto VPN ad accesso remoto su Secure Firewall Threat
Defense

VPN ad accesso remoto Clonsiqlli.per evitare attacchi con sprav dilpasswo_rd mirati
ai servizi VPN ad accesso remoto in un firewall sicuro
Configurazione dei criteri di controllo di accesso del

VPN ad accesso remoto Control Plane per la difesa dalle minacce del firewall
protetto e I'appliance ASA

ASA Remote Access VPN Cpnfiqurazione del rilevamento delle_ minacce per la VPN
di accesso remoto su ASA Secure Firewall

VPN ad accesso remoto Configurazione del rilevamento delle minacce per i |

FTD servizi VPN di accesso remoto su Secure Firewall Threat
Defense

VPN ad accesso remoto Configurare il rilevamento delle minacce per i servizi VPN



https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/222810-configure-geolocation-based-policies-for.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/222810-configure-geolocation-based-policies-for.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/222810-configure-geolocation-based-policies-for.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/221806-password-spray-attacks-impacting-custome.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/221806-password-spray-attacks-impacting-custome.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/221457-configure-control-plane-access-control-p.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/221457-configure-control-plane-access-control-p.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/221457-configure-control-plane-access-control-p.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-asa/222315-configure-threat-detection-services-for.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-asa/222315-configure-threat-detection-services-for.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/222383-configure-threat-detection-for-remote-ac.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/222383-configure-threat-detection-for-remote-ac.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/222383-configure-threat-detection-for-remote-ac.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/webvpn-ssl-vpn/222579-configure-threat-detection-for-remote-ac.html

FTD

di accesso remoto in Gestione dispositivi firewall protetti

Documentazione di

Cisco Secure Firewall ASA

VPN da sito a sito - Basata su criteri / Mappa crittografica

Funzionalita/tecnologia

Articoli correlati

=
Q
«Q

VPN da sito a sito (basata su
criteri)

Configurazione di un tunnel IPSec IKEv1 site-to-site tra
un'ASA e un router Cisco 10S

Configuration

VPN da sito a sito (basata su
criteri)

Configurazione di un tunnel VPN site-to-site con ASA e
Strongswan

Configuration

VPN da sito a sito (basata su
criteri)

Configurazione di ASA-ASA Dynamic-to-Static
IKEv1/IPsec

Configuration

VPN da sito a sito (basata su
criteri)

Configurazione dei tunnel IPsec IKEv1 da sito a sito con
ASDM o CLI sull'appliance ASA

Configuration

VPN da sito a sito (basata su
criteri)

Configurazione tunnel IPv2 IPv6 da sito a sito tra ASA e
FTD

Configuration

VPN da sito a sito (basata su
criteri)

Configurare una VPN basata su criteri e su route da ASA

e

FTD a Microsoft Azure

Configuration

VPN da sito a sito (basata su
criteri)

Configurazione del tunnel IKEv2 da sito a sito tra ASA e
router

Configuration

VPN da sito a sito (basata su
criteri)

Esempio di configurazione di un tunnel VPN IKEv2
dinamico da sito a sito tra due appliance ASA

Configuration

VPN da sito a sito (basata su
criteri)

Risoluzione dei problemi relativi alle implementazioni VPN

da sito a sito

Communit

VPN da sito a sito (basata su
criteri)

Risoluzione dei problemi comuni relativi alla VPN IPsec di

L2L e Remote Access

Troubleshooting

VPN da sito a sito (basata su
criteri)

Uso dei debug ASA IKEv2 per la VPN da sito a sito con
PSK

Troubleshooting

VPN da sito a sito - Basata su route / VTI (Virtual Tunnel Interface)

Funzionalita/tecnologia

Articoli correlati

=
Q
«Q

VPN da sito a sito (basata su
route)

Configura connessione VTI IPsec ASA ad Azure

Configuration

VPN da sito a sito (basata su
route)

Configurazione delle interfacce ASA Virtual Tunnel in uno

scenario con doppio ISP

Configuration

VPN da sito a sito (basata su
route)

Configurare una VPN basata su criteri e su route da ASA

e FTD a Microsoft Azure

Configuration

VPN da sito a sito (basata su
route)

Risoluzione dei problemi comuni relativi alla VPN IPsec

di L2L e Remote Access

Troubleshooting

e}
Q
3
3
=

=)



https://www.cisco.com/c/en/us/support/docs/security-vpn/webvpn-ssl-vpn/222579-configure-threat-detection-for-remote-ac.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/119425-configure-ipsec-00.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/119425-configure-ipsec-00.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-firewalls/215884-configure-a-site-to-site-vpn-tunnel-with.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-firewalls/215884-configure-a-site-to-site-vpn-tunnel-with.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/119007-config-asa9x-ike-ipsec-00.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/119007-config-asa9x-ike-ipsec-00.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/119141-configure-asa-00.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/119141-configure-asa-00.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/215522-configure-ikev2-ipv6-site-to-site-tunnel.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/215522-configure-ikev2-ipv6-site-to-site-tunnel.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/214230-configure-policy-based-and-route-based-v.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/214230-configure-policy-based-and-route-based-v.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/117337-config-asa-router-00.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/117337-config-asa-router-00.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/118652-configure-asa-00.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/118652-configure-asa-00.html
https://community.cisco.com/t5/security-knowledge-base/troubleshooting-site-to-site-vpn-implementations/ta-p/3140695
https://community.cisco.com/t5/security-knowledge-base/troubleshooting-site-to-site-vpn-implementations/ta-p/3140695
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/115935-asa-ikev2-debugs.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/115935-asa-ikev2-debugs.html
https://www.cisco.com/c/en/us/support/docs/security/adaptive-security-appliance-asa-software/214109-configure-asa-ipsec-vti-connection-to-az.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-firewalls/212478-configure-asa-virtual-tunnel-interfaces.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-firewalls/212478-configure-asa-virtual-tunnel-interfaces.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/214230-configure-policy-based-and-route-based-v.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/214230-configure-policy-based-and-route-based-v.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html

VPN da sito a sito (basata su

Uso dei debug ASA IKEv2 per la VPN da sito a sito con

(Troubleshooting )
route) PSK
VPN da sito a sito (basata su|Migrazione del tunnel di crittografia basato su criteri al
route) tunnel di crittografia basato su route sull'appliance ASA
VPN da sito a sito (basata su|Configurazione della VPN da sito a sito basata su route
route) tra ASA e FTD con BGP come overlay
RAVPN (Remote Access VPN)
Funzionalita/tecnologia Articoli correlati Tag

ASA Remote Access VPN

AnyConnect over IKEv2 su ASA con autenticazione AAA e

certificato

Configuration

ASA Remote Access VPN

ASA IKEv2 RA VPN con client VPN Windows 7 o Android e

configurazione dell'autenticazione del certificato

Configuration

ASA Remote Access VPN

Esempio di configurazione della classificazione e

dell'applicazione ASA VPN SGT versione 9.2

Configuration

ASA Remote Access VPN

ASA: VPN ad accesso remoto in modalitd multi-contesto

(AnyConnect)

Configuration

ASA Remote Access VPN

Configurare un indirizzo IP statico su una VPN ad accesso

remoto AnyConnect con ISE e AD

Configuration

ASA Remote Access VPN

Configurazione dell'autenticazione AD (LDAP) e

dell'identita utente su FTD Gestito da FDM per i client

AnyConnect

Configuration

ASA Remote Access VPN

Configurazione dell'autenticazione AD (LDAP) e

dell'identita utente su FTD gestito da FMC per i client

AnyConnect

Configuration

ASA Remote Access VPN

Configurazione dell'accesso del client AnyConnect alla

LAN locale

Configuration

ASA Remote Access VPN

Configurare |l Blocco Di AnyConnect E Nascondere

AnyConnect Dall'Elenco Di Installazione Applicazioni Per

Windows

Configuration

ASA Remote Access VPN

Configurazione del tunnel VPN di gestione di AnyConnect

Sull'’ASA

Configuration

ASA Remote Access VPN

Configurazione della VPN per app Anyconnect per iOS con

Meraki System Manager

Configuration

ASA Remote Access VPN

Configurazione di AnyConnect Secure Mobility Client per

Linux con l'autenticazione del certificato client su

un'appliance ASA

Configuration

ASA Remote Access VPN

Configurazione di AnyConnect Secure Mobility Client con

password monouso

Configuration

ASA Remote Access VPN

Configurare Anyconnect VPN Client su FTD: Server DHCP

per assegnazione indirizzi

Configuration

ASA Remote Access VPN

Configurazione del traffico di inversione del client VPN

AnyConnect su ASA 9.X

Configuration

ASA Remote Access VPN

Configurazione di AnyConnect con autenticazione LDAP su

Configuration



https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/115935-asa-ikev2-debugs.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/115935-asa-ikev2-debugs.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-asa/222263-migrate-policy-based-crypto-tunnel-to-ro.pdf
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-asa/222263-migrate-policy-based-crypto-tunnel-to-ro.pdf
https://www.cisco.com/c/en/us/support/docs/security-vpn/internet-security-association-key-management-protocol-isakmp/222055-configure-route-based-site-to-site-vpn-b.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/internet-security-association-key-management-protocol-isakmp/222055-configure-route-based-site-to-site-vpn-b.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/113692-technote-anyconnect-00.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/113692-technote-anyconnect-00.html
https://www.cisco.com/c/en/us/support/docs/security/adaptive-security-appliance-asa-software/213246-asa-ikev2-ra-vpn-with-windows-7-or-andro.html
https://www.cisco.com/c/en/us/support/docs/security/adaptive-security-appliance-asa-software/213246-asa-ikev2-ra-vpn-with-windows-7-or-andro.html
https://www.cisco.com/c/en/us/support/docs/security/adaptive-security-appliance-asa-software/117694-config-asa-00.html
https://www.cisco.com/c/en/us/support/docs/security/adaptive-security-appliance-asa-software/117694-config-asa-00.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-firewalls/200353-ASA-Multi-Context-Mode-Remote-Access-A.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-firewalls/200353-ASA-Multi-Context-Mode-Remote-Access-A.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/220438-configure-a-static-ip-address-on-an-anyc.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/220438-configure-a-static-ip-address-on-an-anyc.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/217010-configure-ad-ldap-authentication-and-u.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/217010-configure-ad-ldap-authentication-and-u.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/217010-configure-ad-ldap-authentication-and-u.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/216955-configure-ad-ldap-authentication-and-u.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/216955-configure-ad-ldap-authentication-and-u.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/216955-configure-ad-ldap-authentication-and-u.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/70847-local-lan-pix-asa.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/70847-local-lan-pix-asa.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/217157-configure-anyconnect-lockdown-and-hide-a.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/217157-configure-anyconnect-lockdown-and-hide-a.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/217157-configure-anyconnect-lockdown-and-hide-a.html
https://www.cisco.com/c/en/us/support/docs/security/adaptive-security-appliance-asa-software/215442-configure-anyconnect-management-vpn-tunn.html
https://www.cisco.com/c/en/us/support/docs/security/adaptive-security-appliance-asa-software/215442-configure-anyconnect-management-vpn-tunn.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client-v4x/220259-configure-anyconnect-perapp-vpn-for-ios.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client-v4x/220259-configure-anyconnect-perapp-vpn-for-ios.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/214612-configure-anyconnect-secure-mobility-cli.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/214612-configure-anyconnect-secure-mobility-cli.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/214612-configure-anyconnect-secure-mobility-cli.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/213931-configure-anyconnect-secure-mobility-cli.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/213931-configure-anyconnect-secure-mobility-cli.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/215854-configure-anyconnect-vpn-client-on-ftd.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/215854-configure-anyconnect-vpn-client-on-ftd.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/100918-asa-sslvpn-00.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/100918-asa-sslvpn-00.html
https://www.cisco.com/c/en/us/support/docs/security/security-manager-versions-418-/220645-configure-anyconnect-with-ldap-authentic.pdf

CSM

ASA Remote Access VPN

Configurazione di AnyConnect con autenticazione Radius

su CSM

Configuration

ASA Remote Access VPN

Configurazione dell'autenticazione ASA AnyConnect

Secure Mobility Client

Configuration

ASA Remote Access VPN

Configurazione di ASA AnyConnect VPN con Duo MFA e

dell'accesso condizionale di Microsoft Azure tramite SAML

Configuration

ASA Remote Access VPN

Configurazione di ASA come server CA locale e headend

AnyConnect

Configuration

ASA Remote Access VPN

VPN ad accesso remoto ASA con verifica OCSP in

Microsoft Windows 2012 e OpenSSL

Configuration

ASA Remote Access VPN

Configurare ASA come gateway SSL per i client

AnyConnect che utilizzano |'autenticazione basata su piu

certificati

Configuration

ASA Remote Access VPN

Configurazione del tunneling ripartito dinamico

ASA/AnyConnect

Configuration

ASA Remote Access VPN

Configurazione deqli script Secure Client (AnyConnect)

Configuration

ASA Remote Access VPN

Configurazione di Secure Client con Split Tunneling su

un'ASA

Configuration

ASA Remote Access VPN

Configurazione di SSL Anyconnect con autenticazione ISE

e attributo di classe per il mapping dei criteri di gruppo

Configuration

ASA Remote Access VPN

Distribuire ASA 9.X Dynamic Access Policies (DAP)

Configuration

ASA Remote Access VPN

Integrazione di Duo SAML SSO con Anyconnect Secure

Remote Access mediante ISE Posture

Configuration

ASA Remote Access VPN

Esempio di configurazione di Usa mapping di attributi

LDAP

Configuration

ASA Remote Access VPN

Processo di scelta del director di bilanciamento del carico

VPN ASA

Troubleshoot

Risoluzione dei problemi comuni relativi alla VPN IPsec di

AnyConnect

Troubleshooting

ASA Remote Access VPN L2L 6 Remote Access

ASA Remote Access VPN ASA: Best practice per |'ottimizzazione delle prestazioni
della VPN ad accesso remoto (AnyConnect)

ASA Remote Access VPN Configurazione di Secure Client IKEV2/ASA in ASDM con
AAA e Cert Auth

ASA Remote Access VPN qumrnamento da HostScan a Secure Firewall Posture in
Windows

ASA Remote Access VPN Implementazione delle misure -dl protezione avanzata per
la VPN AnyConnect Secure Client

ASA Remote Access VPN Distribuire ASA DAP per identificare I'indirizzo MAC per

VPN SSL senza client



https://www.cisco.com/c/en/us/support/docs/security/security-manager-versions-418-/220645-configure-anyconnect-with-ldap-authentic.pdf
https://www.cisco.com/c/en/us/support/docs/security/security-manager-versions-418-/220652-configure-anyconnect-with-radius-authent.html
https://www.cisco.com/c/en/us/support/docs/security/security-manager-versions-418-/220652-configure-anyconnect-with-radius-authent.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/116111-11611-config-double-authen-00.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/116111-11611-config-double-authen-00.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/215935-configure-asa-anyconnect-vpn-with-micros.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/215935-configure-asa-anyconnect-vpn-with-micros.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-firewalls/200602-Configure-ASA-as-a-Local-CA-Server-and-A.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-firewalls/200602-Configure-ASA-as-a-Local-CA-Server-and-A.html
https://www.cisco.com/c/en/us/support/docs/security/adaptive-security-appliance-asa-software/116720-config-asa-ocsp-00.html
https://www.cisco.com/c/en/us/support/docs/security/adaptive-security-appliance-asa-software/116720-config-asa-ocsp-00.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client-v4x/212483-configure-asa-as-the-ssl-gateway-for-any.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client-v4x/212483-configure-asa-as-the-ssl-gateway-for-any.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client-v4x/212483-configure-asa-as-the-ssl-gateway-for-any.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/215383-asa-anyconnect-dynamic-split-tunneling.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/215383-asa-anyconnect-dynamic-split-tunneling.html
https://www.cisco.com/c/en/us/support/docs/security/secure-client-5/220648-configure-secure-client-anyconnect-scr.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/119006-configure-anyconnect-00.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/119006-configure-anyconnect-00.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/215432-configure-ssl-anyconnect-with-ise-authen.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/215432-configure-ssl-anyconnect-with-ise-authen.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/108000-dap-deploy-guide.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/215672-integrate-duo-saml-sso-with-anyconnect-s.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/215672-integrate-duo-saml-sso-with-anyconnect-s.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/91831-mappingsvctovpn.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/91831-mappingsvctovpn.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/118078-technote-vpn-00.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/118078-technote-vpn-00.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html
https://community.cisco.com/t5/security-knowledge-base/asa-best-practices-for-remote-access-vpn-performance/ta-p/4070579
https://community.cisco.com/t5/security-knowledge-base/asa-best-practices-for-remote-access-vpn-performance/ta-p/4070579
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/222144-configure-secure-client-ikev2-asa-in-asd.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/222144-configure-secure-client-ikev2-asa-in-asd.html
https://www.cisco.com/c/en/us/support/docs/security/secure-client/221874-upgrade-from-hostscan-to-secure-firewall.html
https://www.cisco.com/c/en/us/support/docs/security/secure-client/221874-upgrade-from-hostscan-to-secure-firewall.html
https://www.cisco.com/c/en/us/support/docs/security/secure-client/221880-implement-hardening-measures-for-secure.html
https://www.cisco.com/c/en/us/support/docs/security/secure-client/221880-implement-hardening-measures-for-secure.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client-v4x/221627-deploy-asa-dap-to-identify-mac-address-f.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client-v4x/221627-deploy-asa-dap-to-identify-mac-address-f.html

Funzionalita/tecnologia |Articoli correlati Tag
Note sulla versione per Cisco ASA serie 9.17(x): Nessun

VPN SSL senza client  |supporto per VPN SSL senza client nella versione 9.17(1) e
successive

VPN SSL senza client Esempp di con.flqura2|o.ne dgl! apcesse senza client ASA
con Citrix Receiver su dispositivi mobili

, Esempio di configurazione del traffico VPN SSL senza client
iguration

VPN SSL senza client 1, o <\ tunnel IPsec da LAN a LAN

VPN SSL senza client  |ASA: Esempio di configurazione di Smart Tunnel con ASDM

VPN SSL senza client Corllfiqur.azione di una VPN SSL senza client (WebVPN)
sull'appliance ASA

PKI (Public Key Infrastructure)

Funzionalita/tecnologia |Articoli correlati Tag

PKI Installazione e rinnovo dei certificati su un'appliance ASA
gestita da ASDM

PKI Installazione e rinnovo dei certificati su un'appliance ASA
gestita dalla CLI

Varie

Funzionalita/tecnologia |Articoli correlati Tag

Varie Esempi di configurazione sulla funzionalita QoS su Cisco

ASA

Documentazione di Cisco Secure Firewall Threat Defense (FTD)

VPN da sito a sito - Basata su criteri / Mappa crittografica

Funzionalita/tecnologia Articoli correlati Tag
VPN da sito a sito (basata su VPN da sito a sito: Guida alla configurazione dei
P dispositivi di Cisco Secure Firewall Management Center,
criteri)
14
VPN da sito a sito (basata su Configurazione del failover per i tunnel IPSec da sito a
L sito con collegamenti ISP di backup su FTD Gestiti da
criteri)
FMC
Z;:Sa sito a sito (basata su Configurazione di FTD BGP su VPN IPSec



https://www.cisco.com/c/en/us/td/docs/security/asa/asa917/release/notes/asarn917.html#reference_yw3_ngz_vhb
https://www.cisco.com/c/en/us/td/docs/security/asa/asa917/release/notes/asarn917.html#reference_yw3_ngz_vhb
https://www.cisco.com/c/en/us/td/docs/security/asa/asa917/release/notes/asarn917.html#reference_yw3_ngz_vhb
https://www.cisco.com/c/en/us/support/docs/security-vpn/webvpn-ssl-vpn/116742-configure-asa-00.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/webvpn-ssl-vpn/116742-configure-asa-00.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/webvpn-ssl-vpn/117739-configure-asa-00.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/webvpn-ssl-vpn/117739-configure-asa-00.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/111007-smart-tunnel-asa-00.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/webvpn-ssl-vpn/119417-config-asa-00.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/webvpn-ssl-vpn/119417-config-asa-00.html
https://www.cisco.com/c/en/us/support/docs/security/vpn-client-tools/220395-install-and-renew-certificates-on-asa-ma.html
https://www.cisco.com/c/en/us/support/docs/security/vpn-client-tools/220395-install-and-renew-certificates-on-asa-ma.html
https://www.cisco.com/c/en/us/support/docs/security/vpn-client-tools/220282-install-and-renew-certificates-on-asa-ma.html
https://www.cisco.com/c/en/us/support/docs/security/vpn-client-tools/220282-install-and-renew-certificates-on-asa-ma.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/82310-qos-voip-vpn.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/82310-qos-voip-vpn.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/vpn-s2s.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/vpn-s2s.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/vpn-s2s.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/security-vpn/216709-configure-failover-for-ipsec-site-to-sit.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/security-vpn/216709-configure-failover-for-ipsec-site-to-sit.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/security-vpn/216709-configure-failover-for-ipsec-site-to-sit.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/216085-configure-ftd-bgp-over-ipsec-vpn.html

VPN da sito a sito (basata su

Configurazione tunnel IPv2 IPv6 da sito a sito tra ASA e

criteri) FTD
VPN da sito a sito (basata su|Configurare una VPN basata su criteri e su route da ASA
criteri) e FTD a Microsoft Azure
VPN da sito a sito (basata su|Configurazione dei tunnel Umbrella SIG con Cisco
criteri) Secure Firewall
VPN da sito a sito (basata su Migrazione di ASA a Firepower Threat Defense - Tunnel
Y da sito a sito basato su mappa crittografica dinamica su
criteri)
FTD
VPN da sito a sito (basata su Monitoraggio VPN e risoluzione dei problemi: guida alla
. configurazione dei dispositivi di Cisco Secure Firewall
criteri)
Management Center, 7.4
VI_DN .da sito a sito (basata su Risoluzione dei problemi comuni relativi alla VPN IPsec
criteri) di L2L e Remote Access
VPN da sito a sito - Basata su route / VTI (Virtual Tunnel Interface)
Funzionalita/tecnologia Articoli correlati Tag

VPN da sito a sito (basata su
route)

VPN da sito a sito: Guida alla configurazione dei

dispositivi di Cisco Secure Firewall Management Center,

7.4

Documentation

VPN da sito a sito (basata su
route)

Configurazione di DVTI con protocolli di routing dinamico

su firewall protetto

Configuration

VPN da sito a sito (basata su
route)

Configurazione di DVTI con Multi-SA su Secure Firewall

Configuration

VPN da sito a sito (basata su
route)

Configurare una VPN basata su criteri e su route da ASA

e FTD a Microsoft Azure

Configuration

VPN da sito a sito (basata su
route)

Configura tunnel VPN da sito a sito basato su route su

FTD Gestito da FMC

Configuration

VPN da sito a sito (basata su
route)

Configurazione dei tunnel Umbrella SIG con Cisco

Secure Firewall

Configuration

VPN da sito a sito (basata su
route)

Monitoraggio VPN e risoluzione dei problemi: quida alla

configurazione dei dispositivi di Cisco Secure Firewall

Management Center, 7.4

Troubleshooting

VPN da sito a sito (basata su
route)

Risoluzione dei problemi comuni relativi alla VPN IPsec

di L2L e Remote Access

Troubleshooting

VPN da sito a sito (basata su
route)

Configurazione di due VTI ISP su FTD Gestito da FMC

Configuration

VPN da sito a sito (basata su
route)

Configurazione della VPN da sito a sito basata su route

tra ASA e FTD con BGP come overlay

Configuration

VPN da sito a sito (basata su
route)

Configurazione della VPN da sito a sito basata su route

compatibile con VRF su FTD Gestito da FDM

Configuration



https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/215522-configure-ikev2-ipv6-site-to-site-tunnel.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/215522-configure-ikev2-ipv6-site-to-site-tunnel.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/214230-configure-policy-based-and-route-based-v.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/214230-configure-policy-based-and-route-based-v.html
https://docs.umbrella.com/umbrella-user-guide/docs/configure-tunnel-with-cisco-secure-firewall
https://docs.umbrella.com/umbrella-user-guide/docs/configure-tunnel-with-cisco-secure-firewall
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/migration-tool/migration-guide/s2s_dyn-map_psk.pdf
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/migration-tool/migration-guide/s2s_dyn-map_psk.pdf
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/migration-tool/migration-guide/s2s_dyn-map_psk.pdf
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/vpn-monitoring.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/vpn-monitoring.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/vpn-monitoring.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/vpn-s2s.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/vpn-s2s.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/vpn-s2s.html
https://www.cisco.com/c/en/us/support/docs/security/vpn-appliances/220320-configure-dvti-with-dynamic-routing-prot.html
https://www.cisco.com/c/en/us/support/docs/security/vpn-appliances/220320-configure-dvti-with-dynamic-routing-prot.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/security-vpn/220322-configure-dvti-with-multi-sa-on-secure-f.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/214230-configure-policy-based-and-route-based-v.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/214230-configure-policy-based-and-route-based-v.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/216276-configure-route-based-site-to-site-vpn-t.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/216276-configure-route-based-site-to-site-vpn-t.html
https://docs.umbrella.com/umbrella-user-guide/docs/configure-tunnel-with-cisco-secure-firewall
https://docs.umbrella.com/umbrella-user-guide/docs/configure-tunnel-with-cisco-secure-firewall
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/vpn-monitoring.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/vpn-monitoring.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/vpn-monitoring.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-management-center-1000/222265-configure-dual-isp-vti-on-ftd-managed-by.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/internet-security-association-key-management-protocol-isakmp/222055-configure-route-based-site-to-site-vpn-b.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/internet-security-association-key-management-protocol-isakmp/222055-configure-route-based-site-to-site-vpn-b.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/222672-configure-vrf-aware-route-based-site-to.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/222672-configure-vrf-aware-route-based-site-to.html

VPN da sito a sito (basata su

Configurazione di BGP over Route-Based VPN su FTD

route) Gestito da FDM
RAVPN (Remote Access VPN)
Funzionalita/tecnologia Articoli correlati Tag

VPN ad accesso remoto
FTD

VPN di accesso remoto: Guida alla configurazione dei

dispositivi di Cisco Secure Firewall Management Center,

7.4

Documentation

VPN ad accesso remoto
FTD

Implementazione di Dynamic Access Policy (DAP) su

FTD con Use Case diversi

Documentation

VPN ad accesso remoto
FTD

Configurazione dell'autenticazione basata sul certificato

Anyconnect per I'accesso mobile

Configuration

VPN ad accesso remoto
FTD

Configurazione di AnyConnect Dynamic Split Tunnel su

FTD Gestito da FMC

Configuration

VPN ad accesso remoto
FTD

Configurazione dei moduli AnyConnect per la VPN ad

accesso remoto su FTD

Configuration

VPN ad accesso remoto
FTD

Configurazione della VPN ad accesso remoto

AnyConnect su FTD

Configuration

VPN ad accesso remoto
FTD

Configurazione di AnyConnect SSO con Duo e mapping

LDAP su Secure Firewall

Configuration

VPN ad accesso remoto
FTD

Configurazione di AnyConnect VPN su FTD con Cisco

ISE come server RADIUS con CA radice di Windows

Server 2012

Configuration

VPN ad accesso remoto
FTD

Configurazione di Anyconnect con autenticazione SAML

su FTD gestito tramite FMC

Configuration

VPN ad accesso remoto
FTD

Configura autenticazione certificato e autenticazione

SAML DUO

Configuration

VPN ad accesso remoto
FTD

Configurare I'assegnazione dinamica di Criteri di gruppo

con SAML su Secure Firewall per client protetto

Configuration

VPN ad accesso remoto
FTD

Configura mappa attributi LDAP per RAVPN su FTD

Gestito da FDM

Configuration

VPN ad accesso remoto
FTD

Configurazione dell'accesso LAN locale per client protetto

Configuration

VPN ad accesso remoto
FTD

Configurazione di cifrature TLS e DTLS moderne per

RAVPN

Configuration

VPN ad accesso remoto
FTD

Configurare la gestione delle password utilizzando LDAP

per RA VPN su FTD Gestito da FMC

Configuration

VPN ad accesso remoto
FTD

Configurazione di RSA VPN con autenticazione e

autorizzazione LDAP per FTD

Configuration

VPN ad accesso remoto
FTD

Configura VPN ad accesso remoto su FTD Gestito da

FDM

Configuration

VPN ad accesso remoto

Configurazione di SSL AnyConnect Management VPN su

Configuration



https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/222487-configure-bgp-over-route-based-vpn-on-ft.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/222487-configure-bgp-over-route-based-vpn-on-ft.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/vpn-remote-access.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/vpn-remote-access.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/vpn-remote-access.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/cluster/ftd_dap_usecases.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/cluster/ftd_dap_usecases.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/217966-configure-anyconnect-certificate-based-a.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/217966-configure-anyconnect-certificate-based-a.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client-v4x/220247-configure-anyconnect-dynamic-split-tunne.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client-v4x/220247-configure-anyconnect-dynamic-split-tunne.html
https://www.cisco.com/c/en/us/support/docs/network-management/remote-access/216495-configure-anyconnect-modules-for-remote.html
https://www.cisco.com/c/en/us/support/docs/network-management/remote-access/216495-configure-anyconnect-modules-for-remote.html
https://www.cisco.com/c/en/us/support/docs/network-management/remote-access/212424-anyconnect-remote-access-vpn-configurati.html
https://www.cisco.com/c/en/us/support/docs/network-management/remote-access/212424-anyconnect-remote-access-vpn-configurati.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client-v4x/220672-configure-anyconnect-sso-with-duo-and-ld.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client-v4x/220672-configure-anyconnect-sso-with-duo-and-ld.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/213905-configure-anyconnect-vpn-on-ftd-using-ci.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/213905-configure-anyconnect-vpn-on-ftd-using-ci.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/213905-configure-anyconnect-vpn-on-ftd-using-ci.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/216268-configure-anyconnect-with-saml-authentic.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/216268-configure-anyconnect-with-saml-authentic.html
https://www.cisco.com/c/en/us/support/docs/security/duo/220600-configure-certificate-authentication-d.html
https://www.cisco.com/c/en/us/support/docs/security/duo/220600-configure-certificate-authentication-d.html
https://www.cisco.com/c/en/us/support/docs/security/secure-client-5/221173-configure-dynamic-group-policy-assignmen.html
https://www.cisco.com/c/en/us/support/docs/security/secure-client-5/221173-configure-dynamic-group-policy-assignmen.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/220566-configure-ldap-attribute-map-for-ravpn-o.html%20
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/220566-configure-ldap-attribute-map-for-ravpn-o.html%20
https://www.cisco.com/c/en/us/support/docs/security/secure-client-5/221024-configure-local-lan-access-for-secure-cl.html
https://www.cisco.com/c/en/us/support/docs/security/secure-client-5/220609-configure-modern-tls-and-dtls-ciphers-fo.html
https://www.cisco.com/c/en/us/support/docs/security/secure-client-5/220609-configure-modern-tls-and-dtls-ciphers-fo.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client-v4x/220880-configure-password-management-using-ldap.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client-v4x/220880-configure-password-management-using-ldap.html
https://www.cisco.com/c/en/us/support/docs/network-management/remote-access/216313-configure-ra-vpn-using-ldap-authenticati.html
https://www.cisco.com/c/en/us/support/docs/network-management/remote-access/216313-configure-ra-vpn-using-ldap-authenticati.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/215532-configure-remote-access-vpn-on-ftd-manag.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/215532-configure-remote-access-vpn-on-ftd-manag.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/secure-socket-layer-ssl/217040-configure-ssl-anyconnect-management-vpn.html

FTD

FTD

VPN ad accesso remoto
FTD

Configura SSL Secure Client con autenticazione locale
su FTD

Configuration

VPN ad accesso remoto
FTD

Migrazione da DAP e HostScan da ASA a FDM tramite
APl REST

Configuration

VPN ad accesso remoto
FTD

Duo Two-Factor Authentication per Cisco Firepower
Threat Defense (FTD) VPN con AnyConnect

Configuration

VPN ad accesso remoto
FTD

Genera report FMC per utenti VPN

Configuration

VPN ad accesso remoto
FTD

Monitoraggio VPN e risoluzione dei problemi: quida alla
configurazione dei dispositivi di Cisco Secure Firewall
Management Center, 7.4

Troubleshooting

VPN ad accesso remoto
FTD

Risoluzione dei problemi comuni di comunicazione
AnyConnect su FTD

Troubleshooting

VPN ad accesso remoto
FTD

Risoluzione dei problemi comuni relativi alla VPN IPsec di
L2L e Remote Access

Troubleshooting

VPN ad accesso remoto
FTD

Risoluzione dei problemi di installazione dei file PKCS#12
non riuscita con algoritmi PBE non conformi a FIPS

Troubleshooting

VPN ad accesso remoto
FTD

Personalizzazione delle icone Secure Client con Secure
Firewall gestito da FMC

Configuration

VPN ad accesso remoto
FTD

Configurazione di AnyConnect per I'accesso al server sul
tunnel IPSec

Configuration

VPN ad accesso remoto
FTD

Implementazione delle misure di protezione avanzata per
la VPN AnyConnect Secure Client

Configuration

VPN ad accesso remoto
FTD

Consigli per evitare attacchi con spray di password che
influiscono sui servizi VPN ad accesso remoto

Configuration

VPN ad accesso remoto
FTD

Configurare RAVPN con autenticazione SAML utilizzando

Azure as IdP su FTD Gestito da FDM 7.2 e versioni
precedenti

Configuration

VPN ad accesso remoto
FTD

Configurazione di piu profili RAVPN con autenticazione
SAML in FDM

Configuration

VPN ad accesso remoto
FTD

Configurazione dell'autorizzazione ISE e
dell'autenticazione del certificato RAVPN in FMC

Configuration

Accesso di rete senza trust (ZTNA)

Zero

su un firewall protetto

Funzionalita/tecnologia Articoli correlati Tag
Accesso con trust pari a Accesso di trust zero: Guida alla configurazione dei
P dispositivi di Cisco Secure Firewall Management Center,
zero
7.4
Accesso con trust paria  |Configurare la distribuzione di Accesso remoto senza trust



https://www.cisco.com/c/en/us/support/docs/security-vpn/secure-socket-layer-ssl/217040-configure-ssl-anyconnect-management-vpn.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/217352-configure-ssl-anyconnect-with-local-auth.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/217352-configure-ssl-anyconnect-with-local-auth.html
https://www.cisco.com/c/en/us/support/docs/network-management/remote-access/216462-dap-and-hostscan-migration-from-asa-to-f.html
https://www.cisco.com/c/en/us/support/docs/network-management/remote-access/216462-dap-and-hostscan-migration-from-asa-to-f.html
https://duo.com/docs/cisco-firepower
https://duo.com/docs/cisco-firepower
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-management-center/221440-generate-fmc-reports-for-vpn-users.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/vpn-monitoring.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/vpn-monitoring.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/vpn-monitoring.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/216180-troubleshoot-common-anyconnect-communica.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/216180-troubleshoot-common-anyconnect-communica.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/216234-troubleshoot-pkcs-12-file-installation-f.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/216234-troubleshoot-pkcs-12-file-installation-f.html
https://www.cisco.com/c/en/us/support/docs/security/secure-client-5/222306-customize-secure-client-icons-with-secur.html
https://www.cisco.com/c/en/us/support/docs/security/secure-client-5/222306-customize-secure-client-icons-with-secur.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client-v4x/222264-configure-anyconnect-to-access-server-ov.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client-v4x/222264-configure-anyconnect-to-access-server-ov.html
https://www.cisco.com/c/en/us/support/docs/security/secure-client/221880-implement-hardening-measures-for-secure.html
https://www.cisco.com/c/en/us/support/docs/security/secure-client/221880-implement-hardening-measures-for-secure.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/221806-password-spray-attacks-impacting-custome.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/221806-password-spray-attacks-impacting-custome.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/221659-configure-ravpn-with-saml-authentication.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/221659-configure-ravpn-with-saml-authentication.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/221659-configure-ravpn-with-saml-authentication.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-asa/222479-configure-multiple-ravpn-profiles-with-s.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-asa/222479-configure-multiple-ravpn-profiles-with-s.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/222552-configure-ravpn-cert-auth-and-ise-author.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/222552-configure-ravpn-cert-auth-and-ise-author.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/ztap.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/ztap.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/ztap.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/221242-configure-clientless-ztna-remote-access.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/221242-configure-clientless-ztna-remote-access.html

PKI (Public Key Infrastructure)

Funzionalita/tecnologia |Articoli correlati Tag
PKI Installa e rinnova certificato su FTD Gestito da FDM
PKI Installa e rinnova certificati su FTD Gestito da FMC

Documentazione di Cisco Secure Client (incluso AnyConnect)

Varie

Funzionalita/tecnologia |Articoli correlati Tag

Cisco Secure Client Documentazione del prodotto Cisco Secure Client (incluso
AnyConnect

Cisco Secure Client Guida dell'amministratore di Cisco Secure Client (incluso e

AnyConnect), versione 5.1

Cisco Secure Client

Guida dell'amministratore di Cisco Secure Client (incluso

AnyConnect), versione 5

umen

Cisco Secure Client

Guida di riferimento all'implementazione e alle

prestazioni/alla scalabilita di AnyConnect per la

preparazione della COVID-19

Cisco Secure Client

Uso di AnyConnect Captive Portal Detection e Remediation

umen

=1

Cisco Secure Client

Configurazione di AnyConnect NVM e Splunk per CESA

Configuration

Cisco Secure Client

Personalizza l'installazione del modulo Anyconnect sugli

endpoint MAC

Configuration

Cisco Secure Client

Personalizzazione delle icone Secure Client con Secure

Firewall gestito da FMC

Configuration

Cisco Secure Client

AnyConnect HostScan Migration da 4.3.x a 4.6.x e versioni

successive

Configuration

Cisco Secure Client

Guida alla risoluzione dei problemi di selezione del gateway

ottimale di AnyConnect

Troubleshooting

Cisco Secure Client

Esaminare il comportamento delle guery DNS e della

risoluzione dei nomi di dominio

Troubleshooting

Cisco Secure Client

Correqgqi le interruzioni del flusso di traffico causate dalle

riconnessioni AnyConnect

Troubleshooting

Cisco Secure Client

Raccolta dei log DART di AnyConnect sull'app iOS

Troubleshooting

Cisco Secure Client

Risolvere i problemi relativi alle guery DNS AnyConnect in

Mmus.cisco.com

Troubleshooting

Cisco Secure Client

Risoluzione dei problemi di acquisizione della telemetria di

AnyConnect Network Visibility Module in Secure Network

Analytics

§§§
o BR

Troubleshooting



https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/215850-certificate-installation-and-renewal-on.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/215849-certificate-installation-and-renewal-on.html
https://www.cisco.com/c/en/us/support/security/anyconnect-secure-mobility-client/series.html#~tab-documents
https://www.cisco.com/c/en/us/support/security/anyconnect-secure-mobility-client/series.html#~tab-documents
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1.html
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1.html
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0.html
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/215331-anyconnect-implementation-and-performanc.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/215331-anyconnect-implementation-and-performanc.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/215331-anyconnect-implementation-and-performanc.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/118086-technote-anyconnect-00.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/200600-Install-and-Configure-Cisco-Network-Visi.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/215876-customize-anyconnect-module-installation.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/215876-customize-anyconnect-module-installation.html
https://www.cisco.com/c/en/us/support/docs/security/secure-client-5/222306-customize-secure-client-icons-with-secur.html
https://www.cisco.com/c/en/us/support/docs/security/secure-client-5/222306-customize-secure-client-icons-with-secur.html
https://www.cisco.com/c/en/us/td/docs/security/asa/migration/guide/HostscanMigration43x-46x.html
https://www.cisco.com/c/en/us/td/docs/security/asa/migration/guide/HostscanMigration43x-46x.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/116721-technote-ogs-00.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/116721-technote-ogs-00.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/116016-technote-AnyConnect-00.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/116016-technote-AnyConnect-00.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/116881-technote-anyconnect-00.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/116881-technote-anyconnect-00.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/217216-gather-anyconnect-dart-logs-on-ios-app.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/217713-troubleshoot-anyconnect-dns-queries-to-m.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/217713-troubleshoot-anyconnect-dns-queries-to-m.html
https://www.cisco.com/c/en/us/support/docs/security/secure-network-analytics/217925-troubleshoot-anyconnect-network-visibili.html
https://www.cisco.com/c/en/us/support/docs/security/secure-network-analytics/217925-troubleshoot-anyconnect-network-visibili.html
https://www.cisco.com/c/en/us/support/docs/security/secure-network-analytics/217925-troubleshoot-anyconnect-network-visibili.html

Risoluzione dei problemi relativi ai telefoni VPN AnyConnect

i i
Cisco Secure Client _IP Phone. ASA & CUCM (Troubleshooting )
Cisco Secure Client Opzioni di integrazione Duo per Cisco AnyConnect VPN con

ASA e FTD
Documentazione di Cisco IOS/IOS-XE
VPN da sito a sito - Basata su criteri / Mappa crittografica
Funzionalita/tecnologia Articoli correlati Tag
:;/ri:ric)ja sito a sito (basata su Configurazione della sicurezza per le VPN con IPsec
VPN da sito a sito (basata su |Configurazione del tunnel IKEv2 da sito a sito tra ASA e
criteri) router
VPN da sito a sito (basata su |Esempio di configurazione di IKEV1/IKEVZ2 tra Cisco I0S
criteri) e strongSwan
VPN da sito a sito (basata su |Nozioni fondamentali sulla VPN |IPsec basata su mappa
criteri) crittografica - negoziazione e configurazione
VPN da sito a sito - Basata su route / VTI (Virtual Tunnel Interface)
Funzionalita/tecnologia Articoli correlati Tag
:QZTG)CI a sito a sito (basata su Interfaccia tunnel virtuale IPsec
VPN da sito a sito (basata su|Configurazione di un'interfaccia del tunnel virtuale multi-
route) SA su un router Cisco 10S XE
VPN da sito a sito (basata su|Configurazione di SVTI con riconoscimento VRF per
route) IKEv2
VPN da sito a sito (basata su|Configurazione della ridondanza |IPsec con HSRP per |l
route) tunnel basato su route IKEv2 sui router Cisco
DMVPN (Dynamic Multipoint VPN)
Funzionalita/tecnologia |Articoli correlati Tag
DMVPN Documentazione del prodotto Dynamic Multipoint VPN
(DMVPN)
DMVPN Cisco Dynamic Multipoint VPN: Scheda tecnica sulle
comunicazioni Branch-to-Branch semplici e sicure
DMVPN DMVPN - Concetti e configurazione



https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/116162-trouble-anyconnect-vpn-phone-00.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/116162-trouble-anyconnect-vpn-phone-00.html
https://community.cisco.com/t5/security-knowledge-base/duo-integration-options-for-cisco-anyconnect-vpn-with-asa-and/ta-p/4114832
https://community.cisco.com/t5/security-knowledge-base/duo-integration-options-for-cisco-anyconnect-vpn-with-asa-and/ta-p/4114832
https://www.cisco.com/c/en/us/td/docs/routers/ios/config/17-x/sec-vpn/b-security-vpn/m_sec-cfg-vpn-ipsec-0.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/117337-config-asa-router-00.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/117337-config-asa-router-00.html
https://www.cisco.com/c/en/us/support/docs/ip/internet-key-exchange-ike/117258-config-l2l.html
https://www.cisco.com/c/en/us/support/docs/ip/internet-key-exchange-ike/117258-config-l2l.html
https://community.cisco.com/t5/security-knowledge-base/crypto-map-based-ipsec-vpn-fundamentals-negotiation-and/ta-p/3153502
https://community.cisco.com/t5/security-knowledge-base/crypto-map-based-ipsec-vpn-fundamentals-negotiation-and/ta-p/3153502
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_vpnips/configuration/zZ-Archive/IPsec_Virtual_Tunnel_Interface.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/214728-configure-multi-sa-virtual-tunnel-interf.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/214728-configure-multi-sa-virtual-tunnel-interf.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-architecture-implementation/214938-configuring-ikev2-vrf-aware-svti.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-architecture-implementation/214938-configuring-ikev2-vrf-aware-svti.html
https://www.cisco.com/c/en/us/support/docs/ip/hot-standby-router-protocol-hsrp/222200-configure-ipsec-redundancy-with-hsrp-for.html
https://www.cisco.com/c/en/us/support/docs/ip/hot-standby-router-protocol-hsrp/222200-configure-ipsec-redundancy-with-hsrp-for.html
https://www.cisco.com/c/en/us/support/security/dynamic-multipoint-vpn-dmvpn/series.html
https://www.cisco.com/c/en/us/support/security/dynamic-multipoint-vpn-dmvpn/series.html
https://www.cisco.com/c/en/us/products/collateral/security/dynamic-multipoint-vpn-dmvpn/data_sheet_c78-468520.html
https://www.cisco.com/c/en/us/products/collateral/security/dynamic-multipoint-vpn-dmvpn/data_sheet_c78-468520.html
https://learningnetwork.cisco.com/s/article/dmvpn-concepts-amp-configuration

DMVPN Indirizzo IP: Guida alla configurazione di NHRP
Miglioramenti della commutazione di collegamento per _

DMVPN NHRP nelle reti DMVPN

DMVPN Configurazione della DMVPN gerarchica fase 3 con spoke
multi-subnet

DMVEN 'I'\'ll;r]rnel dinamici DMVPN tra i spoke dietro un dispositivo

DMVPN Esempio di configurazione di DMVVPN Hub come server CA
per la rete DMVPN

DMVPN Guida alla risoluzione dei problemi relativi ai debug di
DMVPN fase 1

DMVPN ]Icmole3mentazione della progettazione di piu subnet DMVPN
ase

DMVPN Risoluzione dei problemi di reindirizzamento NHRP per la
fase 3 di DMVPN

DMVPN Demistificazione di DMVPN

DMVPN VPN IPsec multipoint dinamiche (tramite GRE/NHRP
multipoint per scalare le VPN IPsec)

DMVPN Risoluzione dei problemi del tunnel Spoke-to-Spoke
DMVPN fase 2

PKI (Public Key Infrastructure)

Funzionalita/tecnologia |Articoli correlati Tag

PKI Formati dati PKI

PKI Panoramica del protocollo SCEP (Simple Certificate
Enrollment Protocol)

PKI Guida alla distribuzione di I0S PKI: Progettazione e
installazione iniziali

PKI Proce's‘3| di .s'can?blo pacchetti I0OS IKEv1 e IKEvZ2 per profili
con piu certificati

PKI RISO|L.JZIOne dei Drgbleml relat|v! al!o switch 404 ricevuti dalla
CA Cisco IOS per implementazioni su larga scala

Accesso remoto FlexVPN

Funzionalita/tecnologia Articoli correlati Tag

Accesso remoto FlexVPN Documentazione del prodotto Cisco Flex\VPN

Accesso remoto FlexVPN Scheda tecnica di Cisco 10S Flex\VPN

Accesso remoto FlexVPN Esempio di configurazione di AnvCon.n.ect.a IOS

Headend over IPsec con IKEvV2 e certificati



https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipaddr_nhrp/configuration/xe-16/nhrp-xe-16-book.pdf
https://www.cisco.com/c/en/us/td/docs/routers/ios/config/17-x/ip-addressing/b-ip-addressing/m_nhrp-switch-enhancemts-dmvpn-0.html
https://www.cisco.com/c/en/us/td/docs/routers/ios/config/17-x/ip-addressing/b-ip-addressing/m_nhrp-switch-enhancemts-dmvpn-0.html
https://www.cisco.com/c/en/us/support/docs/security/dynamic-multipoint-vpn-dmvpn/211292-Configure-Phase-3-Hierarchical-DMVPN-wit.html
https://www.cisco.com/c/en/us/support/docs/security/dynamic-multipoint-vpn-dmvpn/211292-Configure-Phase-3-Hierarchical-DMVPN-wit.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_dmvpn/configuration/xe-16-9/sec-conn-dmvpn-xe-16-9-book/sec-conn-dmvpn-dt-spokes-b-nat.pdf
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_dmvpn/configuration/xe-16-9/sec-conn-dmvpn-xe-16-9-book/sec-conn-dmvpn-dt-spokes-b-nat.pdf
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Funzionalita/tecnologialArticoli correlati Tag

FlexVPN Documentazione del prodotto Cisco FlexVPN Documentation

FlexVPN Scheda tecnica di Cisco 10S FlexVPN
Configurazione della distribuzione ZTD (Zero Touch :

FlexVPN Deployment) di uffici/spoke VPN remoti :

FlexVPN Configurazione di FlexVPN Spoke to Spoke

FlexVEN Esempio di configurazione della migrazione soft da DMVPN a
Flex\VPN

FlexVPN IC;zg:‘ilqurazmne dinamica FlexVPN con elenchi di attributi AAA

FlexVPN Esempio di configurazione di FlexVPN HA Dual Hub

FlexVPN Esempio di configurazione da sito a sito di FlexVPN

FlexVPN Esemplo di conflqura2|one.d| FIexVP.N Spoke in un hub
ridondante con un approccio a doppio cloud

FlexVPN Esemplq di configurazione del blocco client FlexVPN Spoke in
un hub ridondante con FlexVPN
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FlexVEN FlexVPN: Esempio di configurazione di IPv6 in una distribuzione
Hub e Spoke

Flex\VPN Migrazione da DMVPN a Flex\VPN su un hub diverso

FlexVPN Guida alla configurazione di L2TPv3 over FlexVPN

FlexVPN Migrazione da EzZVPN-NEM+ legacy a FlexVVPN sullo stesso
server

FlexVPN Conflqu'r.azmne dgl tur?nel FlexVVPN da sito a sito con un peer
con indirizzo IP dinamico

Accesso remoto VPN SSL

Funzionalita/tecnologia Articoli correlati Tag

Accesso remoto VPN SSL  |[Documentazione del prodotto Cisco IOS SSLVPN

umentation

Accesso remoto VPN SSL
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VPN AnyConnect a un router Cisco 10S

Accesso remoto VPN SSL
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Uso di AnyConnect per configurare la VPN SSL di base

Configuration
Accesso remoto VPN SSL per I'headend del router con CLI =
Group Encrypted Transport VPN (GETVPN)
Funzionalita/tecnologia |Articoli correlati Tag

Documentazione del prodotto Group Encrypted Transport

GETVPN VPN

GETVPN Modifica comportamento reimpostazione chiave GETVPN
Guida alla progettazione e all'implementazione di Group _

GETVPN Encrypted Transport VPN (GETVPN)

GETVPN Guida alla sicurezza e alla configurazione VPN, Cisco IOS
XE 17.x

GETVPN Guida alla risoluzione dei problemi GETVPN

IKE (Internet Exchange Key) / IPSec

Funzionalita/tecnologia [Articoli correlati Tag
Esempio di configurazione del firewall basato su zona (Configuration)

IKE/IPsec compatibile con SGT e taqg in linea IKEv2 con TrustSec SGT

IKE/IPsec Regole di selezione 10S IKEv1/IKEvV2 per keyring e profili -

Guida alla risoluzione dei problemi
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https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/200533-AnyConnect-Configure-Basic-SSLVPN-for-I.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/200533-AnyConnect-Configure-Basic-SSLVPN-for-I.html
https://www.cisco.com/c/en/us/support/security/group-encrypted-transport-vpn/series.html
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https://www.cisco.com/c/dam/en/us/products/collateral/security/group-encrypted-transport-vpn/GETVPN_DIG_version_2_0_External.pdf
https://www.cisco.com/c/dam/en/us/products/collateral/security/group-encrypted-transport-vpn/GETVPN_DIG_version_2_0_External.pdf
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IKE/IPsec Debuq I‘OS.IPTSec e IKE - Risoluzione dei problemi in
modalita principale IKEv1
IKE/IPsec F\’.ISO|UZ.I0ne dei problemi di debug I0OS IKEv2 per la VPN da
sito a sito con PSK
IKE/IPsec Rlsolu_2|one dell probler_m relativi aqli errori di verifica della
protezione da riesecuzione |IPSec
IKE/IPsec Informazioni sul protocollo IPsec IKEv1
— ; . 5
IKE/IPsec Yerlflca clieqlll errori IPslec /oRECVD PKT INV SP! e
informazioni sulla funzione di ripristino SPI non valide
IKE/IPsec S'uqqerllmentl per la risoluzione dei problemi della VPN da
sito a sito
Varie
Funzionalita/tecnologia |Articoli correlati Tag
Varie Cisco 10S e 10S-XE con crittografia di nuova generazione
Varie Risoluzione dei problemi relativia %CERM-4-TX BW LIMIT
Errori su piattaforme router ISR
) Risoluzione dei problemi di flap IGP, perdita di pacchetti o :
(Troubleshooting )
Varie rimbalzo del tunnel su un tunnel VPN con EEM e SLA IP :
Varie Informazioni sui pacchetti keepalive del tunnel GRE
Strumenti Cisco
Strumento Collegamento allo strumento Tag
Cisco Packet Capture|Packet Capture Config Generator and Analyzer
E:;f;r;l;nce Cisco Secure Firewall Performance Estimator (RA-VPN)
Cisco RADK:it Cisco Remote Automation Development Kit (RADKIt)
Cisco Press
Descrizione Articoli correlati Tag
Cisco Press Gglda ufficiale alla certificazione CCNP _Security Virtual E Cisco Press )
Private Networks SVPN 300-730
. Reti private virtuali IPsec IKEv2: Descrizione e distribuzione Cioco Press
CiscoPress | IKEv2. VPN IPsec e FlexVPN
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https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/115801-technote-iosvpn-00.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/115801-technote-iosvpn-00.html
https://community.cisco.com/t5/security-knowledge-base/site-to-site-vpn-troubleshooting-tips/ta-p/3111356
https://community.cisco.com/t5/security-knowledge-base/site-to-site-vpn-troubleshooting-tips/ta-p/3111356
https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/116055-technote-ios-crypto.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/118746-technote-isr-00.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/118746-technote-isr-00.html
https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/ios-embedded-event-manager-eem/113696-eem-tshoot-igp-00.html
https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/ios-embedded-event-manager-eem/113696-eem-tshoot-igp-00.html
https://www.cisco.com/c/en/us/support/docs/ip/generic-routing-encapsulation-gre/118370-technote-gre-00.html
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https://radkit.cisco.com/
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Guida ufficiale ai certificati CCNP e CCIE Security Core m

Cisco Press  |SCOR 350-701. seconda edizione

Come fornire feedback o suggerimenti per l'articolo

Procedere come descritto di seguito per fornire commenti o suggerimenti sull'articolo per questa
guida di riferimento.

Passaggio 1. Vai alla sezione in alto a destra di questo documento e fai clic sul pulsante
Feedback:

Contributed by Cisco Engineers

Cisco TAC Engineers
TAC Engineers

Was this Document Helpful?

Yes No = Feedback

Passaggio 2. Una volta visualizzata la nuova finestra, fornirci il vostro feedback/articolo
suggerimento, nome e indirizzo e-mail, quindi fare clic su Invia.


https://www.ciscopress.com/store/integrated-security-technologies-and-solutions-volume-9781587147067
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https://www.ciscopress.com/store/ccnp-and-ccie-security-core-scor-350-701-official-cert-9780138221263
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Feedback and Suggestions

if Cisco may contact yvou for more details or for future feadback opportunities,
please enter your contact information here,

Mame

Email

%4 Nota: solo i collegamenti Cisco devono essere consigliati per I'aggiunta nella Guida di
riferimento delle tecnologie VPN di Cisco.



Informazioni correlate

- Per ulteriore assistenza, contattare il Technical Assistance Center (TAC). E necessario un
contratto di supporto valido: Contatti del supporto Cisco internazionali.

* Supporto e download Cisco: Supporto tecnico Cisco e download

* Non perdere questa occasione! Immergiti nell'entusiasmante mondo della guida di
riferimento di Cisco Secure Firewall



https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-management-center/221577-cisco-secure-firewall-reference-guide.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-management-center/221577-cisco-secure-firewall-reference-guide.html

Informazioni su questa traduzione

Cisco ha tradotto questo documento utilizzando una combinazione di tecnologie automatiche
e umane per offrire ai nostri utenti in tutto il mondo contenuti di supporto nella propria lingua.
Si noti che anche la migliore traduzione automatica non sara mai accurata come quella fornita
da un traduttore professionista. Cisco Systems, Inc. non si assume alcuna responsabilita per
I&rsquo;accuratezza di queste traduzioni e consiglia di consultare sempre il documento
originale in inglese (disponibile al link fornito).



