Installare e configurare il provider di identita
federativa ping per il servizio identita Cisco per
abilitare I'SSO
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Ulteriore configurazione per SSO:

Introduzione

In questo documento viene descritta la configurazione di PingFederate Identity Provider (IdP) per
abilitare Single Sign-On (SSO).

Modelli di distribuzione Cisco IdS

Prodotto|[Implementazione
UCCX |[Coresidente
PCCE ||Coresidente con CUIC (Cisco Unified Intelligence Center) e LD (Live Data)

Coresidenti con CUIC e LD per installazioni 2k.
UCCE
Standalone per installazioni a 4k e 12k.

Prerequisiti

Requisiti
Cisco raccomanda la conoscenza dei seguenti argomenti:

» Cisco Unified Contact Center Express (UCCX) versione 11.6 o Cisco Unified Contact Center
Enterprise versione 11.6 o Packaged Contact Center Enterprise (PCCE) versione 11.6, a
seconda dei casi.

+ PingFederate installato in Windows Server

Nota: Questo documento fa riferimento alla configurazione di Cisco Identify Service (1dS) e
del provider di identita (IdP). Il documento fa riferimento a UCCX negli screenshot ed
esempi, tuttavia la configurazione €& simile a quella di Cisco Identify Service
(UCCX/UCCE/PCCE) e dell'ldP.

Componenti usati

I documento puo essere consultato per tutte le versioni software o hardware.



Le informazioni discusse in questo documento fanno riferimento a dispositivi usati in uno specifico
ambiente di emulazione. Su tutti i dispositivi menzionati nel documento la configurazione € stata
ripristinata ai valori predefiniti. Se la rete € operativa, valutare attentamente eventuali
conseguenze derivanti dall'uso dei comandi.

Install

Requisiti di sistema

Integrazione
: . Browser Browser supportati archivio dati
Sistemi Ambiente J supportati per er la console di
operativi mbiente Java .pp _ .p _ P o _ (per la ricerca
gli utenti finali || amministrazione di attributi
utente)
Microsoft * Microsoft
Windows .
Server Active
2008 R2 Directory
Sp (2008 R2
. e 2012)
(Service * Oracle
P?Ck) Directory
Microsoft
Windows * Oracle Java Server
Server SE Runtime Enterprise
Environment * Cromatura Edition
2012 . » Cromatura
(Server JRE) 7 » Firefox . 119
Standard . * Firefox
Microsoft aggiornamento * Internet . Internet « Server
. 79 (64 bit) Explorer Microsoft
Windows . Explorer
» Oracle Java (versione 9 . SQL
Server . (versione 9
SE Runtime e (Structured
2012 R2 : . e
Environment successiva) . Query
Datacenter . successiva)
(Server JRE) 8 » Safari Language)
Oracle .
Enterorise aggiornamento (2012 e
Linuxp6 . 45 (64 bit) 2014)

' » Database
(kernel Oracle
compatibile

1 11
con Red ;S)g et
g?;)cle * Oracle
Solaris 10 g/léSQL
Red Hat '




Enterprise
Linux ES
6.6

* Red Hat
Enterprise
Linux ES
7.0

+ SUSE
Linux
Enterprise
11 SP 3

Install

Estrarre il file ZIP di distribuzione o utilizzare un programma di installazione specifico della
piattaforma per installare PingFederate.

* Richiedere una chiave di licenza nella pagina Web delle licenze Ping Identity
(www.pingidentity.com/support-and-downloads/licensing.cfm)

+ Verificare di aver eseguito I'accesso al sistema con i privilegi appropriati per installare ed
eseguire un'applicazione

 Verificare che Server Java Runtime Environment (JRE) sia installato e che le variabili di
ambiente e PATH siano impostate correttamente

Installa PingFederate con file ZIP di distribuzione

Estrarre il file ZIP di distribuzione in una directory di installazione.

Avviso: Per evitare problemi futuri con gli aggiornamenti automatici, non rinominare la
cartella pingfederate installata. Se si installano piu istanze di PingFederate nello stesso
computer, ad esempio in determinati scenari di clustering del server, installare ogni istanza
in un percorso diverso o rinominare la cartella padre per installare una struttura di file
parallela nello stesso percorso.

Installa PingFederate con file EXE di distribuzione

Fare doppio clic sul file exe e seguire le istruzioni di installazione


http://www.pingidentity.com/support-and-downloads/licensing.cfm

i'._% PingFederate Setup _ |} |

Welcome to the PingFederate Setup
Wizard

Pin

kienhh_.f.g

The Setup Wizard will install PingFederate on wour computer,
Click. Mext to continue or Cancel ko exit the Setup Wizard,

Back I Mexk I Cancel |

fii PingFederate Setup =10
Operational Mode

Please choose which mode wou'd like PingFederate to operate in.

i* standalone

Faor a single node that will operate independently.

" Clustered Admin Node

Far ane of several nodes in a cluster that will host the admin consale.
Cnly one node in the cluster can operate the admin consale,

" Clustered Runtime Node

Faor one of several nodes in a cluster that will nok hosk the admin consaole.

| Back I Mexk Zancel




i'él‘ PingFederate Setup

Administrative console and API

Enter the paort For the admin console and AP,

Admin HTTPS port (EEE

This is the port where PingFederate admin console and APT will run.

| Back. I ek | Cancel |

fi PingFederate Setup M =l
Engine Settings
-
Enter the ports that PingFederate will use, E!_Eg
HTTPS Port |9|:|31

This is the port where PingFederate will listen for encrypred traffic,

Secondary HTTPS Port | Cptional

If vou need client ¥.509 certificate based authentication for end users or protocols,
enable this port by specifying a value,

| Back I Mexk Zancel




i'él‘ PingFederate Setup

Destination Folder

Click Mext to install ko the defaulk folder or click Change to choose another,

Install PingFederate ta:

IC:'I,F‘ru:ugram Files\Ping Identit!,

Change... |

Back. I Mexk I Cancel |

fi PingFederate Setup =10

Ready to install PingFederate

Chick Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back |  Instal | Cancel




i!_% PingFederate Setup [_ 0] |

Installing PingFederate

Please wait while the Setup Wizard installs PingFederate.

Skatus: Incompressing the installation package

]

Back | Mk | Cancel I

fi# PingFederate Setup =100 ] |

Completed the PingFederate Setup
Wizard

Ping

Identity.

Click the Finish button bo exit the Sekup Wizard,

To finalize your setup open your browser to:
https: /PINGServer. cisco. com: 9999/pinafederate fapp

Back I Finish I Zancel

Avviare PingFederate per la prima volta

Se si installa PingFederate con uno dei programmi di installazione specifici della piattaforma,
PingFederate viene configurato per I'esecuzione come servizio e viene avviato automaticamente
al termine del processo di installazione.

Se si installa PingFederate con un file ZIP di distribuzione, eseguire lo script per avviare
PingFederate manualmente.



(Windows) <pf_install>/pingfederate/bin/run.bat
(Unix/Linux) <pf_install>/pingfederate/bin/run.sh

Attendi il completamento dello script - il processo di avvio viene completato quando viene
visualizzato questo messaggio vicino alla fine della sequenza:

PingFederate avviato tra <X>s:<Y>ms

Installazione guidata iniziale

L'interfaccia utente dell'amministratore di PingFederate, la console di amministrazione, &€ basata
su un sistema di schermate di controllo simili a procedure guidate. Avviare la console di
amministrazione PingFederate e utilizzare l'installazione guidata iniziale per completare la
configurazione delle impostazioni di federazione delle identita. E inoltre possibile connettere
PingFederate a PingOne per installare una potente soluzione ibrida in sede e basata su cloud.

Per accedere alla console di amministrazione:

Avviare il browser e passare a https://<FQHN>:9999/pingfederate/app (dove <FQHN> ¢& il nome
host completo del server in cui € installato PingFederate).

Nota: il numero di porta 9999 & impostato per default. E possibile modificare questa
impostazione tramite le proprieta PingFederate.

Accetta contratto di licenza

]ﬂ ng PingFederate

For more information on commercial licensing or support, contact Ping Sales at sales@pingidentity.cem or eall toll-free 877.898.2905 (+1303.468.2882 outside North America).

-
SOFTWARE LICENSE AGREEMENT j

THIS CLICK-THROUGH AGREEMENT (THIS "AGREEMENT") IS BY AND BETWEEN PING IDENTITY CORPORATION (PING IDENTITY] AND THE COMPANY OR ENTITY ON WHOSE BEHALF YOU ARE EXECUTING THIS
AGREEMENT "CUSTOMER'). You represent that you have the autharity to bind Custemer to the terms of this Agreement. By agreeing tothe terms of this Agreement or by accessing. using or installing any par of the
Procucts, Customer expressly agrees to and consents to be bound by all of the terms of this Agreement. If Customer does not agreeto any of the terms of this Agreement, Customer is prohibited from downloading,
installing, activating or using the Products. THE EFFECTIVE DATE OF THIS AGREEMENT IS THE DATE ON WHICH CUSTOMER ACCEPRTS THESE TERMS BY CLICKING "ACCEPT" OR THE SIMILARLY LABELED BUTTON
IMDICATING ASSENT [THE "EFFECTIVE DATE").

For good and valuable consideration, the receipt and sufficiency of which is hereby acknowledged, the parties agree as follows:
1. Definitions.
“Administrator" is an individual who has been granted administrative permissiens by Custemer ta the Service in arder to set-up, modify and suspend the Service, each as apglicable.

“Affiliate(s}’ means any entity that directly or indirectly contrals, is cantralled by, or is under commen control with the subject entity. “Control,*for purpases of this definition, means direct or indirect ownership or contral of
mare than 50% of the vating interests of the subject entity.

“API" means an application programming interface.

“Customer Data’ means all electronic data or information submitted by Custemer tothe Service. Customer Data alsoindudes any data of an Identity Provider and its associated employees, consultants, contractors and
agents transmitted through the Service in order to access Customer's services or applications.

‘Documentation” means Ping |dentity's then current en-line user's manuals mace generally available by Ping Identity and provided to Customer alongwith the Scftware.

“Identity Provider” means an entity that desires single sign-on capabilities into a Service Provider's services or applications.



Account PingOne

Ping PingFederate’

[TCCT Y  conse Basic nformation Enable Role Administrator Acco Comple

Doyou want to connedt this identity provider with PingOne to enable doud-based sing

Yes, Connect to PingOne Ne, Set Up PingFederate Without PingOne

To connect this PingFederate node to your PingOne account, enter your PingFederate works with or without a PingOne cennection. Continue the setup below touse

activation key below. PingFederate on its own.
Sign on to PingOne to get your activation key.

Eoprigse oM
Py Basy CErpommn

Fare clic su Avanti.

Licenza

Ping PingFederate

Please upload a valid PingFederate license file.

License File

E necessario acquistare o richiedere una licenza di sviluppo all'indirizzo pingidentity.com, caricare
il file della licenza e fare clic su Avanti



Informazioni di base

Ping PingFederate’
PiogOna Accoust | Licossa m E—

Welcome to PingFederate. To set up your enterprise identity bridge, let's first confirm your Base URL and Entity ID.

hittpe: /fpingserver.cisco.com: 9031

Impostare URL BASE e ID ENTITA e fare clic su Avanti

Abilita ruoli

p.ng PingFederate’

Please select the roles you expect PingFederate to play.

ER
R
ORIZATION SERVER

SNeves m

Selezionare IDENTITY PROVIDER e fare clic su Avanti



Configurazione provider di identita

P|r|g PingFederate’

vy

nection process below, You can configure any other user store

you're connectingto Active Directory, start the quick c
nections after the PingFederate s s complete.

Identity Provider Cenfiguration

Connect to Active Directory

Copprme T

varsEanaao

La connessione ad Active Directory pu0 essere eseguita in un secondo momento. Fare clic su

Avanti

Account amministratore

Plrlg PingFederate’

PisgOsa Account Liconsa Basic Information Eambia Rokes iastity Providor Cosfigamtion Administmtor Acoust Confirmatica

can add ether administrators to PingFederate after

se 3 username and passwerd for your primary agministrater. You

complete

RMAME

Administrator

INFIRM PASSWORD

sssssssne

opprgre 2aama
o Basmy e
Ppr—
varRaBa0

Impostare la password dell'amministratore e fare clic su Avanti



Conferma

Ping PingFederate

Stk ok ERE S CREATASIAe i m ‘

Hereis a summary of your PingFederate configuration:

https:/ipings erver.cisco.com:9031
pingserver
Identity Provider

Administrator

ik m

Enppigre e
P Hamy Corpomma
B g s e
wamBan220

Confermare e fare clic su Avanti

Completa

Enable Roles tioa Aciministr

PingOne Account conse Basic

Cengratulations! You have successfully set up PingFederate

What's Next?

IDENTITY PROVIDER

*fou ean begin creating Senvice Provier connections to your target applications. Chease Create New under SB Connections te get started.

CopprgseTomRImg
e ——
]
warnABa20

Fare clic su Fine



Configura federazione ping

Configurazione server

Ping PingFederate’

B &P Configuration Server Configuration
I @ Server Configuration SYSTEM SETTINGS CERTIFICATE MANAGEMENT

Server Seftings Trusted CAs

Connect to PingCne S5L Server Certfficates

Dota Stores S5L Chant Keys & Certficates

Redinect Validstion Signing & Decryplion Keys & Certficates
Cartficate Revocation Checking

ADMINISTRATVE FUNCTIONS Metaciata URLs

Metsdate Export

XML File Signatures AUTHENTICATION

Configuration Archive Applieation Authentication

Account Monsgement Poswword Credentisl Validoiors

License Management Active Directory Domains'Kerberos Resims

Virtual Host Names

‘oppge 2omame

LTI PR

Chiavi e certificati di decrittografia XML (Digital Signing and Extensible Markup Language)

Fare clic su Configurazione server > Gestione certificati >Firma e certificati XML

Ping PingFederate

i Configaration Certificate Management

@ Server Configuration

Establish and maintain your server's signing certficates. which may be used 1o 5ig assertions. securty fokens. requests, and responses. These certificates may abo be used for decryption.
| Serial Subject DN Expires Key Details Status Action

Fare clic su Crea nuovo

Crea certificato



Ping PingFederate

B @ Configuration Certificate Management | Create Certificate

m N

I &) Server Configuration
Create a new Certficate and Prvote Key.

COMMON NAME I ss0
ORGANIZATION | 1500
ORGANIZATIONAL UNIT CBABU
=L Bangalore
STATE Karnataka
COUNTRY | ™
VALIDITY (DAYS) | 85
KEY ALGORITHM | Rsa “ll
KEY SIZE(BITS | 2048 ~lf
SIGNATURE ALGORITHM | RSA SHAZS6 ~
enprigmeseeazen
g cancel et

Fare clic su Avanti.

Esporta certificato

Ping PingFederate

Igeriy

MAIN Lioense Warning: Apprenching expiraticn date

& IdP Configuration Certificate Management | Export Certificate

Export Cartilicate Export & Summary

You have a choice of exporting the certificate and the key or just the certificate.

(®) Server Configuration

@ CERTIFICATE OMLY

CERTIFICATE AND PRIVATE KEY

Esportazione e riepilogo



Ping PingFederate’

MAIN Licen s Wrning: Approsching espiation date

M 1P Configuration Certificate Management | Export Certificate

C T

I & Server Configuration
Click the Export button 1o export this cedificate to the file system

Expert Certiflcate

Subsect DN CN=550, QU=CBABU, O=CISCO, L=Bangaiore, ST=Karnataka, C=IN
Issuer DN CNeSSO, ), DaCISCO, Ly s calN
Sarial Numbar O15867£2988D
Expires W Now 15 17 3733 IST 2017

Export

Fare clic su Esporta

Archivi dati

Fare clic su Configurazione server > IMPOSTAZIONI DI SISTEMA > Archivi dati

Pi-r.'g PingFederate

MAIN Lo Warn ing: Appronching wxsration dote
B IcP Configuration Manage Data Stores
Manage data store definitions for use with stirbube bokups.
I @ Server Configuration T System ID User Type Ldap Type Action

JEbehaic$ [of, serwr dsta <) | hypersonc$ 1Pr

ProvisonerDS = Database
envisonerDelautD B, hacidb. lock_file=folse

Delete | Check Usage

Add New Data Store

Cancel

npyrgme om30e
g e ey o rpe

Fare clic su Aggiungi nuovo archivio dati



Configurazione LDAP

Ping PingFederate

B IcP Configuration Manage Data Stores | Data Store

Data Stars Typa LDAP Configuration Summary

® Server Configuration
Pleass sisct o type of dota store

DATABASE
® Loap

cUSTOM

cance!

‘Copyrge 30030

vanoega20

Scegliere LDAP e fare clic su Avanti

Ping PingFederate

=) @i e Manage Data Stores | Data Store

Dats Stora Typa LDAP Cosfigurmtion Summary

I & Server Configuration
Plaesa provide the dateds for configuring this LDAP connecton.
HOSTNAMES) | 10.72.33.148:50

DAP TYPE Activa Directory e

BIND ANONYMOUSLY

useR on | n=cmristrator eneu
PASSWORD | LTI Y
UsE oARs

¥ | MASK VALUES IN LOG

Advanced

Immettere i valori e fare clic su Avanti

Riepilogo



Ping PingFederate’

MAIN Licen s Wrning: Approsching espiation date

= [P Configuration Manage Data Stores | Data Store

e —

I & Server Configuration
Click o heading knk to edt & configuiation setting.

Data Store Type
Type of Dota Store LDAP

LDAP Configuration

Hostnome(s) 107893148389

Username

Cance Priviois Doae

CoppigEte 2008300
Pl By CErjo N
8 g s e
vammaga20

Fare clic su Save (Salva) dopo la verifica.

Convalide credenziali password

Fare clic su Configurazione server > AUTENTICAZIONE > Convalide credenziali password

Ping PingFederate

MAIN License Waming: Approaching expiration date
B I6P Configuration Manage Credential Validator Instances
Credential Velclators are plugring used to werfy username and passward pairs in various contexts throughout the system. The actuel appicetion of a Vialidator instance must be in the i rrbeoct 0% == OAuth Ry O
I @ Server Contiguration Crecantists Mapsing.
Instance Name & Instance Id Type Parent Name Action

Create New Instance

Canest “

nnnnnnnnn

Fate clic su Crea nuova variante (Create New Instance).

Tipo



Ping PingFederate

& 1P Configuration Manage Credential Validator Instances | Create Credential Validator Instance

Instance Configuration Bxtended Contract Summary

I @ Server Canfiguration
Ickeniify this Crecntial Validator Instance. The Valdetor types avallable are limited to the plig-in implementations currently instalied on your server,

INSTANCE NAME I LDAP Validator

NSTANCE ID | LDAPYalidator

TYFE | LDAP Usarname Pazsword Creciantiol Valdstor ~ Vist Pingldantity.com for acdiional types
PAREMT INSTANCE None v 5

cancs m

Selezionare Convalida credenziali password nome utente LDAP come TYPE. Fare clic su Next
(Avanti).

Configurazione istanza

Ping PingFederate’

MAIN

Manage Credential Validator Instances | Create Credential Validator Instance

1 1o Configuration
Instn sce Coslige mtios Extended Contract Summary

@ Server Configuration

Compiete the configuration necessary for this Passward Crecential Vakdator 16 check pairs.

o, and is speciic to, the selscted Crecantisl Valdator pligHin

This passward credential validstor provides a means of verifying credentials stored in a directory server via the LDAP protocol. Additional user attributes from the directory can also be retumed by this PCV by adding
the desired attribute names to the Bxdended Contrad,
AUTHENTICATION ERROR OVERRIDES
[A tabie of LDAR efior codes

the arror o and usars)

ing will mateh the error code to on LDAP error message. These entries override the default individual mappings of messeges o codes. Use the lcalzation festures

MATCH EXPRESSION
[The expression maiched against the LDAP error message returned by the server)

Add & new row to Ruthentication Error Cverrides’

Field Name Field Value Deseription
LDAP DATASTORE | 107893148383 A Select the LDAP Datestore.
SEARCH BASE | CN=Users,DC=cisco,DC=com The Iscation in the directory from which the LDAP search begins.
SEARCH FLTER I sAMACcountiame=§{usemame} | You moy uze §[username] ax part of the query. Exompie (for Active Directoryl: sAMAccountNames$(usernome]
One Level
SCOPE OF SEARCH
®  subies
CASE-SENSITIVE MATCHING v

Allows co se-sensitive expresson snd LDAP ermor metching

Manage Data Stores

Copyigme 200
Fig tarmy Corparsmn
Al rigie = et

LT EEET) Cance Previous -

Selezionare I'archivio dati LDAP e immettere la base di ricerca, il filtro di ricerca e I'ambito di
ricerca. Fare clic su Next (Avanti).



Contratto esteso

Ping PingFederate

B P Configuration Manage Credential Validator Instances | Create Credential Validator Instance

Ectoaded Costmect TR
® Server Canfiguration
*fou can extend the attribube contract of this Pa ssword Credentis] Valdator instance:

Core Contract
=L}

grvenName

mai

username

Extend the Contract Action

Add

Fare clic su Avanti.

Riepilogo

Ping PingFederate’

Manage Credential Validator Instances | Create Credential Validator Instance

e m

Passward Crecential Validator configuration summary.

Create Credential Valldator Instance

= 1P Cenfiguration

I @) Server Configuration

Type

Instance Nome LDAP Validater

Instance ki LDAFVaidator

Type LDAF Usarname Pessword Credentis| Validator
Class Name il samI20.domain, LDAPL

Farent Instance Nome Mone

Instance Configuration

copyigme 2omzma
iyt sy O g s
A rgre e et
varsnIB22.0

LDAP Datestore 1078.93148382

Search Base CN=Users,D Ccisco,DOwom
Search Fiter sAMAccountNome=$[username)]
Scope of Search Subtree.

Case-Sensithe Maiching true

Extended Contract

Atfrivute mail

Attribute gheniome

Atfrivute DN

Attribute usarname

Verificate le impostazioni e fate clic su

Fine (Done).

Cancel

Previous -



Impostazioni server
Amministrazione del sistema

Fare clic su Configurazione server > IMPOSTAZIONI DI SISTEMA > Impostazioni server

Ping PingFederate

2

MAIN License Wamning: Approaching expiration date

[ IDP Configuration Server Settmgs

e
® Server Configuration ) .. e
System Options Metadata Signing Metadata Lifetime Summary

Select the style of application management practiced in your organization.

System Administration Style SINGLE-USER ADMINISTRATION ® MULTI-USER ADMINISTRATION

Cancel Next m

Fare clic su Next (Avanti).
Informazioni sul sistema

Ping PingFederate

i

MAIN License Warming: Approaching expiration date

[ IDP Configuration Server Settings

Syiem Adminstration m funtime Reporting Account Management floles & Fretocol
® server Configuration
System Options Metadata Signing Metadata Lifetime

This is general information that identifies your server. This information is included whenever you export connection metadata.

COMPANY
CONTACT NAME
CONTACT NUMBER

CONTACT EMAIL

Cancel Previous Next E

Fare clic su Next (Avanti).

Notifiche di runtime



Ping PingFederate

denbty.
MAIN License Warning: Approaching expiration date
& IDP Configuration Server Settings

® server Configuration

N —— Metadata Lietma | Summary

Select which server events result in notifications sent via email.
NOTIFICATION FOR SERVER LICENSING EVENTS
NOTIFICATION FOR CERTIFICATE EVENTS

NOTIFICATION FOR SAML METADATA UPDATE EVENTS

Cancel Previous Next Save

Fare clic su Next (Avanti).

Report runtime

Ping PingFederate
ety

[ 1oP Configuration Server Settlngs

e flokes & Protocols
@) server Configuration
System Options Metadata Signing Metadata Lifeti

If your organization uses SNMP to monitor infrastructure, you can integrate this server with your existing network-management console.

RESPOND TO GET REQUESTS

GENERATE TRAPS

Cancel Previous Next E

Fare clic su Next (Avanti).

Gestione account

Ping PingFederate
enbty.

= IDP Configuration Server Settings

System Info Runtime Notifications Runtime Reporting Account Management Roles & Protocols
® server Configuration
System Options Metadata Signing Metadata Lifetime Summary

Manage administrative-console or APl users and their role assignments.

Username User Admin Admin Crypto Admin Action
Administrator AUDITOR ® ADMIN ol ol b Deactivate | Change Password
Create User

NOTIFY USER OF PASSWORD CHANGE

Cancel Previous Next E



Fare clic su Next (Avanti).

Nota: in questa sezione € possibile aggiungere o modificare la password dell'utente.

Ruoli e protocolli

Ping Pingfederate
ety

[ IDP Configuration Server Settmgs

Sysiem Adminstraton funtime Reporting SR
o]

® server Configuration
S S Metadata g Metadata Life

Select the role(s) and protocol(s) that you intend to use with your federation partners.
ENAELE OAUTH 2.0 AUTHORIZATION SERVER (AS) ROLE
¥ | ENABLE IDENTITY PROVIDER (IDP) ROLE AND SUPPORT THE FOLLOWING:
¥ SAML20
AUTO-CONNECT PROFILE
SAML 11
SAML 10
WS-FEDERATION
OUTBOUND PROVISIONING
WS-TRUST
ENAELE SERVICE PROVIDER (SP) ROLE AND SUPPORT THE FOLLOWING:

ENABLE IDP DISCOVERY ROLE (SAML 2.0 ONLY)

Cancel Previous Next E
Copyright © 2003-206

Ping kientity Corparation

Selezionare i ruoli e i protocolli appropriati. Fare clic su Next (Avanti).

Informazioni federazione

Ping PingFederate

Server Settings

[ 1eP Configuration

Symtam Admisstratios Systam st Runtime NotiScatioss Rustina Reporting Accosst Massgamest 2 Systam Opticns Matncats 5igeisg Matadets Litetime

| @ Server Cenfiguration

You must create o unque dentilier for your server for use with your federation partners. A unique Kentifier is required for esch protocol enabied. You will need to communicate this with your partners out-of-band or through metedsta exchange. The Bese
URL is used to construct other URLS in the sysiem and moy be used as part of your system 1D

BASE URL hittps: fpingserver. dsco.com:9031

SAML 2.0 ENTITY ID pingserver

Fare clic su Next (Avanti).

Opzioni di sistema



Ping PingFederate
Ientity

= 1pp Configuration Server Settlngs

el i & Protocos
I ®) Server Configuration

Metaca —

Configure global server options. Please click Help for more information

DISABLE AUTOMATIC CONNECTION VALIDATION

DATA-STORE VALIDATION
INTERVAL (SECS) ] 300

Incoming Proxy Settings

HTTP HEADER FOR CLIENT IP Use Last Val
v
ADDRESSES —

HTTP HEADER FOR Use Last Val
v
HOSTNAME B

CLIENT CERTIFICATE HEADER
NAME

CLIENT CERTIFICATE CHAIN
HEADER NAME

INCOMING PROXY TERMINATES HTTPS CONNECTIONS

Cancel Previous Next E

Fare clic su Next (Avanti).

Firma metadati

Ping PingFederate’

B 1P Configuration Server Settings

Syston Adnkitmiion ‘ Systam Inio

Rusting Notiictions Rustina Reporiing ~ Accoss! Messgemest | Roks & Frotocols Fadermtios sk Systam Opticns | Maiucata Sigeing Matactn Litatine

Salect 3 cartificate for sgning the matacsts which wil be published. If no cartficate i skected. the pubished matadats will not be sgned.

| & Server Configuration

Sammary

SIGNING CERTIFICATE 015867 E298:8D (cn=55C) w

SIGNING ALGORITHM RSA SHAZS6 v

Manage Certificates

Selezionare il certificato di firma e I'algoritmo di firma creato in precedenza come parte della
configurazione del certificato. Fare clic su Next (Avanti).

Durata metadati



Ping PingFederate
Ientity

= 1oP Configuration Server Settlngs

S i oles & Protocols
®) Server Configuration
System Options Metadata Sign Metadata Lifetime Summary

Specify validity period for published metadata and refresh delay for automated metadata reloading.

CACHE DURATION (MINUTES) ] 1440

RELOAD DELAY [MINUTES) ] 1440

Cancel Previous Next Save

Fare clic su Next (Avanti).

Riepilogo

Ping PingFederate
MAIN Lieense Warning: Approaching expiration date

# 1eP Configuration Server Settings

Systam Adwmisstmtion Systam b Restina Notifcatioss Restine Reporiing Account Masegenest Roles & Fratocols Facaratios hk Systam Opticss Matadats 5igeing
@ ServerC onfiguration
Matadata Litting

Server Settings Summary Information
Summary

Server Settings

System Administration

Mutipis Administretors tree

System Info

Runtime Notifications

Certificate Bvents False

License Events false

Matedate Events false

Email Notification You must provide & 'From® Address. You must provide an Email Server.

From Address

Emai Servar
SMTP Port -]
SMTPS Post 465
Connection Tmeout 3o
Encryptian Method Nens
Enchie SMTF Debugging Messages false:

aspyrame aomace

Pirg biarty Carparain s Usarname

Allrg e e

] Ratry Attampt 2

Verificare le impostazioni e fare clic su Salva.

Configurazione provider di identita



Ping PingFederate’

MAIN

¥ 1P Configuration

@ Server Configuration

Adattatori

IdP Configuration

APPLICATION INTEGRATION SP CONNECTIONS (o)
ACSpUS
Dafauk URL Manoge Al Creote New Impart

Application Endlpoints

AUTHENTICATION POLICIES
Policies

Selectors

Policy Centracts

Sestons

FEDERATION INFO

Protocol Endpoints

SP AFFILIATIONS ()

Manege A1 Create New

Fare clic su IdP Configuration > APPLICATION INTEGRATION > Adapters

E,i:';.'g PingFederate

MAIN

= IDP Co nfiguration

® Server Configuration

License Warning: Approaching expiration date

Manage IdP Adapter Instances

PingFederate uses adapters to authenticate users to your partniers’ applications, Here you can manage "instances” of adapters that SP connections may use to fulfill Attribute Contracts
sent to partners,

Instance Name = Instance Id Type Parent Name Action

HTML Form IdP Adapter HtmlIFormldpValidator HTML Form IdP Adapter Delete | Check Usage

Create New Instance

Cancel Save

Fate clic su Crea nuova variante (Create New Instance).

Tipo



Ping PingFederate

| B 14P Canfiguration Manage IdP Adapter Instances | Create Adapter Instance

Enter an Acapter Instance Nome snd ld, select the Adapter Type, and o parent # appicable. The Adapter Type is limied to the sdapters currently instalie on your server

@ Server Configuration

INSTANCE NAME [I HTML Form 1dP Adapter

NSTANCE 1D ﬂ HTMLFormIdPAdapter

TYPE |] HTML Form |dP Adapter 4 Visit Pingldantitycom for acdtonal fypes
FARENT INSTANCE None b |

Scegliere HTML Form IDP Adapter. Fare clic su Next (Avanti).

Adattatore |dP

Ping PingFederate

l & WP Configuration Manage IdP Adapter Instances | Create Adapter Instance

@ Server Configuration

Camplede fh igureti o Ioak up user x4 in your am This configuration was designed inte the sdapier for use ot your site

CREDENTIAL VALIDATORS

[ st of Password Credentio] Validators to be used for suthentication )

PASSWORD CREDENTIAL VALIDATOR INSTANCE Acten

Add & new row to 'Credentis| Validators'

Field Name Field Value Description
CHALLENGE RETRIES 3 Max value of User Challenge Refries.
Globally
SESSION STATE ®  Per Adapler 1 how state is mointoi ithin one odepter or between different adapter instances.
Nene
SESSION TIMEOUT 0 Session Idie Timecut [in minutes). If left blank the timecut will be the Session Max Timeout. Ignored i ‘None' is selected for Session State.

SESSION MAX TIMEOUT 480 Session Max Timeout (in minutes). Leave bienk for indefinite sessions. Ignoned if None' is selected for Session State.

ALLOW PASSWORD CHANGES Allows usars 4o chenge thei password using this sdapiar.

PASSWORD MANAGEMENT SYSTEM A fuly-cualfied URL to your psssword mansgement system whare users can change their password, If left blank, password changes are
hanied by this aciapter.
O ————— Allows users o siom their usarneme o5 e cookie when suthenticeting with this edepter. Once stored, the username is pre-populated in the
ogin form's username fiekdon subsecquent transoctions.
mpyrigee 300
Pirg By nrpa CHANGE PASSWORD EMAIL Sand users an email notfication upon a password change. This feature reles on the undarling PCV returning ‘mall and ‘ghenName'
T NOTIFCATION

atiributes containing the user's first name and e-mail address. Addiionally, mai settings should be configured within Server Settings.

Fare clic su Aggiungi una nuova riga a 'Convalida credenziali' e selezionare la Convalida LDAP
creata in precedenza come ISTANZA CONVALIDA CREDENZIALI PASSWORD e fare clic su
Aggiorna. Fare clic su Avanti.

Contratto esteso



Ping PingFederate

I & 14P Configuration Manage IdP Adapter Instances | Create Adapter Instance

P Adaplar Extanded Contrct Acie ptar Attribebes Ada ptar Costmct Mappisg m

This aciaper type supports the crextion of an Exiended Adepter Contract ofter inkial deplayment of the adapler instence. This Adapter Cantroct may be uzed to fufill the Attribute Contract, look up cckfional tiributes from ¢ lbzel deta siore, or create @
parsistent nama identilier which uniqualy centiios the user pessed 1o your SP pertnars:

@ Server Configuration

Core Contract

usemame
Extend the Contract Action

amail Edit | Dalete
firsiname: Edit | Deiete
Instname: Ecit | Delete
] Edit | Deiste
updatetimestamp Edit | Deiete
user_principal Ecit | Delete

Add

Aggiungere i contratti come illustrato. Fare clic su Next (Avanti).

Attributi adattatore

Ping PingFederate

I & WP Configuration Manage IdP Adapter Instances | Create Adapter Instance

S P ——

As an |dP, some of your SP pariners mey choose to recehe 8 pseudonym 1 uniquely idently & user. From the attributes in this authentication sclapter, please select the values that you would ke 1o use in constructing this unique dentifier. Optionaly, speciy
here any stiributes that must be mosked in iog fils.

@ Server Configuration

Attribute Pseudonym Mask Log Values
emeil Ed

firstname v

lastneme v

("] v

updatetimestamp v

ume_principal -

ussnome "

+ | MASK ALL OGNL- JG VALUES

Fare clic su Next (Avanti).

Mapping contratto scheda



.ﬂ!]g PingFederate

MAIN License Warning: Approaching expiration date

Manage IdP Adapter Instances | Create Adapter Instance

Type ‘ IdP Adapter Extended Contract Adapter Attributes Adapter Contract Mapping

(= IDP Configuration

®) Server Configuration
An Adapter Contract may be used to fulfill the Attribute Contract passed to your SP partners. By default, the adapter contract is fulfilled by the adapter itself. Optionally, additional
attributes from local data stores can be used to fulfill the contract.

Configure Adapter Contract

Cancel Previous Next Done

Fare clic su Configura contratto scheda.
Origini attributi e ricerca utente

E,i.'ﬂg PingFederate

MAIN License Warning: Approaching expiration date

Manage IdP Adapter Instances | Create Adapter Instance | Adapter Contract Mapping

Atiribute Sources & User Lookup |  Adapter Contract Fulfilment

You can choose to fulfill the Adapter Contract with the adapter's default values, or you can use these values plus additional attributes retrieved from local data stores.

[+ IDP Configuration

® Server Configuration

Description Type Action

LdapQA LDAP Delete

Add Aftribute Source

Cancel Next m

Aggiungere un'origine attributo e selezionare I'archivio LDAP creato in precedenza. Fare clic su
Next (Avanti).

Adeguamento esecuzione contratto



Ping PingFederate’

Manage IdP Adapter Instances | Create Adapter Instance | Adapter Contract Mapping

e et

Fullil your Adogher Contract with volues from the authenticotion adapier or wih dynamic text values.

MAIN
I 4 1¢P Configuration

® Server Configuration

Contract Source Value Actions

email LDAR {LelapGA) g mail v None ovalable
firstname: LDAR {Lclap@A) &7 ghentome w Mone ovaiable
lastnome LDAP (LelapGR) ~ sn v None svaisble
uid LDAR {LedapQA) e sAMAccounth ame v Nene svadable
updatetimestamp LDAP (LdapQ@A) ~ whenChanged w Hone ovaisble
user_principal LDAF (LdopG@A) ~ userPrincipalName v None svaiabie
username LDAP (LenpCA) ~ sAMAccountName v None ovaiable

Mappare gli attributi. Fare clic su Next (Avanti).

Criteri di rilascio

ﬂ!_'!g PingFederate

MAIN

(= 1DP Configuration

® server Configuration

License Warning: Approaching expiration date

Manage IdP Adapter Instances | Create Adapter Instance | Adapter Contract Mapping

Attribute Sources & User Lookup Adapter Contract Fulfillment

PingFederate can evaluate various criteria to determine whether users are authorized to access SP resources. Use this optional screen to configure the criteria for use with this
conditional authorization.

Source Attribute Name Condition Value Error Result Action

- SELECT - ~ - SELECT - ~ - SELECT - ~ Add

Cancel Previous Next m

Fare clic su Next (Avanti).

Riepilogo



Ping PingFederate’

MAIN Deta Store 107893148289

LDAP Directory Search

I B 1dPConfiguration T S
Search scope SUBTREE_SCOPE

@) Senver Configuration

Atiribute Subject DN
Atribute genName
Attribute meil
Atiribute sAMAccountiNome
Atribute =0
Attribute usarPrincipeiName:
Attribute whenChanged
LDAP Fiter
Fitter sAMAccountNome=$jusernome]
Adopter Contract Fulfillment
uid sAMAccountNeme (LDAR
firstname: ghvenName (LDAF)
updatetimestamp whenthanged (LDAR
user_principal userPrincipaiName (LDAF)
email mail (LOAF)
lestname 3n (LDAP)
usernome: sAMAccountNome (LDAR)

Issuance Criteria

Critarion (None)

Coppigme 2omama

&E:%E‘:}:t Cancel Previous
Verificate le impostazioni e fate clic su Fine (Done).
Connessioni SP

Creazione di nuove connessioni SP

Tipo di connessione

Ping PingFederate’

SP Connection

Consaction Typa Consaction Optiosn I port Matndatn General Info Browser SS0  Cracentia Activation & Summary

Salact the type of connection neaded for ihis SP: Browser S50 Profiles (for Browsar S50), WS-Trust 75 [for access o identty-anabled Web Services), Outbound (o sigroups to an S or all

| 4 1dP Configuration

@ Server Configuration

Mo Tamplate

SAML 20

Cancel Next

Fare clic su Next (Avanti).

Opzioni di connessione



Plng PingFederate’

= 1dP Configuration SP Cennection

@ Server Configuration
Flease select options that apply to this connection.

Fare clic su Avanti.

Importa metadati

Scarica il file xml dei metadati del prov

Conaction Type I

ider di servizi da Cisco Identity Service Admin >

Impostazioni > Attendibilita 1dS > Scarica metadati

laln ; ;
cleco Identity Service Management

Settings

Nodes

1

Settings

&

Clients

IdS Trust

Kg\\w
\/
Download SAML SP Metadata

Begin configuring the trust relationship between the Identity Provider(ldP) and the Identity
Server (IdS) by obtaining a SAML SP metadata file from the IdS Server. Use this metadata file

to configure trust relationship in Identity Provider (IdP).

Download Metadata File

Caricare il file XML dei metadati del provider di servizi in PingFederate.



Ping PingFederate

i 14P Configuration SP Connection

Cansactios Typa | Consoction Dptiosn | Import Motndatn [P T S P 1o S SR (S S S

To populate many connection settings automatically, you con upled the partner's metadato fike, or specify o URL where PingRederote can downlood it. To periodically reloed the connection settings from the URL, select Enabie Autom ol Reloading.

® Server Configuration

METADATA NonwE @ FALE URL

spaenl Choose file

Scegliere il file xml scaricato e fare clic su Avanti

Riepilogo metadati

Ping PingFederate’

¥ 1aP Configuration SP Connecticn
& Server Cenfiguration
Use the below of the imperted metadota
Entity i UCEX-8A1 ciso.com

Metacato Sgnsture Stotus unsigned

Cancel

Fare clic su Avanti.

Informazioni generali

Ei'.’,g PingFederate

SP Connection

This information ientifies your partner's uniqu entifier 10). Nome the eentfier for
communiating with fhis pertner. If set, these viruel server |03 wil be used in plece of the

MAIN

[ 1dP Configuration

Optionall, you can specify mulipie vittua| server 1Ds for your own SErver 1o u se when
ique b | idantfiar confi your sarver in Server Setlings. The Bose URL may be used o simpify configureton of pertner endpaints,

@ Server Cenfiguration
PARTNER'S ENTITY 1D

(CONMECTION ID) " LG GAL deco. com

CON

TION NAME " UCCX-5A1.dsco.com

VIRTUAL SERVER IDS

B

BASE URL https: [UCCK-SA 1. cisco. com:B553
COMPANY

CONTACT NAME

CONTACT NUMBER

CONTACT EMAIL

APFLICATION NAME

APPLICATION ION URL

MONE

@ STANDARD
LOGGING MODE
ENHANCED

FULL
Copyiighte 008308

Pl g iy Corpo
Al g

Fare clic su Avanti.



SSO browser

Ping PingFederate

I B P Configuration SP Connection

Convmcton Ty | Conmctio Gptiom | mprt Metmn | Metin Sammary  Gomeri s | B350 | i ([

This task provides connecton-endpoint and cther configuration infarmation enabling secure browser-tased S50, fo resources ot your partner's ste. Clck the bution below fo create or revise this configuration.

@ Server Configuration

BROWSER S50 CONFIGURATION

Configure Browser S50

Cancel Save Draft Previous Next

Fare clic su Configura SSO browser

Profili SAML (Security Assertion Markup Language)

Ping PingFederate

I B kP Configurstion SP Connection | Browser SS0O

m S iy
® Server Configuration

A SAML Profike defines what kind of messages mey be exchanged between an identity Frovider and o Service Provider, and how the messages are trensported (bindings). As an IP, you configure this information for your 5P connection.
Single Sign-On (SSC) Profiles Single Logout (SLO) Profiles

¥ | IDPNITIATED SSO DPINITIATED S5LO

¥ | SRINITIATED 550 A INITIATED SLO

Fare clic su Avanti.

Nota: Il logout singolo (SLO) non & supportato da Cisco Identity Service (IdS) nella versione
11.6 e non € selezionato.

Durata asserzione

E-'.';'g PingFederate

MAIN Llcmse\h'amhg: Approaching expiration date

I i IDP Configuration SP Connection | Browser SSO

SAMLProfies | Assertion Lifetine Protocol Settings |  Summary

When an assertion is issued to the SP. there is a timeframe of validity before and after issuance. Please specify these parameters below.

®) Server Configuration

MINUTES BEFORE 5

MINUTES AFTER

@

Cancel Previous Next Done E



Fare clic su Avanti.

Creazione di asserzioni

Ping PingFederate

Bentty

= IDP Configuration SP Connection | Browser S50

SAML Profiles Assertion Lifetime Protocol Settings ‘ Summary

This task provides the configuration for creating SAML assertions to enable 350 access to resources at your SP partner's site.

@ server Configuration

Assertion Configuration

IDENTITY MAPPING Standard
ATTRIBUTE CONTRACT SAML_SUBJECT, email, lastname, uid. upc P
ADAPTER INSTANCES 1

AUTHENTICATION POLICY

MAPPINGS g

Configure Assertion Creation

Cancel Previous Next Done

Fare clic su Configura creazione asserzioni

Mapping identita

Ejﬂg PingFederate

MAIN License Warning: Approaching expiration date

& IDP Configuration SP Connection | Browser SSO | Assertion Creation

ke SERSIRENSn Souss WeEe

® Server Configuration

Identity mapping is the process in which users authenticated by the IdP are associated with user accounts local 1o the SP. Select the type of name identifier that you will send to the SP.
Your selection may affect the way that the SP will look up and assoclate the user to a specific local account.

[} STAMNDARD: Send the SP a known attribute value as the name identifier. The SP will often use account mapping to identify the user locally.

PSEUDONYM: Send the SP a unique, opaque name identifier that preserves user privacy. The identifier cannot be traced back to the user's identity at this |dP and may be
used by the SP to make a persistent association between the user and a specific local account. The SP will often use account linking te identify the user locally.

TRANSIENT: Send the SP an opague, temporary value as the name identifier.

Fare clic su Avanti.

Contratto attributo



& C A NotSecure hitps://pingserver.cisco.com:2999/pingfederate/app +r m |

SP Connection | Browser SSO | Assertion Creation

An Attribute Contract is a set of user attributes that this server will send in the assertion.

[=] 1dP Configuration

® server Configuration

Attribute Contract Subject Name Format

SAML_SUBJECT urmn:oasis:namesitc:SAML:2.0:nameld-format:transient ~

Extend the Contract Attribute Name Format Action

SAML_AUTHN_CTX urn:oasis:names:tc:SAML:2 O:attrname-format:basic Edit | Delete

SAML_NAME_FORMAT urn:oasis:namesitc:SAML:2.0:attrname-format:basic Edit | Delete

uid urn:oasis:names:tc:SAML:2.O:attrname-formatiuri Edit | Delete

user_principal urn:oasis:namesitc:SAML:2 Oattrname-formatiuri Edit | Delete
urm:oasis:names:tc:SAML:2.0:attrname-format:basic ~ Add

ancel Previous e D
Copyright © 2003-2016 Ce reviou Next Done m

Ping Icentity Corporation

Avviso: Questi attributi sono obbligatori per l'interoperabilita di Cisco Identity Service (IdS)
con PingFederate.

Contratto attributo Scopo

Utilizzato dal filtro di ricerca PingFederate per verificare se il valore

SAML_OGGETTO mappato & soddisfatto

Utilizzato nella risposta SAML per indicare il contesto di

SAML_AUTHN_CTX autenticazione 'PasswordProtectedTransport'

Utilizzato nella risposta SAML per indicare il formato ID nome
transitorio SAML 2.0

uid Utilizzato da Cisco IdS per identificare I'utente autenticato

FORMATO_NOME_SAML

Utilizzato da Cisco IdS per identificare il nome completo (ad esempio

user_principal ID + dominio) dell'utente autenticato

L'amministratore puod personalizzare le alternative al formato del nome tramite il file di
configurazione custom-name-formats.xml disponibile in questa directory:
<pf_install>/pingfederate/server/default/data/config-store.

Per eseguire I'SSO con l'identificatore del nome transitorio, aggiungere I'elemento xml nella
sezione saml2-subject-name-formats: <con:item name="urn:oasis:names:tc:SAML:2.0:nameid-
format:transient">urn:oasis:names:tc:SAML:2.0:nameid-format:transient</con:item>

Fare clic su Avanti.

Mapping origine autenticazione



Ping PingFederate

I & 14P Configuration SP Connection | Browser SSO | Assertion Creation
@ Server Configuration
PingFederate uses IdP odopters, portner kdPs o Authentication Policies o outhenticate users fo your SP. Lsers may be e by aneof odapters o ation policy 30 Map on odapter instonce for eoch IDM system
o o authentiation policy contract for each poliey.
Adapter Instance Name Virtual Server IDs Action
Authentication Policy Contract Name Virtual Server IDs Action

Map New Adapter hstance Map New Authe

Cancel

Frevini

Fare clic su Mappa nuova istanza adattatore

Ping PingFederate

I B 1P Configuration SP Connection | Browser SSO | Assertion Creation | IdP Adapter Mapping

Wapping Melion | Attibote Coniract Flfiment

Salect en IdP sdapler instance that mey be used to suthanticete usars for this partnar. Atiributes returned by the edepter instance you choose (tha Adaptar Contract) may ba used to fulll the Atiribute Contract with your parner.

ance Criteria Summary

@ Server Configuration

ADAPTER INSTANCE HTML Form IdP Adapber w

Adapter Contract
email

firstname

lastname

uid

updatatimastamp
user_principel

username

OVERRIDE INSTANCE SETTINGS

Ianage Adapter Instances

Cancel

Mappare |'adattatore |dP del modulo HTML creato in precedenza. Fare clic su Avanti.

Mapping, metodo

Ping PingFederate’

I B 1P Configuration SP Connection | Browser SSO | Assertion Creation | |dP Adapter Mapping
@ Server Configuration
You can choose with your partner the valses provided by the *HTML Form I Adapter* adapter. or you con use these volues plus ockitional sttributes retrieved from ool data stores.
Adapter Controct
email
firstname
lastname
ued
updatetimestamp
user_principal
usetname
RETRIEVE ADDITIONAL ATTRIBUTES FROM MULTIPLE DATA STORES USING ONE MAPFING
TA STORE - INCLUDES OPTIONS

TRIEVE ADDI
T LSAFE MAPPING

@ USE ONLY THE ADAPTER CONTRACT VALUES IN THE SAML ASSERTION




Fare clic su Avanti.

Attributo Evasione contratto

Lo C A NotSecure https://pingserver.cisco.com:9999/pingfederate/app h* 4 rﬂ oA

SP Connection | Browser SSO | Assertion Creation | IdP Adapter Mapping

Fulfill your Attribute Contract with values from the authentication adapter or with dynamic text values.

= 1dP Configuration

@ Server Configuration

Attribute Contract Source Value Actions

SAML_AUTHN_CTX Text e urn:oasis:names:tc:SAl None available
SAML_NAME_FORMAT Text S urn:oasis:names:tc:SAl None available
SAML_SUBJECT Adapter L username ~ None available
uid Adapter ~ uid W None available
user_principal Adapter ~ user_principal ~ Mone available

Copyright © 2003.2016
Ping Identity Corperatan

Cancel Previous Next Done m
Version 8220

Al rights reserved

Assicurarsi che i valori siano impostati su

Contratto attributo Origine Valore
username
Nota molto importante: Il valore utilizzato per questa impostazione
SAML OGGETTO Adattatore deveT corrispondere a ql.JeIIo U.tI|IZZ.atO nell'impostazione del filtro LI
(sezione #3.1.3.2. Configurazione istanza)
Nota: 'username’ e utilizzato perché il filtro utilizzato era
sAMAccountName=%{username}
SAML_AUTHN_CTX testo urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTran:
FORMATO_NOME_SAML (testo urn:oasis:names:tc:SAML:2.0:nameid-format:transient
uid Adattatore||uid
user_principal Adattatore|luser_principal

Fare clic su Avanti.

Criteri di rilascio



Ping PingFederate’

MAIN

SP Connection | Browser S50 | Assertion Creation | IdP Adapter Mapping

Acaptor lnstusce | Mappisg Method | Attribris Costrect Falllinost | kesssce Critars Summary

| = 1P Configuration

& Server Configuration

License Waming: Approaching expiration date

ngf avaluote whether users are to occess SP Use tional screen fige h for use with
Source Aftribute Name Condition Value Error Result Action
- SELECT - ~ - SELECT - v - SELECT - e Add

Riepilogo

Ping PingFederate

g SP Connection | Browser SSO | Assertion Creation | IdP Adapter Mapping

IdP Configuration

Click a heading link to edit a configuration setting.
® Server Configuration

Adapter Instance

Selected adapter HTML Form IdP Adapter 1
Mapping Method

Adapter HTML Form IdP Adapter
Mapping Method

Attribute Contract Fulfillment

Adapter Instance Mapping Method Attribute Contract Fulfillment Issuance Criteria m

Use only the Adapter Contract values in the mapping

rotectedTransport (Text)

uid uid (Adapter)
SAML_AUTHN_CTX urn:oasis:r :SAML:2.0:
user_principal user_principal (Adapter)
SAML_SUBJECT username (Adapter)
SAML_NAME_FORMAT urn:oasis:r AML:2.0:
Issuance Criteria

Criterion (None)

Copyright ©2003-2016
Ping Igenthy Corporation
A rights reserved
Version 8220

Verificate le impostazioni e fate clic su Fine (Done)

Impostazioni protocollo

id-format:transient (Text)

Cancal Previous Done



Ei';.'g PingFederate

MAIN License Warning: Approaching expiration date

 IDP Configuration SP Connection | Browser SSO

® Server Configuration

Protocol Settings
OUTBOUND S50 BINDINGS
OUTBOUND SLO BINDINGS
INBOUND EINDINGS
SIGNATURE POLICY

ENCRYPTION POLICY

SAML Profiles Assertion Lifetime | Assertion Creation Protocol Settings

This task provides the configuration for specific endpoints and security considerations applicable to selected profiles. Click the button below to create of revise this configuration,

POST

Redirect

POST. Redirect, SOAP

SAML-standard, SAML Assertion, Authn requests over POST & Redirect

No Encryption

Configure Protocol Settings

Cancel

Fare clic su Configura impostazioni protocollo

URL servizio consumer asserzione

Previous

Next Done Save

Ping PingFederate
MAIN License Waming: Approaching expiration date

@ Server Configuration

& I4P Cenfiguration SP Connection | Browser SSO | Protocol Settings

Sy ety p—

As the IdP, you send SAML essertions to the S Assertion Consumer Servica, The S8 may recuest thet the SAML assertion be sant to one of sevaral URLS, vis diferent bindings. Plaesa provida the possitia assertion consumer URLS baiow and select one.

o be the defaul,
Default Index
default ]

Binding Endpoint LURL
POST Jetsisamiresponse
- SELECT . b | ﬂ

Aggiungere I'endpoint SSO di binding POST. Fare clic su Avanti.

Associazioni SAML consentite

Cancel

Action

Ediit | Desiete

Ping PingFederate’

| & 1P Configurstion SP Connection | Browser SSO | Protocol Settings

® Server Configuration

——— " —

When the SP sends messages, what SAML bindings do you want to allow?

ARTIFACT
POST
REDIRECT

SOAP

Fare clic su Avanti.

Pravious.

= s m



Criterio firma

Ping PingFederate

& 1ePConfiguration SP Connection | Browser SSO | Protocol Settings

Amsertios Cosssmer Service URL Allowa bia SAML Bindisgs Sigantsra Policy Eaeryption Policy Summary

@) Server Configuration
Ackltional quarantees of authenticity may be sgreed upan between you and your partner. For SPinitisted S50, you cen choose bo require signed authenticafion requests sent via the POST or recirect bindings. You cen ako chooss 1o sign assertons sent to
this portner, regardiess of the binding used,

| REQUIRE AUTHN REQUESTS TO BE SIGNED WHEN RECEIVED V1A THE POST OR REDIRECT BINDINGS

ALWAYS SIGN THE SAML ASSERTION

Nota: Cisco 1dS garantisce che il messaggio SAML sia 'firmato' e quindi non selezionare
'FIRMA SEMPRE L'ASSERZIONE SAML'. PingFederate firmerebbe 'SAML assertion' o
'SAML response', ma non entrambi.

Fare clic su Avanti.

Criterio crittografia

Ping PingFederate

| & 1P Configuration SP Connection | Browser SSO | Protocol Settings

SRS et m—

Additonal guaranises of privecy may be used batwean you and your parinar. Specéy an ancryption policy for the axchange of SAML massages

@ server Configuration

® nNone
THE ENTIRE ASSERTION

OME OR MORE ATTRIBUTES

Nota: Cisco 1dS non supporta il flusso SAML crittografato. Scegliere 'NONE' per
I'impostazione 'Crittografia'.

Fare clic su Avanti.

Riepilogo



Ping PingFederate’

MAIN

] 1dP Configuration

@ Server Configuration

License Wamning: Approaching expiration date

SP Connection | Browser SSO | Protocol Settings

Asmartion Conssner Sarvica URL Allowable SAML Bisdisge Sigratsre Policy Eucryption Policy. Summary

Summary infarmation fior your Protocel Settings canfiguration. Cick o heading link to ecit o configuration setting.
Assertion Consumer Service URL
Endpoint URL: /dis/samirespanse (POST)

Allowable SAML Bindings

Artfact false:
POST trse
Redwect trise
S0AP False
Signature Policy

Require digitelly signed AuthN requests tre
Abwys sign the SAML Assertion fatse
Encryption Policy

Status Insctive

Cancel Previous Done

Verificate le impostazioni e fate clic su Fine (Done)

Credenziali

Ping PingFederate’

MAIN
I = 1P Configuration

& Server Configuration

License Warning: Approaching expiration date

SP Connection

Consnction Typa Connnction Optiosn Matncatn URL | Geseml il Browsar S50 | Cradestink | Acthmtion & Semmury

For each credential shown here, configure the necessary seftings.
Credential Requirement
DIGITAL SIGNATURE CNeSSO
SIGNATURE VERIFICATION SETTINGS Unanchored Cartiicate (Primary CN=UCCX-SA1.cisco.com, Secondary Not Configured)

Configure Credentials

Cancel Previous Next

Scegliere Configura credenziali

Impostazioni firma digitale



Ping PingFederate

SP Connection | Credentials

Digital Signature Settings Signature Verification Settings

‘You may need to digitally sign SAML messages or security tokens to protect against tampering. Please select a key/certificate to use from the list below.

IdP Configuration

® server Configuration

SIGNING CERTIFICATE " 02:1E:14:B4 (cn=pingservercisco.com) ~

+| INCLUDE THE CERTIFICATE IN THE SIGNATURE <KEYINFO> ELEMENT,

+ | INCLUDE THE RAW KEY IN THE SIGNATURE <KEYVALUE> ELEMENT.

SIGNING ALGORITHM RSA SHA1 w

Manage Certificates

Cancel Next Done

Selezionare CERTIFICATO DI FIRMA creato in precedenza. In caso contrario, & possibile fare clic
su Gestisci certificati per creare un certificato.

Nota:Cisco IdS non supporta RSA SHA256 per la firma della risposta SAML e pertanto viene
utilizzato 'RSA SHA1".

Fare clic su Avanti.

Impostazioni verifica firma

ing PingFederate

derbity’

MAIN License Warning: Approaching expiration date

I & 1DP Configuration SP Connection | Credentials

Back-Channel Authentication Digital Signature Settings Signature Verification Settings m

Incoming SAML messages or security tokens may be digitally signed. This configuration task provides options for verifying signatures.

® Server Configuration

Manage Signature Verification Settings

Cancel Previous Next Done Save

Fare clic su Gestisci impostazioni verifica firma

Modello di trust



E,i:';.'g PingFederate

& IDP Configuration SP Connection | Credentials | Signature Verification

Trust Model Signature Verification Certificate

Select the Trust Model to be used for verifying digital signatures received from this partner,

® Server Configuration

AMNCHORED The verification certificate must be signed by a Trusted CA and included in the incoming message.

® UNANCHORED The verification certificate is self-signed, or you wish to trust a specific certificate.

Cancel Next Done E

Fare clic su Avanti.
Certificato di verifica della firma

Pi“.g PingFederate’

MAIN License Waming: Approaching expiration date

& 1dP Configuration SP Connection | Credentials | Signature Verification

e [T ...... |

Fisose select the certificate{) 1o use when verfying these digtal signatures. When mulipke cerificates are chosen, each certificate is tried from the top of the list down until the signature is verified.

@ Server Configuration

PRIMARY I 2A78 5D:ES (ensl COX-SA1 cisco.com) ~

SECOMNDARY - SELECT - w

Manage Cartificates

Fare clic su Gestisci certificati per importare i certificati dall'SP.

['-"'-?3 PingFederate’

MAIN License Waming: Approaching expiration date

= 14P Configuration SP Connection | Credentials | Signature Verification | Certificate Management

Masage Digital Vrication Cartfiote
& Server Configuration
Uze fhis screen be monnge the certficates PingFeder e needs 1o verify dgital signatures from cennection pariners or other sources. These certficales may olsa be used for encrypten.

Serial Subject DN Expires Key Details Status Active  Action

Activete - Certiicate sheedy actie
2A78:5DER CN=UCCX-8A1 cisco.com Sun Mow 24 17:0242 IET 2019 REA 2042 Valid v Export

Deiete - Certficate in use

Import

cance

Fare clic su Importa per importare un certificato.

Riepilogo



Ping PingFederate

I & WP Canfiguration SP Connection | Credentials | Signature Verification

Trant Mol Sigeatura Vorliction Cartilcatn m

Summeary Information for your Signature Verfication configuration. Cick a heeding link 1o edi a configuration seting.

@ Server Configuration

Signature Verification

Trust Model
Trust Mokl Unencharad

Signature Verification Certificate

Selocted Cortiicete CN=UCCX-8A) cisco.com

Fare clic su Fine

Riepilogo

Licenise Warning: Approaching expiration date

I & 1P Configuration SP Connection | Credentials

e ——

Summary for yeur i g Cick o hesding link to dit o configuration setting.

Digitn! Sigentara Sattings

& Server Configuration

Credentials

Digital Signature Settings

Salecied Carifiicote CN=550, OU=CBABU, O=CISCO, L=Bangokre, ST=Karnotaka, C=IN
Incluge Canficate in Keyinto rue

Inclsce Raw Key in KeyVilue true

Salected Signing Algorithm RSA SHAZS6

Signature Verification

Trust Model

Trust Modal Unanchared
Signature Verification Certificate

Selscied Cartiicate CN=UCEX 81 ciszo.com

Verificate il riepilogo e fate clic su Fine (Done)

Attivazione e riepilogo



Ping PingFederate

SP Connection

Metadata URL General Info Browser 550 Activation & Summary

Summary information for your SP connection. Click a heading in a section to edit a particular configuration setting.

MAIN

[+ 1dP Configuration

@ server Configuration Connection Status @ ACTIVE INACTIVE

SSO Application Endpoint https://pingserver.cisco.com:9031/idp/startSSO.ping?PartnerSpld=UCCX-SAl.cisco.com
Summary
Connection Type
Connection Role SP
Browser SSO Profiles true
Protocol SAML 2.0
Connection Template No Template
WS-Trust STS false
Outbound Provisioning false
Caonnection Options
Browser S5O true
IdP Discovery false

Exra g Attribute Query false

Ping kentity Corporation

Ping PingFederate

General Info
MAIN Partner's Entity ID (Connection ID) UCCX-SA1.cisco.com
Base URL https://UCCX-5A1.cisco.com:B553
IdP Configuration
@ Server Configuration SAML Profiles
IdP-Initiated SSO true
IdP-Initiated SLO false
SP-Initiated SSO true
SP-Initiated SLO false
Assertion Lifetime
Valid Minutes Before 5
Valid Minutes After 5
Identity Mapping
Enable Transient Identifier true
Include additional attributes false

Authentication Source Mapping

Adapter instance name HTML Form IdP Adapter 1
Copyright © 2003-2016 Adapter Instance
Ping Identity Corporation
Al rights reserved Selected adapter HTML Form IdP Adapter 1

Version 8.2.2.0



Mapping Method

Adapter HTML Form IdP Adapter

Mapping Method Use only the Adapter Contract values in the mapping
IdP Configuration

Attribute Contract Fulfillment

@ server Configuration Issuance Criteria

Criterion (None)

Protocol Settings

Assertion Consumer Service URL

Endpoint URL: /ids/saml/response (POST)

Allowable SAML Bindings

Artifact false
POST true
Redirect true
SOAP false
Signature Policy

Require digitally signed AuthN requests true
Always sign the SAML Assertion false

Encryption Policy

Copyright © 2003-2016 Status Inactive

Credentials

Digital Signature Settings

Selected Certificate CN=pingserver.cisco.com, OU=cisco, O=ccbu, L=bangalore, ST=Karnataka, C=IN
Include Certificate in Keyinfo true

Include Raw Key in KeyValue true

Selected Signing Algorithm RSA SHA1

Signature Verification

Trust Model

Trust Model Unanchored

Signature Verification Certificate

Selected Certificate CN=UCCX-SA1.cisco.com

Cancel Previous Save

Verificare il riepilogo e fare clic su Salva.

Esporta metadati PingFederate

Esportazione metadati



Ping PingFederate
MAIN
B 1dP Configuration

@ Server Configuration

opyrgme 2000
Py the ey Corpo e
An g o
vasEAE220

License Warning: Approaching explration date

Server Configuration

SYSTEM SETTINGS
Server Setings

Connect 1o PingOne
Data Stores

Rediract Valdistion

ADMINISTRATIVE FUNCTIONS

Meataciats Export
XML Fils Sgnatures

Configuration Archive
Account Management
License Manogement

Wirtusl Host Nemes

Modalita metadati

Fare clic su Configurazione server > FUNZIONI AMMINISTRATIVE > Esportazione metadati

Ping PingFederate
MAIN
= 1 Configuration

@ Server Configuration

License Warning: Approaching expiration date
Export Metadata
Martirchs b Mock) Coapection Metacata

You can generste metsdata speciic 1o 8 connection, including the Attribute Contract and pubic key. Of you can provide s new contrect and select a key manuslly. The resuting metadata may be:

® uc

USE THE SECONDARY PORT FOR SOAP CHANNEL

Fare clic su Avanti.

Metadati connessione

CERTIFICATE MANAGEMENT
Trusted CAs

550 Server Certficates

SSL Cliont Keys & Cortficates

Signing & Decryption Keys & Certficates
Cartficate Revocation Checking
Metodata URLs

AUTHENTICATION

Applcation Authentizaton
Prssword Credentis| Vaidstors

Active Directory Domains/Kerberos Reaims

Epornt & Summary




Export Metadata

Metadata Mode Connection Metadata Metadata Signing Export & Summary

Select a connection that contains the Attribute Contract and Digital Signature Key you wish to include in the metadata.
H UCCX-SAl.cisco.com v

Attribute Contract
SAML_AUTHN_CTX
SAML_NAME_FORMAT
uid

user_principal

DIGITAL SIGNATURE KEY
CN=pingserver.cisco.com, OU=cisco, O=ccbu, L=bangalcre, ST=Karnataka, C=IN

XML ENCRYPTION KEY
No XML key available for this connection

Cancel Previous m

Selezionare la connessione SP creata e fare clic su Avanti

Firma metadati

Ping PingFederate’

B P Configuration Export Metadata

Matncats Moda Coasaction Matadatn Motndatn Sigaisg Export & Summary

From this list of cartficatas, choose which one to use for sgning the selacied fike,

& Server Configuration

SIGNING CERTIFICATE O158ACABIAFE [cn=550) ~

v INCLUDE THIS CERTIFN KEY CERTIFICATE IN THE <KEYINFO= ELEMENT

+ | INCLUDE THE RAW KEY IN THE SIGNATURE <KEYVALUE: ELEMENT,

SIBNING ALGORITHM REA SHAZSS ~

Wanage Certificates

Selezionare il certificato metadati creato e ALGORITMO DI FIRMA come RSA SHA256. Fare clic
su Avanti

Esportazione e riepilogo



ﬂﬂg PingFederate

Export Metadata

Metadata Mode Connection Metadata Metadata Signing Export & Summary

Click the Export button to export this metadata to the file system.

I ®) Server Configuration Export Metadata

f# I1dP Configuration

Metadata Mode
Metadata mode

Use the secondary port for SOAP channel
Connection Metadata
Selected connection
Attribute

Attribute

Attribute

Attribute

Digital Signature Key
Metadata Signing
Signing Certificate

Include Certificate in Keylnfo

Use connection

false

UCCX-5A1.cisco.com
uid
SAML_AUTHN_CTX
user_principal
SAML_NAME_FORMAT

CN=pingserver.cisco.com, OU=cisco, O=ccbu, L=bangalore, ST=Karnataka, C=IN

CN=pingserver.cisco.com, OU=cisco, O=ccbu, L=bangalore, ST=Karnataka, C=IN

true

Include Raw Key in KeyValue true
Selected Signing Algerithm RSA SHA256
Copyright & 2003-2016 Export

Ping kdenity Corporation
A rlghts resenved

Fare clic su Esporta e salva il file nel sistema locale.

* Modificare il file XML dei metadati scaricato per rimuovere le voci dello spazio dei nomi 'md'
e salvarlo

+ Caricare quindi il file di metadati salvato in IdS dalla pagina idsadmin per stabilire
I'attendibilita IDP

Metadati di esempio

Risoluzione dei problemi

Problema Strumento Possibile causa

Caricamento
dei metadati ||editor di
PingFederate |[file di
non riuscito [testo
nella pagina

Verificare che il file XML dei metadati non contenga le voci dello spazio
dei nomi 'md'.




Problema Strumento Possibile causa
IdS Admin
Verificare se 'StatusCode' indica 'Success', ad esempio
<samlp:StatusCode
Value="urn:oasis:names:tc:SAML:2.0:status:Success" />
* In caso contrario, verificare se indica 'Richiedente’ o
'Risponditore'
FIUSS.O SAML Tracer - 'Richiedente' indica un problema con la richiesta SAML, ad
non riuscito  [SAML . . o
esempio se Cisco IdS non ha inviato correttamente la
richiesta. Controllare i log di Cisco IdS nella cartella
/opt/cisco/ids/log/
- 'Risponditore' indica un problema con I'ldP. Controllare i
registri PingFederate
Controllare I'elemento <saml:AuthnContextClassRef> - il relativo valore
deve essere
urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport
Flusso SAML || Tracer . , L
non riuscito  IISAML Se il relativo valore € impostato su
urn:oasis:names:tc:SAML:2.0:ac:classes:unspecified, verificare se il
contratto SAML_AUTHN_CTXcontract € configurato e mappato
correttamente.
Controllare I'elemento <saml:AttributeStatement>. Deve essere
presente e contenere elementi figlio che corrispondono a 'uid' e
Flusso SAML || Tracer 'user_principal
non riuscito  SAML Se non viene trovato, controllare le impostazioni 'Creazione asserzioni'
seguite dalle impostazioni 'Evasione contratto' per verificare che gl
attributi del contratto siano definiti e mappati correttamente
Verificare la presenza di un messaggio 'Firma non valida' nei log Cisco
Flusso SAML (Tracer  |[|dS o PingFederate.
non riuscito  [SAML
Se confermato, ristabilire il trust metadati tra IdS e PingFederate
Controllare le condizioni temporali, I'ora in cui Cisco 1dS ha ricevuto la
Flusso SAML |[Tracer risposta SAML deve essere compresa tra i tempi indicati in
non riuscito  [[SAML <saml:Conditions NotBefore="2016-12-18T07:24:10.191Z"
NotOnOrAfter="2016-12-18T07:34:10.191">

Ulteriore configurazione per SSO:




In questo documento viene descritta la configurazione dell'elemento IdP per I'SSO da integrare
con Cisco ldentity Service. Per ulteriori informazioni, consultare le guide alla configurazione dei
singoli prodotti:

« UCCX
+ UCCE
+ PCCE
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Informazioni su questa traduzione

Cisco ha tradotto questo documento utilizzando una combinazione di tecnologie automatiche
e umane per offrire ai nostri utenti in tutto il mondo contenuti di supporto nella propria lingua.
Si noti che anche la migliore traduzione automatica non sara mai accurata come quella fornita
da un traduttore professionista. Cisco Systems, Inc. non si assume alcuna responsabilita per
I&rsquo;accuratezza di queste traduzioni e consiglia di consultare sempre il documento
originale in inglese (disponibile al link fornito).



