Importa il certificato CloudCenter nel keystore
Java Jenkins
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Introduzione

In questo documento viene descritto come importare il certificato CloudCenter nel keystore Java
Jenkins.

Contributo di Deepak Sukhiya, Cisco TAC Engineer.

Versione applicazione

CloudCenter Manager4.0/4.2.x/4.4.x/4.5.x/4.6.x/ 4.7.x/4.8.0

Problema

Come importare il certificato CloudCenter nel keystore Java Jenkins
0

Convalida connessione dal menu Progetto > Configura non riuscita con questo errore nel log
Jenkins:

Bui |l ding in workspace /var/lib/jenkins/workspace/ C3- Cent7

ERROR Build step failed with exception

javax.ws.rs. Processi ngException: javax.net.ssl.SSLHandshakeExcepti on:

sun. security.validator. ValidatorException: PKIX path building fail ed:

sun. security. provider. certpath. SunCert Pat hBui | der Exception: unable to find valid certification
path to requested target

at org.glassfish.jersey.client.HttpUl Connector. appl y(H tpUrl Connector.java: 229)

at org.glassfish.jersey.client.dientRuntine.invoke(dientRuntine.java:224)

at org.glassfish.jersey.client.Jerseylnvocation$l.call (Jerseylnvocation.java: 656)

at org.glassfish.jersey.client.Jerseylnvocation$l.call (Jerseylnvocation.java: 653)

at org.glassfish.jersey.internal.Errors. process(Errors.java: 315)

at org.glassfish.jersey.internal.Errors. process(Errors.java: 297)

at org.glassfish.jersey.internal.Errors. process(Errors.java: 228)

at org.glassfish.jersey. process.internal.Request Scope. runl nScope( Request Scope. j ava: 424)
at org.glassfish.jersey.client.Jerseylnvocation.invoke(Jerseylnvocation.java: 653)

at org.glassfish.jersey.client.Jerseylnvocation$Buil der. nethod(Jerseyl nvocati on.java: 388)
at org.glassfish.jersey.client.Jerseylnvocati on$Buil der. get (Jerseyl nvocation.java: 292)

at cligr.jenkins.plugin.diQJenkinsCient.RestUils.getAppDetail s(RestUtils.java: 156)

at
cligr.jenkins.plugin.diQJenkinsCient.diQJenkinsdientBuilder.perform(diQJenkinsd ientBui
der.java: 243)
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Bui | dSt epMoni t or $1. per f or n{ Bui | dSt epMoni tor. j ava: 20)

. Abstract Bui | d$Abstract Bui | dExecuti on. perforn( AbstractBuil d.java: 779)

. Bui | d$Bui | dExecuti on. bui | d(Bui | d. j ava: 205)

. Bui | d$Bui | dExecuti on. doRun(Bui | d. j ava: 162)

. Abstract Bui | d$Abstract Bui | dExecuti on. run( AbstractBuil d. j ava: 534)

. Run. execut e(Run. j ava: 1728)

.FreeStyl eBuild. run(FreeStyl eBuil d.java: 43)

. ResourceControl | er. execut e( ResourceControl | er.java: 98)

. Execut or. run( Execut or . j ava: 404)

j avax. net. ssl . SSLHandshakeException: sun.security.validator. ValidatorException: PKIX

path building failed: sun.security.provider.certpath. SunCert Pat hBui | der Excepti on: unable to find
valid certification path to requested target
at sun.security.ssl.Al erts. get SSLExcepti on(Al erts.java: 192)

Soluzione

1. Accedere al computer CloudCenter Manager (CCM) tramite Firefox.

2. Visualizzare il certificato CloudCenter utilizzando I'icona a forma di lucchetto sul browser e
salvarlo.

3. Copiare il salvataggio del certificato sul computer Jenkins.

I

. Accedere al computer Jenkins tramite SSH (Secure Shell).

5. Eseguire questo comando sul computer Jenkins: keytool -import -trustcacerts -alias esempio
-keystore <Sostituire il percorso del percorso java>/jre/lib/security/cacerts -file <percorso del
file del certificato salvato>.

6. L'autenticazione di CloudCenter verra convalidata correttamente.
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