Remplacement WLAN + VLAN 802.1x avec
Mobility Express (ME) 8.2 et ISE 2.1
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Introduction

Ce document décrit comment configurer un WLAN (Wireless Local Area Network) avec la sécurité
d'entreprise Wi-Fi Protected Access 2 (WPA2) avec un contréleur Mobility Express et un serveur
RADIUS (Remote Authentication Dial-In User Service) externe. Identity Service Engine (ISE) est
utilisé comme exemple de serveurs RADIUS externes.

Le protocole EAP (Extensible Authentication Protocol) utilisé dans ce guide est le protocole PEAP

(Protected Extensible Authentication Protocol). En outre, le client est affecté a un VLAN spécifique
(autre que celui affecté au WLAN par défaut).

Conditions préalables

Conditions requises
Cisco vous recommande de prendre connaissance des rubriques suivantes :

- 802.1x

- PEAP

- Autorité de certification (CA)
- Certificats



Components Used

Les informations contenues dans ce document sont basées sur les versions de matériel et de
logiciel suivantes :

ME v8.2

ISE v2.1

Ordinateur portable Windows 10

The information in this document was created from the devices in a specific lab environment. All of

the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Configuration

Diagramme du réseau
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Configurations
Les étapes générales sont les suivantes :

1. Créez le Service Set Identifier (SSID) dans le ME et déclarez le serveur RADIUS (ISE dans
cet exemple) sur ME

2. Déclarer ME sur le serveur RADIUS (ISE)

3. Créer la régle d'authentification sur ISE

4. Créer une régle d'autorisation sur ISE

5. Configurer le point de terminaison

Configuration sur ME

Pour permettre la communication entre le serveur RADIUS et ME, il est nécessaire d'enregistrer le

serveur RADIUS sur ME et vice versa. Cette étape montre comment enregistrer le serveur
RADIUS sur ME.



Etape 1. Ouvrez l'interface utilisateur graphique de ME et accédez a Wireless Settings > WLANs >
Add new WLAN.
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Etape 2. Sélectionnez un nom pour le WLAN.



Add MNew WLAN

General WLAMN Security WEAMN & Firewall oo

WLAN Id 3 v

Profile Hame "| rre-ise|

SSID *  me-ige
Admin State Enabled v

Radio Policy AL v

Etape 3. Spécifiez la configuration de sécurité sous l'onglet Sécurité WLAN.

Choisissez WPA2 Enterprise, pour le serveur d'authentification choisissez RADIUS externe.
Cliquez sur l'option edit pour ajouter I'adresse IP de RADIUS et sélectionner une clé Shared

Secret.



Add Mew WL AN

General WLAMN Security WEAMN & Firewall oo

Security WPA2 Enterprise v

Authentication Server External Fadius v
Fadius IF & Fadius Fort Shared Secret
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External Radius configuration applies to
all WwLANs




Add Mew WL AR

General WLAMN Security WLAMN & Firewall Llos

Security  WPA2 Enterprise v

Authentication Server  External Padius v

Fadiusz IF & Fadiuz Port Shared Secret
- y B
(%) a.b.c.d 1812 | eecsseed |
- | )
& | (M Please enter valid IPvd address |eersrsrses

External Radius configuration applies to
all wLAaMNs

<a.b.c.d> correspond au serveur RADIUS.
Etape 4. Attribuez un VLAN au SSID.
Si le SSID doit étre attribué au VLAN du point d'acces, cette étape peut étre ignorée.

Afin d'affecter les utilisateurs de ce SSID a un VLAN spécifique (autre que le VLAN du point
d'acceés), activez Utiliser le marquage VLAN et affectez I'ID de VLAN souhaité.



Add Mew WL AN

General WWLARN Security WLAMN & Firewall oS

Use VLAN Tagging
VLAN ID =

Enahle Firewall

WLAM and Firewall configuration apply to
all WwLANs

Note: Si I'étiquetage VLAN est utilisé, assurez-vous que le port de commutateur auquel le

point d'accés est connecté est configuré comme port trunk et que le VLAN AP est configuré
comme port natif.

Etape 5. Cliquez sur Apply pour terminer la configuration.



Add Mew WL AN

General WWLARN Security WLAMN & Firewall oS

Use VLAN Tagging

VLAN ID *

Enahle Firewall

WLAM and Firewall configuration apply to

all WiLAMs L Apply

Etape 6. Facultatif, configurez le WLAN pour accepter la substitution VLAN.

Activez AAA override sur le WLAN et ajoutez les VLAN nécessaires. Pour ce faire, vous devez
ouvrir une session CLI a l'interface de gestion ME et émettre ces commandes :

>config W an disable <w an-i d>

>config W an aaa-override enable <w an-i d>

>config W an enabl e <w an-id>

>config flexconnect group default-flexgroup vlan add <vl an-id>

Déclarer ME sur ISE

Etape 1. Ouvrez la console ISE et accédez a Administration > Network Resources > Network
Devices > Add.

1l
cl

= Adrministration b W

b Device Portal Management  peGrid Services ¥ Feed Service

'1;'!;'. Identity Services Engine Home b Context Visibility b Operations b Palicy

¥ System ¥ |dentity Management |§ = Metwork Resources

« Metwork Devices  Metwark Device Groups  Network Device Profiles External RADIUS Servers RADILS Server Sequences
¢ ]

Metwork devices Metwork Devices

Default Device

j;f-a Edit :ﬂa.ﬁ.dd EhDupIicate oImport @y Export »  @Generate FAC M Delete -

Etape 2. Entrez I'information.

Vous pouvez éventuellement spécifier un nom de modeéle, une version de logiciel, une description



et affecter des groupes de périphériques réseau en fonction des types de périphériques, de

I'emplacement ou des WLC.

a.b.c.d correspond a l'adresse IP du ME.

Metwark Devices List = New Network Device

Metwork Devices

Mame | WLC-narme

Description ||:|pti|:|nal description |

[ rrrr—

* Device Profile sk Cisco | » | 64

Wodel Name  |yic.model v |

Software Version |yic coftware 7 |

* Metwork Device Grodp

Device Type |W|_|:5_25|:|4 | | Set To Default |
Location [ Locations | £ Set To Default |
WILCS |yl cs | [ Set To Default |

- RADILS Authentication Settings

Enahle Authentication Settings

Frotocol RADIUS

Enable kKeywrap ]

* Key Encryption Key
* Message Authenticator Code Key

key lnput Farmat =0 ASC

*Bhared SECrel | eeeeeene . | Show |

Shig

Shig

HEXADECIMAL

Cof Part 1700

| Set To Default |




Pour plus d'informations sur les groupes de périphériques réseau, consultez ce lien :

ISE - Groupes de périphériques réseau

Créer un nouvel utilisateur sur ISE

Etape 1. Accéder & Administration > Identity Management > Identities > Users > Add.

il dentity Services Engine
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Status [larne a  [Descriptior Admin Access
oe Loading.. Settings
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Etape 2. Entrez I'information.

Dans cet exemple, cet utilisateur appartient a un groupe appelé ALL_ACCOUNTS, mais il peut
étre ajusté selon les besoins.


http://www.cisco.com/c/fr_ca/td/docs/security/ise/2-0/admin_guide/b_ise_admin_guide_20/b_ise_admin_guide_20_chapter_01000.html#reference_2424A156765D42E98207B93A0E0F0CB3

pletwark Access Uzers List = Mew Metworl: Access User

* MNetwork Access User

*Mame | useri

status Enabled =

Ermiil

* Passwords

Pazzword Type: Internal Uzers ol

Paz=word Fe-Enter Passw

Ernakble Pazsward

» User Information

First Mame

Last Mame

* Account Options

Dezcription

Change pazsword on next login —

» Account Disable Policy

L2 Dizable account if date exceeds | 2017-01-21

* User Groups

ALL_ACCOUNTS (default) v

Gl

Créer la régle d'authentification

Les régles d'authentification sont utilisées pour vérifier si les informations d'identification des
utilisateurs sont correctes (vérifier si 'utilisateur est vraiment celui qu'il dit étre) et limiter les



méthodes d'authentification autorisées par lui.

Etape 1. Naviguer a Policy > Authentication.
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Summary Endpoints Glests Vulnerability Threat
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Total Endpoints € Active Endpoi
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Etape 2. Insérer une nouvelle régle d'authentification.

Pour ce faire, accédez a Stratégie > Authentification > Insérer une nouvelle ligne au-dessus/au-
dessous.

il Identity Services Engine Harme b Context Visibility b Cperations b Administration b Wark Centers

Authentication | Authorization  Profiling Posture  Client Provigioning  » Paolicy Elements

ing the pratocaols that ISE should use to communicate with the netwaork devices, and the identity sources that it should use for authentication.
watem = Backup & Restore = Policy Export Page
ed

Jf Wired_MAB OR 5
| Protocols — and I Insert neww row abave '
: NSEFT NEw row DIt
=g Internal Endpoints
Duplicate above

JIf Wvired_B02.1% OR Duplicate below
IC_Protocols  and Mislate

Etape 3. Saisissez les informations nécessaires

Cet exemple de regle d'authentification autorise tous les protocoles répertoriés dans la liste Accés
réseau par défaut, ceci s'applique a la demande d'authentification pour les clients sans fil 802.1x
et avec Called-Station-ID et se termine par ise-ssid.

b Identity Se 5 Engine Harme » Context Visibility » Operations ~ Policy » Adrinistration » Wtk Centers

Authentication  Authorization  Profiling  Posture  Client Provisioning  » Policy Elements

Authentication Policy

Define the Authentication Palicy by selecting the protocals that ISE should use to communicate with the netwark devices, and the identity sources that it should use far authentica
For Policy Export go to Administration = System = Backup & Restore = Palicy Export Page

Policy Type () Simple () Rule-Based

& v ” Rule name I | Af | wiireless_g02. 1% AMD Select Attribute [ ) fAllow Protocals © [Default Metwork Access C R and

ﬂ Add Al Conditions Below to Library

it a Description v
- | Default ud BT " : o
Wireless_202, 1% |l & condition to match 802.1¥ based authentication request AND

W iRadius:CaIIed-Sta... | |Ends With v| |ise—ssid| I |

En outre, choisissez la source d'identité pour les clients qui correspondent a cette regle
d'authentification, dans cet exemple, elle est utilisée par les utilisateurs internes



~ | Rule name | st | wireless_802.1X AND Radius:Cal.. Alow Pretocols : [Default Network Access O] and

- | Ioera Use [internalusers L 1)
ldentity Source| Internal Users | |[EN
Options . .
it mudveriication faleame: = Identity Source List
It user nod found Reject 4 [ L)
If process faded| Drop - v - _

T & AlLAD_loin_Point
Note: For audhentications using PEAP, LEAP, EAP-FAST, EAP-TLS or Ao et

#t is not possible to confinue processing when suthenfication falls o = All User _10_Stores

e If continue oplion is selected in these cases, requests willbereiect | e i gucient Sequence
= Denyfccess
e -
o Guest Users
e

o Guest_Portal_Sequence
2 IdnelilySequence JUST Internal

o Internal Endpoints
I S internal Lsirs l
Une fois terminé, cliquez sur Terminé et Enregistrer
@ B~ [riename | o [Wireless_8021XAND Radius:Cal. < | Allow Proincols - [Default Network Access | and

| Reset

Pour plus d'informations sur les stratégies d'autorisation des protocoles, consultez ce lien :

Service de protocoles autorisés

Pour plus d'informations sur les sources d'identité, consultez ce lien :

Créer un groupe d'identités utilisateur

Créer la régle d'autorisation

La regle d'autorisation est celle qui est chargée de déterminer si le client est autorisé a rejoindre le
réseau ou non

Etape 1. Accédez & Stratégie > Autorisation.

b Adrmir

Bs Endine Haome b Context Visikility b Operations

norization | Profiling Posture  Client Pravisioning  k Policy Ele guthentication Authorization
Profiling Posture

kd Client Provisioning Policy Elements

Folicy by configuring rules based on identity aroups andfor other condi Dictionaries

dministration = Systerm = Backup & Restore = Policy Export Page conditions

Lies - Results



http://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise10_auth_pol.html#wp1123345
http://www.cisco.com/c/fr_ca/td/docs/security/ise/2-0/admin_guide/b_ise_admin_guide_20/b_ise_admin_guide_20_chapter_01101.html#ID238

Etape 2. Insérer une nouvelle régle. Accédez a Stratégie > Autorisation > Insérer une nouvelle
régle au-dessus/au-dessous.

asto  Identity Services Engine Home v Context Visibilly  » Operations RN » Administration  » Work Centers

Aughentication Profling Posture  Client Provisioning  » Policy Elements

andfor olher condiions. Drag and drop rnules to change the order

y Export Page

figuring nules based on id
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Etape 3. Entrez I'information.

Choisissez d'abord un nom pour la regle et les groupes d'identité ou l'utilisateur est stocké. Dans
cet exemple, l'utilisateur est stocké dans le groupe ALL_ACCOUNTS.
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S
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Apres cela, choisissez d'autres conditions qui font que le processus d'autorisation tombe dans
cette regle. Dans cet exemple, le processus d'autorisation atteint cette regle s'il utilise la norme
802.1x Wireless et s'il est appelé ID de station se termine par ise-ssid.

Status Rule Marme Conditions (identity groups and other conditions) Pertmissions
& - | MameauthZrule | AL... P Wireless_802.1¥ AND Radiuz:Call.. I I AuthZ Pr... P
) sdd Al Condtions Below to Library
k! Condition Narme Desctiption
@ I | wireless 802.1% Mormalised Radios:RadiusFlowType EQUALS Wirelessanz_1s AND
v
|Radius:CaIIed-Stat. oo | | Ends 'With ~ | |ise-ssid |
&

Enfin, choisissez le profil d'autorisation qui permet aux clients de rejoindre le réseau, cliquez sur
Terminé et Enregistrer.



Stalus  Rule Name Conditions (idenily groups and olher conddions) Permicsions

| HameAuthzrie ] I [AL. &[S [Wreless_802.1X AND RadiuscCall.. < | 1he0 [ Permitac... I IJ"E""BI
Exit
Ecit
g 2) o
G Ecit
@ Edit
@ Ecit
@ Ecit
] Exit
g PermitAccess
(] — Ecit
Edt
Default f no matches, the DenyAccess Ecit

Le cas échéant, créez un nouveau profil d'autorisation qui attribuera le client sans fil a un autre
VLAN :

=

& = o
Standard
( o]
& v

@ Blackhole_Wireless_Access

Il

{é}hdd Mew Standard Profile l

Entrez I'information:




Add New Standard Profile X

Wuthorization Profile 2

*Name | name-of-profie

Description |
*Access Type [AcCESS_ACCEPT -

Metwork Device Profile gk Cisco » G

Senice Template [
Track Movernent ) ;

Passive Identity Tracking [ ;

¥ Common Tasks

[ pACL Mame

O AcL (Fitter0)

B vian TagiD 1 EdEt Tag. | IDMiame | vian-d

[ voice Domain Permission

¥ Advanced Attributes Settings

Select an kem = |

¥ Attributes Details

Access Type = ACCESS_ACCEPT
TunnekPrivate-Group-ID = 1:vian-id
TunnekType = 1:13
TunnekMedum-Type = 1:6

Configuration du périphérique final

Configurez un ordinateur portable Windows 10 pour vous connecter a un SSID avec
authentification 802.1x a I'aide de PEAP/MS-CHAPV2 (version Microsoft du protocole
d'authentification a échanges confirmés version 2).

Dans cet exemple de configuration, ISE utilise son certificat auto-signé pour effectuer
I'authentification.

Pour créer le profil WLAN sur la machine Windows, deux options sont disponibles :

1. Installer le certificat auto-signé sur 'ordinateur pour valider et approuver le serveur ISE pour
terminer I'authentification

2. Ignorer la validation du serveur RADIUS et faire confiance a tout serveur RADIUS utilisé pour
effectuer l'authentification (non recommandé, car il peut devenir un probleme de sécurité)

La configuratign de ces options est expliquée sur la configuration du périphérique final - Créer le
profil WLAN - Etape 7.

Configuration du périphérique final - Installer le certificat auto-signé ISE

Etape 1. Exporter le certificat auto-signé & partir d'ISE.
Connectez-vous a ISE et accédez a Administration > System > Certificates > System Certificates.

Sélectionnez ensuite le certificat utilisé pour l'authentification EAP et cliquez sur Exporter.



::Inlnl:lnl Identity Serices Engine Harme v Context Wis b Operations k Palicy = Adminiztration b WAOrk:

b Identity Management b Metwork Resources ¢ Device Portal Managemert  pxGrid Services r Feed Service k|
Deployment  Licenzing | ~Cerificates b Logding b Maintenance  Upgrade  Backup & Restore b Admin Access b Zettir

<]

- Certificate Management System Certificates ), For disaster recovery it is recommended to export certificate ar
CrvErviey | _._‘? Edit ||-—{,‘—* Generake Self Signed Certificate ||._;} Import b Export (WM Delete | |
System Cerificates Friendly Maime L=zed By Portal group tag I
Endpoint Certificates R

EAP-SelfsignedCerdificate®E
AP-zelfzignedCertificateO0

Trusted Cedificates: EAl

Fa Tl = m W HENUE T o RPN H PN

Enregistrez le certificat a I'emplacement requis. Ce certificat est installé sur I'ordinateur Windows.

Export Certificate 'EAP-SelfSignedCertificate#EAP-SelfSignedCertificate#0D001' 3

) Export Certificate Only

) Export Certificate and Private Key

*Private Key Password
*Confirm Passward
Warning: Exporking a private kev is not a secure operation, It could lead to possible exposure of the private key,

Cancel |

Etape 2. Installez le certificat sur I'ordinateur Windows.

Copiez le certificat exporté avant dans I'ordinateur Windows, modifiez I'extension du fichier de
.pem a .crt, aprées ce double-clic dessus et sélectionnez Installer le certificat....



an Certificate by

General  Details  Certification Path

'i:i'?; Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: EAP-SelfSignedCertificate
Issued by: EAP-SelfSignedCertificate

valid from 23/11/2016 to 23/11)2015

Install Certificate., .. Issuer Skakement

Ik

Choisissez de l'installer dans Local Machine, puis cliquez sur Next (Suivant).



&+ Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
ksts From yvour disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
() Current User

(®) Local Machine

To continue, click Next.

l EN&E Cancel

Sélectionnez Placer tous les certificats dans le magasin suivant, puis naviguez et choisissez
Autorités de certification racines de confiance. Ensuite, cliquez sur Suivant.




& £ Certificate Import Wizard

Certrfacate Stome
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location For
the certificate.

() Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the Following store

Certificate store:
Trusted Root Certification Authorities | Browse...

Next Cancel

Cliquez ensuite sur Terminer.



« & Cerificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after wou click Finish.,

You have specified the Following settings:

= = (= e == e me s UEET . Trosked Rook Certification Authorities
Conkent Certificate

Finish Cancel

Ala fin, cliquez sur Oui pour confirmer l'installation du certificat.



Security Warning

| You are about to install a certificate from a certification authority
: (CA) claiming to represent:

EAP-SelfSignedCertificate

Windows cannot validate that the certificate is actually from
"EAP-SelfSignedCertificate”. You should confirm its origin by
contacting "EAP-SelfSignedCertificate”. The following number will
assistyou in this process:

Thumbprint (shal)y L0 5 Jul o000 s ol P30T A7nemre

Frt

Warning:

If vou install this root certificate, Windows will automatically trust
any certificate issued by this CA. Installing a certificate with an
unconfirmed thumbprint is a security risk. [f you click "Yes" you
acknowledge this risk,

Do wou want to install this certificate?

Yes Mo

Enfin, cliquez sur OK.



Certificate Import Wizard *

o The import was successtul,

QK

Configuration du périphérique final : création du profil WLAN

Etape 1. Cliquez avec le bouton droit sur I'icone Démarrer et sélectionnez Panneau de
configuration.



Programs and Features
Mobility Center

Power Options

Event Viewer

System

Device Manager
Network Connections
Disk Management
Computer Management
Command Prompt

Command Prompt (Admin)

Task Manager
Control Panel
File Explorer
Search

Run

Shut down or sign out

Desktop

M Ll & Uownl.. W= Neéetwor... W=

Etape 2. Accédez a Réseau et Internet, puis & Centre Réseau et partage et cliquez sur Configurer
une nouvelle connexion ou un nouveau réseau.



& Metwork and Sharing Center

« v PYEE > Control Panel * Network and Internet > Network and Sharing Center

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing cisco.com Access type: Internet

settings Damain network Connections: =% Ethernet

5. Set up a new connection or network

Set up a broadband, dial-up, or VPN gonnection; or set up a router or access point.

= Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.

Etape 3. Sélectionnez Connexion manuelle & un réseau sans fil et cliquez sur Suivant.

— *
| et Up a Connection or Netwaork
Choose a connection option
H
Eﬂ Connect to the Internet
Set up a broadband or dial-up connection to the Intermet
E'ﬁ. Set up a new netweork
st el Up a new rauter or access point
" anually connect to a wireless network
=l crinect to a hidden network or create a new wirelass profile.
l Connect to a workplace
Set up a dial-up or VPN connection to your workplace.
Mext Cancel

Etape 4. Entrez les informations avec le nom du SSID et du type de sécurité WPA2-Enterprise,
puis cliquez sur Next (Suivant).



& Manually connect to a wireless network

Enter information for the wireless network you want to add

Network name: ise-ssid

Security type: WPAZ2-Enterprise o

Encryption type: AES

Security Key: Hide characters

[+7] Start this connection automatically

[l Connect even if the network is not broadeasting

Warning: If you select this option, your computer's privacy might be at risk.

Mext

Cancel

Etape 5. Sélectionnez Modifier les paramétres de connexion pour personnaliser
du profil WLAN.

la configuration




&+ Manually connect to a wireless netwark

Successfully added ise-ssid

—» Change connection settings

Open the connection properties so that | can change the settings.

Close

Etape 6. Accédez 4 I'onglet Sécurité et cliquez sur Paramétres.




ise-ssid Wireless Network Properties X

Connection  Security

Security type: WPAZ-Enterprise

Encryption type: AES

Choose a network authentication method:
Microsoft: Protected EAP (PEAP)

Remember my credentials for this connection each
time I'm logged on

Advanced settings |

Etape 7. Choisissez si le serveur RADIUS est validé ou non.

Si oui, activez Vérifier l'identité du serveur en validant le certificat et a partir de Autorités de
certification racines de confiance : sélectionnez le certificat auto-signé d'ISE.

Aprés cela, sélectionnez Configurer et désactiver Utiliser automatiquement mon nom de
connexion et mon mot de passe Windows..., puis cliquez sur OK.



Protected EAP Froperties

When connecting:

.| Verify the server's identity by validating the certificate

|| Connect to these servers (examples:srvl;srv; . *\.srv3\.com):

Trusted BEoot Certification Authorities:
DLH. 1 :' 'd-:!fl-':-' :..;'.i- Tl

DL.‘ oonthebiac na Ll D Dl o
CJe e

EAP-SeliSignedCertificate

ne i [ S R D

g
e e, . LT Lol
I:lll PR PR S < [ T I T .

. T TR T S .
!:!E, A I U ~
ol

€ >

Motifications before connecting:
Tell user if the server name or root certificate isn't specified

Select Authentication Method:
Secured password (EAP-MSCHAP v2) : Configure...

Enable Fast Reconnect
| | Disconnect if server does not present cryptobinding TLV

[ | Enable Identity Privacy

(8] 4 Cancel

EAP MECHAPYE Properties

Whan connecting:

|:| Automatically use my Windows logon name and
passwaord (and domain if any).

| oK Cancal




Etape 8. Configurer les informations d'identification de I'utilisateur

Une fois de retour a l'onglet Sécurité, sélectionnez Parameétres avancés, spécifiez le mode
d'authentification comme authentification utilisateur et enregistrez les informations d'identification
configurées sur ISE pour authentifier I'utilisateur.

Ise-ssid Wireless Metwork Froperties ot

Connection  Security

Security type: WPAZ-Enterprise

Encryption type: AES

Choose a network authentication method:
Microsoft; Protected EAP (PEAP) ~ Settings

Remember my credentials for this connection each
time I'm logged on

Advanced settings

Ok Cancel




Adwanced settings >

802.1x settings 802,11 settings

Specify authentication mode:

User authentication Save credentials

Delete credentials for all users

[ | Enable single sign on for this network

Perform immediately before user logon
Perform immediately after user kogon

Maximum delay [seconds) 10 =
Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

OK Cancel




Windows security ot
Save credentials

Saving your credentials allows your computer to connect to the network
when you're not logged on (for example, to download updates).

user]

LLL L L L LY

Ok Cancel

Vérification

Le flux d'authentification peut étre vérifié du point de vue WLC ou ISE.

Processus d'authentification sur ME

Exécutez cette commande pour surveiller le processus d'authentification d'un utilisateur spécifique

> debug client <nmac-add-client>
Exemple d'authentification réussie (certains résultats ont été omis) :

*apf MsConnTask_0: Nov 25 16: 36:24.333: 08:74:02:77:13:45 Processing assoc-req
station:08:74:02:77:13:45 AP:38:ed:18:c6:7b:40-01 thread:669ba80

*apf MsConnTask_0: Nov 25 16: 36:24.333: 08:74:02:77: 13: 45 Associ ation received fromnobile on
BSSI D 38: ed: 18: c6: 7b: 4d AP 1852-4

*apf MsConnTask_0: Nov 25 16:36:24.334: 08:74:02:77:13: 45 Applying site-specific Local Bridging
override for station 08:74:02:77:13:45 - vapld 3, site 'FlexGoup', interface 'nanagenent’

*apf MsConnTask_0: Nov 25 16:36:24.334: 08:74:02: 77:13: 45 Applying Local Bridging Interface
Policy for station 08:74:02:77:13:45 - vlan 0, interface id 0, interface 'managenent’

*apf MsConnTask_0: Nov 25 16:36:24.334: 08:74:02:77:13:45 Set Cinet Non AP specific

apf MsAccessVl an = 2400

*apf MsConnTask_0: Nov 25 16:36:24.334: 08:74:02:77:13: 45 This apf MsAccessVl an may be changed
later from AAA after L2 Auth

*apf MsConnTask_0: Nov 25 16:36:24.334: 08:74:02:77:13: 45 Recei ved 802. 11i 802. 1X key nanagenent
suite, enabling dotlx Authentication

*apf MsConnTask_0: Nov 25 16:36: 24.335: 08:74:02:77:13:45 0.0.0.0 START (0) Change state to
AUTHCHECK (2) last state START (0)

*apf MsConnTask_0: Nov 25 16: 36:24.335: 08:74:02:77:13:45 0.0.0.0 AUTHCHECK (2) Change state to
8021X_ REQD (3) last state AUTHCHECK (2)



*apf MsConnTask_0: Nov 25 16:36:24.335: 08:74:02:77:13:45 0.0.0.0 8021X REQD (3) DHCP required on
AP 38:ed:18:c6:7b:40 vapId 3 apVapId 3for this client

*apf MsConnTask_0: Nov 25 16:36: 24. 335: 08:74:02: 77: 13: 45 apf PemAddUser 2: sessi on ti meout
forstation 08:74:02:77:13:45 - Session Tout 0, apfMTineCQut '0'" and sessionTimerRunning flag is
0

*apf MsConnTask_0: Nov 25 16: 36: 24. 335: 08:74:02: 77: 13: 45 Stopping deletion of Mbile Station:
(callerld: 48)

*apf MsConnTask_0: Nov 25 16:36: 24.335: 08:74:02:77: 13: 45 Func: apfPemAddUser2, Ms Tineout = 0,
Session Timeout = 0

*apf MsConnTask_0: Nov 25 16:36:24.335: 08:74:02:77:13:45 Sending assoc-resp with status 0
station:08:74:02:77:13:45 AP:38:ed:18:c6:7b:40-01 on apVapId 3

*apf MsConnTask_0: Nov 25 16:36: 24.335: 08:74:02:77:13:45 Sending Assoc Response to station on
BSSID 38:ed:18:c6:7b:4d (status 0) ApvVapId 3 Slot 1

*spamApTaskO: Nov 25 16:36: 24.341: 08:74:02:77:13:45 Sent dotlx auth initiate nmessage for nobile
08:74:02:77: 13: 45

*Dot 1x_NW MsgTask_0: Nov 25 16: 36: 24. 342: 08:74:02: 77:13: 45 reauth_smstate transition 0 ---> 1
for nobile 08:74:02:77:13:45 at 1x_reauth_smc: 47

*Dot 1x_NW MsgTask_0: Nov 25 16:36: 24. 342: 08:74:02: 77: 13: 45 EAP- PARAM Debug - eap-parans for
Wan-1d :3 is disabled - applying G obal eap tiners and retries

*Dot 1x_NW MsgTask_0: Nov 25 16:36: 24.342: 08:74:02:77:13:45 Disable re-auth, use PWK lifetine.
*Dot 1x_NW MsgTask_0: Nov 25 16:36: 24. 342: 08:74:02: 77:13:45 Station 08:74:02:77:13: 45 setting
dot 1x reauth timeout = 1800

*Dot 1x_NW MsgTask_0: Nov 25 16:36: 24. 342: 08:74:02: 77: 13: 45 dot 1x - nmoving nobil e

08:74:02: 77: 13: 45 into Connecting state

*Dot 1x_NW MsgTask_0: Nov 25 16: 36:24.342: 08:74:02:77:13:45 Sending EAP-Request/Identity to
mobile 08:74:02:77:13:45 (EAP Id 1)

*Dot 1x_NW MsgTask_0: Nov 25 16: 36:24. 401: 08:74:02:77:13:45 Received EAPOL EAPPKT from mobile
08:74:02:77:13:45

*Dot 1x_NW MsgTask_0: Nov 25 16: 36: 24. 401: 08:74:02:77:13:45 Received Identity Response (count=1)
from mobile 08:74:02:77:13:45

*Dot 1x_NW MsgTask_0: Nov 25 16: 36:25.978: 08:74:02:77:13:45 Processing Access-Accept for mobile
08:74:02:77:13:45

*Dot 1x_NW MsgTask_0: Nov 25 16: 36:25.978: 08:74:02:77:13:45 Username entry (userl) created in
mscb for mobile, length = 253

*Dot 1x_NW MsgTask_0: Nov 25 16:36:25.978: 08:74:02: 77:13: 45 Station 08:74:02:77:13: 45 setting
dot 1x reauth timeout = 1800

*Dot 1x_NW MsgTask_0: Nov 25 16:36:25.978: 08:74:02: 77:13: 45 Creating a PKC PMKI D Cache entry for
station 08:74:02:77:13:45 (RSN 2)

*Dot 1x_NW MsgTask_0: Nov 25 16:36:25.979: 08:74:02: 77: 13: 45 Addi ng BSSI D 38: ed: 18: c6: 7b: 4d to
PMKI D cache at index O for station 08:74:02:77:13:45

*Dot 1x_NW MsgTask_0: Nov 25 16:36:25.979: New PMKID: (16)

*Dot 1x_NW MsgTask_0: Nov 25 16: 36:25.979: [0000] 80 3a 20 8c 8f c2 4c 18 7d 4c 28 e7 7f 10 11 03
*Dot 1x_NW MsgTask_0: Nov 25 16:36:25.979: 08:74:02: 77: 13: 45 Addi ng Audit session ID payload in
Mobi lity handof f

*Dot 1x_NW MsgTask_0: Nov 25 16:36:25.979: 08:74:02: 77: 13: 45 0 PMK-updat e groupcast nessages sent
*Dot 1x_NW MsgTask_0: Nov 25 16:36:25.979: 08:74:02: 77:13: 45 PWK sent to nmobility group

*Dot 1x_NW MsgTask_0: Nov 25 16:36:25.979: 08:74:02:77:13: 45 Disabling re-auth since PMK lifetine
can take care of sane.

*Dot 1x_NW MsgTask_0: Nov 25 16:36:25.979: 08: 74: 02: 77: 13: 45 Sendi ng EAP- Success to nobile
08:74:02:77:13: 45 (EAP | d 70)

*Dot 1x_NW MsgTask_0: Nov 25 16:36:25.979: 08:74:02: 77: 13: 45 Freei ng AAACB from Dot 1xCB as AAA
auth is done for nobile 08:74:02:77:13:45

*Dot 1x_NW MsgTask_0: Nov 25 16:36:25.979: 08:74:02: 77: 13: 45 Found an cache entry for BSSID
38:ed: 18:¢c6: 7b: 4d in PWKID cache at index O of station 08:74:02:77:13:45

*Dot 1x_NW MsgTask_0: Nov 25 16:36:25.979: 08:74:02: 77: 13: 45 Found an cache entry for BSSID
38:ed: 18:¢c6: 7b: 4d in PWKID cache at index O of station 08:74:02:77:13:45

*Dot 1x_NW MsgTask_0: Nov 25 16:36:25.979: Including PMKID in ML (16)

*Dot 1x_NW MsgTask_0: Nov 25 16: 36:25.979: [0000] 80 3a 20 8c 8f c2 4c 18 7d 4c 28 e7 7f 10 11 03
*Dot 1x_NW MsgTask_0: Nov 25 16:36:25.979: ML - Key Data: (22)

*Dot 1x_NW MsgTask_0: Nov 25 16: 36:25.979: [0000] dd 14 00 Of ac 04 80 3a 20 8c 8f c2 4c 18 7d 4c
*Dot 1x_NW MsgTask_0: Nov 25 16:36:25.979: [0016] 28 e7 7f 10 11 03



*Dot 1x_NW MsgTask_0: Nov
08:74:02:77:13:45,
*Dot 1x_NW MsgTask_0: Nov
08:74:02:77:13:45

state INITPMK (message 1),

*Dot 1x_NW MsgTask_0: Nov

25 16:36:25.979: 08:74:02:77:13:45

data packets will be dropped

25 16:36:25.980: 08:74:02:77:13:45

25 16:36:25.980: 08:74:02: 77:13: 45

for retransm ssion to nobile 08:74:02:77:13:45

*Dot 1x_NW MsgTask_0: Nov
(id=70) for
*Dot 1x_NW MsgTask_0: Nov
Aut henticating state for
*Dot 1x_NW MsgTask_0: Nov

nobi | e 08: 74:

25 16:36:25.980: 08:74:02:77:13:45
02:77:13: 45

25 16:36:25.980: 08:74:02:77:13:45
nmobi | e 08:74:02: 77: 13: 45

25 16:36:25.980: 08:74:02:77:13:45

08:74:02:77:13:45 into Authenticated state

*Dot 1x_NW MsgTask_0: Nov
08:74:02: 77: 13: 45

25 16:36:25.983: 08:74:02: 77:13: 45

replay counter 00.00.00.00. 00. 00.

Starting key exchange to mobile
Sending EAPOL-Key Message to mobile

00. 00
Reusi ng al | ocated nenory for

EAP Pkt
Enteri ng Backend Auth Success state
Recei ved Auth Success while in

dot 1x - moving nobil e

Recei ved EAPOL- Key from nobile

*Dot 1x_NW MsgTask_0: Nov 25 16: 36:25.983: 08:74:02:77:13:45 Received EAPOL-key in PTK_START
state (message 2) from mobile 08:74:02:77:13:45

*Dot 1x_NW MsgTask_0: Nov 25 16:36:25.983: 08: 74: 02: 77: 13: 45 Successfully conmputed PTK from

PWKI T

*Dot 1Xx_NW MsgTask_0: Nov 25 16:36:25.983: 08:74:02: 77: 13: 45 Received valid MC in EAPOL Key
Message M2!I11]

*Dot 1x_NW MsgTask_0: Nov 25 16: 36: 25. 984: 00000000: 30 14 01 00 00 Of ac 04 01 00 00 Of ac 04 01
00 0...............

*Dot 1x_NW MsgTask_0: Nov 25 16: 36: 25. 984: 00000010: 00 Of ac 01 Oc 00 ......

*Dot 1x_NW MsgTask_0: Nov 25 16: 36: 25. 984: 00000000: 01 00 00 Of ac 04 01 00 00 Of ac 04 01 00 00
of ... ..

*Dot 1x_NW MsgTask_0: Nov 25 16: 36: 25. 984: 00000010: ac 01 Oc 00 ....

*Dot 1x_NW MsgTask_0: Nov 25 16:36: 25.984: 08: 74:02: 77: 13: 45 PMK: Sendi ng cache add

*Dot 1x_NW MsgTask_0: Nov 25 16:36: 25.984: 08:74:02: 77:13: 45 Stopping retransm ssion timer for
nobi | e 08:74:02: 77:13: 45

*Dot 1x_NW MsgTask_0: Nov 25 16: 36: 25.984: 08:74:02:77:13:45 Sending EAPOL-Key Message to mobile

08:74:02:77:13:45

state PTKINITNEGOTIATING (message 3), replay counter 00.00.00.00.00.00.00.01

*Dot 1x_NW MsgTask_0: Nov 25 16: 36: 25.984: 08: 74: 02: 77: 13: 45 Reusing al | ocated nmenory for

for retransm ssion to nobile 08:74:02:77:13:45

*Dot 1x_NW MsgTask_0: Nov
PTKINITNEGOTIATING state
*Dot 1x_NW MsgTask_0: Nov
nobi | e 08:74:02: 77:13: 45
*Dot 1x_NW MsgTask_0: Nov

25 16:36:25.988: 08:74:02:77:13:45

EAP Pkt

Received EAPOL-key in

(message 4) from mobile 08:74:02:77:13:45

25 16:36:25.988: 08:74:02: 77:13: 45

25 16:36:25.988: 08:74:02:77:13:45

to L2AUTHCOMPLETE (4) last state 8021X_ REQD (3)

*Dot 1x_NW MsgTask_0: Nov
L2AUTHCOWVPLETE

*Dot 1x_NW MsgTask_0:
*Dot 1x_NW MsgTask_0:
*Dot 1x_NW MsgTask_0: Nov
*Dot 1x_NW MsgTask_0: Nov
mask : 255. 255. 255. 224
*Dot 1x_NW MsgTask_0: Nov
*Dot 1x_NW MsgTask_0: Nov
*Dot 1x_NW MsgTask_0: Nov
*Dot 1x_NW MsgTask_0: Nov
*Dot 1x_NW MsgTask_0: Nov

Nov
Nov

required on AP 38:ed: 18:c6: 7b: 40 vapld 3

*Dot 1x_NW MsgTask_0: Nov
00
*Dot 1x_NW MsgTask_0: Nov

25 16:36:25.988: 08:74:02: 77:13: 45
25
25
25

25

16:
16:
16:
16:

36:
36:
36:
36:

25.
25.
25.
25.

988:
988:
988:
988:

08:
08:
08:
08:

74:
74:
74:
74:

02:
02:
02:
02:

T7:
T7:
T7:
T7:

13:
13:
13:
13:

45
45
45
45

25
25
25
25
25

16:
16:
16:
16:
16:

36:
36:
36:
36:
36:

25.
25.
25.
25.
25.

988:
988:
988:
988:
988:

08:
08:
08:
08:74:02: 77:
08:74:02: 77:
apVapl d 3for
08:74:02: 77: 13: 45

74.
74.
74.

02:
02:
02:

77
77
77

13:
13:
13:
13:
13:

45
45
45
45
45

25 16: 36: 25. 988:

25 16:36:25.988: 08:74:02: 77:13: 45

St opping retransmi ssion timer for
0.0.0.0 8021X REQD (3) Change state

Mobility query, PEM State:

Bui | di ng Mobil e Announce :

Bui | ding dient Payl oad:

Client Ip: 0.0.0.0

Cient Mlan Ip: 172.16.0.136, Vlan

Client Vap Security: 16384
Virtual Ip: 192.0.2.1

ssid: ise-ssid

Bui | di ng VI anl pPayl oad.

0.0.0.0 L2AUTHCOWLETE (4) DHCP

this client

Not Usi ng WWM Conpl i ance code gosCap

0.0.0.0 L2AUTHCOWPLETE (4) Pl unbed

nobi |l e LWAPP rul e on AP 38: ed: 18:c6: 7b: 40 vapld 3 apVapld 3 fl ex-acl - nane:

*Dot 1x_NW MsgTask_0: Nov

25 16:36:25.988: 08:74:02:77:13:45

state to DHCP_REQD (7) last state L2AUTHCOMPLETE (4)
*Dot 1x_NW MsgTask_0: Nov 25 16: 36:25.988: 08:74:02: 77: 13: 45 0.0.0. 0 DHCP_REQD (7)
pemAdvanceSt at e2 6623, Adding TMP rul e
*Dot 1x_NW MsgTask_0: Nov 25 16:36:25.988: 08: 74:02: 77:13:45 0.0.0.0 DHCP_REQD (7) Addi ng Fast

Path rul e

0.0.0.0 L2AUTHCOMPLETE (4) Change



type = Airespace AP - Learn |P address

on AP 38:ed: 18:c6: 7b:40, slot 1, interface = 1, QOS = 0

IPv4 ACL ID = 255, IPv

*apf Recei veTask: Nov 25 16:36:25.989: 08:74:02: 77:13:45 0.0.0.0 DHCP_REQD (7) mobility role
updat e request from Unassociated to Local

Peer = 0.0.0.0, AOd Anchor = 0.0.0.0, New Anchor = 172.16.0. 136

*apf Recei veTask: Nov 25 16:36:25.989: 08:74:02: 77:13:45 0.0.0.0 DHCP_REQ (7) State Update from
Mobi lity-1nconplete to Mbility-Conplete, mobility rol e=Local, client

st at e=APF_MS_STATE_ASSCCI ATED

*apf Recei veTask: Nov 25 16: 36: 25.989: 08: 74:02: 77:13:45 0.0.0.0 DHCP_REQ (7) penmAdvanceSt at e2
6261, Adding TMP rul e

*apf Recei veTask: Nov 25 16:36:25.989: 08:74:02: 77:13:45 0.0.0.0 DHCP_REQ (7) Repl acing Fast
Path rule

type = Airespace AP - Learn |P address

on AP 38:ed: 18:c6: 7b: 40, slot 1, interface = 1, QOS = 0

I Pv4 ACL I D = 255,

*apf Recei veTask: Nov 25 16: 36:25.989: 08:74:02: 77:13:45 0.0.0.0 DHCP_REQ (7) Successfully

pl umbed nobile rule (1 Pv4 ACL I D 255, |Pv6 ACL ID 255, L2 ACL ID 255)

*penRecei veTask: Nov 25 16: 36: 25.990: 08:74:02: 77:13:45 0.0.0.0 Added NPU entry of type 9,

dt| Fl ags 0x0

*penRecei veTask: Nov 25 16: 36: 25.990: 08:74:02: 77:13:45 0.0.0.0 Added NPU entry of type 9,

dt| Fl ags 0x0

*apf Recei veTask: Nov 25 16:36:27.835: 08:74: 02: 77: 13: 45 Wdbd i ent Update: | P Bi nding from WDB
ip_learn_type 1, add_or_delete 1

*apf Recei veTask: Nov 25 16:36:27.835: 08:74:02: 77:13:45 |1 Pv4 Addr: 0:0:0:0

*apf Recei veTask: Nov 25 16:36: 27. 835: 08:74: 02: 77: 13: 45 | n apf Regi st er| pAddr OnMscb_debug:
regType=1 Invalid src | P address, 0.0.0.0 is part of reserved ip address range (caller

apf _ms. c: 3593)

*apf Recei veTask: Nov 25 16:36:27.835: 08:74:02: 77:13:45 |1 Pv4 Addr: 0:0:0:0

*apf Recei veTask: Nov 25 16: 36: 27. 840: 08: 74:02: 77:13: 45 Wdbd i ent Update: | P Bi nding from WDB
ip_learn_type 1, add_or_delete 1

*apf Recei veTask: Nov 25 16:36:27.841: 08:74:02:77:13:45 172.16.0.16 DHCP_REQD (7) Change state
to RUN (20) last state DHCP_REQD (7)

Pour lire facilement les sorties du client de débogage, utilisez I'outil Wireless debug analyseur :

Analyseur de débogage sans fil

Processus d'authentification sur ISE

Accédez a Operations > RADIUS > Live Logs afin de connaitre la stratégie d'authentification, la
stratégie d'autorisation et le profil d'autorisation attribués a I'utilisateur.

Al |dentity Servic ngine (e

s

=RADILE  TC-MAC Live Logs b TACACS  Repors + Trouhleshoot b Acaptive Metwoaork Contral

Live Sesszions

Misconfigured Supplicants Misconfigured Hetwork RADIUS Drops & Client Stopped Responding Reped
[:] Devices & L]
Refresh | Mever j Show | Latest 20 record

7 Refresh @ Feset Repeat Counts B Export Taw

Time  Sta.. Details lde...  Endpoint ID Endpoint ... JAuthentication Policy Authaorization Policy Authaorization Profiles

Mo il a uzerl 08:74:0277:1345 Lpple-Device Default == Rule name == Default  Default == Mameluth Zrule Permittccess

Pour plus d'informations, cliquez sur Détails pour voir un processus d'authentification plus
detaillé.


https://cway.cisco.com/tools/WirelessDebugAnalyzer/
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