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Introduction

Ce document décrit le processus de provisionnement de I'appliance de sécurité adaptatif (ASA) de
pare-feu sécurisé sur Cisco Security Manager (CSM).

Conditions préalables

Exigences

Cisco vous recommande de prendre connaissance des rubriques suivantes :

+ Pare-feu sécurisé ASA
« CSM

Composants utilisés

Les informations contenues dans ce document sont basées sur les versions de matériel et de
logiciel suivantes :

* Pare-feu sécurisé ASA version 9.18.3
*+ CSM version 4.28

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. Si votre réseau
est en ligne, assurez-vous de bien comprendre l'incidence possible des commandes.

Informations générales



CSM permet I'application cohérente des politiques et le dépannage rapide des événements de
sécurité, en proposant des rapports récapitulatifs sur I'ensemble du déploiement de la sécurité.
Grace a son interface centralisée, les entreprises peuvent évoluer efficacement et gérer un large
éventail de périphériques de sécurité Cisco avec une visibilité améliorée.

Configurer

Dans I'exemple suivant, un ASA virtuel est provisionné sur un CSM pour une gestion centralisée.
Configurations

Configurer ASA pour la gestion HTTPS

Etape 1 : création d’un utilisateur disposant de tous les privileéges

Syntaxe de ligne de commande (CLI) :

configure terminal
username < user string > password < password > privilege < level number >

Ceci se traduit par I'exemple de commande suivant, qui a l'utilisateur csm-user et le mot de passe
cisco123 comme suit :

ciscoasa# configure terminal
ciscoasa(config)# username csm-user password ciscol23 privilege 15



Conseil : Les utilisateurs authentifiés en externe sont également acceptés pour cette
intégration.

Etape 2 : activation du serveur HTTP

Syntaxe de ligne de commande (CLI) :

configure terminal
http server enable

Etape 3 : autorisation de I'accés HTTPS a I'adresse IP du serveur CSM



Syntaxe de ligne de commande (CLI) :

configure terminal
http < hostname > < netmask > < interface name >

Ceci se traduit par I'exemple de commande suivant, qui permet a n'importe quel réseau d'accéder
a I'ASA via HTTPS sur l'interface externe (GigabitEthernet0/0) :

ciscoasa# configure terminal
ciscoasa(config)# http 0.0.0.0 0.0.0.0 outside

Etape 4 : validation de I'accessibilité de HTTPS & partir du serveur CSM

Ouvrez un navigateur Web et entrez la syntaxe suivante :

https://< ASA IP address >/

Cela se traduit par I'exemple suivant pour I'adresse IP de l'interface externe qui était autorisée
pour l'acces HTTPS a I'étape précédente :

https://10.8.4.11/

W &Y 404 Mot Found * +

&« c @ Mot secure #pa//10.8.4.11/admin/public/index.htmi

404 Not Found

The requested URL /admin/public/index html was not found on this server.

Réponse HTTPS ASA



Conseil : L'erreur 404 Not Found est attendue a cette étape, car cet ASA n'a pas installé
Cisco Adaptive Security Device Manager (ASDM), mais la réponse HTTPS est 13, car la
page redirige vers I'URL /admin/public/index.html.

Approvisionnement de pare-feu ASA sécurisé vers CSM

Etape 1 : ouverture et connexion du client CSM
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Connexion du client CSM

Etape 2 : ouverture du gestionnaire de configuration
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Tableau de bord client CSM

Etape 3. Accédez a Périphériques > Nouveau périphérique.
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Gestionnaire de configuration CSM

Etape 4. Sélectionnez I'option d'ajout qui répond au besoin en fonction du résultat souhaité.
Comme I'ASA configuré est déja configuré dans le réseau, la meilleure option pour cet exemple

est Add Device From Network et cliquez sur Next.



Ea Mew Device - Choose Methaod (Step 1 of ...)
P

Please choose how you would like to add the device:

{®) Add Device From Network

When you add a device that is live on the network, Cisco Security Manager makes a secure
connection with the device and discovers its identifying information and properties,

() Add from Configuration File(s)

You can add one or more device configurations from multiple files. When you add a device using its _-I'
configuration file, Cisco Security Manager discovers the device's identifying information, properties o |
and paolicies from the file. s

() Add New Device

You can add a device that is not yet on the network by spedfying the device's identifying
information and credentials. -

() Add Device From File

‘You can add devices from an inventory file that is in the C5V (comma-separated values) format
used by Cisco Security Manager, CiscoWorks Common Services DCR, or CS-MARS

Back Finish Cancel Help

Device Add, méthode

Etape 5. Complétez les données requises en fonction de la configuration du pare-feu ASA
sécurisé et des parametres de détection. Cliquez ensuite sur Next.



{9 Mew Device - Device Information (Step 2 of 4)

Identity
Static
Host Name: cscoasa
Domain Mame:
IP Address: 10.8.4.11
Display Mame: = ciscoasa
05 Type:® ASA v | O
Transport Protocol: HTTPS
[] System Context

Discover Device Settings
Perform Device Discovery

Discover: Polices and Inventory |

Platform Settings
Firewall Policies
MAT Policies

IPS Policies
[[] RA VPN Policies

Discover Policies for Security Contexts

Back Finish Cancel Help

Parametres ASA

Etape 6. Remplissez les informations d'identification requises a la fois pour I'utilisateur CSM
configuré sur ASA et pour le mot de passe enable.



@ Mew Device - Device Credentials (Step 3 of 4)

Primary Credentials

Username: csm-user

Password:* seeneRRERS

Enable Password: Ty
HTTP Credentials

Use Primary Credentials

HTTP Part: g0
HTTPS Port: 443
IPS RDEP Mode: Use Default (HTTPS)

Certificate Common Mame:

RX-Boot Mode. .. SMNMP...

Identifiants ASA

e

Confirm:* eesssessssss

Confirm:* |esssssss

Use Default

Confirm:

Back

Cancel

Help

Etape 7. Sélectionnez les groupes souhaités ou ignorez cette étape si aucune n'est requise et

cliquez sur Terminer.



LQ Mew Device - Device Grouping (Step 4 of 4)

Select the groups that this device belongs to:

Department: Mone
Location: MNone
test: Mone

[] et Values as Default

Back Mext Cancel Help

Sélection de groupe CSM

Etape 8. Une demande de ticket est générée a des fins de contréle. Cliquez sur OK.



Select the groups that this device belongs to:

Depariment: Mone
Location: Mone
test: Mone

[ set Values as Default

Ticket Required X

‘You must have an editable ticket opened in order to perform this action. You may:
Create a new ticket:

Ticket: admin_30.Jan.2024_13.20.26

Description:

Back MNext Cancel Help

Création de tickets CSM

Etape 9. Validez que la détection se termine sans erreurs et cliquez sur Fermer.



Discovery Status x

Status: Discovery completed with warnings
Devices to be discovered: 1
Devices discovered successfully: 1
Devices discovered with errors: 0

Discovery Details

Type Mame Sewverity State Discovered From

Discovery Completed with Warnings  Live Device

Description
Policy discovery does not suppart the following CLI in your configuration: A

Messages Severity

CLI not discovered

Line S:service-module 0 keepalive-timeout 4

e o Line &:service-module 0 keepalive-counter &
Existing policy objects reused Line 8:license smart
o Line 12:no mac-address auto
Value overrides created for device o Line 50:no falover wait-disable
S Line 55:no asdm history enable
Policies discovered o Line 57:no arp permit-nonconnected W
Add Device Successful o Action

If you wish to manage these commands in CS Manager, please use the "Flex Config” function

Generate Report Abort Close Help

Détection ASA



Conseil : Les avertissements sont acceptés comme un résultat réussi, car toutes les
fonctionnalités ASA ne sont pas prises en charge par CSM.

Etape 10. Vérifiez que I'ASA apparait désormais comme enregistré sur le client CSM et affichez
les informations correctes.
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Un débogage HTTPS est disponible sur ASA a des fins de dépannage. La commande suivante

est utilisée :

debug http

Voici un exemple de débogage réussi d'inscription CSM :

ciscoasa# debug http
debug http enabled at Tevel 1.
ciscoasa# HTTP: processing handoff to Tegacy admin server [/admin/exec//show%20version]

HTTP:

admin session verified =

(o]

HTTP MSG: GET /admin/exec//show%20version HTTP/1.1
Authorization: Basic OmNpc2NvMTIz

User-Agent: CSM

Cache-Control:

no-cache
Pragma: no-cache
Host: 10.8.4.11

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; q=.2
Connection: keep-alive



HTTP: processing GET URL '/admin/exec//show%2@version' from host 10.8.4.12
HTTP: Authentication username = "'

Exited from HTTP Cli Exec

HTTP: processing handoff to legacy admin server [/admin/config]
HTTP: admin session verified = [0]

HTTP MSG: GET /admin/config HTTP/1.1

Authorization: Basic OmNpc2NvMTIz

User-Agent: CSM

Cache-Control: no-cache

Pragma: no-cache

Host: 10.8.4.11

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; g=.2
Connection: keep-alive

HTTP: processing GET URL '/admin/config' from host 10.8.4.12
HTTP: Authentication username = "'

HTTP: processing handoff to legacy admin server [/admin/exec//show%20@version]
HTTP: admin session verified = [0]

HTTP MSG: GET /admin/exec//show%2@version HTTP/1.1
Authorization: Basic OmNpc2NvMTIz

User-Agent: CSM

Cache-Control: no-cache

Pragma: no-cache

Host: 10.8.4.11

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; gq=.2
Connection: keep-alive

HTTP: processing GET URL '/admin/exec//show%20@version' from host 10.8.4.12

HTTP: Authentication username = "'

Exited from HTTP Cli Exec

HTTP: processing handoff to legacy admin server [/admin/exec//sh%2@module%20%7c%20in%20(CX%20Security%20Services%
HTTP: admin session verified = [0]

HTTP MSG: GET /admin/exec//sh%2@module%20%7c%20in%20(CX%20Security%20Services%20Processor-%7ccxsc%20ASA%20CX5) HT
Authorization: Basic OmNpc2NvMTIz

User-Agent: CSM

Cache-Control: no-cache

Pragma: no-cache

Host: 10.8.4.11

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; gq=.2

Connection: keep-alive

. "2 "aware_12

HTTP: processing GET URL '/admin/exec//sh%20module%20%7c%20in%20(CX%20Security%20Services%20Processor-%7ccXxsc%20A
HTTP: Authentication username = "'

Exited from HTTP Cli Exec

HTTP: processing handoff to legacy admin server [/admin/exec//sh%2@module%20%7c%20in%20(FirePOWER) ]
HTTP: admin session verified = [@]

HTTP MSG: GET /admin/exec//sh%20module%20%7c%20in%20(FirePOWER) HTTP/1.1

Authorization: Basic OmNpc2NvMTIz

User-Agent: CSM

Cache-Control: no-cache

Pragma: no-cache

Host: 10.8.4.11

Accept: text/html, image/gif, image/jpeg, *; qgq=.2, */*; g=.2

Connection: keep-alive




HTTP: processing GET URL '/admin/exec//sh%20module%20%7c%20in%20(FirePOWER)"' from host 10.8.4.12
HTTP: Authentication username = "'

Exited from HTTP Cli Exec

HTTP: processing handoff to legacy admin server [/admin/exec//sh%2@cluster%20info]
HTTP: admin session verified = [0]

HTTP MSG: GET /admin/exec//sh%2@cluster%20info HTTP/1.1

Authorization: Basic OmNpc2NvMTIz

User-Agent: CSM

Cache-Control: no-cache

Pragma: no-cache

Host: 10.8.4.11

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; g=.2

Connection: keep-alive

HTTP: processing GET URL '/admin/exec//sh%2@cluster%20info’ from host 10.8.4.12
HTTP: Authentication username = "'

Exited from HTTP Cli Exec

HTTP: processing handoff to legacy admin server [/admin/exec//sh%2@inventory]
HTTP: admin session verified = [0]

HTTP MSG: GET /admin/exec//sh%2@inventory HTTP/1.1

Authorization: Basic OmNpc2NvMTIz

User-Agent: CSM

Cache-Control: no-cache

Pragma: no-cache

Host: 10.8.4.11

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; gq=.2

Connection: keep-alive

HTTP: processing GET URL '/admin/exec//sh%2@inventory' from host 10.8.4.12
HTTP: Authentication username = "'

Exited from HTTP Cli Exec

HTTP: processing handoff to legacy admin server [/admin/exec//sh%2@vm]
HTTP: admin session verified = [0]

HTTP MSG: GET /admin/exec//sh%20vm HTTP/1.1

Authorization: Basic OmNpc2NvMTIz

User-Agent: CSM

Cache-Control: no-cache

Pragma: no-cache

Host: 10.8.4.11

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; gq=.2
Connection: keep-alive

HTTP: processing GET URL '/admin/exec//sh%2@vm' from host 10.8.4.12
HTTP: Authentication username = "'

Exited from HTTP Cli Exec

HTTP: processing handoff to legacy admin server [/admin/config]
HTTP: admin session verified = [9]

HTTP MSG: GET /admin/config HTTP/1.1

Authorization: Basic OmNpc2NvMTIz

User-Agent: CSM

Cache-Control: no-cache

Pragma: no-cache

Host: 10.8.4.11

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; gq=.2
Connection: keep-alive



HTTP: processing GET URL '/admin/config' from host 10.8.4.12
HTTP: Authentication username = "'

HTTP: processing handoff to legacy admin server [/admin/exec//show%20version]
HTTP: admin session verified = [0]

HTTP MSG: GET /admin/exec//show%20@version HTTP/1.1
Authorization: Basic OmNpc2NvMTIz

User-Agent: CSM

Cache-Control: no-cache

Pragma: no-cache

Host: 10.8.4.11

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; g=.2
Connection: keep-alive

HTTP: processing GET URL '/admin/exec//show%2@version' from host 10.8.4.12
HTTP: Authentication username = "'

Exited from HTTP Cli Exec

HTTP: processing handoff to legacy admin server [/admin/exec//show%2@inventory]
HTTP: admin session verified = [0]

HTTP MSG: GET /admin/exec//show%2@inventory HTTP/1.1

Authorization: Basic OmNpc2NvMTIz

User-Agent: CSM

Cache-Control: no-cache

Pragma: no-cache

Host: 10.8.4.11

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; gq=.2

Connection: keep-alive

HTTP: processing GET URL '/admin/exec//show%2@inventory' from host 10.8.4.12
HTTP: Authentication username = "'

Exited from HTTP Cli Exec

HTTP: processing handoff to legacy admin server [/admin/exec//show%2@password%20encryption]
HTTP: admin session verified = [0]

HTTP MSG: GET /admin/exec//show%2@password’%20encryption HTTP/1.1
Authorization: Basic OmNpc2NvMTIz

User-Agent: CSM

Cache-Control: no-cache

Pragma: no-cache

Host: 10.8.4.11

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; gq=.2

Connection: keep-alive

HTTP: processing GET URL '/admin/exec//show%2@password%2@encryption’' from host 10.8.4.12
HTTP: Authentication username = "'

Exited from HTTP Cli Exec

HTTP: processing handoff to legacy admin server [/admin/exec//show%20running-config%20all%20tunnel-group]
HTTP: admin session verified = [@]

HTTP MSG: GET /admin/exec//show%2@running-config%20all%20tunnel-group HTTP/1.1
Authorization: Basic OmNpc2NvMTIz

User-Agent: CSM

Cache-Control: no-cache

Pragma: no-cache

Host: 10.8.4.11

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; gq=.2

Connection: keep-alive




HTTP: processing GET URL '/admin/exec//show%2@running-config#%20all%20tunnel-group' from host 10.8.4.12
HTTP: Authentication username = "'

Exited from HTTP Cli Exec

HTTP: processing handoff to legacy admin server [/admin/exec//show%20running-config%20all%20group-policy]
HTTP: admin session verified = [0]

HTTP MSG: GET /admin/exec//show%2@running-config%20all%20group-policy HTTP/1.1

Authorization: Basic OmNpc2NvMTIz

User-Agent: CSM

Cache-Control: no-cache

Pragma: no-cache

Host: 10.8.4.11

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; g=.2

Connection: keep-alive

HTTP: processing GET URL '/admin/exec//show%2@running-config¥%20all%20group-policy' from host 10.8.4.12
HTTP: Authentication username = "'

Exited from HTTP Cli Exec

HTTP: processing handoff to legacy admin server [/admin/exec//show%20crypto%20ca%20trustpool¥%20detail]
HTTP: admin session verified = [0]

HTTP MSG: GET /admin/exec//show%2@crypto%20ca%20trustpool%20detail HTTP/1.1

Authorization: Basic OmNpc2NvMTIz

User-Agent: CSM

Cache-Control: no-cache

Pragma: no-cache

Host: 10.8.4.11

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; gq=.2

Connection: keep-alive

HTTP: processing GET URL '/admin/exec//show%20crypto%20ca%20trustpool¥%20detail’ from host 10.8.4.12
HTTP: Authentication username = "'

Exited from HTTP Cli Exec

HTTP: processing handoff to legacy admin server [/admin/exec//show%2@snmp-server%20engineID]
HTTP: admin session verified = [0]

HTTP MSG: GET /admin/exec//show%2@snmp-server%20engineID HTTP/1.1

Authorization: Basic OmNpc2NvMTIz

User-Agent: CSM

Cache-Control: no-cache

Pragma: no-cache

Host: 10.8.4.11

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; gq=.2

Connection: keep-alive

HTTP: processing GET URL '/admin/exec//show%2@snmp-server%20engineID' from host 10.8.4.12
HTTP: Authentication username = "'

Exited from HTTP Cli Exec

HTTP: processing handoff to legacy admin server [/admin/exec//show%20version]
HTTP: admin session verified = [0]

HTTP MSG: GET /admin/exec//show%2@version HTTP/1.1

Authorization: Basic OmNpc2NvMTIz

User-Agent: CSM

Cache-Control: no-cache

Pragma: no-cache

Host: 10.8.4.11

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; g=.2

Connection: keep-alive

HTTP: processing GET URL '/admin/exec//show%2@version' from host 10.8.4.12



HTTP: Authentication username =
Exited from HTTP Cli Exec

HTTP: processing handoff to legacy admin server [/admin/exec//show%20failover]
HTTP: admin session verified = [0]

HTTP MSG: GET /admin/exec//show%20failover HTTP/1.1

Authorization: Basic OmNpc2NvMTIz

User-Agent: CSM

Cache-Control: no-cache

Pragma: no-cache

Host: 10.8.4.11

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; g=.2

Connection: keep-alive

HTTP: processing GET URL '/admin/exec//show%20failover' from host 10.8.4.12
HTTP: Authentication username = "'

Exited from HTTP Cli Exec

HTTP: processing handoff to legacy admin server [/admin/exec//dir%20%2frecursive%20all-filesystems]
HTTP: admin session verified = [0]

HTTP MSG: GET /admin/exec//dir%20%2frecursive%20all-filesystems HTTP/1.1
Authorization: Basic OmNpc2NvMTIz

User-Agent: CSM

Cache-Control: no-cache

Pragma: no-cache

Host: 10.8.4.11

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; gq=.2

Connection: keep-alive

HTTP: processing GET URL '/admin/exec//dir%20%2frecursive%2@all-filesystems' from host 10.8.4.12
HTTP: Authentication username = "'

Exited from HTTP Cli Exec

HTTP: processing handoff to legacy admin server [/admin/exec//show%20asdm%20image]
HTTP: admin session verified = [0]

HTTP MSG: GET /admin/exec//show%2@asdm%20image HTTP/1.1

Authorization: Basic OmNpc2NvMTIz

User-Agent: CSM

Cache-Control: no-cache

Pragma: no-cache

Host: 10.8.4.11

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; gq=.2

Connection: keep-alive

HTTP: processing GET URL '/admin/exec//show%20asdm%20image' from host 10.8.4.12
HTTP: Authentication username = "'

Exited from HTTP Cli Exec

HTTP: processing handoff to legacy admin server [/admin/exec//show%20running-config%20webvpn]
HTTP: admin session verified = [@]

HTTP MSG: GET /admin/exec//show%2@running-config%2@webvpn HTTP/1.1
Authorization: Basic OmNpc2NvMTIz

User-Agent: CSM

Cache-Control: no-cache

Pragma: no-cache

Host: 10.8.4.11

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; gq=.2

Connection: keep-alive




HTTP: processing GET URL '/admin/exec//show%20@running-config%20webvpn' from host 10.8.4.12

HTTP: Authentication username = "'

Exited from HTTP Cli Exec

HTTP: processing handoff to legacy admin server [/admin/exec//show%20@vpn-sessiondb%20full’%20webvpn]
HTTP: admin session verified = [0]

HTTP MSG: GET /admin/exec//show%2@vpn-sessiondb%20full¥%20webvpn HTTP/1.1

Host: 10.8.4.1110.8.4.11

Authorization: Basic OmNpc2NvMTIz

User-Agent: CSM

HTTP: processing GET URL '/admin/exec//show%20@vpn-sessiondb%20full%20webvpn’' from host 10.8.4.12

HTTP: Authentication username = "'

Exited from HTTP Cli Exec

HTTP: processing handoff to legacy admin server [/admin/exec//show%20@vpn-sessiondb%20full%20ra-ikevl-ipsec]
HTTP: admin session verified = [0]

HTTP MSG: GET /admin/exec//show%2@vpn-sessiondb%20full¥%20ra-ikevl-ipsec HTTP/1.1

Host: 10.8.4.1110.8.4.11

Authorization: Basic OmNpc2NvMTIz

User-Agent: CSM

HTTP: processing GET URL '/admin/exec//show%20vpn-sessiondb%20full%20@ra-ikevl-ipsec' from host 10.8.4.12
HTTP: Authentication username = "'

Exited from HTTP Cli Exec

HTTP: processing handoff to legacy admin server [/admin/exec//show%20@vpn-sessiondb%20full%20ra-ikev2-ipsec]
HTTP: admin session verified = [0]

HTTP MSG: GET /admin/exec//show%20vpn-sessiondb%20full%20ra-ikev2-ipsec HTTP/1.1

Host: 10.8.4.1110.8.4.11

Authorization: Basic OmNpc2NvMTIz

User-Agent: CSM

HTTP: processing GET URL '/admin/exec//show%20vpn-sessiondb%20full%2@ra-ikev2-ipsec' from host 10.8.4.12
HTTP: Authentication username = "'

Exited from HTTP Cli Exec

HTTP: processing handoff to legacy admin server [/admin/exec//show%20@vpn-sessiondb%20full%20anyconnect]
HTTP: admin session verified = [@]

HTTP MSG: GET /admin/exec//show%20vpn-sessiondb%20full%2@anyconnect HTTP/1.1

Host: 10.8.4.1110.8.4.11

Authorization: Basic OmNpc2NvMTIz

User-Agent: CSM

HTTP: processing GET URL '/admin/exec//show%20@vpn-sessiondb%20full¥%20anyconnect’ from host 10.8.4.12
HTTP: Authentication username = "'
Exited from HTTP Cli Exec



A propos de cette traduction
Cisco a traduit ce document en traduction automatisée vérifiée par une personne dans le

cadre d’un service mondial permettant a nos utilisateurs d’obtenir le contenu d’assistance
dans leur propre langue.

Il convient cependant de noter que méme la meilleure traduction automatisée ne sera pas
aussi précise que celle fournie par un traducteur professionnel.



