Configurer la défense pare-feu securisée pour
envoyer des evenements d'intrusion a un
serveur Syslog a I'aide de FDM
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Probleme

L'objectif est de configurer le dispositif Secure Firewall Threat Defense (FTD) pour qu'il envoie des
événements d'intrusion a un serveur Syslog via Cisco Secure Firewall Device Manager (FDM).

Environnement

FTD version 7.7.10, géré par FDM. Cette procédure s'applique également aux autres versions.

Résolution

Suivez les étapes pour configurer le FTD pour envoyer des événements d'intrusion a un serveur
syslog via FDM.

Etape 1. Dans l'interface utilisateur graphique de FDM, accédez & l'onglet Policies.
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Etape 2. Cliquez sur l'onglet Intrusion.
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Etape 3. Cliquez sur le bouton Paramétres.
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Balanced Security and Connectivity Autornatically-created custom policy equivalent to 'Balanced Security and Connectivity - Cisco Talos'. This policy Prevention
attempts to strike the delcate balance batween network connecthvity and throughgut and the needs of security, While
nat 48 Shict 43 Seeuity Over Connectivity, this policy SHEMPLS 1 kesp uSers securs whild béwng 1858 obtiushe about
normal traffic,

2 Connactivity Over Security Automatically-created custom policy equivalant to 'Connactivity Over Security - Cisco Talos'. This policy places an Prevantion
ermphasis on network connsctivity and throughput, at this possibie expense of security. Traffie is inspected less deaply,
and less rules ane evaluated.

3 LAB Prevention

4 Maximum Detection Automatically-created custom policy souivalent to Maximum Datection - Cisco Talos”. This policy plsces all smphasis Prevvintion
on security. Network connectivity and throughput is not guaranteed and false positives are likely. This policy should only
be usad for high security aneas and security monitors must be prepared o investigate alerts to determing thisir validity.

& Socurity Over Connectivity Automatically-created custom policy equivalent to "Sacurity Over Connectivity = Cisco Talos'. This policy places an Pravention
emghasis on security, 81 the possible expense of network connectivity and throughput. Traffic is inspected mone
doeply, mone rules ame maluated, and both false positives and increased Eatency ane expected but within reason

Etape 4. Dans la section Send Intrusion Events to Syslog Servers, cliquez sur le bouton plus (+).



Intrusion Policy Settings

Send intrusion events to syslog servers:

+ |e Click Here

DEFAULT NETWORK ANALYSIS POLICY

Select the Network Analysis Policy to be used in conjunction with all intrusion
policies and allowed/trusted connections. You can apply a single NAP only, so
ensure its settings are adequate for all the types of traffic handled by this device.

@ Auto

Automatically select the NAP that matches the most-used intrusion policy (or
base policy for custom rules) applied in access control rules. If you do not apply
any intrusion policies, the Balanced Security and Connectivity NAP is used. The
NAP is run in Prevention mode. Learn More (2

Custom

Explicitly select the NAP that should be used. You can then select the
inspection mode, and customize inspector and binder settings, as required.
Learn More [2

Etape 5. Sélectionnez I'objet serveur Syslog, puis cliquez sur OK.



Intrusion Policy Settings

Send intrusion events to syslog servers:
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@ Auto

Automatically select the NAP that matches the most-used intrusion policy (or
base policy for custom rules) applied in access control rules. If you do not apply
any intrusion policies, the Balanced Security and Connectivity NAP is used. The
NAP is run in Prevention mode. Learn More (2

Custom

Explicitly select the NAP that should be used. You can then select the
inspection mode, and customize inspector and binder settings, as required.
Learn More (3

Balanced Security and Connectivity - Cisco Talos: Prevention (no overrides

Etape 6: Déployez les modifications de configuration sur le pare-feu.

Motif



Pour configurer I'envoi des événements d'intrusion a un serveur Syslog, sélectionnez le serveur
Syslog dans les parametres de stratégie d'intrusion.

Autres informations utiles

Guide de configuration de Cisco Secure Firewall Device Manager



https://www.cisco.com/c/en/us/td/docs/security/firepower/760/fdm/fptd-fdm-config-guide-760/fptd-fdm-system.html#id_88125

A propos de cette traduction
Cisco a traduit ce document en traduction automatisée vérifiée par une personne dans le

cadre d’un service mondial permettant a nos utilisateurs d’obtenir le contenu d’assistance
dans leur propre langue.

Il convient cependant de noter que méme la meilleure traduction automatisée ne sera pas
aussi précise que celle fournie par un traducteur professionnel.



