Surveiller les événements a 'aide de Unified
Event Viewer sur FMC GUI
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Introduction

Ce document décrit l'utilisation d'Unified Event Viewer sur une interface graphique utilisateur (GUI)
du Firewall Management Center (FMC).

Conditions préalables

Exigences

Cisco vous recommande de prendre connaissance des rubriques suivantes :

» Accés a FMC avec privileges Admin ou Security Analyst
* FMC avec version égale ou supérieure a v7.0

Composants utilisés

Les informations contenues dans ce document sont basées sur les versions de matériel et de
logiciel suivantes :

+ Secure Firewall Management Center pour VMware v7.2.5



The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. Si votre réseau
est en ligne, assurez-vous de bien comprendre l'incidence possible des commandes.

Explorer

Etape 1. Connectez-vous a l'interface graphique FMC.

casco SECURE

Secure Firewall
Management
Center

Etape 2. Accédez a l'onglet Analyse.
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Etape 3. Dans le menu déroulant, cliquez sur Unified Events.
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Exemple de la page Unified Event
Flrewalll:\:lanagement Center Overview Analysis Policies Devices Objects Integration Deploy Q. @ & @ adminv Il sEcure
—
Qs Select... b4 Refre
(@ Showing 10,000 events (4 10,000) of tens of thousands  # I 2023-10-04 15:11:20 EDT — 2023-10-04 18:11:20 EDT 1h @ Go Live
ﬁ Time Event Type Action :?IL:‘:::T:: Part Device Source IP f:;::;;" ! ::Zr:l Rule '
¥ 2023-10-04 16:11:29 4 Connection @ Allow 53 (domain) fud;  GW 10.18.19.111 55046 / udp allow
¥ 2023-10-0416:11:2¢ § 5 Conneclion © Allow 53 (domain) f 10.18.19.105 44563 [ udp allow
» 2023-10-0416:11:29 & Connection © Mlow 443 (https) ftop - GW 10.18.19.166 53436 [ top allow
¥ 2023-10-04 16:11:29 4 Connection © Allow 443 (https) J top  GW 10.18.19.166 53437 [ tcp allgw
»  2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) f G 10.18.19.105 57541 [ udp allow
¥  2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud:  GW 10.18.19.105 42318 [ udp allow
¥ 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) fud; GW 10.18.19.110 38758 / udp allow
¥ 2023-10-04 18:11:28 & Connaction @ Allow 53 (domain) fud; GW 10.18.19.110 53922 | udp allow
¥ 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) fud:  GW 10.18.19.105 52776 [ udp allow
¥ 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) fud:  GW 10.18.19.32 38366 / udp allow
¥ 2023-10-04 16:17:28 5 Connection @ Allow 53 (domain) fud;  GW 10.18.19.111 47616 [ udp allow
» | 2023-10-0416:11:28 & Connection © Allow 53 (domain) [ udy  GW 10.18.19.41 54037 / udp allow
> 2023-10-04 16:11:28 5 Connection & Allow 53 (domain) f ud; GW 10.18.19.230 B0B02 | udp allow
» | 2023-10-04 16:11:28 45 Connection & Allow 53 (domain) fud: GW 10.18.19.230 59309 [ udp allow
» | 2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud:  GW 101819111 39941 [ udp allow
> 2023-10-0416:11:28 5 Connection © Allow 443 (htps) ftcp  GW 10.18.19.230 34810 / tcp allow
¥ 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) f Gw 10.18.19.156 52564 | udp allow
> 2023-10-04 16:11:27 4 Connection © Allow 53 (domain) fud; GW 10.18.19.110 50552 [ udp allow

Consulter les événements

Etape 1. Cliquez sur l'icone >.



Deploy Q @ % @ adminv

Firewall Management Center

UniFie . Cverview Analysis Policies Devices Objects Integration SECURE
—
Q= Select... b4 Refre:
@ Showing 10,000 events (G 10,000) of tens of thousands  + W% 2023-10-04 15:11:20 EDT — 2023-10-04 16:11:20 EDT b @ Go Live
i Time Event Type Action :?IL:‘:::T:: Portd Device Source IP f;;:::::" ! 2:::[: Rule '
2023-10-04 16:11:29 5 Connection © Allow 53 (domain) f ud;  GW 10.18.19.111 55046 [ udp allow
¥ 2023-10-04 16:11:29 ¢ 5 Connection & Allow 53 (domain) fud; GW 10.18,19.105 44563 [ udp allow
» | 2023-10-04 16;:11:29 4 Connection @ Allow 443 (https] / top GW 10.18.19.166 53436 | top allgw
»  2023-10-04 16:11:29 ‘5 Connection @ Allow 443 (https) ftop GW 10.18.19.166 53437 [ top allow
¥ 2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud;  GW 10.18.19.105 57541 [ udp allow
» | 2023=10-04 16:11:28 4 Connection @ Allow 53 (domain) fud;  GW 10.18.19.105 42318 [ udp allow
» | 2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud:  GW 10.18.19.110 38758 / udp allow
¥ 2023-10-04 18:11:28 & Connaction @ Allow 53 (domain) fud; GW 10.18.19.110 53922 | udp allow
»  2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud; GW 10.18.19.108 52776 [ udp allow
»  2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud; GW 10.18.19.32 38366 / udp allow
¥ 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud: GW 10.18.19.111 47616 [ udp allow
| 2023-10-0416:11:28 & Connection S Allow 53 (domain) f wdy  GW 10.18.19.41 54037 / udp allow
> 2023-10-0416:11:28 5 Connection S Allow 53 (domain) fud;  GW 10.18.19.230 60602 [ udp allow
¥ 2023-10-04 16:11:28 4 Connection © Allow 53 (domain) fud; GW 10.18.19.230 59309 [ udp allow
» | 2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud:  GW 101819111 39941 [ udp allow
¥ 2023-10-0416:11:28 5 Connection © Allow 443 (hps) f tcp GWY 10.18.19.230 34810 / tcp allow
»  2023-10-0416:11:28 & Connection © Allow 53 (domain) fud;  GW 10.18.19.156 52564 / udp allaw
¥ 2023-10-04 16:11:27 4 Connection & Allow 53 (domain) fud; GW 10.18.19.110 505852 [ udp allgw _m_
A . - ’ . r y z r . r
Etape 2. Les informations détaillées de I'événement sont affichées.
f_lr?ml!_Tanagl_e::nent Center Overview Analysis Policies Devices Objects Integration Deplay O @ o @ admin» ';',',';‘," SECURE
—
Qr Select X || Refresh
@ Showing 10,000 events (5 10,000) of tens of thousands B 2023-10-04 15:11:29 EDT — 2023-10-04 16:11:20 EDT 1h @ Go Live
Wi e Event Type Action r:;::r:;::: Partl | oavice Source IP E}:::v:“ ! ?;:: s
w  2023-10-04 16:11:29 4 Connection © Allow 53 (domain) [ ut; GW 10.18.19.11 55046 | udp alloww
Evant Type: 4 Connection Business Relevance: Very High Ingress Virtual Router:  Glonal
Tirme: 2023-10-04 16:11:29 DNS Query: Cloud-53.0Mp.CiSco.com [Egress Virtual Router:  Glotal
Last Packet: 2023-10-04 16:11:39 DNS Response: Mo Ermor Initiator Packets: ©
Action: © Allow DNS Record Type: A Responder Packets: [
Source IP: 101819111 Intrusion Events: [ QoS-Drogpaed Initiator Packets: [
Source User: Mot Founct Files: 0 QoS-Dropped Responder Packets: [
Destination IP: 1018107 Access Control Polley: Initlator Bytes: 164
Ingress Security Zone: inscde Actess Control Rule: 20w Responder Bytes: (1
Egress Security Zone: ouiside Network Analysls Pollcy: Balanced Secuity and Connectivity QoS-Dropped Initlator Bytes: 0
Source Port | ICMP Type: 55046/ udp Prefilter Policy: allow QoS-Dropped Responder Bytes: 0
Destination Port [ ICMP Gode: 53 (coman) | uio QoS Polley: test Detectlon Type: Aspll
Client Application: DS Dornain: Global NAT Source IP: 1088 243 43
»  2023-10-04 16:11:29 S Connection @ Allow 83 {domain) [ ud; GW 10.18.19.105 44563 [ udp allgww
> 2023-10-04 16:11:29 5 Connection @ Allow 443 (https) ftep GW 10.18.19.166 53436 | tcp allow
¥ 2023-10-04 16:11:29 5 Connection 443 (https) M tep  GW 10.18.19.166 53437 [ tcp alloww
¥ 2023-10-04 16:11:28 5 Connection 53 {domain) [ ud;  GW 10.18.19.1 57541 [ udp allow

Personnaliser les colonnes

Etape 1. Cliquez sur l'icone [ I



El.r:ffvf'\?l{_.l“:«:fnage?'lent Center Overview Analysis Policies Devices Objects Integration Deploy  Q, @ £ @ adminv Ml cEcyRe
—
Q= Select... b4 Refrash
@ Showing 10,000 events (G 10,000) of tens of thousands  + IF§ 2023-10-04 15:11:29 EDT — 2023-10-04 16:11:20 EDT 1h @ Go Live

ﬁ [rime Event Type Action :?IL:‘:::T:: Portd Device Source IP ﬁ?;:_:;::" ! ::Zr:l Rule '
¥ 2023-10-04 16:11:29 4 Connection @ Allow 53 (domain) fud:  GW 10.18.19.111 55046 / udp allow

¥ 2023-10-04 16;11:22 § & Connection @ Allow 53 (domain) f 10.18.19.105 44563 [ udp allgw

> 2023-10-04 16:11:29 5 Connection © Miow 443 (https) M top GW 10.18,19.1686 53436 | top allow

¥ 2023-10-04 16:11:29 4 Connection © Allow 443 (nttps) f tep GW 10.18.19.166 53437 [ top allgw

¥ 2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud;  GW 10.18.19.105 57541 [ udp allow

» | 2023=10-04 16:11:28 4 Connection @ Allow 53 (domain) fud:  GW 10.18.19.105 42318 [ udp allow

y  2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud;  GW 10.18.19.110 38758 / udp allow

¥ 2023-10-04 18:11:28 & Connaction @ Allow 53 (domain) fud; GW 10.18.19.110 53922 | udp allow

¥ 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud; GW 10.18.19.105 52776 [ udp allaw

> 2023-10-04 16:11:28 5 Connection © Allow §3 (domain) fud;  GW 10.18.19.32 39366 / udp allow

» | 2023-10-04 16:17:28 5 Connection @ Allow 53 (domain) fud;  GW 10.18.19.111 47616 [ udp allow

| 2023-10-0416:11:28 & Connection S Allow 53 (domain) f wdy  GW 10.18.19.41 54037 / udp allow

> 2023-10-0416:11:28 5 Connection S Allow 53 (domain) fud;  GW 10.18.19.230 60602 [ udp allaw

¥ 2023-10-04 16:11:28 45 Connection © Allow 53 (domain) fud; GW 10.18.19.230 59309 [ udp allow

» | 2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud:  GW 101819111 39941 [ udp allow

¥ 2023-10-0416:11:28 5 Connection  Allow 443 (htps) ftcp  GW 10.18.19.230 34810 / tcp allow

¥ 2023-10-04 161128 5 Connection @ Allow 53 (domain) fud: GW 10.18.19.156 52564 / udp allow

¥ 2023-10-0416:11:27 5C

onnection © Alow 53 (domain) fud; GW 10.18.19.110 50552 [ udp allow _m_

Etape 2. Sélectionnez les champs d'événement que vous souhaitez voir apparaitre dans la table.

| !—tlrlewallurfi?agerrnent Center Overview Analysis Policies Devices Objects Integration Deploy Q @ # @ adminv Wl sEcuRe
—
_J Qr Select... x Refresh
& Showing 10,000 events (§ 10,000) of tens of thousands ¥ W5 2023-10-04 15:11:29 EDT = 2023-10-04 16:11:28 EDT 1h @ Go Live
o @ . Tima | Evant Typo | .ﬂ-ellofl Roason Sourca IP Dastination IP E:Mur:\:;nj :;;:n;::: Pot/ Wab Ap

Saved Column Sets oW 10.18.19.011 10.1.8.107 55046 [ udp 53 (domain) | ud
Select... pw 10.18.19.105 10.1.20.51 44563 [ udp 53 (domain) / ud
‘ i oV 10.18.19.166 142.250.72.202 53436 / tcp 443 (https) [ tep
IO\ Filter columns =N 10.18.19.166 142.250.72.202 53437 [ wcp 443 (htps) [ wep
Select none  Select default oW 10.18.19.105 10.27.20.51 57541 | udp 53 (domain) | ud
Event Type = 10.18.19.105 10.1.20.51 42318 | udp 53 (domain) / uc
& Action oy 10.18.19.110 10.1.9.38 38758 / udp 53 (domain) { ud
Reason o 10.18.19.110 10.1.8101 53922 [ udp 53 (domain) / ug
Source IP = 10.18.19.105 10.27.20.51 52776 [ udp 53 (domain] [ ug
Destination IP =20 10.18.19.32 208.67.220.220 39366 [ udp 53 (domain) / ud
& Source Port | ICMP Type W 10.18.19.011 10.1.8.101 47616 [ udp 53 (domain) / ud
Destination Port / ICMP Cade = 10.18.19.41 208.67.220.220 54037 | udp 53 (domain) | uc
W 10.18.19.230 173.37.87.157 GOG02 | udp 53 (domain) / uc
Revert 11 selected bw 10.18.19.230 173.37.87.157 59300/ udp 53 (domain) [ uc
3 | 2023-10-04 16:11:28 G Connection & Hliow 101819011 10.1.8.101 39941 / udp 53 (domain) | uc

Etape 3. (Facultatif) Recherchez le champ pour faciliter la navigation.



Saved Column Sets

[ Select...

2, Source X

Select 14 filtered ' Select default
Source P

Source Port / ICMP Type

[7] NAT Source IP

[ | NAT Source Port

[ ] NetFlow Source Autonomous System

Revert 7 selected

Etape 4. Cliquez sur un champ d’événement pour le désactiver ou I'activer.

Saved Column Sets

Select... l

. Source * ‘

Select 14 filtered  Select default
Source IP
| Source Port / ICMP Type

" | NAT Source IP
| MAT Source Port

| NetFlow Source Autonomous System

Revert 6 selected Apply

Etape 5. Cliquez sur Apply.




Saved Column Sets

Select...

| Q. Filter columns

Select none  Select default
Event Type

Action

Destination Port / IGMP Gode
Source IP

Device

Revert

6 selected

Apply

Etape 6. (Facultatif) Vous pouvez repositionner les colonnes en les faisant glisser vers un

emplacement différent.

Firewall Management Center

! nts

Qr Select.

Overview Analysis

&) Showing 10,000 events (5 10,000) of tens of thousands +

il

¥

Enregistrer le jeu de colonnes

Etape 1. Cliquez sur Ensembles de colonnes enregistrés.

Time

2023-10-05 13:02:15
2023-10-05 13:02:15
2023-10-05 13:02:15
2023-10-05 13:02:15
2023-10-05 13:02:14

2023-10-05 13:02:14

3-10-05 130214

13:02:14

2023-10-05 13:02:14
2023-10-05 13:02:14
2023-10-05 13:02:13
2023-10-05 13:02:13
13:02:13

2023-10-0513:02:113

Event Type

5 Connection

5
50
5 G
5 G
5C
5
5

4 Connection

% Connection

4% Connec

4 Connec!

4 Connection

5 Connection

%
%

Connaction
Onnacton
ONNEcton
onNECtion
ONNECon
Connection

Connection

Connection

Connection

Action

© Allow
@ Allow
o Allow
© Allow
@ Allow
@ Allow
@ Allow
o Allow
© Allow
© Allow
@ Allow
© Allow
© Allew
© Allow
© Allow
@ Allow

Policies

Destination Port [ ICMP)
Code

53 (dormain) [ udp
53 (domain) [ wdp
443 (htips) [ op

53 (domain) [ udp
53 (domain) [ udp
53 (domain) [ udp

53 (domain) [ udp

443 (https) / tep

443 (hips

443 (htps) [ tep

Devices Objects Integration
Device
10181 Sewrse P
10.18.19.110 GW
10.18.19.230 GW
10.18.19.32 GW
10.18.19.105 GW
101819111 GW
10.18.19.111 GwW
10.18.19.230 GW
10.18.19.105 GW
GW
GW
10.18.19.166 GW
10.18.19.110 GW
10.18.19.230 GW
10.18.19.166 GW
10.18.19.166 GW

Deploy Q. @ ¥ @ adminv Wil secupe

x Refresh

“ 2023-10-05 1220215 EDT — 2023-10-05 13:02:15 EDT 1h @ Go Live:

Access
Control Rule

allow
allewy
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow

allow

= m



Firewall Management Center

| </ Unified Events Overview Analysis Palicies Devices Objects Integration Deplay Q, P £ @ adminw | vt cpcuRE
—
[ CQr Select... x |
@ Showing 10,000 events (5 10,000) of tens of thousands % B} 2023-10-04 15:11:29 EDT = 2023-10-04 16:11:20 EDT 1h @ Go Live
Source Port | Destination Part |
T i P |
M Tme Evant Type Actlon Reason Source | Destination IP ICMP Type NP Code Web Ag
Saved Column Sets e 10.1819.111 10.1.8107 55046 / udp 53 (domain] [ ug
.Select... oW 10.18.19.105 10.1.20.51 44563 [ udp 53 (domain) / ud
ow 10.18.19.166 142.250.72.202 53436 / 1cp 443 (https) | tep
[O\ Filter columns o 10.18.19.166 142.250.72.202 53437 [ 1cp 443 (hips) [ wep
Select none  Select default ow 10.18.19.105 10.27.20.51 57541 [ udp 53 (domain] / ud
Event Type o 10.18.19.105 10.1.20.51 42318 | udp 53 (domain] / ud
® Action ow 10.18.19.110 10.1.9.38 38758/ udp 53 (domain) [ ud
Reason oW 10.18.19.110 10,1810 53922  udp 53 (domain) / uc
Source IP ow 10.18.19.105 10.27.20.51 52776 / udp 53 (domain) / ud
Destination IP ow 10.18.19.32 208.67.220.220 39366 / udp 53 (domain) / ud
oW 101819111 10.1.8.101 ATB16 J udp 53 (domain) | ud
& Source Part / IGMP Type v {domain) /
ow 10.18.19.41 208.67.220.220 54037 [ udp 53 (domain) | ud
Destination Port / IGMP Gode
ow 10.18.19.230 173.37.87.157 BO602 | udp 53 (domain) / ud
Revert 11 selacted m ow 10.18.19.230 173.37.87.157 59309 / udp 53 (domain) | uc
32023 T0-04 1628 5 Conneciion T Allow 10.1819.011 10,1810 39941 [ udp 53 (domain) | ud)

Etape 2. Cliquez sur Créer un jeu de colonnes a partir de la sélection actuelle.

Firewall Management Center
i Unified Evnts

Overview Analysis Palicies Devices Objects Integration Deploy Q@ @ £ @ adminv el cpcURE

—
Qe Salect... b4
(2 Showing 10,000 everts (% 10,000) of tens of thousands B} 2023-10-04 15:11:20 EDT = 2023-10-04 16:11:20 EDT 1Th @ Go Live

o Destination Port / - Source Port [ Access
| E . Time | Event Type | Action Dastination IP ICMP Gode Davice Source IP ICMP Type Gontrol Rl
Saved Column Sets +1) 10.1.8.107 53 (domain) f ud; GW 10.18.19.111 55046 / udp allow
Rule match wo| bBw 10.1.20.51 53 (domain) / wdp GW 10.18.19.105 44563 [ udp allaw
oW 142.250.72.202 443 (hitps) [ tep  GW 10.18.19.166 53436 | tep allc
o 142.250.72.202 443 (htps) [ tep  GW 10.18.19.166 53437 [ 1cp allaw
o 10.27.2051 53 (domain) / ud; GW 10.18.19.105 57541 / udp allow
Saved Column Set 1
ow 10.1.20.51 53 (domain) / udp  GW 10.18.19.105 42318 [ udp allow
Time | Event Type | Action |Reason | |Sowrce IP| |Destination IP |
bW 10.1.9.38 53 (domain) / ud; GW 10,18.19.110 38758 [ udp allow
-+ Create column set from current selection | B )
bw 10.1.8.101 53 (domain) / wd;  GW 10,18.19.110 53922 | udp allow
(1 10,27.20.51 83 (domain) f ud; GW 10,18.19,105 52776 | udj allow
& Source IP p
(s} 208.67.220.220 53 (domain) f ud;  GW 10.18.19.32 39366 | ud allcer
Destination 1P P
Souree Port / ICMP Type ow 10,1810 53 (domain) f ud;  GW 10.18.19.111 47616 [ udp albow
- oW 20867220220 53 (domain) f ud; GW 10.18.19.41 54037 [ udp allow
Destination Port [/ ICMP Cods
estination &
o 173.37.87.157 53 (domain) / wdp  GW 10.18.18.230 60602 | udp allowe
Revert 11 selected m bow 173.37.87.157 53 (domain) f ud; GW 10.18.19.230 59309 [ udp allow
»  2023-10-04 16:11:28 & Connection Allciws 10.1.8.001 53 (domain) f udp  GW 10.18.19.111 39947 | ud) albow
r
> 2023-10-04 16:11:28 £ Connection © Allow 108.156.211.71 443 (hups) / top | GW 10.18.19.230 34810 [ 1cp allow

Etape 3. (Facultatif) Modifiez le nom du jeu de colonnes.



Saved Column Sets

| Select...

2 saved column sets

[ Rule match

]

Time | | Event Type | | Action | | Reason | | Source P | | Destination IP

4 Create column set from current selection

[ ] NetFlow Source Prefix

Revert

[ ] MetFlow Source Autonomous System

6 selected

Etape 4. Vous pouvez modifier un jeu existant en cliquant sur les points de suspension (...).

Overview

Firewall Management Center

Unified Eve

Anabysis Palicies

G Select...

& Showing 10,000 events (& 10,000) of tens of thousands  +

M Time Event Type Actian
o .
Saved Column Sets -:w
Rule match w | ow

ow
Rule match oW

Rename

Saved Colurmn Set 1

Time | |Event Type |Action || Reason || Source IP| | Destinatid Delete

+ Greate column set from cument selection :
Source IP pw
& Destination IP pw
Source Port / ICMP Type |l
Destination Port / ICMP Code E

o
Revert 11 selected |-
> 2023-10-04 161128 | & Connectior ) F\Ill:.'w

Destination IP

10.1.8.107
10.1.2051
142.250.72.202
142.250.72.202
10.27.20.51
10.1.20.51

10,1810
10.27.20.51
208.67.220.220
10.1.8.101
208.67.220.220
173.37.87.157

173.37.87.157

0.1.8101

Recherche d'événements

Devices

Destination Port |
EMP Code

53 (domain} [ ud

52 (domain) J ud|

443 (hups) [ cp

443 (hups) f tcp

53 (domain) / ud
53 (domain} / ud
53 (domain} | ud
53 (domain) § ud
53 (domain) § ud
53 (domain) § ud
53 (domain) J ud|

52 (domain) J ud|

53 (domain} J ud,

53 (domain) § ud

53 (domain) § ud

Objects

Davice
GW
GW
GwW
GwW
GW
GwW
Gw

W
Gw

Gw

Integration

Depley O @ I+ @ adminv

arlmalis

eses SECURE

(o

B 2023-10-04 15:11:29 EDT — 2023-10-04 16:11:29 EDT 1h @ Go Live

Source IP
10.18.19.111
10.18.19.105
10.18.19.166
10.18.19.166
10.18.19.105
10.18.19.108

10.18.19.110
10.18.19.105
10.18.19.32
10.18.19.111
10,18.19.41
10,18.19.230

).18.19.230

18.19.111

Source Port [
IEMP Type

55046 [ udp
44563 | udp
53436 / 1cp
53437 [ cp
57541 [ udp
42318 | udp
38758 [ udp

53922 [ udp

52776 [t
39366 ( udp
47616 [ udp
54037 | udp
B0B02 [ udp
59309 /1

28941 /

Access
Caontrol Rule

allcige
allow
allow
allow
allcw
allow
allenwr
allcnw
allcw
allcw
allow
allow
allgwr
allenw

allenr

Etape 1. Pour commencer & rechercher des événements spécifiques, cliquez sur Sélectionner.



Flrewa”'::anagelment Center Overview Analysis Policies Devices Objects Integration Deploy Q. @ & @ adminv U sECURE
—
I Q= Select... b4 Refre: I
@ Showing 10,000 events (5 10,000) of tens of thousands % i 2022T-10-04 15:11:29 EDT — 2023-10-04 168:11:20 EDT 1h @ Go Live

ﬁ Time Event Type Action :?IL:‘:::T:: Portd Device Source IP f;;::;;" ! :::r:l Rule '
¥ 2023-10-0416:11:29 ‘5 Connection © Allow 53 (domain) fud;  GW 10.18.19.111 55046 / udp allow

¥ 2023-10-04 16:11:29 ¢ 5 Connection & Allow 53 (domain) f 10.18,19.105 44563 [ udp allow

> 2023-10-04 16:11:29 5 Connection O Allowy 443 (https) M top GW 10.18,19.1686 53436 | top allow

¥ 2023-10-04 16:11:29 % Connection © Allow 443 (https) ftcp - GW 10.18.19.166 53437 | tcp allow

¥ 2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud;  GW 10.18.19.105 57541 [ udp allow

» | 2023=10-04 16:11:28 4 Connection @ Allow 53 (domain) fud:  GW 10.18.19.105 42318 [ udp allow

y  2023-10-04 16:11:28 4 Connection & Allow 53 (domain) fud; GW 10.18.19.110 38758 / udp allow

¥ 2023-10-04 18:11:28 & Connaction @ Allow 53 (domain) fud; GW 10.18.19.110 53922 | udp allow

¥ 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud; GW 10.18.19.108 52776 [ udp allow

»  2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud; GW 10.18.19.32 38366 / udp allow

» | 2023-10-04 16:17:28 5 Connection © Allow 53 (domain) fud;  GW 10.18.19.111 47616 [ udp allow

| 2023-10-0416:11:28 & Connection S Allow 53 (domain) f wdy  GW 10.18.19.41 54037 / udp allow

> 2023-10-0416:11:28 5 Connection S Allow 53 (domain) fud;  GW 10.18.19.230 60602 [ udp allow

¥ 2023-10-04 16:11:28 45 Connection © Allow 53 (domain) GW 10.18.19.230 59309 [ udp allow

» | 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud;  GW 10.18.19.111 39941 / udp allow

¥ 2023-10-0416:11:28 5 Connection  Allow 443 (htps) ftcp  GW 10.18.19.230 34810 / tcp allow

¥ 2023-10-04 161128 5 Connection @ Allow 53 (domain) fud: GW 10.18.19.156 52564 / udp allow

¥ 2023-10-0416:11:27 G C

onnection @ Aldlciw 53 (domain) fud; GW 10.18.19.110 50552 [ udp allow _m_

Etape 2. Sélectionnez le champ dans lequel vous souhaitez appliquer le filtre.

fll.:rE:'UEl”.If::?nElgEI{ﬂEnl Center Overview Analysis Policies Devices Objects Integration pepley O @ 1% @ adminv detls SECURE
—
| Qr source x ” Refresh |
(@ 5| NAT Source 1P ds & B 2023-10-04 15:11:29 EDT — 2023-10-04 16:11:20 EDT 1h @ Go Live
NAT Source Port Destination Port | N Source Port | Aecess
NetFiow B Autonomous System Action 1P Code Dievice Source IP IEMP Type Control Ruke
* | MetFlow Source Prefix © Allow 53 (domain) [ ud;  GW 1018190 55046 [ udp allow
* | NetFlow Source ToS @ Allow 53 (domain) [ ud; GW 10.18.19.105 44563 [ udp allow
* | Source Continent © Allow 443 (https) [ top - GW 10.18.19.166 53436 [ 1cp allow
* | Bauree Country & Allow 443 (https) f tocp GW 10.18.19.166 53437 [ wcp allow
* | Sotres Device © Allow 53 {domain) [ ud;  GW 10.18.19.105 57541 [ udp allow
> | Source Host Criticality @ Allow 83 {domain) [ ud; GW 10.18.19.105 42318 [ udp alloww
¥ © Allow 53 {domain) [ ud; GW 10.18.19.110 38758 [ udp allow
¥ =10= 5 Connection © Allow 53 (domain) [ ud;  GW 10.18.19.110 53922 [ udp allow
¥ 2023-10-0416:11:28 5 Connection © Allow 53 (domain) { ud;  GW 10.18.19.105 52776 [ udp allow
¥ 2023-10-0416:11:28 & Connection o Allow 53 (domain) fud;  GW 10.18.19.32 39366 / udp allow
> 2023-10-04 16:11:28 5 Connection S Allow 53 (domain) [ ud; GW 10.18.19.111 47616 [ udp allow
> 2023-10-04 16:11:28 4 Connection © Allow 53 (domain) [ ud; GW 10.18.19.41 54037 [ udp allow
¥ 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) [/ ud: GW 10.18.19.230 60602 [ udp allow
¥ 2023-10-04 16;11:28 5 Connection 53 {domain) [ud;  GW 10.18.19.230 59309 [ udp allow
¥ 2023-10-04 18:11:28 , Connection 53 {domain) [ ud; GW 10.18.19.111 39941 [ udp alloww
> 2023-10-04 16:11:28 5 Connection @ Allow 443 (https) [ tep . GW 10.18.19.230 34810 [ tep allow
>  2023-10-04 16:17:28 Connection © Allow 53 (domain) fud;  GW 10.18.19.156 52564 [ udp allow

5
¥ 2023-10-04 16:11:27 5

Connection o Allow 53 (domain) [ ud; GW 10.18.19.110 50552 | udp allow n

Etape 3. Ecrivez les valeurs & utiliser comme filtre.

Qr SourcelP | | X Select...

Etape 4. Cliquez sur Apply, pour configurer le filtre.



Firewall Management Center

Owerview Analysis Paolicies Devices Objects Integration Deploy  Q, d’ 4 @ adminy  cdelt cpcyRe

Qr  SowrcalP 101819105 % X  Select.., 2

@ Showing all 144 events (45 144) + B 2023-10-06 12:31:58 EDT — 2023-10-06 13:31:58 EOT 1h

& Go Live
Etape 5. (Facultatif) Vous pouvez ajouter plusieurs valeurs & chaque filtre.
FI‘I’E\{\TIE!”J:ME:I:I?FE{EHE:‘TIent Center Overview Analysis Policies Devices Objects Integration peploy Q @ ¥ @ adminw et SECURE
Qr  SourcalP 10.1B.189.111 % 100819005 % X Select... » |

") Showing 150 events (§ 150) + B 2023-10-04 15:11:29 EOT — 2023-10-04 16:11:20 EDT 1h @ Go Live
i Time Event Type Action g:;:”“"" Port/IEMP | pevice Source IP IS(;":::;TI :::::I ke

¥ 2023-10-04 16:11:29 4 Connection © Allow 53 (domain) [ udp GW 10.18.19.111 55046 / udp allow

» | 2023-10-04 16:11:28 S Connection © Allaw 53 (domain) [ udp GW 10.18.19.105 44563 / udp allow

> 2023-10-04 16:11:28 5 Connaction © Alow 53 (domain) [ udp GW 10.18.19.105 57541 [ udp allow

» | 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) [ udp GW 10.18.19.105 42318 | udp allow

» | 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) [ udp GW 10.18.19.105 52776 / udp allow

» 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) { wdp GwW 10.18.19.111 47616 [ udp allow

» | 2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) [ udp GW 10,18.19.111 39941 | udp allaw

¥ 2023-10-04 16:11:27  Connection @ Allow 53 (domain) [ udp GwW 10.18.19.111 46739 [ udp allow

¥ 2023-10-04 16:11:27 5 Connection @ Alow 53 (domain) [ udp GW 10.18.19.111 56045 | udp allow

¥ 2023-10-04 16:11:27 5 Connection © Allow 53 (domain) [ udp GW 10.18.19.105 43523 [ udp allow

y | 2023-10-04 16:11:27 4 Caonnaection © Allow 53 (domain) / udp GW 10081901 46938 / udp allow

» | 2023-10-04 16:11:26 S Connaction S Allow 53 (domain) [ udp GW 10.18.18.105 41931 udp allow

» | 2023-10-04 16:11:26 5 Connection @ Allow 53 (domain) [ udp GW 10.18.19.111 42734 | udp allow

» | 2023-10-04 16:11:25 4 Connection @ Allow 53 (domain) [ udp GW 10.18.19.105 54464 [ udp allow

¥ 2023-10-04 16:11:25 5 Connection O Allow 53 (domain) [ udp GW 10.18.19.105 45681 / udp allow

¥ 2023-10-04 16:11:25 4 Connection © Allow 53 (domain) [ udp GW 10.18.19.105 50585 / udp allawe

¥ 2023-10-04 16:11:25 5 Connection © Allaw 53 {domain) [ udp GW 10.18.19.105 48789 [ udp allawe

¥ 2023-10-04 16:11:24 5 Connection © Alow 53 (domain) [ udp GW 10.18.19.105 45203 [ udp allow n

Etape 6. (Facultatif) Ajoutez autant de filtres que nécessaire.

Flrewallhr.\?ﬁri%ﬁ?‘em Center Overview Analysis Palicies Devices Objects Integration Deploy & @ £+ @ adminv el cpcURE
—
Qs SourcelP 101819111 x 101819105 % 3  Destination Port [ ICMP Code 8910 *® | X Select... x |
(2 Showing all 106 events (4 106) & B} 2023-10-04 15:11:20 EDT = 2023-10-04 16:11:20 EDT 1Th @ Go Live
ﬁ Time Event Type Action 2:::“"0" Part/ IGHP Device Source IP ISCT‘::].Z“ ! ;:::; Rule
»  2023-10-04 16:11:01 & Connection & Allow 8910/ 1cp GwW 10.18.19.105 50786 [ tcp allow
»  2023-10-04 16:10:51 H Connection & Allow 8910/ cp Gaw 10.18.19.105 45442 [tep allow
» | 2023-10-04 16:10:11 & Connection i Allow 8910/ tcp GW 10.18.19.105 50784 [ ep allow
»  2023-10-04 16:10:01 5 Connection O Allow 8910/ 1cp GwW 10.18.19.105 A5440 [ tep allow
» | 2023-10-04 16:09:21 5 Connection @ Allow 8910/ 1cp Gw 10.18.19.106 50782 [ tcp allow
»  2023-10-04 16:09:11 5 Connection © Allow 8910/ t1cp Gw 10.18.19.105 45438 [ 1cp allow
»  2023-10-04 16:08:31 4 Connection @ Allow 8910/ 1cp GW 10.18.19.105 50780 [ tcp allow
» 2023-10-04 16:08:21 6 Connection © Alow 8910/ tcp GW 10.18.19.105 45436 [ top allow
¥ 2023-10-04 16:07:41 G Connection © Allorw 8910/ tcp GW 10.18.19.105 50778 [tep allow
¥ 2023-10-04 16:07:31 6 Connection © Allow 8910/ cp GwW 10.18.19.105 45434 [tep allow
»  2023-10-04 16:06:51 5 Connection © Allow 8910/ 1cp GwW 10.18.19.105 50776 [ tep allow
»  2023-10-04 16:06:41 5 Connection @ Allow 8910/ tcp Gw 10.18.19.105 45432 [ 1cp allow
» 2023-10-04 16:06:01 4 Connection @ Allow 8910/ 1cp GW 10.18.19.105 50774 [ tcp allow
> 2023-10-04 16:0%:51 5 Connection © Mlow 8910/ tep GW 10.18.19.105 45430 [ top allow
* 2023-10-04 16:05:11 & Connection @ Allciw 8910/ tcp GwW 10.18,19.105 50772 fep allow
»  2023-10-04 16:05:01 £ Connection © Allow 8910/ 1cp GW, 10.18.19.105 45428 [tcp allow
¥  2023-10-04 16:04:21 G Connection © Allow 8910/ tcp GW 10.18.19.105 50770 [ ep allow

»  2023-10-04 16:04:11 & Connection © Allow 8910/ 1cp Gw 10.18.19.105 45426 [ tcp allow _



Conseil : Vous pouvez utiliser des opérateurs ( >,<, !, etc.) lors de I'écriture des valeurs.

Enregistrer la recherche

Il est possible d'enregistrer les recherches afin de pouvoir réutiliser les filtres que vous avez créés.

Etape 1. Cliquez sur l'icone de la loupe.

Firewall Management Center

Damnmlenl’orﬁlcwcws a810 *x X Source P 10.18.19.111 % 1LIBIRI05 % X Select

Saved searches

<+ Save search

> 2023-10-05 13:52:14

> 2023-10-05 13:52:04

Etape 2. Cliquez sur Save Search.

Firewall Management Center

Destination Port [ IGMP Code 8910

Saved searches

Source P 10.18.19.111 x 101819105 % X Select

-+ Save search

¥ 2023-10-05 135214

> 2023-10-05 13:52:04

Etape 3. (Facultatif) Modifiez le nom de la recherche.

Deploy @ @ #£ @ adminv Ul secups
x Refrash
‘ 2023=10-05 12:58:42 EOT — 2023-10-05 13:58:42 EOT 1h Go Live

Access

Control Rule

Deploy @ € # @ adminv Wl secug
e Refresh
u 2023-10-05 12:58:42 EDT — 2023-10-05 13:58:42 EOT 1h Go Live

Access

Control Rule




Firewall Management Center .
i B g. " Cverview Analysis Policies Devices Objects Integration Deploy @ £+ @ adminv vl cpcupe
r—
[*R} SourcelP 101819011 100819105 x X Destination Port | ICMP Code 8910 ®x | X Select... x | Refresh
.
= 2023-10-04 15:11:29 EDT — 2023-10-04 16:11:29 EOT 1h Go Live
Saved searches E Saved search / - - o
i = Saurce Port [ Access
A pic @ 3
- L W] | pevice Source B ICMP Type Gontrol Rule

1 Filter Condition

Action = Wllew

havedsearc'ﬂ J]I
I T

Fenétre de temps

Il est plus facile de restreindre les événements pertinents, en fonction d'une heure spécifique, en
modifiant la fenétre de temps.

Etape 1. Pour modifier le cadre des événements de la fenétre, cliquez sur la plage de dates.

F_I rewall Management Center Crarview Analysis Policies Devices Objects Integration Deplay QO @ $F @ adminw el
—
x I Refrash
ving 10,000 events (5 10,000) of tens of thousands  + l WS 2023-10-04 15:11:20 EDT — 2023-10-04 16:11:29 EDT 1h I Go Live

M Time Event Type Action :]c:‘P"c:;:! Portl | oavica Source IP f';"_:::_:ur:_" ! ::i:l e l
H -10-04 16:11:29 5 Connection © Allow 53 (domain) W 10.18.19.111 55046 [ udp allow

H 10-04 16:117;2¢ 4% Connection @ Alloy 53 (domain) GW 10,18.19.1 44563 | udp allow

» 10-04 16;11:29 443 (ht GwW 10.18.19.1 53436 | tcp allow

2023-10-04 16:11:29 443 (ht 10.18.19.166 53437 [ top allow

» | 2023=10=04 16:11:28 clion Ao 53 (domain) fut 10.18.19.105 57541 / udp al

¥ 2023-10=-04 16:11:28 ion © Allow 53 (domain) fud;  GW 10.18.19.105 42318 [ udp allo

¥ 2023-10-04 16:11:28 wection & Allow 53 (domain) fud:  GW 10.18.19.110 38758 | udp allc

¥ 2023-10-04 16:11:28 waction @ Allow 53 (domain) fud;  GW 10.18.19.110 53922 [ udp alla

»  2023-10-04 16:11:28 5 Connection © Allenw 53 (domain) [ ud WV 10.18.19.106 52776 [ udp allo

»  2023-10-04 16:11:28 5 Connection o Allow 53 (domain) fud: GV 10.18.19.32 38366 / udp allo

» 0-04 16:11:28 5 Connection 53 (domain) / 10.18.19.111 47616 [ udp allo

» 10-04 16:11:28 5 Connection 53 (domain) / 10.18.19.41 54037 [ udp allo

> 10-04 16:11:28 5 Connect 53 (domain) 10.18.19. 60602 [ udp

¥ 10-04 16:11:28 4 Conn 53 (domain) 10.18.19 59309 / u allow

H -04 16:11:28 4 Conr @ Allow 53 (domain) 10.18.19.111 39941 / udp allo

H 16:11:28 5 Conn © Allow 443 (hitp: 10.18.1¢ 34810 | tcp allow

H 16:11:28 5 Connection & Allow 53 (domain) 10.18.1¢ 52564 [ udp allow

3 16:11:27 5 Connection & Al 532 (domain) fud: GW 10.18,19.110 50552 [ udp

Etape 2. Sélectionnez la plage de temps dans la fenétre contextuelle.



Firewall Management Center

Overview Analysis Policies Devices Objects Integration Deploy O, @ & @ adminv Uil SECURE

Qr Select... X || Refresh

") Showing 167 events (45 167) of tens of thouss g 2023-10-04 15:11:20 EDT = 2023-10-04 16:11:20 EDT 1h Go Live

Destination Port [ ICMP

M Time Evont Type #Ellen Code vades Sliding Time Range
4 1811 £ Connect 53 {darmain) / | 1 ) i
» 16:11:29 3 Connection @ Allow 53 (dornain) / GW Q. Start time End time Mow
¥ 4 16:11:29 @ Allow 53 (dornain) [ udp GW 10 2023-10-04 188 (| 118 |2 ] 298 2023-10-04 1650 || 118 || 285
» 4 16:11:29 © Allow 443 (https) [ ep GwW 10 .
Select last: 5 minutes, 1 hour, 6 hours, 1 day, 2 weeks, 1 month
» 4 16:11:29 @ Allow 443 (https) GwW 0
F 16:11:28 & Allow 53 (domain) [ udp GW 10 .
< October 2023 ‘ October 2023 4

> 04 16:11:28 © Allow 53 (domain) / udp GW 10,

> 4 16:11:28 5 Connection © Allow 53 (domain) / udp GW 10. Sy Mo Tu We Th Fr Sa Su Mo Tu We Th Fr Sa

> 4 16:11:28 4 Connection © Allow 53 (domain) / udp GW 10 1 2 a n 5

> 2023-10-04 16:11:28 G Connection @ Allow 53 (dormain) / udp GwW 10

»  2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) / udp GW 10

¥ 2023-10-04 16:11:28 & Connection © Allow 53 (doman) / udp GW 10

¥ 2023-10-0416:117:28 5 Connection o Allow 53 (domaan) [ udp e 10

> 2023-10-04 16:11:28 5 Connection @ Allow 53 (dornain) [ udp GW 10

»  2023- 16:11:28 5 Connection @ Allow 53 (d N udy GW 4]

> 2023-10 16:11:28 % Connection S Allowy 53 (domain) / udp GW 10, 1h selected
¥ 2023-10-04 16:11:28 & Connection @ Allow 443 (https) [ top e 10.4 _
»  2023-10-04 16:11:28 © Allow 53 n) [/ GwW 10.18.19.156 52564 [ udp

»  2023-10-04 16:11:27 @ Allow 53 (dormain) / udp

GW 10.18.19.110 50552 [ udp allowe n

Etape 3. (Facultatif) Utilisez la plage de temps glissante pour afficher les événements d’une heure
spécifique a votre heure actuelle.

T

Fixed Time Range

Show the last

Salect last: B howrs, 1 day, 2 wieks, 1 month

18.19.110

18.19.110

Etape 4. Cliquez sur Apply pour filtrer les événements sur la plage de temps configurée.



] FITIEWEI" Manag??lent Center Overview Analysis Policies Devices Objects Integration Deploy Q, @ It @ adminv  dul cecURE
—
Q- Select.. X [ Refresh ]
() Showing 8,317 events (5 8,317) of tens of thousands  + I 2023-10-04 15:11:20 EDT — 2023-10-04 16:11:28 EDT 1h @ Go Live
~
W Time Event Type Action zs;‘;"““”" Port[IGMP | ovice 9 (“rired Time Range
> Z023-10-04 16:11:29 G Connection © Allow 53 (domain) { udp GW 0. Show the last
> 2023-10-04 16:11:29 4 Connection © Allow 53 (domain) | udp GwW 0| |6 hours
¥ 2023-10-04 16:11:29 4 Connection @ Allow 443 (https) [ tep GW .
Select last: 5 minutes, 1 hour, B hours, 1 day, 2 weeks, 1 manth
*  2023-10-04 16:11:29 G Connection 2 Allc 443 (https) / tep GW
> 2023-10-04 16:11:28 & Connaction D Allow 53 (domain) [ udp GW I.'Z.:
»  2023-10-04 16:11:28 5 Connection 53 (domain) | udp GW ._ -
»  2023-10-04 16:11:28 4 Connection 53 (domain) | udp GW 18.19.110 3B758 [ wdp allow
»  2023-10-04 16:11:28 4 Connection O Allow 53 (domain) / udp GwW 10.18.19.110 53922 f uwdp allow
»  2023-10-04 16:11:28 & Connection & Allow 53 {domain) { udp GW 10.18.19.105 52776 [ udp allow
> 2023-10-04 16:11:28 G Connection 53 (domain) [ udp GW 10.18.19.32 39366 [ udp allow
¥ 2023-10-04 16:11:28 % Connection 53 (domain) [ udp Gw 18.19.111 A7616 [ udp allow
»  2023-10-04 16:11:28 4 Connection © Allow 53 {domain) | udp Gw 18.19.41 54037 [ wdp allow
»  2023-10-04 16:11:28 4 Connection © Allow 53 (domain) | udp GwW 18.19.230 60602 [ allow
»  2023-10-04 16:11:28 4 Connection o Al 53 (domain) | udp GW 10.18.19.230 59309 f wdp allow
»  2023-10-04 16:11:28 4 Connection S Allow 53 (domain) [ udp GW 10.18.19.111 39941 [ wdp allow

Aller en direct

Vous pouvez activer la fonctionnalité Go Live pour afficher les événements en temps réel. Les
événements apparaissent au fur et a mesure qu'ils sont générés.

Pour l'activer, cliquez sur Go Live.

flr_e_wa” ﬁ?anagemem Center COverview Analysis Paolicies Devices Objects Integration Deploy Q, @ £t @ adminv SECURE
—
Qr Select... % || Refresh |
@ Showing 10,000 events (G 10,000) of tens of thousands  + WS 2023-10-04 15:11:29 EDT — 2023-10-04 16:11:29 EDT 1h
M Time Event Type Action :Jc“l:‘:::"::;' Porth | oavica Source IP i?::::::" ! ::f::l .
¥ 2023-10-0416:11:29 5 Connection © Allow 53 (domain) fud;  GW 10.18.19.111 55046 / udp allow
¥ 2023-10-04 16:11:28 ¢ 4 Connection O Allow 53 (domain) fud;  GW 10.18.19.105 44563 / udp allow
¥ 2023-10-04 16:11:29 % Connection @ Allow 443 (https) / tep  GW 10.18.19.166 53436 / top allow
2 2023-10-04 16:11:29 4 Connection @ Allow 443 (https) ftocp GW 10.18,19.166 53437 | top allow
¥ 2023-10=04 16:11:28 4 Connection © Allow 53 (domain) GwW 10.18.19.105 57541 [ udp allgw
» | 2023=10-04 16:11:28 4 Connection © Allow 53 (domain) fud:  GW 10.18.19.105 42318 [ udp allow
» | 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) GwW 10.18.19.110 38758 / udp allaw

> 2023-10-04 16:11:28 4 Connection © Allow 53 (domain) fud;  GW 10.18.19.110 53922 [ udp

¥ 2023-10-04 18:11:28 4 Connection Q Allow 53 (domain) fud; GW 10.18.19.108 52776 | udp allow
»  2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) fud; GW 10.18.19.32 38366 / udp allow
¥  2023-10-04 16:17:28 5 Connection © Allow 53 (domain) fud:  GW 10.18.19.111 47616 [ udp allow
¥ 2023-10-04 16:11:28 45 Connection o Allow 53 (domain) fud; GW 10.18.19.41 54037 [ udp allow
»  2023-10-0416:111:28 & Connection S Allow 53 (domain) fud;  GW 10.18.19.230 60602 [ udp allow
»  2023-10-04 16:11:28 4 Connection o Allow 53 (domain) fud; GW 10.18.19.230 59309 [ udp allow
¥ 2023-10-0416:11:28 5 Connection © Allow 53 (domain) fud; GW 10.18.19.111 39941 / udp allow
¥ 2023-10-04 16:11:28 ‘5 Connection © Allow 443 (https) f tcp . GW 10.18.19.230 34810 / t1cp allow
¥ 2023-10-04 16:11:28 & Connection © Allow 53 (domain) fud;  GW 10.18.19.156 52564 [ udp allow
» | 2023-10-04 16:11:27 5 Ci

onnection @ Allow 53 (domain) fud; GW 10,18,19.110 505852 [ udp allgw _m_

Une fois activé, il affiche le mot Live.

¥% 2023-10-05 21:55:25 EDT — 2023-10-05 21:56:04 EDT 39s @ Live



A

Mise en garde : Lorsque Live est active, il n'est pas possible de modifier la fenétre de
temps. Afin de modifier la fenétre de temps, désactivez d'abord I'option Live en cliquant a
nouveau dessus.

Télécharger les événements comme Valeurs séparées par des
virgules (CSV)

Etape 1. Cliquez sur l'icone de téléchargement pour générer un fichier contenant les événements
actuellement affichés sur la page.

C»  Destination Port [ ICMP Code 8910 w ¥ | SourcelP 10.1819.111 3 101879105 % X  Select S
@ wing all 144 events (S5 144 rl'l 2023-10-05 12:58:42 EOT — 2023-10-05 13:58:42 EOT 1h Go Live

P Destination Port [ ICMP

M Time Event Type Action i . ' ! Source IP Device Bimand & i

» 5 13:58:04 4 Connectior Allow 8910 / 1ef

] 5 13:57:54 4 Connectior Aliow 8910 / 1of

» 5135714 4 Connectior Allcy 8910 / 1oy

> 5 13:57:04 4 Connectior Alicw 8910 / 1oy

» 5 13:56:24 4 Connectior Aoy 8910 / tof

» 5 13:56:14 S G ticr Allcwy 8910 / 1o

> 5 13:55:34 4 Cor r Allow 8910 / 1y

» 5 13:55:24 b3 e Clion Allow 8910 / 1y

» 5 13:54:44 4 Connectior Allew 8910 / tey

» 5 13:54:34 S Connectior Allcwy B0 / tcf

* 5 13:53:54 4 Connection Allow 8910 / 1oy

» 5 13:53:44 G Connectior Allowy 8910 / tof

» 5 13:53:04 -1 nnection Al 8910 / tof

» 5 13:52:54 4 Cor ticr Allcwy 8910 / 1oy

> 5 13:52:14 3 nrEction Allcwy 8910 /1

> 20231 5 13:52:04 45 Connectior Allow 8910 / 1o

Etape 2. Sélectionnez le dossier de téléchargement, nommez-le et cliquez sur Enregistrer.
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Etape 3 : vérification du fichier CSV

Time Event Type Action Destination Port/ICMP Code Device Source IP Source Port / ICMP Type Access Control Rule
2023-10-05 15:21:29 | Connection Allow 53 (domain) / udp GW 10.18.19.105 37412/ udp allow
2023-10-05 15:21:29 | Connection Allow 53 (domain) / udp GW 10.18.19.105 54766/ udp allow
2023-10-05 15:21:29 | Connection Allow 53 (domain) / udp GW 10.18.19.166 54279/ udp allow
2023-10-05 15:21:29 | Connection Allow 53 (domain) / udp GW 10.18.19.105 55185/ udp allow
2023-10-05 15:21:29 | Connection Allow 53 (domain) / udp GW 10.18.19.105 46312/ udp allow
2023-10-05 15:21:29 | Connection Allow 53 (domain) / udp GwW 10.18.19.105 36785/ udp allow
2023-10-05 15:21:28 | Connection Allow 53 (domain) / udp GW 10.18.19.110 57394/ udp allow
2023-10-05 15:21:28 | Connection Allow 53 (domain) / udp GwW 10.18.19.156 57395/ udp allow
2023-10-05 15:21:28 | Connection Allow 53 (domain) / udp GwW 10.18.19.111 38278/ udp allow
2023-10-05 15:21:28 | Connection Allow 53 (domain) / udp GW 10.18.19.105 44865/ udp allow
2023-10-05 15:21:28 | Connection Allow 53 (domain) / udp GwW 10.18.19.156 58387 / udp allow
2023-10-05 15:21:28 | Connection Allow 53 (domain) / udp GW 10.18.19.110 49873/ udp allow
2023-10-05 15:21:27 | Connection Allow 53 (domain) / udp GwW 10.18.19.105 510860/ udp allow
2023-10-05 15:21:27 | Connection Allow 53 (domain) / udp GW 10.18.19.105 34103/ udp allow
2023-10-05 15:21:27 | Connection Allow 53 (domain) / udp GW 10.18.19.31 60020/ udp allow
2023-10-05 15:21:26 | Connection Allow 53 (domain) / udp GW 10.18.19.110 43410/ udp allow
2023-10-05 15:21:26 | Connection Allow 53 (domain) / udp GW 10.18.19.111 47406/ udp allow
2023-10-05 15:21:26 | Connection Allow 53 (domain) / udp GW 10.18.19.105 43359/ udp allow
2023-10-05 15:21:26 | Connection Allow 53 (domain) / udp GW 10.18.19.111 43336/ udp allow
2023-10-05 15:21:26 | Connection Allow 53 (domain) / udp GW 10.18.19.111 42658 / udp allow
2023-10-05 15:21:26 | Connection Allow 53 (domain) / udp GW 10.18.19.156 52923/ udp allow
2023-10-05 15:21:25 | Connection Allow 53 (domain) / udp GW 10.18.19.110 46485/ udp allow
2023-10-05 15:21:25 | Connection Allow 53 (domain) / udp GW 10.18.19.201 52178/ udp allow
2023-10-05 15:21:25 | Connection Allow 53 (domain) / udp GW 10.18.19.111 55864 / udp allow

Informations connexes



» Utilisation de I'Observateur d'événements unifié
» Cisco Secure Firewall - Unified Events Viewer : Conseils et astuces
» Assistance technique de Cisco et téléchargements



https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/workflows.html#Cisco_Task_in_List_GUI.dita_a834592d-be65-4897-970d-ee11e0c133c4
https://www.youtube.com/watch?v=YMIK0I-NN3Y
https://www.cisco.com/c/fr_ca/support/index.html?referring_site=bodynav

A propos de cette traduction
Cisco a traduit ce document en traduction automatisée vérifiée par une personne dans le

cadre d’un service mondial permettant a nos utilisateurs d’obtenir le contenu d’assistance
dans leur propre langue.

Il convient cependant de noter que méme la meilleure traduction automatisée ne sera pas
aussi précise que celle fournie par un traducteur professionnel.
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