Configurer les utilisateurs et les groupes pour
sécuriser l'acces via un ID supplémentaire
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Introduction

Ce document décrit comment provisionner des utilisateurs et des groupes a partir de I'ID d'entrée
vers Cisco Secure Access.

Conditions préalables

Exigences

Cisco vous recommande de prendre connaissance des rubriques suivantes :

* Accés sécurisé Cisco
* |D d'entrée

Composants utilisés



Ce document n'est pas limité a des versions de matériel et de logiciel spécifiques.

* Accés administrateur au tableau de bord Cisco Secure Access
* Accés administrateur au tableau de bord Entra ID

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. Si votre réseau
est en ligne, assurez-vous de bien comprendre 'incidence possible des commandes.

Informations générales

Cisco Secure Access prend en charge I'approvisionnement des utilisateurs et des groupes a partir
de Microsoft Entra ID (anciennement Azure Active Directory).

Cette mise en service permet a Secure Access de gérer un répertoire d'utilisateurs autorisés a :

* Inscrivez-vous au programme ZTA (Zero Trust Access).
» Se connecter a VPNaaS.
» Appliquez des politiques basées sur l'identité aux utilisateurs d'Umbrella Roaming.

S

Remarque : Ce document se concentre spécifiqguement sur 'approvisionnement des
utilisateurs et des groupes a partir de I'ID d'entrée. La configuration d'Entra ID ou d'autres
fournisseurs d'identité (IdP) pour l'inscription ZTA, I'authentification VPNaaS ou des
paramétres d'itinérance Umbrella spécifiques n'est pas traitée dans ce guide.

Configurer

Configuration de Cisco Secure Access

Afin de commencer le processus de mise en service, vous devez d'abord configurer l'intégration
du répertoire dans le tableau de bord Cisco Secure Access. Cette étape génére les informations
d'identification et les paramétres de configuration nécessaires pour établir une connexion
sécurisée avec Microsoft Entra ID.

1. Connectez-vous au tableau de bord Cisco Secure Access.


https://login.sse.cisco.com

aleafn,
cisco

Cisco Secure Access

Emall Address

3

Se connecter a CSA

2. Naviguez jusqu'a Connect > Users, Groups and Endpoint Devices.

el Sacure Access

Connect X
a Essentials
Home Network Connections
Users, Groups, and Endpoint
Devices
¥
Connect End User Connectivity

DMS Forwarders

Utilisateurs et groupes

3. Cliquez sur Gestion de la configuration.

Users, Groups, and Endpoint Devices

Provision and manage the authentication of users, groups, and endpoint devices, for 26c0ss Control pUrpases. Help 0

Users Groups and Organizational Units Endpoint Devices



Gestion de la configuration

4. Cliquez sur Intégrer le répertoire.

4 Users and Groups

Configuration Management
Select how you want 1o connect users to Secure Access. Help o7

Configurations Advanced Settings  Behaviour analytics

Directories Add users, groups and endpoint devices to Secure Access through a supported IdP. Help 3

Integrate Directory

5. Sous Méthode de provisionnement, cliquez sur Fournisseur d'identité.
¢ Nom du répertoire IdP : Intégration de I'ID.
¢ Choisir un fournisseur d'identité : Entra ID (anciennement Azure).
¢ Cliquez sur Suivant.

4 Users and Groups
Integrate Directories

To add users to Secure Access, provision users through one of Secure Access's supported methods. Help 7

Provisioning Methed

Seloct a provisionin

Methods

[@ Identity provider(ldP) @ Manual Provisioning r; Active Directory (5 Google Workspace

ties with Secure

Ideniity provider{IdP)

1P directory name

| Entra ID Integration

Choose Identity Provider

[ £ntra 10 tFormasty Azure) - ]

i

Configuration du répertoire

6. Cliquez sur Generate token. Enregistrez le jeton généré et I'URL d'approvisionnement, puis cliquez sur Done.



« Users and Groups

Entra ID Integration e Fomerty Azure)

Follow the instructions below 1o provision identities 1o this directory. Help 3

Start Provisioning

Proviskoning token

A\, For security reasons, your token will anly be displayed once.
For future reference, copy this token and keep it in a safe place

Token

Provisioning URL

Configure your kP partal

Access. Help [3

Cancel

Générer un jeton

To provision users to Secure Access, you must authenticate 1o your identity provider (I0P). Generate a token and then use

3 sava this authantication 1oken. It I requived when confiuing your IP.

7 Copy token

t and the listed provisioning URL te provision users through your IdP. Help .3

Generated On
March 17, 2026

Configurer la mise en service dans Microsoft Entra ID

Une fois que vous avez généreé vos informations d'identification dans le tableau de bord Cisco
Secure Access, vous devez configurer les parameétres d'approvisionnement dans votre locataire

Microsoft Entra ID pour activer la synchronisation des utilisateurs et des groupes.

1. Connectez-vous a Entra ID.

2. Accédez a Applications d'entreprise > Nouvelle application.


https://entra.microsoft.com/

Home

Entra agents

Favorites

Entra ID

Overview

Users

Groups

Devices

Agent ID (Preview)

@ Enterprise apps x

Microsoft Entra admin center

Nouvelle application d'entreprise

et cliquez sur Create.

Home

Enterprise applications | All applications

Microsoft Entra

Browse Microsoft Entra App Gallery

t Create your own application

The Microsoft Entra App Galkery is a catalog of thousands of apps that make it easy to deploy and configure single sign-on (350) and automated user provisioning. When deplaying
users mode securely o their apps. Browse of create your own application bere. If you are wanting to publish an appheation you hive developed into the Micrasoft Emra App Gallery

in this article.

A giseo user management

3,

5) federated 550 D Provisioning

Showing 25 of 25 results

Cisco User Management
for Secure Access
Ciszo Systems, Inc

Risk score not available

‘GCS Risk Management
25 Rise Management

Risk score not awailable

My number management

Risk score not avallable

New App

A Got feedback?

Single Sign-on : All

IST Management

' 5T Management fervices
Risk score not availabile

Facts Management

\

Risk score not available

Money Management

l Momentur Meda
Risk score not available

Enterprise applications | All applications

User Account Management : All

£ Search resources, services, and do

Home : Enterprise applications
sz Enterprise applications | All applications
Overview

] 0 Agent ID (Preview) has been mowv
O overview

# Diagnose and solve problems
View, filter, and search applications in

Manage The list of applications that are maint:
ff All applications

A Search by application name, appl

Private Metwork connectors

A% User settings

Mame T,  ObjectID

App launchers

Custom authentication extensions

Security

3. Dans la galerie d'applications Entra, recherchez Cisco User Management for Secure Access

Cisco User Management for Secure Access B

A Gat teedback?

Logo Name * (0}

Crsco User Management for Secure Access

Publisher (0} Provisioning (0
(; Cisco Systems, Inc. Automatic provisioning
Categaries : All Risk Score - All Security supponed

Single Sign-On Mode URL @

Linked Sign-on WNWCHCO.00M

Cisco's $5E solution offers cybersecurity protection which enables

IS0 Manager - admins te sutomatscally impon users and Groups to SSE, simpltying

( 53 Manager the process for user provisioning and management.
A — |

Risk sgore not availabile [

1 Fisk score for this application is unavailable.

Fusion5 HR Management

' Fusion§ Austraia
Risk score not available

Gonseall  Seawfy  (Complance:  (Legal

[ Score: N/A

Britton Management General Risk Factors

4 Britton Maragement

Risk score not avallable [

Disaster Recovery Plan & Hosting Company (& &

Founded © & Terms of Service: 0 &



4. Accédez a Utilisateurs et groupes > Ajouter un utilisateur/groupe.

2a Cisco User Management for Secure Access | Users and groups

Enterprise Application

& -I— Add user/groupf§ ¢ ? Edit ass gnment i Remove assignment :E_'__ !
A

i Overview

Deployment Plan (i) The application will appear for assigned users within My Apps. Set 'visible to us

7 Diagnose and solve problems

Assign users and groups to app-reles for your application here. To create new z
Manage

Il Propertics 2 First 200 shown, search all users & groups

Ak Owners .
Display name

4. Roles and administrators

23 Users and groups Mo application assignments found

Utilisateurs et groupes supplémentaires

5. Attribuez les utilisateurs/groupes que vous souhaitez provisionner a Cisco Secure Access et
cliquez sur Select, puis sur Assign.



Home > Enterprise applications | All applications > Cisco User Managemer UserS and groups

Add Assignment

MSFT

(© Try changing or adding filters if you don't see what you're looking

A When you assign a group to an application, only users directly in the group will have
does not cascade to nested groups.
Search

| Foar
2 results found

Users and groups
All Users Agent users Groups

2 groups selected.

Select a role

Name Type

IT-Cloud-Admins Group

v IT-Admins Group
o
@

= [e=m

Assign Users and Groups

6. Accédez a Provisioning.



Home Enterprise applications | All applications

FH Cisco User Management for Secure Access | Overview

Enterprice Application

- a .
H overview Properties
m Deployment Plan = Name ()
-~ @
& .
X Diagnose and solve problems cw [ Cisco User Management for.. [ |
— Application ID @
n
[ dde3adib-bras-afcs-gaeb-.. [ |
Il Properties obiectip ©
e O]
& Owners [2d3144-3d65-4235-9bde-~.. b |

& Roles and administrators .
Getting Started
&k Users and groups

3 single sign-on

» 1. Assign users and groups -9 2. Set up single sign on g_') 3. Provision User Accounts
C self-service Provide spe_ciﬁc users and groups access Enfable users to sign into their appl:_cation Automatically creale_anq delete user
te the applications using their Microsoft Entra credentials accounts in the application
Assi 1sers and groups Get started Get started

Provisionnement d'ID supplémentaire

7. Cliquez sur Overview, puis sur New Configuration.

Home » Enterprise applications | All applications

v Cisco User Management for Secure Access |

4 + Mew configuration > Start provisi

B, Provision on demand @ This is a new version of the provisioning

i)

Manage GEt Stﬂrted

Nouvelle configuration

8. Entrez 'URL du locataire et le jeton secret enregistrés a I'étape #6 de la configuration

d'accés sécurisé. Cliquez sur Test Configuration, puis sur Create.
Apres avoir créé votre configuration, vous accédez a la page des détails de configuration pour gérer les
parametres avancés.



Horme Enterprise apphications | All apphications » Cisco User Management for Secure Access | Overview -
@ Provisioning test connection

New provisioning configuration o User Management for Secure

a

A7 Got feedback?

(D) This is a new version of the provisioning user experience. You can peovide us feedback and Sugaestions on the new user
experience Ling the “Got feedback” button. (Eck hee 1o switch 1o the leaacy ppsrience

Create a provisioning config
cther settings later in the set

Iy complieting the setup below. You can edit attibute mappings, scoping rules, and
n mons 2

Admin credentials

Create automatic provisioning configuration for: ‘Cisco User Management for Secure Access’, & successful test connection
may be requined 10 proceed.

Tenant URL (0 *
hitps://apasse. ciscocomyidentity,/v2/scim

Secret token

Test connection

Mext steps:

Adfter creating your configuration with default parameters, you will be taken to the configuration detasls page to manage
advanced settings.

caneel

Intégration des tests

9. Accédez a Overview > Start Provisioning.

Home  Enterprise applications | All applications * Cisco User Management for Secure Access | Overview * New provisioning configuration
==s St proviskoning

(' ) Cisco User Management for Secure Access | Overview

[» stant provisicning ' Restart provisioning  [8] Delete configuration () Refresh £7 Got feedback?

(D) This is a new version of the provisiceing user experience. ¥ou can prowide 1 feedback and suggestions on the mew user experience using the "Got feedback” buttan. Click here to pwitch 10 the ey snerience

Py Provision on demand

Manage Gat started Overview Proparties

Démarrer le provisionnement

Remarque : Si le cycle d'approvisionnement initial ne permet pas d'approvisionner les
utilisateurs/groupes, cliquez sur Restart provisioning. Cette action force Entra ID a tenter a
nouveau la premiére synchronisation de vos utilisateurs et groupes.

Veérifier

Verity dans Cisco Secure Access



» Naviguez jusqu'a Connect > Users, Groups and Endpoint Devices.

el Sacure Access

— Connect X
a Essentials
Home Network Connections
Users, Groups, and Endpoint
Devices
¥
Connect End User Connectivity

DMS Forwarders

Usersand Groupsin CSA

* Cliquez sur Utilisateurs.

Users 11 Groups and Organizational Units 5 Endpoint Devices 2

Users

Manage your organization's users and their devices connections and enroliments. To add users, go to Configuration management > Integrate directories

At any time, you can disconnect or unenroll a user’s device. Help (7

_—
Q Search Entra IDX) v Directory v ] [ Risk Alert »v ] [ Trust Level v 2 results

Name Risk Alerts © User Principal Name (UPN) Auth Property Source Directory Trust Level ©
Josue - Entra ID Entra ID -

Integration
Test User - Entra ID Entra ID -

Integration

Veérifier les utilisateurs dans CSA

* Cliquez sur Groupes et unités d'organisation.



Users 1 Groups and Organizational Units 5 Endpoint Devices 2

5 Groups om (0] Organizational Units

}e

Groups and Organizational Units

Manage your organization's groups and Organizational Units. To add new groups or OUs, go to Configuration management > Integrate ¢

[ Q. Search ] [ Type v ] [ Source v ] [ Entra ID Integration() ~~ ] 2 results
Name Type Source Directory
IT-Admins @ Groups Entra ID Entra ID Integration
IT-Cloud-Admins 2 Groups Entra ID Entra ID Integration

Verify Groupsin CSA

Veérifier dans I'ID d'entrée

» Accédez a Enterprise Apps et cliquez sur Cisco User Management for Secure Access.

a
=« » 2 New provisioning configuration » Cisco User Management for Secure Acce
f Home . . . i .
=== Enterprise applications | All applications
& Entra agents mme MSFT
“ = Mew application () Rrefresh < Download
Y Favorites N Overview
i o Agent ID (Preview) has been moved to the Agent |
O overview
@ EntralD N .
#{ Diagnose and solve problems
View, filter, and search applications in your organizatic
® overview
Manage The list of applications that are maintained by your or
R users £ Al applications
. | 2 cisco user management
i Groups i Private Network connectors

1 application found

& User settings
1 Devices J Name

BH App launchers

® Cisco User Management for Secure Access
@] Custom authentication extensions
@ Enterprise apps *
_ Security

Vérifier dans Entra

B3 Agent ID (Preview)




+ Cliquez sur Provisioning.

> » » » » » Enterprise applications | All applications » Cisco User Management for Secure Access

ﬁ Home
g2 Cisco User Management for Secure Access | Overview

& Entra agents B Enterprise Application

«
% Favorites = #  overview 4 Properties
Deployment Plan

ploym I L~ Name @

9 EntralD ~ © 5
2 Diagnose and solve problems C | Cisco User Management for... [ |

@ overview Application ID @
Manage

| 7ce5ac74-6f0f-4a69-8d54-a... I |
2 users Il Properties Object D ©
AR Groups 48 Owners | 6c110422-6083-4002-90bg-... 1 |
i i, Roles and administrators .

& Devices Getting Started
&8 Users and groups

Ed  Agent ID (Preview)

d 3 single sign-on
| @ Enterprise apps * & 1. Assign users and groups -
i ) C Salf-service Provide specific users and groups access
B App registrations to the applications
I Custom security attributes Assign users and groups
es & admins

Verify in Entra ID

» Cliquez sur Overview.



«++ > > » > New provisioning configuration > Cisco User Management for Secure Access | Overview » Enterprise applications | All applications

o Cisco User Management for Secure Access | Overview

Qverview

P Provision on demand

Manage

& Connectivity

#  Provisioning

[ Attribute mapping {Preview)
A& Users and groups

B3 Expression builder

Monitor

M Provisioning logs

Audit logs

@ Insights

Troubleshoot

8 New support request

Verify Provisioning in Entra

« [ start provisioning

[l Pause provisioning ¢ Restart provisioning li] Delete configuration () Refrest

@ This is a new version of the provisioning user experience. You can provide us feedback and suggestions on the new user

Get started Overview Properties

Basic information

MName
Service principal object id
Job ID

Last cycle completed time

Current cycle status

Cisco User Management for Secure Access

3/18/2026, 10:27:27 AM

Current cycle status: Incremental sync completed

100% completed
GROUP USER
2 2

> Provisioning details

* Cliquez sur Provisioning logs.

ees 3 3 3 3 3 3 3 3 Appregistrations » Enterprise applications | All applications > Cisco User Management for Secure Access | Overview * App registrations * Enterprise applicat
= Cisco User Management for Secure Access | Provisioning logs
« L pownload ~ () Refresh 5% Manage view A7 Got feedback?
@ Overview
A, erovision on demand A Search Identity W Add filter
Manage Show dates as: Local Date range: Last 24 hours Action: All Status: All
o Connectivity
h Provisioning Date | Identity Action Source system
08 Attribute mapping (Preview) 3/18/26, 8:32:41 AM Display name IT-Admins Update Microsoft Entra ID
& Users and groups
B Expression builder 3/18/26, 8:32:41 AM Display name IT-Cloud-Admins Update Microsoft Entra ID
Menitor
g logs 3/18/26, 8:32:38 AM Disclav name IT-Admins Create Microsoft Entra ID

E Auditlogs
@ insights 3/18/26, 8:32:39 AM Display name IT-Cloud-Admins Create Microsoft Entra ID
Troubleshoot

3/18/26, 8:32:37 AM Display name Test User Create Microsoft Entra ID
2 New support request

3/18/26, 5:32:37 AM Display name Josue Create Microsoft Entra ID




Provisioning Logs

Informations connexes

Configurer les fournisseurs d'identité

Attribuer des priviléges d'accés aux utilisateurs et aux groupes a partir de Microsoft Entra ID



https://securitydocs.cisco.com/docs/csa/olh/118756.dita
https://securitydocs.cisco.com/docs/csa/olh/119465.dita

A propos de cette traduction
Cisco a traduit ce document en traduction automatisée vérifiée par une personne dans le

cadre d’un service mondial permettant a nos utilisateurs d’obtenir le contenu d’assistance
dans leur propre langue.

Il convient cependant de noter que méme la meilleure traduction automatisée ne sera pas
aussi précise que celle fournie par un traducteur professionnel.



