Déployer Secure Access Resource Connector
dans Azure
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Introduction

Ce document décrit comment déployer un connecteur de ressources étape par étape dans Azure.

Conditions préalables

Rassembler les informations requises et comprendre les

* Obtenir I'image du connecteur.
- Vous pouvez télécharger I'image une seule fois et l'utiliser pour un nombre illimité de
connecteurs dans un groupe de connecteurs.
Si vous utilisez une image précédemment téléchargée, assurez-vous qu'il s'agit de la
derniére version.
Pour plus d'informations, consultez Obtenir I'image du connecteur.
» Copiez la clé d'approvisionnement pour le groupe de connecteurs spécifique pour lequel
vous déployez des connecteurs.
Voir Clés d'approvisionnement pour les connecteurs de ressources.

Exigences

Cisco vous recommande de prendre connaissance des rubriques suivantes :

* Acceés administrateur au tableau de bord Cisco Secure Access


https://docs.sse.cisco.com/sse-user-guide/docs/obtain-connector-image
https://docs.sse.cisco.com/sse-user-guide/docs/provisioning-keys-for-resource-connectors

» Acceés au portail Azure

* Client sécurisé Cisco
* Ordinateur Windows avec ZTA inscrit

Composants utilisés

Les informations contenues dans ce document sont basées sur le test effectué dans un
environnement de travaux pratiques a I'aide des composants suivants :

Client ZTNA

» Acceés sécurisé

* Azure

* Ressource privée

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. Si votre réseau
est en ligne, assurez-vous de bien comprendre l'incidence possible des commandes.

Configurer

Configurations dans Secure Access

Connectez-vous au tableau de bord Secure Access et accédez a Connect > Network Connections >

Connector Groups

» Cliquez sur add

‘aits Secure Access ¥ @ 0 9O sskdshen vaday

MNetwork Connections

Mlarage the connections Lhat silow user traffic 1o resch private MToUTCRS ON your Network. For information sbout (hets options, tes Help [

Connector Groups | Network Tunnel Groups  FTDs

& Next steps

1 Assign Private Resources to Connector Group

1 Connector Groups | La

Conanector Group ¢ Secure Access Region Status Conmectars Resources Requests Average CRU load
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» Spécifiez le Connector Group Name €t le Region
» Cliquer Next


https://dashboard.sse.cisco.com/

i Metwork Conmections

Add a Connector Group

® Resource connectors are deployed in groups for redundancy and scalability. Add »
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Acceés seécurisé - Configuration des groupes de connecteurs

» Choisissez Microsoft Azure et utilisez la scaling Calculator pour déterminer les ressources

@

nécessaires

“ Metwork Comnections
Add a Connector Group
RESCANTE COMMBCIONS 320 ephiyd in greups for redunclancy and seaiabdity, Add &

EORMESIDT QOUR 1O CONRGST USENS [ Private MECLYCDS in B singlo dath conter, branch, o
Security Zone. You will 8dd the group first, then add connectars o the group. Help

Exgarionce

Inights

Connect

Rasources

Moraze

investigate

dy

Workfiows

1 Connbelor ginsip EONnSCLArS:

Aure-RC, LIS (FaziSc Nortfwes!

fou wil depioy connector instances for this group using a resource connector image

provided by Glsco. Ghoose a deplay
page, then foow the steps on he next page. Help ©
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Acces sécurisé - Examen de la configuration du connecteur de ressources

+ Utilisez I'option DNs servers pour résoudre des domaines spécifiques via des serveurs DNS
dédiés. Il s'agit d'une pratique recommandée pour les entreprises possédant plusieurs

domaines internes.
Cliquer save




+ Network Connpetions

Add a Connector Group

DNS Servers

1 Connector group
Aaure-RE, US (Facis

If FHS0UTCEHS SIS0CINTIY WIth UhS CORMBLIEY GFOUR Ml FaBohA by JiMarent DNS Sarvers,

] cifly thad s DNS Berves:
’ 2 Conneciens spaeily thasi DNS seivwess

© orssevens B -

f you d rat specify DNS servers ere, destination domains are rescived using the default
DMS server configured during connector deployment

(] Domains DNS Servers

Domains and DNS Servers Manage DNS Servers O

[ Cancel Back

Acces seécurisé - Configuration du connecteur de ressources

« A ce stade, assurez-vous que vous copiez le Provisioning Key. Vous en aurez besoin
ultérieurement dans Azure lors du déploiement de Resource Connector pour activer
I'inscription aupres de votre locataire d'accés sécurisé.

Secure Access

Network Connections

Manage the connections that allow user traffic to reach private resources on your network. For information about these options, see Help 7

s
Connector Groups Network Tunnel Groups FTDs
Heme —_—
P
1 2% Nextsteps
Exporsence
sights Resource connectors deployed in a connector group will connect user traffic to all private
resources assigned to the one or more connector groups is configured, take
“ the following staps to deploy connactors in the connectar groups and assign privata
L resources to groups. Help o7
Connmct
- o Deploy your Connectors
==
Resources

Create conneclors using the image provided by Cisco,

[ =8 Connector Image for Microsoft Azure 7 ]

Secure
= Each connector in a group must be able 1o conmect 1o all of the resources assigned to the
-] group.
= All connectors in a group must use the same deployment environment, for example AWS ar
Moniter VMware.
= Deploy at least two Connectons in each connector group for redundancy during connector
Q upgrades.
Iestigate « Animage can be used for any CO““E‘HOY.QYWD lf‘lal uses the same en\-lronrnent.l
L + When you create each connector, you will assoclate it with a connector group using the
CONNECIOr group's provisioning key from the table below.
e Connector Group Environment Provisioning Key
Acmin
Azure-RC Microsoft Azure sssssmsnns Copy * Regenarate Key expires on Feb 3, 2026 12:00 AMUTC
Warkflows

2 Confirm Connectors

3 Assign Private Resources to Connector Group

Acces sécurisé - Configuration du connecteur de ressources
Configurations dans Azure

Accédez au portail Azure, puis a Microsoft Azure Marketplace et recherchez I'image Cisco Secure


https://portal.azure.com/

Access Resource Connector :

e e

Home
Marketplace
Gat Started

4 Cisco Secure Access Resource Connector Publisher name : All > Product Type : Al 3 Publisher Type : All Operating System : Al 3 Pricing : All <
Service Providers

Agure benefit eligibl o] Az

Search with A1 (] Azure benefit efigible only [ Azure services anly
Management +, New! Get Al-generated suggestions for ‘cisco secure access resource connector’ |m X

Private Marketplace

Private Offer Maragement

Shawing 1 to 1 of 1 results fior 'Cisco Secure Access Resource Connector’. Clear search

B
My Marketplace
Ciseo Secure Access
Favorites
Resource Connector
My solutions Ciseo Systems, Inc
Recontly croated Wirtual Machine
Chseo Saure Acoess resourTe
Private plans. connecions securely forward
authorized remote user traffic o
. FEIOUPCES O YOUT MEtwark wiing
Categories Software plan starts at less than
$0.001/3 years
Infrastrisctune Services (1)
Ly
Security {1} ey
Previous Page 1 W aof 1 Next

Acces sécurisé - Création du connecteur de ressources sur Azure

» Sélectionnez le subscription appropri€, puis Plan cliquez sur Create

* Marketplace

Home

Cisco Secure Access Resource Connector #

Cisco Systems, Inc.

Cisco Secure Access Resource Connector < s favories

€I5C0
Cisco Systerns, Inc. | Virtwal Machine
B Azure benefit eligible
Subseription Plan
& . o Cisco Secure Access Resource Conne... | Start with a pre-set configuration ]
‘Want to deploy programmatically? Get started
Overview  Plans + Pricing Usage Information + Support Ratings + Reviews
Cisco Secure Accoss protects your internal/private resources, user devices, and corporate reputation from malicious and unwelcome activity, saf ding both inbound and

internet-bound traffic using a suite of access and security controls,
Zero Trust Network Access to private/finternal resources
To protect your private internal respurces, Secure Access offers secure, granular Zero Trust Network Acoess to those resources.

forward traffi

Iy to private internal resources

Resource connectors ane virtual machines deployed in your Azure environment that forward remote user traffic to your applications without requiring open inbound ports in
your firewall, Resource connectors simplify setting up Zero Trust Access without any need for camplex netwark configurations.

More information

For more information about Cisco Secure Access, see hitps.//fwww.cisco. ‘en/ products/security access/index himl,

For more information about Secure Access options for connecting user traffic te private resources, see hitpscisoo. o
documentation

re-aceess ik ction-methods-

To deploy this resource connector image, see hitpsyfaww.Cisco.com/go,/secure -a00ess- resoUrce-connectors -azure- decumentation

More products from Cisco Systems, Ing, See All



Acces sécurisé - Création du connecteur de ressources sur Azure

+ Vérifiez la configuration de piskset de la clé publique Networking SSH

T —m

Home * Marketplace * Cisco Secure Access Resource Connector

Create a virtual machine = M  Help me create a v aptimized for high availability  Help me choose the right VM size for my workload  Help me create a low cost VM

Basies  Disks  Metworking  Management  Monitoring  Advanced  Tags  Review + create

Create a virtual machine that runs Linux or Windows. Select an image from Azure marketplace or use your own customized
image. Complete the Basics tab then Review + create to provision a virtual machine with default parameters or review each tab
for full customization. Learn more o

Project details

Select the subscription to manage deployed resources and costs. Use resource groups |ike folders to organize and manage all
YOUF FESOUICEs.

Subscription * (O cx-tac-sept-20-azure (cxsecurity) v
Resource group* (0 {Mew) Jai-Azure-RG £
Create new

Instance details

Wirtual machine name * (0 l Azure-RC ../J

Region* © [ s west us |
Deploy te an Azure Extended Zone

Availability options (0 Mo infrastructure redundancy required e

Security type (O Trusted launch virtual machines b
Configure security features

Image * () &% Crsco Secure Access Resource Conneclor - k64 Gen2 e
See allimages | Co

VM generation

WM architecture (0 Armb4
wh4

O #emsd is ot supported with the selected image.

Run with Azure Spot discount (0 D
Size * (O Standard_Fds_v2 - 4 vepus, B GiB memary (§119.14) A
See all sizes

Enable Hibernation (0
O Hibernate does not cumently suppornt Trusted launch and Confidential virual
r e b :




Microsoft Azure B Search resources, services, and docs (G+/) I T Copilot -

Home » Cisco Secure Access Resource Connector

Create a \\‘"“tual machine - '.b Help me create a low cost VM Help ma create a WM optimized for high availability Help ma choose the right VM size for my workload
Run with Azure Spot discount (0 LJ
Size * (0 Standard_F4s_v2 - 4 vcpus, & Gik memaory ($119.14) d
See all sizes

Enable Hibernation ()

“ Hibernate does not currently support Trusted launch and Confidential virtual
rachines for Linux images. Learn more

Administrator account

(®) SSH public key
O password

Authentication type (0

o Azure now automatically generates an 55H key pair for you and allows you to
store it for future use. It is a fast, simple, and secure way to connect te your

virtual rmachine.
Username * (0 azureuser
S5H public key source Generate new key pair S
$5H Key Type (®) RSA SSH Farmat

(O ed25519 SSH Format

0 Ed25519 provides a fioed security level of no more than 128 bits for 256-bit key,
while RSA could offer better security with keys longer than 3072 bits,

Key pair name * Azure-RC_key ~

Inbound port rules

Select which virtual machine network ports are accessible from the public internet. You can specify more limited or granular
network access on the Networking tab.,

—
Public inbound ports * (0 |®) None
() Mllow selected ports

Select inbound ports Salect one or mo

O A traffic from the internet will be blocked by default. You will be able to
«change inbound pert rules in the WM > Networking page.

A

Mise en garde : Ne perdez pas la clé SSH privée ; sinon, vous ne pouvez pas accéder a
l'interface de ligne de commande RC et devez la redéployer pour le dépannage.



Microsoft Azure O Search resources, services, and docs (G+./)

I v -

Home * Marketplace * Cisco Secure Access Resource Connector

Create a virtual machine - b  Helpme choose the right VM size for my workisad | Help me create a VM optimized for high availability

Basics  Disks  Metworking  Management  Monitoring  Advanced  Tags  Review + create

Azure VMs have ane operating system disk and a temparary disk for short-term storage. You can attach additional data disks,
The size of the VM determines the type of storage you can wse and the number of data disks allowed. Learn mere o

@ There is a charge for the underlying storage resaurces consumed by your virtual machine. Leam mane

VM disk encryption

Azure disk storage encryption automatically encrypts your data stored on Azure managed disks (05 and data disks) at rest by
default when persisting it to the cloud.

Encrypticn at host &

@ Encryption at host is not registered for the selected subscription. Leam mare ©

05 disk

5 disk size Image default (52 GiB) ~
5 disk type = Premium 550 (locally-redundant storage) W
Delete with VM n

Key management (O Platform-managed key '
Enable Ultra Disk compatibility & D

Data disks for Azure-RC

You can add and configure additional data disks for your virtual machine or attach existing disks, This WM also comes with a
temparary disk

LUN Mame Size (GiB)

Host eaching  Delete with v (0

Create and attach a new disk Attach an existing disk

~ Advanced

Help me create a low cost VA



Microsoft Azure

O Search resources, services, and docs (G+/)

Home * Marketplace * Cisco Secure Access Resource Connector

create a uinual machine < My | Holp me choose the right VM size for my workload  Help me create a VM optimized for high availability  Help me create a low cost VM

Basics  Disks  MNetworking Management  Monitoring  Advanced  Tags  Review + create

Define network connectivity for your virteal machine by configuring network interface card (MIC) settings. You can control ports,
mbound and outbound connectivity with securty group rules, or place behind an existing load balanging solution,

Learn more

Network interface

When creating a virtual machine, a network interface will be created for you.

Virtual network (0 (Mew) wnet-westus (Jai-Azure-RG) i
Edit virtual network

Subnet = (0 (Mew) snet-westus-1 A
Edit subnet 1722800 - 172.28.0.255 (256 addresses)

Publicip O {new) Azure-RC-ip f
Create new

0 Public IP addresses have a nominal charge. Estimate price ©F

NIC network security group (0 O none
(®) Basic
() advanced

Public inbound ports * (0 (®) none

O Allow selected ports

Select inbound ports Select one or ports

ﬂ All traffsc from the internet will be blocked by default. You will be able 1o
change int=ound port rules in the VM > Networking page.

Delete public I and NIC when VM is ﬂ
deteted (O

Enable accelerated networking ()
The selected image does not support accelerated networking.

Load balancing

You can place this virtual machine in the backend pool of an existing Azure load balancing solution. Leam mare o

Load balancing options (&) (®) mone

| = Previous || Mext : Management » |

Acces sécurisé - Création du connecteur de ressources sur Azure

» Collez la copie ProvisioningKey de Cisco Secure Access dans leuser daachamp

KEY =XXXXXXXXXXXXXXXXXXXXX



Microsoft Azure A2 Search resources, services, and docs (G+/)

Home > Marketplace » Cisco Secure Access Resource Connector

Create a virtual machine ~ MB  Help me choose the right VM size for my workload | Help me create a VM optimized for high availability | Help me create a low cost VM

Select a VM application to install

Custom data

Pass a script, configuration file, or other data into the virtual machine while it is being provisioned. The data will be saved on
the VM in a known location, Learn more about custom data for VMs &

Custom data

6 Your image must have a code to support consumption of custom data. If your
image supports cloud-init, custom-data will be processed by eloud-init.
User data

Pass a seript, configuration file, or other data that will be accessible to your applications throughout the lifetime of the virtual
machine, Don't use user data for storing your secrets or passwords, Learn more about user data for VMs o

Enable user data u

User data * KEY = "0000a00000000000000000

Performance (NVMe)

Enable capabilities to enhance the performance of your resources.

Higher remote disk storage performance

with NviMe (O 0 The selected image and size are not supported for NVMe.
: :

rnoned VM imaoes and sizes o
Host

Azure Dedicated Hosts allew you to provision and manage a physical server within eur data centers that are dedicated to your
Azure subscriptian, A dedicated host gives you assurance that only WMs frem your subscription are on the host, flexibility to

| < Previous ” Next : Tags » ] Review + create

Acceés sécurisé - Création du connecteur de ressources sur Azure

 Veérifiez et cliquez surcreateafin de poursuivre la création de votre Resource Connector



Microsoft Azure £ Search resources, services, and docs (G+/) I T Copilot -

Home > Marketplace > Cisco Secure Access Resource Connector

Crea‘le a virtual machine & Halp ma creata a VM optimized for high availability Help me choosa tha right VM size for my workload Help me create a low cost VM

@ validation passed

SULSLIRLUGN AR SIEN SV A LURE (LB LRTILY)
Resounce group [new) Jai-Azure-RG

Virtual machine name Azure-RC

Region West Us

Availability options Mo infrastructure redundancy required
Zone options Self-selected zone

Security type Trusted launch virtual machines
Enable secure boot Yes

Enable vTPM Yes

Integrity monitering Mo

Image Cisco Secure Access Resource Connector - Gen2
Wi architecture %64

Size Standard F4s v2 (4 vepus, B GiB memory)
Enable Hibernation MNe

Authentication type 55H public key

Username azureuser

55H Key format Ed25519

Key pair name Azure-RC_key

Public inbound parts Nane

Azure Spot No

Disks

05 disk size Irnage default

O disk type Premium 550 LRS

Use managed disks Yes

Delete OS disk with VM Enabled

Ephemeral 06 disk No

MNetwaorking

Virtual network vnet-westus

Subnet snet-westus-1

Public IP [new) Azure-RC-ip

Amalnmntnd mat sl i

Accés sécurisé - Création du connecteur de ressources sur Azure

* Une fois que vous avez cliqué sur create, une option de téléchargement de la clé privée
apparait. Cliquez sur bownload private key and create resource



Microsoft Azure

Hoeme » Marketplace » Cisco Secure Access Resource Connector »

Create a virtual machine -~ #  Help mecroate a VM optimized for high availability | Hedp me choose the right VM size for my workioad | Help me creata a low cost VM

Generate new key pair

@ An 55H kay pair contains both a public key and a
private key. Azure doesn't store the private key.
Ater the SSH kéy resource is ereated, you won't be
able to dewnlaad the private key sgain. Learn mone

Download private key and ereate resource

Return to create a virtual machine

Acceés sécurisé - Création du connecteur de ressources sur Azure

A

Mise en garde : Ne perdez pas la clé SSH privée ; sinon, vous ne pouvez pas accéder a
l'interface de ligne de commande RC et devez la redéployer pour le dépannage.

+ Apres cela, vous pouvez voir la progression de votreResource Connector

Home *

aCreata‘a'm-cisoo.ciscn-resowea-nonnsctor-cisco-sec-2026m19144612|Overview 2 -

Deployment

P search LI [0 elete @ Concel (T Redepley & Download () Redresh

£ Dverdew L

Py— =« Deployment is in progress

- s, DEDIOYTREAT NaME CroateVm (S0 CHO0-TETOEICe-CONNCION Ciseo..,  S1ar time: 171972026, 3:08:05 FM

= Outpits " Subscription: cr-tac-sspi-20-azure (coecurity} Conrelition ID: mms:ﬁmmmms'
Resource group: Jai-Azure-AG

& Template
~ Deployment details

Resournce Type Status Cperation details
@ Aure-RC Microsoft. Compute/virtualhachines Created Operation details
@  arure-ncT08 Mieresoft Network/networkinterisces oK Operaton ditils
[ rh-intert, - 15 Migrosodt oK Operation details
@  Azure-RCAp Migresoft Network/pullicipaddnesses oK Operation detsils
@  Aure-RC-rsg i s =14 Operation detals

Acces sécurisé - Déploiement du connecteur de ressources sur Azure



» Accédez ensuite a Secure Access Dashboard afin de confirmer la connexion et le
déploiement réussi Resource Connector dans votre locataire Secure Access

* Cliquez sur Connect > Network Connections > Connector Groups

» Sous l'option 2 Confirm Connectors, cliquez surconfirm Connectorspour mettre fin au déploiement

©) Jsikishan Yadav

o Sacure Access

Connector Groups Metwork Tunnel Groups FTDs

& & MNextsteps

roup will con

o Degploy your Connectors

&
Sl Croate connectors using the image provided by Cisco.
= =t Connector Image for Microsoft Azure
= Edzh CONMEIGR 1 & Qroup Must b b 10 connoct 12 all of 1 FISources SEsignad o thi
ou.
1 + All CONNICEANS in 8 Group must e the same deployment envircament, for example AWS of
Whware.
= Deploy a1 least two connectors in each connector group for redundancy during connector
upgrades.
a « AN IMAGE €30 D E3HA 107 BNy CONMZICT JTOUD Tha1 USOS 1P 3 BIVEGROAL
Merter + Whites you £at aach eonannetor, you will Jsociste it with B Conmeetes group using the
CONNBCION QIown’s provisioning key from the table below.
Q
Caonnector Group Errvirsnment Prowtsining Key
rges
Azune-RE Microsoft Azure  sessssssss Copy -~ Regenersie Koy cxpirns on Fab 3, 2028 12:00 AM UTC
o
Addmin o Confirm Connectors

Depioyed connectors will appear in 1his Bst when they contact Secure Acoes. Yiu must
confinm that sach connictor is enpected Belore it can anwmn tiatfic.

Connectors te confirm

L) Comnaeter ID Canmector Group Secure Accets Region Origin IP Address Annsunced time Enable Ruvedkn
1 e rprers T g o ATUR-RG U (Pagific Morthwest] . _— 27 19, 2026 §:10 PM UTS [ #] = Rvoke
LU

Acceés sécurisé - Confirmation du connecteur de ressource

Vous pouvez maintenant voir votre nouveau connecteur de ressources déployé et connecté dans
votre locataire d'accés sécurisé :

0 sssdshan Yedav

e Secure ACcess

Netwerk Connections
Manage thi conmections thal aliew user Iralfic 10 reach prvate MESOURCEs on your Aetwor. For information about these aptices, s00 Halp

.3 Conneetor Groups  Network Tunnel Groups  FTDs
4% Mext steps
-
Gannwct
-~ 1 Assign Private Resources to Connector Group
1 Connector Groups | Last 24 Hours
@5 tha
Q
e 4 Connector Groups m
Q Connector Group #  Seoure Access Reglon Status Connectons Rescurces Requests: Average CPU load
Azure-RC US (Pacific Morthwast) © Cennectea 1 [ o o
Microsoft Azure
&
FedRamp-RE US (Pacific: Morihwasi) & Connected 1 [ [ o
. Vidwary ESXI
REC-ESXI US (Pacific Morthwest) ) Connectsa 1 1% o o
Viwars ESXI —
RC-TEST US (Pacific: Meethwest) @ Cennected ] 0 ] =
Vitware ESXI -

Acces sécurisé - Connecteur de ressources


https://dashboard.sse.cisco.com/

Vérifier
Acces depuis l'interface de ligne de commande intégrée Bastion

Dans Azure, accédez a votre connecteur de ressources et cliquez sur Bastion:

* Authentication Type: Choisir SsH Private key from Local File
* Username. Vous devez utiliser acadmin
* Local File: Sélectionnez le privae key t€léchargé précédemment

Microsoft Azure

£ Search resources, services, and docs (G+/)

I T Copilot -

Home > CreateVm-cisco.cisco-resource-connector-cisco-sec-20260122113614 | Overview > Azure-RC

< Azure-RC | Bastion

Virtual machine
& Search
B Overview
B Activity log
Bn Access control (LAM)
@ Tags
. Diagnose and solve problems
<1 Resource visualizer
“ Connect
& Connect
~  Networking
& Metwork settings
<» Load balancing

o) Application security
qroups

E Metwork manager
~ Settings

B Disks

Azure Bastion protects your virtual machines by secure and seamless RDP 8 SSH connectivity without the need to
expose them through public IP addresses. Deploying will automatically create a Bastion host on a subnet in your virtual
network. Leamn more o

Using Bastion: vnet-westus-bastion

Provisioning State: Succeeded

Please enter username and password to your virtual machine to connect using Bastion,

Authentication Type (0 55H Private Key from Local File o

Local File (0 “Azure-RE_key.pem”

w  Advanced

ﬂ Open in new browser tab



& O B == cdn.bastionglobal.azure.com/2C.o0 -

-3 Import bookmarks... b Quicker Backlog [ Training [ Tech Articles [ Work Links

[J Personal [ TC-EE Related [JLAB [ Secure-Access [ CSA-IFT [ Sed

em has been up and running

Acces a RC a partir du terminal MAC-OS

Ouvrez le terminal et utilisez ssh -i <chemin-fichier-clé-privée> acadmin@x.x.x.x.x afin de
connecter a votre connecteur de ressources.



mailto:acadmin@x.x.x.x.x

You have entered the Console Mode on this Resource Connector.
Type 'help' to get a list of supported commands.

Fellowing is the list of commands available

diagnostic Run a series of connectivity tests
help Provides the list of commands available
routeadd Allows (non-persistent) routes to be added with network and gateway
routedel Allows (non-persistent) added routes to be deleted with network
and gateway. This will not permit deletion of system created routes
routeshow Shows all the routes in the system
sshkey Manages SSH public keys for acadmin user (add, list, delete, clean)
stats Displays a series of statistics
tepdump Provides packet capture information on VM interface IP
techsupport Provides software version, VPN tunnel state, system monitoring
metrics, snapshot info and software logs
Shows the software version running in the WM

Description

|| Clears screen

|| Provides system time

|| Provides disk and partition usage

|| Shows memory that is free and used

|| Provides the list of commands previously executed
|| Shows cpu and disk utilization

|| Shows detailed CPU utilizatien

|| Shows all open network connections

|| Finds all DNS records for website

|| Confirms network connectivity

|| Reboots the VM

|| Traceroutes pathway using TCP

|| Traceroutes pathway using ICMP packets

|| Shows current time and how long the system has been up and running
|| Shows VM memory statistics

sl

tcptraceroute
traceroute
uptime

vmstat

Acces sécurisé : acces a la ligne de commande du connecteur de ressources
Acceés a partir de Windows - Putty

Afin d'utiliser la clé privée, vous devez convertir le ssH private key de a formart.pemen .ppk
utilisant puttygen:



B2 PuTTY Key Generator ? X
File Key Conversions Help

Key

Public key for pasting inte OpenSSH authorized_keys file:
ssh+sa

2

0

-

L . ) -

Key fingerprint: sshsa 3072 SHA256:+1St+aCpY S 8ktDRW/554XEdCe 25auuE3C/d AVAzY

Key comment: imported-openssh-key

Key passphrase: secee

Confirm passphrase: eeeeel

Actions

Generate a public/private key pair Generate
Load an existing private key file Load

Save the generated key Save public key Save private key
Parameters

Type of key to generate:

ORSsA (O DSA (O ECDSA (O EdDSA (O) SSH-1(RSA)
Number of bits in a generated key: 2048

» Enregistrez la clé privée au format .ppk
» Lancez I'application putty, accédez a ssH > Auth > Credentials et parcourez votre ssH private key dans

.ppk format



% PuTTY Configuration ? X

Keyboard Credentials to authenticate with
Publickey authentication
- Features

El Window Private key file for authentication:
Appearance C:\Users\jay\Desktop\SSH-Publickey p

Behaviour Certificate to use with the private key (optional):
Browse...

Plugin to provide authentication responses

Plugin command to run

About Help Open Cancel

» Accédez a sessonl'adresse IP du connecteur de ressources et cliquez sur Open

0

Conseil : username (nom d’utilisateur) : acadmin phrase de passe : la phrase de passe
configurée lors de la conversion de la clé privée du format .pem au format .ppk



up and runni

Dépannage

Afin d'accéder a la commande de dépannage, accédez a .

VAN

Mise en garde : Ne perdez pas la clé SSH privée ; sinon, vous ne pouvez pas accéder a
l'interface de ligne de commande RC et devez la redéployer pour le dépannage.

Informations connexes

» Assistance technique de Cisco et téléchargements
» Autres documents d'accés sécurisé



https://www.cisco.com/c/fr_ca/support/index.html?referring_site=bodynav
https://www.cisco.com/c/fr_ca/support/security/secure-access/series.html

A propos de cette traduction
Cisco a traduit ce document en traduction automatisée vérifiée par une personne dans le

cadre d’un service mondial permettant a nos utilisateurs d’obtenir le contenu d’assistance
dans leur propre langue.

Il convient cependant de noter que méme la meilleure traduction automatisée ne sera pas
aussi précise que celle fournie par un traducteur professionnel.



