Configuration de l'authentification TACACS+
pour les réseaux VPDN
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Introduction

Un réseau privé virtuel a accés commuté (VPDN) permet a un réseau privé en service de se
répartir sur des serveurs a acces distant (définis comme concentrateur L2TP Access [LAC]).
Quand un client de Protocole point a point (PPP) introduit dans un LAC, le LAC détermine qu'il
devrait expédier cette session PPP en fonction a un serveur de réseau L2TP (LNS) pour ce client,
qui alors authentifie I'utilisateur et commence la négociation PPP. Une fois que l'installation de
PPP s'est terminée, toutes les trames sont envoyées par le LAC au client et au LNS.

Cette configuration d'échantillon te permet pour utiliser I'authentification TACACS+ avec des
réseaux commutés de connexion privée virtuelle (VPDNSs). Le LAC questionne le serveur
TACACS+, détermine quel LNS pour expédier I'utilisateur, et établit le tunnel approprié.

Pour plus d'informations sur VPDNSs, référez-vous compréhension derriere VPDN.

Conditions préalables

Conditions requises

Aucune spécification déterminée n'est requise pour ce document.

Composants utilisés



//www.cisco.com/en/US/tech/tk801/tk703/technologies_tech_note09186a0080094586.shtml

Les informations contenues dans ce document sont basées sur les versions de matériel et de
logiciel suivantes :

- Cisco Secure ACS pour la version 2.x.x et ultérieures d'UNIX ou le logiciel gratuit TACACS+
- Version de logiciel 11.2 et ultérieures de Cisco IOS®
Les informations contenues dans ce document ont été créées a partir des périphériques d'un
environnement de laboratoire spécifique. Tous les périphériques utilisés dans ce document ont
démarré avec une configuration effacée (par défaut). Si votre réseau est opérationnel, assurez-
vous que vous comprenez l'effet potentiel de toute commande.

Conventions

Pour plus d'informations sur les conventions de documents, reportez-vous a Conventions relatives
aux conseils techniques Cisco.

Configurez

Cette section présente les informations requises pour configurer les caractéristiques décrites dans
ce document.

Dans cet exemple, I'utilisateur est « jsmith@hp.com » avec le mot de passe « test ». Quand

« jsmith@hp.com » introduit dans le routeur de I'lSP, le routeur de I'ISP envoie I'ID utilisateur

« hp.com » au serveur ISP TACACS+. Le serveur ISP trouve I'ID utilisateur « hp.com » et envoie
son tunnel-id (« fournisseur d'acces internet »), I'adresse IP du routeur de la passerelle
domestique (HGW) (10.31.1.50), le mot de passe de serveur d'accés a distance (NAS)

(« bonjour »), et le mot de passe de la passerelle (« la ») de nouveau au routeur de I'ISP.

Le routeur de 'SP initie un tunnel et se connecte au routeur HGW, qui en avant les mots de
passe pour I'ID utilisateur « HP-gw » (« la ») et puis I'ID utilisateur « fournisseur d'acces internet »
(« bonjour ») au serveur HGW TACACS+. Une fois que les tunnels est établis, le routeur de I'lSP
en avant au routeur HGW I'ID utilisateur ("jsmith@hp.com ") et mot de passe (« test ») de
I'utilisateur qui se connecte. Cet utilisateur est authentifié sur le serveur HGW. Dans les
configurations d'échantillon dans ce document, le nom d'héte de routeur de I'|SP est « koala » et
le nom de hoéte du routeur HGW est « thing_one ».

Remarque: Pour obtenir des informations supplémentaires sur les commandes utilisées dans ce
document, utilisez I'Outil de recherche de commande (clients enregistrés seulement).

Diagramme du réseau

Ce document utilise la configuration réseau indiquée dans le diagramme suivant.
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Configurations du serveur TACACS+

Ce document utilise les configurations du serveur affichées ici.

. Loqiciel gratuit TACACS+
. Cisco Secure ACS pour UNIX 2.x.Xx

Logiciel gratuit TACACS+

l--- This user is on the | SP TACACS+ server. !--- The profile includes the Tunnel ID ("isp"),
the IP address !--- of the Peer (10.31.1.50), !--- and the passwords used to authenticate the
tunnel. !--- The | SP uses these attibutes to establish the tunnel. user = hp.com{ service = ppp
protocol = vpdn { tunnel-id = isp ip-addresses = "10.31.1.50" nas-password = "hell 0" gw password
= "there" } } !--- The next three users are on the HGWNserver. user = isp { chap = cleartext
"hel |l 0" service = ppp protocol = ip { default attribute = permt } } user = hp-gw { chap =
cleartext "there" service = ppp protocol = ip { default attribute = permt } } user =
jsmth@p.com{ chap = cleartext "test" service = ppp protocol = ip { default attribute = permt

}l
Cisco Secure ACS pour UNIX 2.x.x

l--- This user is on the ISP server. # ./ViewProfile -p 9900 -u hp.com User Profile Infornmation
user = hp.conm{ profile_id = 83 profile_cycle = 1 service=ppp { protocol =vpdn { set tunnel-id=isp
set ip-addresses="10.31.1.50" set nas-password="hel |l 0" set gw password="there" } protocol =lcp {

} } } !--- The next three users are on the HGWserver. !--- The next two usernanmes are used to
authenticate the LAC!--- during tunnel initialization. # ./ViewProfile -p 9900 -u isp User
Profile Information user = isp{ profile_id = 84 profile_cycle = 1 password = chap "******x*"

service=ppp { protocol=ip { default attribute=permt } protocol=lcp { } } } # ./ViewProfile -p
9900 -u hp-gw User Profile Information user = hp-gw profile_id = 82 profile_cycle = 1 password
= chap "******x**" gervyjce=ppp { protocol=ip { default attribute=permt } protocol=lcp { } } } !-
-- This username is used to authenticate the end user !--- after the tunnel is established. #
IViewProfile -p 9900 -u jsmith@p.comUser Profile Information user = jsmth@p.con{ profile_id
= 85 profile_cycle = 1 password = chap "********" gervyi ce=ppp { protocol =ip { default
attribute=pernmit } protocol=lcp { } } }

Configurations de routeur

Ce document utilise les configurations indiquées ici.



- Routeur de I'ISP
- Routeur HGW

Configuration de routeur de I''SP

koal a#tshow runni ng config Building configuration..
Current configuration: ! version 11.2 no service
passwor d- encryption service udp-snall-servers service
tcp-smal |l -servers ! hostnane koala ! aaa new nobdel aaa
aut hentication ppp default tacacs+ none aaa

aut hori zation network tacacs+ none aaa accounting
network start-stop tacacs+ enable password ww ! !---
VPDN i s enabl ed. vpdn enable ! interface EthernetO ip
address 10.31.1.5 255.255.255.0 ! interface SerialO
shutdown ! interface Seriall shutdown ! interface Asyncl
i p unnunbered Ethernet0 encapsul ati on ppp async node
dedi cated no cdp enabl e ppp authentication chap ! ip
default-gateway 10.31.1.1 no ip classless ip route
0.0.0.0 0.0.0.0 10.31.1.1 ! !'--- Specify the TACACS
server information on the NAS. tacacs-server host
171.68. 120. 194 tacacs-server key cisco no tacacs-server
directed-request snnp-server conmunity public RW snnp-
server enable traps config ! line con O password ww |ine
1 16 password ww aut osel ect ppp nodem I nQut transport
input all stopbits 1 rxspeed 115200 txspeed 115200
flowcontrol hardware line aux O line vty 0 4 exec-
timeout 0 0 password w ! end

Configuration de routeur HGW

t hi ng_one#show runni ng config Building configuration...
Current configuration: ! version 11.2 no service
passwor d- encryption no service udp-snall-servers no
service tcp-small-servers ! hostnane thing _one ! aaa
new nodel aaa authentication ppp default tacacs+ none
aaa aut horization network tacacs+ none enabl e password
ww ! !--- Enable VPDN. vpdn enable !--- Specify the
renote host ("isp" on the network access server) !---
and the |local nane ("hp-gw' on the hone gateway) to use
to authenticate. !--- Also specify the virtual tenplate
to use. !--- The local nane and the renote host nane
must match !'--- the ones in the TACACS server. vpdn
incomng isp hp-gw virtual-tenplate 1 ! interface
LoopbackO shutdown ! interface EthernetO ip address
10.31.1.50 255.255.255.0 ! interface Virtual -Tenpl atel
l--- Create a virtual tenplate interface. ip unnunbered

Et hernet0 !--- Un-nunber the Virtual interface to an
avail able LAN interface. peer default ip address poo
async !--- Use the pool "async" to assign the |P address

for incom ng connections. ppp authentication chap !---
Use CHAP authentication for the incomi ng connection.
interface Serial 0 shutdown ! interface Seriall shutdown
! ip local pool async 15.15.15.15 no ip classless ip
route 0.0.0.0 0.0.0.0 10.31.1.1 ! tacacs-server host
171.68.118. 101 no tacacs-server directed-request tacacs-
server key cisco !--- Specify the TACACS+ server
information on the NAS. ! line con O exec-tinmeout 0 O
line 1 8line aux O line vty 0 4! end

Vérifiez

Aucune procédure de vérification n'est disponible pour cette configuration.



Dépannez

Cette section fournit des informations que vous pouvez utiliser pour dépanner votre configuration.

Dépannage des commandes

Remarque: Avant d'exécuter les commandes debug, référez-vous a la section Informations
importantes sur les commandes Debug.

- debug aaa authentication — Affiche des informations sur I'authentification de
I'Authentification, autorisation et comptabilité (AAA) /TACACS+.

- autorisation de debug aaa — Affiche des informations sur l'autorisation AAA/TACACS+.

- debug ppp negotiation — Paquets PPP d'affichages transmis pendant le startup de PPP, ou
des options PPP sont négociées.

- mettez au point tacacs+ — Affiche les informations de débogage détaillées associées avec
TACACS+.

- erreurs de debug vpdn — Affiche les erreurs qui empéchent un tunnel de PPP d'étre établi ou
les erreurs qui font fermer un tunnel établi.

- événements de debug vpdn — Affiche des messages au sujet des événements qui font partie
d'établissement normal de tunnel de PPP ou arrét.

- debug vpdn 12f-errors — Les affichages posent 2 erreurs de protocole qui empéchent
I'établissement de la couche 2 ou empéchent son fonctionnement normal.

- debug vpdn I2f-events — Affiche des messages au sujet des événements qui font partie
d'établissement normal de tunnel de PPP ou arrét pour la couche 2.

- debug vpdn I2f-packets — Messages d'affichages au sujet des en-tétes et d'état de protocole
de transfert de couche 2.

- paquets de debug vpdn — Les affichages posent 2 erreurs et événements de protocol (L2TP)
de tunnel qui sont une partie de I'établissement normal d'un tunnel ou un arrét pour VPDNSs.

- debug vtemplate — Les informations de clonage d'affichages pour une interface d'accés
virtuelle du temps ou elle est copiée d'un modele virtuel au temps l'interface d'acceés virtuelle
descend quand l'appel finit.

Exemple de sortie de débogage

Ceux-ci met au point sont donnés pour la référence.

- Bon debug de routeur de I''SP

- Debug de routeur HGW bon

- Debugs pour la connexion défectueuse sur le routeur de I'ISP
- Debugs pour des connexions Failed sur le routeur HGW

Bon debug de routeur de I'ISP

koal a#tshow debug General OS: AAA Aut hentication debugging is on AAA Authorization debugging is
on AAA Accounting debugging is on VPN. VPN events debugging is on VPN errors debugging is on
koal a# 9%.1 NK- 3- UPDOMN: | nterface Asyncl, changed state to up 15:04:47: VPDN: Looking for tunnel
- hp.com-- 15:04:47: AAA/ AUTHEN: create_user (0x15FA80) user="hp.com ruser="" port="Asyncl'
rem addr="" aut hen_t ype=NONE servi ce=LOG N priv=0 15:04:47: AAA AUTHOR/ VPDN: : (2445181346):
user="hp.com 15:04:47: AAA/ AUTHOR/ VPDN: : (2445181346): send AV service=ppp 15:04:47:



AAA/ AUTHOR/ VPDN: : (2445181346): send AV protocol =vpdn 15:04: 47: AAA/ AUTHOR/ VPDN:

(2445181346) : Met hod=TACACS+ 15: 04: 47: AAA/ AUTHOR/ TAC+: (2445181346): user=hp.com 15: 04: 47:

AAA/ AUTHOR/ TAC+: (2445181346): send AV service=ppp 15:04:47: AAA AUTHOR/ TAC+: (2445181346): send
AV protocol =vpdn 15:04:47: TAC+: (2445181346): received author response status = PASS ADD

15: 04: 47: AAA/ AUTHOR (2445181346): Post authorization status = PASS_ADD 15: 04: 47:

AAA/ AUTHOR/ VPDN: Processing AV servi ce=ppp 15:04:47: AAA/ AUTHOR/ VPDN: Processi ng AV

prot ocol =vpdn 15: 04: 47: AAA/ AUTHOR/ VPDN: Processing AV tunnel -id=isp 15:04:47: AAA/ AUTHOR/ VPDN:
Processing AV ip-addresses=10.31. 1. 50 15: 04: 47: AAA/ AUTHOR/ VPDN: Processi ng AV nas-

password=hel | o 15:04: 47: AAA/ AUTHOR/ VPDN: Processi ng AV gw password=t here 15:04:47: VPDN Get
tunnel info with NAS isp GWhp.com IP 10.31.1.50 !--- The TACACS+ server returns the attributes
the !--- NAS should use for the tunnel. !--- The tunnel-id is "ISP" and the | P address of HGWis
10. 31.1.50. 15:04:47: AAA/ AUTHEN: free_user (Ox15FA80) user='hp.com ruser=""' port="Asyncl'

rem addr="" authen_t ype=NONE servi ce=LOGA N priv=0 15:04:47: VPDN: Forward to address 10.31.1.50
15: 04:47: Asl VPDN:. Forwarding... 15:04:47: AAA/ AUTHEN: create_user (0x118008)
user='"jsmth@mp.com ruser="" port="Asyncl' rem addr="async' authen_type=CHAP servi ce=PPP priv=1
15:04:47: Asl VPDN: Bind interface direction=1 15:04:47: Asl VPDN: jsmth@p.comis forwarded

% .1 NEPROTO- 5- UPDOMN:  Li ne protocol on Interface Asyncl, changed state to up 15:04:49: AAA/ ACCT:
NET acct start. User jsmith@p.com Port Asyncl: Asyncl !--- User finishes and di sconnects.

%_1 NEPROTO 5- UPDOMN:  Li ne protocol on Interface Asyncl, changed state to down %I NK- 5- CHANGED:
Interface Asyncl, changed state to reset 15:05:27: Asl VPDN: C eanup 15:05:27: Asl VPDN: Reset
15: 05:27: Asl VPDN:. Reset 15:05:27: Asl VPDN: Unbind interface 15:05:27: AAA/ ACCT: Network acct
stop. User jsmth@p.com Port Asyncl: task_id=2 tinezone=UTC service=vpdn bytes_i n=1399

byt es_out =150 paks_i n=27 paks_out =9 el apsed_ti me=38 %. NK- 3- UPDOMN: | nterface Asyncl, changed
state to down 15:05: 30: AAA/ AUTHEN: free_user (0x118008) user='jsmth@p.com ruser=""
port="Asyncl' rem addr="async' authen_type=CHAP servi ce=PPP priv=1 koal a#

Debug de routeur HGW bon

t hi ng_one#show debug General OS: AAA Aut hentication debugging is on AAA Authorization debuggi ng
is on AAA Accounting debugging is on VPN. VPN events debugging is on VPN errors debugging is on
VTEMPLATE: Virtual Tenpl ate debugging is on thing_one# 15:04:46: AAA/ AUTHEN:. create_user

(Ox15E6EQ) user='isp' ruser=""' port='"' remaddr="" authen_type=CHAP servi ce=PPP priv=1 15: 04: 46:
TAC+: ver=192 i d=969200103 recei ved AUTHEN status = PASS 15: 04: 46: AAA/ AUTHEN. free_user
(Ox15E6EQ) user='isp' ruser='"' port="' remaddr="" authen_type=CHAP servi ce=PPP priv=1 15: 04: 46:
AAA/ AUTHEN (3252085483): status = PASS 15:04:46: AAA/ AUTHEN: free_user (0Ox15CBEC) user='isp'
ruser="" port="'" rem.addr=""' authen_type=CHAP servi ce=PPP priv=1 15: 04: 46: AAA/ AUTHEN:
create_user (O0x15F1B8) user='isp' ruser="' port="' rem.addr="" authen_type=CHAP servi ce=PPP
priv=1 15:04: 46: AAA/ AUTHEN START (3897539709): port=""' list="default' action=LOG N servi ce=PPP

15: 04: 46: AAA/ AUTHEN START (3897539709): found list default 15:04:46: AAA AUTHEN START
(3897539709): Met hod=TACACS+ 15: 04: 46: TAC+: send AUTHEN START packet ver=193 i d=3897539709

15: 04: 46: TAC+: ver=192 i d=3897539709 recei ved AUTHEN status = GETPASS 15: 04: 46: AAA/ AUTHEN:
create_user (Ox15E6F0) user='isp' ruser="' port="' rem.addr="" authen_type=CHAP servi ce=PPP
priv=1 15:04: 46: TAC+: ver=192 i d=2306139011 recei ved AUTHEN status = PASS 15: 04: 46: AAA/ AUTHEN:
free_user (Ox15E6F0) user='isp' ruser="' port='"' rem.addr="" authen_type=CHAP servi ce=PPP priv=1
15: 04: 46: AAA AUTHEN (3897539709): status = PASS 15:04:46: VPDN: Chap authentication succeeded
for isp !--- The LAC ("ISP") is succesfully authenticated. 15:04:46: AAA/ AUTHEN:. free_user
(Ox15F1B8) user='isp' ruser=""' port='"' remaddr="" authen_type=CHAP servi ce=PPP priv=1 15: 04: 46:
Vi1 VTEMPLATE: Reuse Vi l, recycle queue size O 15:04:46: Vil VTEMPLATE: Set default settings
with no ip address 15:04:47: Vil VIEMPLATE: Hardware address 00e0. 1e68. 942c¢ 15:04:47: Vi1l VPDN
Virtual interface created for jsmth@p.com 15:04:47: Vil VPDN: Set to Async interface 15:04:47:
Vil VPDN: Clone fromVtenplate 1 filterPPP=0 bl ocking 15:04:47: Vil VTEMPLATE: Has a new
clonebl k vtenplate, now it has vtenplate 15:04:47: Vil VTEMPLATE: Undo default settings
15:04:47: Vil VTEMPLATE: *****x*xxkxxxx (C| ONE VACCESS] ******x*xxkxkx&x%x 15:04:47: Vil VIEMPLATE:
Clone fromvtenplatel interface Virtual -Accessl no ip address encap ppp ip unnumeth O peer
default ip address pool async ppp authen chap end %. NK-3- UPDOMN: | nterface Virtual - Accessl,
changed state to up 15:04:48: Vil VPDN. Bind interface direction=2 15:04:48: Vil VPDN. PPP LCP
accepted sent & rcv CONFACK 15:04:48: Vil VPDN: Virtual interface iteration 15:04: 48:

AAA/ AUTHEN: create_user (0x161688) user='jsmth@p.com ruser=""' port="Virtual - Accessl'

rem addr =' async' aut hen_type=CHAP servi ce=PPP priv=1 15:04:48: AAA/ AUTHEN START (580760432):
port="Virtual - Accessl' list="" action=LOd N servi ce=PPP 15: 04: 48: AAA/ AUTHEN START (580760432):
using "default" |ist 15:04:48: AAA AUTHEN START (580760432): Met hod=TACACS+ 15:04: 48: TAC+: send
AUTHEN START packet ver=193 i d=580760432 15:04:48: Vil VPDN:. Virtual interface iteration

15: 04: 49: TAC+: ver=192 i d=580760432 recei ved AUTHEN status = GETPASS !--- Authenticate user



jsmth@p.comw th the TACACS+ server. 15:04:49: AAA AUTHEN: create_user (0x1667C0)
user="jsmth@wp.com ruser="" port="Virtual -Accessl rem addr="async' authen_type=CHAP

servi ce=PPP priv=1 15:04:49: TAC+: ver=192 id=2894253624 recei ved AUTHEN st atus = PASS 15: 04: 49:
AAA/ AUTHEN: free_user (0x1667C0) user='jsmith@p.com ruser="" port="Virtual -Accessl

rem addr =" async' aut hen_t ype=CHAP servi ce=PPP priv=1 15:04:49: AAA/ AUTHEN (580760432): status =
PASS 15:04:49: AAA/ AUTHOR/ LCP Vi 1: Authorize LCP 15:04:49: AAA/ AUTHOR/ LCP: Virtual - Accessl
(687698354): user='jsnmith@p.com 15:04:49: AAA/ AUTHOR/ LCP: Virtual - Accessl: (687698354): send
AV service=ppp 15:04:49: AAA AUTHOR/ LCP: Virtual - Accessl: (687698354): send AV protocol =l cp

15: 04: 49: AAA/ AUTHOR/ LCP: Virtual - Accessl: (687698354): Met hod=TACACS+ 15: 04: 49:

AAA/ AUTHOR/ TAC+: (687698354): user=jsm th@p.com 15: 04: 49: AAA/ AUTHOR/ TAC+: (687698354): send AV
servi ce=ppp 15: 04:49: AAA/ AUTHOR/ TAC+: (687698354): send AV protocol =l cp 15:04:49: TAC+
(687698354): received aut hor response status = PASS_ADD 15: 04: 49: AAA/ AUTHOR (687698354): Post
aut hori zation status = PASS_ADD 15: 04: 49: AAA/ ACCT: NET acct start. User jsmth@p.com Port
Virtual - Accessl: Virtual - Accessl 15:04:49: AAA AUTHOR/ FSM Vi 1: (0): Can we start |PCP? 15:04:49
AAA AUTHOR/ FSM Virtual - Accessl: (3562892028): user='jsmth@p.com 15:04:49: AAA/ AUTHOR/ FSM
Virtual - Accessl: (3562892028): send AV service=ppp 15:04:49: AAA AUTHOR/ FSM Virtual - Accessl:
(3562892028): send AV protocol =i p 15:04:49: AAA/ AUTHOR/ FSM Virtual - Accessl: (3562892028):

Met hod=TACACS+ 15: 04: 49: AAA/ AUTHOR/ TAC+: (3562892028): user=jsmith@p.com 15: 04: 49

AAA/ AUTHOR/ TAC+: (3562892028): send AV service=ppp 15:04:49: AAA AUTHOR/ TAC+: (3562892028): send
AV protocol =i p %1 NEPROTO 5- UPDOAN: Li ne protocol on Interface Virtual - Accessl, changed state to
up 15:04:49: TAC+: (3562892028): received author response status = PASS ADD 15: 04: 49: AAA/ AUTHOR
(3562892028): Post authorization status = PASS ADD !--- |PCP negotiation begins. 15:04:49

AAA/ AUTHOR/ FSM Vi 1: We can start | PCP 15:04:50: AAA/ AUTHOR/ I PCP Vi l: Start. Her address 0.0.0.0,
we want 0.0.0.0 15:04:50: AAA/ AUTHOR/ I PCP Vi 1: Processing AV service=ppp 15:04: 50:

AAA/ AUTHOR/ | PCP Vi 1: Processing AV protocol =i p 15:04:50: AAA/ AUTHOR/ | PCP Vi 1: Authori zation
succeeded 15: 04:50: AAA/ AUTHOR/ I PCP Vi 1: Done. Her address 0.0.0.0, we want 0.0.0.0 15:04:51
AAA/ AUTHOR/ | PCP Vi 1: Start. Her address 0.0.0.0, we want 15.15.15.15 15:04:51: AAA AUTHOR/ | PCP
Vi 1: Processing AV service=ppp 15:04:51: AAA/ AUTHOR/ | PCP Vi 1: Processi ng AV protocol =ip

15: 04: 51: AAA/ AUTHOR/ | PCP Vi 1: Aut horizati on succeeded 15:04:51: AAA/ AUTHOR/ | PCP Vi 1: Done. Her
address 0.0.0.0, we want 15.15.15.15 15:04:51: AAAN AUTHOR/ I PCP Vi 1l: Start. Her address
15.15.15. 15, we want 15.15.15.15 15:04: 51: AAA/ AUTHOR/ | PCP: Virtual - Accessl: (3193852847):
user="jsmth@mp.com 15:04:51: AAA/ AUTHOR/ | PCP: Virtual - Accessl: (3193852847): send AV

servi ce=ppp 15:04:51: AAA/ AUTHOR/ | PCP: Virtual - Accessl: (3193852847): send AV protocol =ip

15: 04: 51: AAA/ AUTHOR/ | PCP: Virtual - Accessl: (3193852847): send AV addr*15.15.15.15 15: 04: 51:
AAA/ AUTHOR/ | PCP: Virtual - Access1: (3193852847): Met hod=TACACS+ 15: 04: 51: AAA/ AUTHOR/ TAC+:
(3193852847): user=jsmth@p.com 15: 04: 51: AAA AUTHOR/ TAC+: (3193852847): send AV service=ppp
15: 04: 51: AAA/ AUTHOR/ TAC+: (3193852847): send AV protocol =i p 15:04:51: AAA AUTHOR/ TAC+
(3193852847): send AV addr*15.15.15.15 15:04: 51: TAC+: (3193852847): received author response
status = PASS _ADD 15:04:51: AAA/ AUTHOR (3193852847): Post authorization status = PASS_ADD

15: 04: 51: AAA/ AUTHOR/ | PCP Vi 1: Processing AV service=ppp 15:04:51: AAA/ AUTHOR/ | PCP Vi 1
Processing AV protocol =i p 15:04:51: AAA/ AUTHOR/ I PCP Vi 1: Processing AV addr*15. 15. 15. 15

15: 04: 51: AAA/ AUTHOR/ I PCP Vi 1: Authorization succeeded 15:04:51: AAA/ AUTHOR/ | PCP Vi 1: Done. Her
address 15.15.15.15, we want 15.15.15.15 !--- User finishes and di sconnects. 15:05:24: Vil VPDN
Reset 15:05:24: Vil VPDN: Reset 9%. NK-3-UPDOMWN: Interface Virtual - Accessl, changed state to down
15:05:24: Vil VPDN: C eanup 15:05:24: Vil VPDN: Reset 15:05:24: Vil VPDN: Reset 15:05:24: Vil
VPDN: Unbind interface 15:05:24: Vil VTEMPLATE: Free vaccess 15:05:24: Vil VPDN. Reset 15:05:24:
Vil VPDN: Reset 15:05:24: AAA/ ACCT: Network acct stop. User jsmth@p.com Port Virtual - Accessl:
task_i d=2 tinezone=UTC servi ce=ppp protocol =i p addr=15. 15. 15. 15 byt es_i n=564 byt es_out =142
paks_i n=15 paks_out =8 el apsed_ti me=35 15: 05: 24: AAA/ AUTHEN: free_user (0x161688)
user='"jsmth@wp.com ruser=" port="Virtual -Accessl rem addr="async' authen_type=CHAP

servi ce=PPP priv=1 %I NEPROTO 5- UPDOMN: Line protocol on Interface Virtual - Accessl, changed
state to down 15:05:25: VTEMPLATE: Cl ean up dirty vaccess queue, size 1 15:05:25: Vil VTEMPLATE
Found a dirty vaccess clone with vtenplate 15:05:25: Vil VIEMPLATE: ******xx*xx%x NCLONE
VACCESS] ******xxx%*kxx 15:05:25: Vil VIEMPLATE: Uncl one to-be-freed command#5 interface
Virtual - Accessl default ppp authen chap default peer default ip address pool async default ip
unnum eth O default encap ppp default ip address end 15:05:26: Vil VIEMPLATE: Set default
settings with no ip address 15:05:26: Vil VITEMPLATE: Renove cl onebl k vtenplate with vtenpl ate
15: 05: 26: Vi1 VTEMPLATE: Add vaccess to recycl e queue, queue size=1 thing_one#

Debugs pour la connexion défectueuse sur le routeur de I''SP

koal a#tshow debug General OS: AAA Aut hentication debugging is on AAA Authorization debugging is
on AAA Accounting debugging is on VPN VPN events debugging is on VPN errors debugging is on



koal a# !--- Problem 1: !--- The | SP TACACS+ server is down. !--- There is no output on the HGW
router !--- because the call has not gone that far. AAA/ AUTHOR (3015476150): Post authorization
status = ERROR AAA/ AUTHOR/ VPDN: : (3015476150): Met hod=NOT_SET AAA/ AUTHOR/ VPDN: : (3015476150):
no nethods left to try AAA/ AUTHOR (3015476150): Post authorization status = ERROR VPDN: (hp.com
Aut horization failed, could not talk to AAA server or local tunnel problem!--- Problem2: !---
Userid hp.comis not in the ISP server. !--- There is no output on the Gateway router !---
because the call has not gone that far. TAC+: (894828802): received author response status =
PASS_ADD AAA/ AUTHOR (894828802): Post authorization status = PASS_ADD VPDN: (hp.com

Aut horization failed, had tal ked to AAA server; but both Tunnel ID and IP address are m ssing
AAA/ AUTHEN: free_user (Ox16A6E4) user='"hp.com ruser=""' port='Asyncl' rem addr=""

aut hen_t ype=NONE servi ce=LOd N priv=0 AAA/ AUTHEN: create_user (0x16CA8C) user='jsm th@p.com
ruser="" port="Asyncl' rem addr='"async' authen_type=CHAP servi ce=PPP priv=1 AAA/ AUTHEN START
(1904487288): port="Asyncl' list=""' action=LOd N servi ce=PPP AAA/ AUTHEN START (1904487288):
using "default" |ist AAA/ AUTHEN (1904487288): status = UNKNOAN AAA/ AUTHEN START (1904487288):
Met hod=TACACS+ TAC+: send AUTHEN START packet ver=193 id=1904487288 TAC+: ver=193 id=1904487288
recei ved AUTHEN status = FAIL AAA/ AUTHEN (1904487288): status = FAIL

Debugs pour des connexions Failed sur le routeur HGW

t hi ng_one#show debug General OS: AAA Aut hentication debugging is on AAA Authorization debuggi ng
is on AAA Accounting debugging is on VPN: VPN events debugging is on VPN errors debugging is on

VTEMPLATE: Virtual Tenplate debugging is on thing_one# !--- Problem1l: !--- The problemis in
the tunnel definition on HGNWrouter. !--- In the HGWconfiguration, vpdn incom ng hp-gw isp
virtual -tenplate 1 !--- is inserted instead of vpdn incomng isp hp-gw virtual -tenplate 1 !---
The debug vpdn | 2f-errors command di splays. L2F: Couldn't find tunnel named isp L2F: Coul dn't
find tunnel naned isp !--- Problem2: !--- This nmessage appears when User hp-gw is not in the
HGW server. TAC+: ver=192 id=1920941753 recei ved AUTHEN status = FAI L AAA/ AUTHEN: free_user
(0x138C34) user="hp-gw ruser=""' port="" remaddr="" authen_type=CHAP service=PPP priv=1

AAA/ AUTHEN (3006335673): status = FAIL VPDN: authentication failed, couldn't find user
information for hp-gw !--- Problem3: !--- This appears when user isp is not in the HGWN server.

TAC+: ver=192 id=1917558147 recei ved AUTHEN status = FAI L AAA/ AUTHEN: free_user (0x15F20C)
user="isp' ruser=""' port= remaddr="" aut hen_t ype=CHAP servi ce=PPP priv=1 AAA/ AUTHEN
(1949507921): status = FAIL VPDN: authentication failed, couldn't find user information for isp

l--- Problem4: !--- This nmessage appears when User jsnmith@p.comis !--- not in the HGW server:
TAC+: ver=192 id=755036341 recei ved AUTHEN status = FAIL AAA/ AUTHEN: free_user (0x15F89C)
user="jsmth@p.com ruser=" port="Virtual-Accessl rem addr="async' authen_type=CHAP

servi ce=PPP priv=1 AAA/ AUTHEN (2606986667): status = FAIL

Informations connexes

. Cisco Secure ACS pour la page de support UNIX
- Page d'assistance TACACS+
- Support et documentation techniques - Cisco Systems



//www.cisco.com/en/US/products/sw/secursw/ps4911/tsd_products_support_eol_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk583/tk642/tsd_technology_support_sub-protocol_home.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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