Exemple de configuration d'un tunnel site a site
entre routeurs |OS a l'aide de SEAL
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Introduction

L'algorithme SEAL (Software Encryption Algorithm) est un algorithme alternatif aux normes DE
(Data Encryption Standard), 3DES (Triple DES) et AES (Advanced Encryption Standard). Le
chiffrement SEAL utilise une clé de chiffrement de 160 bits et a un impact moindre sur le
processeur par rapport aux autres algorithmes logiciels. Ce document explique comment
configurer un tunnel IPSec LAN a LAN (site a site) a I'aide de SEAL.

Conditions préalables

Conditions requises

Aucune spécification déterminée n'est requise pour ce document.

Components Used

Les informations contenues dans ce document sont basées sur les versions de matériel et de
logiciel suivantes :

- Routeurs de la gamme Cisco 7200 exécutant le logiciel Cisco IOS® Version 12.3(7)T

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.



Conventions

Pour plus d'informations sur les conventions des documents, référez-vous aux Conventions
utilisées pour les conseils techniques de Cisco.

Configuration

Cette section vous fournit des informations pour configurer les fonctionnalités décrites dans ce
document.

Remarque : Utilisez 'outil de recherche de commandes (clients inscrits seulement) pour en savoir
plus sur les commandes figurant dans le présent document.

Diagramme du réseau

Ce document utilise la configuration réseau suivante :

IPSec Tunnel

Router 1 Router 2

L TN
- 10.10.10.0/24
172.18.124.201 }—% %—‘ 20.20.20.2
2

A

Configurations

Ce document utilise les configurations suivantes :

. Routeur 1
. Routeur 2

Routeur 1

version 12.3

service tinmestanps debug dateti ne nsec
service tinmestanps | og datetinme nsec
no service password-encryption

|

host nane R1

|

boot - st art - mar ker

boot - end- nmar ker

|

1

clock timezone EST -5

no aaa new nodel

i p subnet-zero

no i p donmin | ookup

|

1

ip cef
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ip audit po nmax-events 100

no ftp-server wite-enable

|

|

|

1

!--— ISAKMP policy configuration. crypto isaknp policy 1
encr aes 256 hash nd5 authentication pre-share group 2
crypto isakmp key ciscol23 address 10.10.10.2 ! /---

Define a transform set with SEAL. !--- If you use the
esp-seal transform set and a crypto !--- accelerator is
present, you receive a warning. !--- The configuration
is accepted, but it !--- is ignored as long as the
accelerator is present. !--- If you use the esp-seal
transform set with either of !--- the other two
limitations, you receive an error !--- and the
configuration is rejected. crypto ipsec transformset
cisco esp-seal esp-sha-hmac ! !/--- Define a transform

set with SEAL. crypto map cisco 10 ipsec-isaknp set peer
10. 10. 10. 2 set transformset cisco match address 100 ! !
I interface Ethernet0/0 ip address 172.18.124. 201
255.255.255.0 ! I--- Apply crypto-map to the public
interface. interface Ethernetl1l/0 ip address 10.10.10.1
255.255.255.0 crypto map cisco ! ip classless ip route
0.0.0.0 0.0.0.0 10.10.10.2 no ip http server no ip http
secure-server ! | I--- Access Control List (ACL) that
defines the networks to encrypt. access-list 100 permt
ip 172.18.124.0 0.0.0.255 20.20.20.0 0.0.0.255 ! I !

control-plane ! ! line con O exec-tinmeout 0 O line aux O
line vty 0 4 password ww login ! ! end
Routeur 2

version 12.3

service tinmestanps debug dateti ne nsec
service tinmestanps | og datetime nsec
no service password-encryption

|

host nane R2

!

boot - st art - mar ker

boot - end- nmar ker

!

!

clock tinezone EST -5

no aaa new node

i p subnet-zero

no i p domai n | ookup

|

1

ip cef

ip audit po max-events 100

no ftp-server wite-enable

|

|

|
1
!-—-- ISAKMP policy configuration. crypto isaknp policy 1
encr aes 256 hash nd5 authentication pre-share group 2
crypto isaknp key ciscol23 address 10.10.10.1 ! /---
Define a transform set with SEAL. !--- If you use the
esp-seal transform set and a crypto !--- accelerator is
present, you receive a warning. !--- The configuration




is accepted, but it !--- is ignored as long as the
accelerator is present. !--- If you use the esp-seal
transform set with either of !--- the other two
limitations, you receive an error !--- and the
configuration is rejected. crypto ipsec transformset
cisco esp-seal esp-sha-hmac ! !/--- Define a transform
set with SEAL. crypto map cisco 10 ipsec-isaknp set peer
10. 10. 10. 1 set transformset cisco match address 100 ! !
' I——- Apply crypto-map to the public interface.
interface Ethernet0/0 ip address 10.10.10.2
255.255.255.0 crypto map cisco ! interface Ethernet0/0

i p address 20.20.20.2 255.255.255.0 ! ip classless ip
route 0.0.0.0 0.0.0.0 10.10.10.1 no ip http server no ip

http secure-server ! | !/--- ACL defines the networks to
encrypt. access-list 100 permit ip 20.20.20.0 0.0.0.255
172.18.124.0 0.0.0.255 ! ! I control-plane ! ! line con
0 exec-tineout 0 O line aux O line vty 0 4 password ww
login! ! end

y 4 L -
Vérification

Cette section présente des informations que vous pouvez utiliser pour vous assurer que votre
configuration fonctionne correctement.

Certaines commandes show sont prises en charge par I'Output Interpreter Tool (clients
enregistrés uniquement), qui vous permet de voir une analyse de la sortie de la commande show.

- show crypto map : vérifie la configuration sur le routeur.Ce résultat provient du routeur 1.
Rl#show crypto map
Crypto Map "cisco" 10 ipsec-isakmp
Peer = 10.10.10.2
Extended | P access |ist 100
access-list 100 permt ip 172.18.124.0 0.0.0.255 20.20.20.0 0.0.0.255
Current peer: 10.10.10.2
Security association lifetinme: 4608000 kil obytes/ 3600 seconds

PFS (Y/N: N
Transform set s={
ci sco

}

Interfaces using crypto map cisco
Et hernet 1/ 0

Dépannage

Cette section fournit des informations que vous pouvez utiliser pour dépanner votre configuration.

Dépannage des commandes

Certaines commandes show sont prises en charge par I'Output Interpreter Tool (clients
enregistrés uniquement), qui vous permet de voir une analyse de la sortie de la commande show.

Remarque : avant d'émettre des commandes debug, reportez-vous a Informations importantes sur
les commandes de débogage.

Débogues ISAMP et IPSec
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- show debugging : affiche des informations sur les types de débogage activés pour votre
routeur.

Rl#show debugging

Crypt ogr aphi ¢ Subsystem
Crypto | SAKMP debugging is on
Crypto | PSEC debugging is on

R1#

*Apr 18 05:59:20.491: | SAKMP (0:0): received packet

from 10. 10. 10. 2 dport 500 sport 500 d obal (N) NEW SA

*Apr 18 05:59:20.491: | SAKMP: Created a peer struct for

10. 10. 10. 2, peer port 500

*Apr 18 05:59:20.491: | SAKMP: Locking peer struct Ox25F0BDS,
| KE refcount 1 for crypto_i saknp_process_bl ock

*Apr 18 05:59:20.491: | SAKMP: local port 500, renpte port 500
*Apr 18 05:59:20.519: insert sa successfully sa = 2398188
*Apr 18 05:59:20.519: | SAKMP: (0: 1: SW1): | nput = | KE_ MESG FROM PEER, | KE_MM EXCH
*Apr 18 05:59:20.519: | SAKMP: (0:1: SW1): A d State = | KE_READY
New State = | KE_.R_ MML
*Apr 18 05:59:20.579: | SAKMP: (0: 1: SW1): processing SA payload. nmessage ID =0
*Apr 18 05:59:20.579: | SAKMP: (0: 1: SW1): processing vendor id payl oad
*Apr 18 05:59:20.579: | SAKMP: (0:1: SW1): vendor |ID seens Unity/DPD
but maj or 157 m smatch
*Apr 18 05:59:20.579: | SAKMP: (0:1: SW1): vendor IDis NAT-T v3
*Apr 18 05:59:20.579: | SAKMP: (0: 1: SW1): processing vendor id payl oad
*Apr 18 05:59:20.579: | SAKMP: (0:1: SW1): vendor |ID seens Unity/DPD
but major 123 mismatch
*Apr 18 05:59:20.579: | SAKMP: (0:1: SW1): vendor IDis NAT-T v2

*Apr 18 05:59:20.579:
10.10.10.2 in default

*Apr 18 05:59:20.579:
mat chi ng 10. 10. 10. 2

| SAKMP:  Looking for a matching key for

success

| SAKMP: (0: 1: SW1): found peer

pre-shared key

*Apr 18 05:59:20.579: | SAKMP: (0:1: SW1): local preshared key found
*Apr 18 05:59:20.579: | SAKMP : Scanning profiles for xauth ...
*Apr 18 05:59:20.579: | SAKMP: (0: 1: SW 1) : Checki ng | SAKMP transform 1
against priority 1 policy
*Apr 18 05:59:20.579: | SAKMP: encryption AES-CBC
*Apr 18 05:59:20.579: | SAKMP: keyl ength of 256
*Apr 18 05:59:20.579: | SAKMP: hash MD5
*Apr 18 05:59:20.579: | SAKMP: default group 2
*Apr 18 05:59:20.579: | SAKMP: auth pre-share
*Apr 18 05:59:20.579: | SAKMP: life type in seconds
*Apr 18 05:59:20.579: | SAKWMP: life duration (VPI) of OxO Ox1 Ox51 0x80
*Apr 18 05:59:20.579: | SAKMP: (0:1: SW1):atts are acceptable. Next payload is O
*Apr 18 05:59:20.579: | SAKMP: (0: 1: SW1): processing vendor id payl oad
*Apr 18 05:59:20.579: | SAKMP: (0:1: SW1): vendor |ID seens Unity/DPD
but maj or 157 m smatch
*Apr 18 05:59:20.579: | SAKMP: (0:1: SW1): vendor IDis NAT-T v3
*Apr 18 05:59:20.579: | SAKMP: (0: 1: SW1): processing vendor id payl oad
*Apr 18 05:59:20.579: | SAKMP: (0:1: SW1): vendor |ID seens Unity/DPD
but major 123 mismatch
*Apr 18 05:59:20.579: | SAKMP: (0: 1: SW1): vendor IDis NAT-T v2
*Apr 18 05:59:20.579: | SAKMP: (0: 1: SW1): | nput = | KE_MESG | NTERNAL,
| KE_PROCESS_MAI N_MODE
*Apr 18 05:59:20.579: | SAKMP: (0:1: SW1):AOd State = | KE_.R_ ML New
State = | KE_LR_MML
*Apr 18 05:59:20.619: | SAKMP: (0:1: SW1): constructed NAT-T vendor-03 ID
*Apr 18 05:59:20.619: | SAKMP: (0:1: SW1): sending packet to 10.10.10.2



my_port 500 peer_port 500 (R) MM_SA SETUP

*Apr 18 05:59:20.619: | SAKMP: (0: 1: SW1): I nput = | KE_MESG | NTERNAL,
| KE_PROCESS_COWPLETE

*Apr 18 05:59:20.619: | SAKMP: (0:1: SW1):AOd State = | KE. R ML New
State = | KE_.R_ M\

*Apr 18 05:59:20.911: | SAKMP (0:134217729): received packet from
10. 10. 10. 2 dport 500 sport 500 d obal (R) MM _SA SETUP

*Apr 18 05:59:20.911: | SAKMP: (0: 1: SW1):Input = | KE_ MESG FROM PEER,
| KE_MM_EXCH

*Apr 18 05:59:20.911: | SAKWP: (0:1:SW1):dd State = | KE.R_ MW
New State = | KE_R MVB

*Apr 18 05:59:20.939: | SAKMP: (0: 1: SW1): processing KE payl oad. nmessage ID = 0
*Apr 18 05:59:20.939: | SAKMP: (0:1: SW1): processing NONCE
payl oad. message ID =0
*Apr 18 05:59:20.991: | SAKMP: Looking for a matching key for
10.10.10.2 in default : success
*Apr 18 05:59:20.991: | SAKMP: (0:1: SW1):found peer pre-shared
key matching 10.10.10.2
*Apr 18 05:59:20.991: | SAKMP: (0:
*Apr 18 05:59:20.991: | SAKMP: (0:
*Apr 18 05:59:20.991: | SAKMP: (0:
*Apr 18 05:59:20.991: | SAKMP: (0:
*Apr 18 05:59:20.991: | SAKMP: (0:1: SW1): vendor IDis DPD
*Apr 18 05:59:20.991: | SAKMP: (0:1: SW1): processing vendor id payl oad
*Apr 18 05:59:20.991: | SAKMP: (0: 1: SW1): speaking to another |GCS box!
*Apr 18 05:59:20.991: | SAKMP: recei ved payl oad type 17
*Apr 18 05:59:20.991: | SAKMP: recei ved payl oad type 17
*Apr 18 05:59:20.991: | SAKMP: (0: 1: SW1): I nput = | KE_MESG | NTERNAL,
| KE_PROCESS_MAI N_MCDE
*Apr 18 05:59:20.991: | SAKMP: (0:1: SW1):AOd State = | KE_ R MMB New
State = | KE_.R_ M\B

:SW 1): SKEYI D st ate generated

:SW 1): processing vendor id payl oad
:SW1): vendor IDis Unity

:SW 1): processing vendor id payl oad

PR R R R

*Apr 18 05:59:21.051: | SAKMP: (0:1: SW1): sending packet to
10. 10.10.2 my_port 500 peer_port 500 (R) MV _KEY_EXCH

*Apr 18 05:59:21.051: | SAKMP: (0:1: SW1):Input = | KE_MESG | NTERNAL,
| KE_PROCESS_COWPLETE

*Apr 18 05:59:21.051: | SAKWP: (0:1:SW1):dd State = | KE_R_ MVB
New State = | KE_LR M

*Apr 18 05:59:21.279: | SAKMP (0:134217729): received packet
from 10. 10. 10. 2 dport 500 sport 500 d obal (R) MM _KEY_EXCH

*Apr 18 05:59:21.279: | SAKMP: (0: 1: SW1):Input = | KE_ MESG FROM PEER,
| KE_MM_EXCH

*Apr 18 05:59:21.279: | SAKMP: (0:1:SW1):dd State = | KE.R_ M4
New State = | KE_R Mvb

*Apr 18 05:59:21.311: | SAKMP: (0:1: SW1): processing |ID payl oad. message ID =0
*Apr 18 05:59:21.311: | SAKWP (0:134217729): |D payl oad
next - payl oad : 8
type : 1
address : 10.10.10.2
protocol : 17
port : 500
length : 12
*Apr 18 05:59:21.311: | SAKMP: (0:1: SW1):: peer matches *none* of the profiles
*Apr 18 05:59:21.311: | SAKMP: (0:1: SW1): processing HASH
payl oad. message ID =0
*Apr 18 05:59:21.311: | SAKMP: (0:1: SW1): processing NOTI FY
I NI TI AL_CONTACT protocol 1
spi 0, nmessage ID = 0, sa = 2398188
*Apr 18 05:59:21.311: | SAKMP: (0:1: SW1): SA aut hentication status:
aut henti cated



*Apr 18 05:59:21. 311:

bring down existing phase 1 and 2 SA's with | ocal

Process initial contact,
10.10.10.1

| SAKMP: (0: 1: SW1):

renote 10.10.10.2 renote port 500

*Apr 18 05:59:21.311:

aut henti cat ed

*Apr 18 05:59:21.311:
with 10.10.10.2

*Apr 18 05:59:21.311:

10. 10. 10. 1/10. 10. 10. 2/ 500/,

*Apr 18 05:59:21. 311:

| SAKMP: (0: 1: SW1): SA authentication status:
| SAKMP: (0: 1: SW 1) : SA has been aut henti cated
| SAKMP: Trying to insert a peer

and inserted successfully.
| SAKMP: (0: 1: SW1):: peer matches

*none* of the profiles

*Apr 18 05:59:21. 311:
| KE_PROCESS_MAI N_MODE
*Apr 18 05:59:21. 311:
| KELR_ MVb New St ate

18 05:59: 21. 331:
18 05:59: 21. 391:

*Apr
*Apr

| SAKMP: (0: 1: SW 1) : I nput = | KE_MESG | NTERNAL,

| SAKMP: (0:1: SW1):dd State
| KE_LR_MVb

| PSEC(key_engi ne): got a queue event with 1 kei
| SAKMP: (0: 1: SW1):SA is doing

pre-shared key authentication using id type |D_| Pv4_ADDR

18 05:59: 21. 391:
8

*Apr
next - payl oad :
type : 1
address :
pr ot ocol
port 500
length : 12
*Apr 18 05:59:21. 391:
*Apr 18 05:59:21. 391:
10.10.10. 2 ny_port
*Apr 18 05:59:21. 391:
| KE_PROCESS_COWPLETE
*Apr 18 05:59:21. 391:
New St at e

10.10.10.1
17

*Apr 18 05:59:21.439:
| KE_PHASE1_COWVPLETE
*Apr 18 05:59:21.439:
New St at e

*Apr 18 05:59:21.779:

500 peer_port

| SAKMP (0: 134217729): | D payl oad

I SAKMP: (0: 1:
I SAKMP: (0: 1:

SW1): Total payload |ength: 12

SW 1): sending packet to
500 (R) MM _KEY_EXCH

| SAKMP: (0: 1: SW 1) : I nput = | KE_MESG | NTERNAL,

| SAKMP: (0:1: SW1): O d State = | KE_ R M\Vb

| KE_P1_COMPLETE

| SAKMP: (0: 1: SW 1) : I nput = | KE_MESG | NTERNAL,

| SAKMP: (0:1: SW1): O d State = | KE_P1_COVPLETE

| KE_P1_COMPLETE

| SAKMP (0: 134217729): received packet from

10. 10. 10. 2 dport 500 sport 500 dobal (R} QM. IDLE
*Apr 18 05:59:21.779: | SAKMP: set new node 1056009800 to QW I DLE
*Apr 18 05:59:21.779: | SAKMP: (0:1: SW1): processing HASH payl oad.
nmessage | D = 1056009800
*Apr 18 05:59:21.779: | SAKMP: (0: 1: SW1): processing SA payl oad.
nmessage | D = 1056009800
*Apr 18 05:59:21.779: | SAKMP: (0:1: SW 1): Checking | PSec proposal 1
*Apr 18 05:59:21.779: | SAKMP: transform 1, ESP_SEAL
*Apr 18 05:59:21.779: | SAKMP: attributes in transform
*Apr 18 05:59:21.779: | SAKMP: encaps is 1 (Tunnel)
*Apr 18 05:59:21.779: |ISAKMP: SA |ife type in seconds
*Apr 18 05:59:21.779: | SAKMP: SA |life duration (basic) of 3600
*Apr 18 05:59:21.779: |ISAKMP: SA life type in kilobytes
*Apr 18 05:59:21.779: | SAKMP: SA |life duration (VPI) of 0x0O 0x46 0Ox50 0xO
*Apr 18 05:59:21.779: | SAKMP: aut henticator is HVAC SHA
*Apr 18 05:59:21.779: | SAKMP: (0:1: SW1):atts are acceptable.
*Apr 18 05:59:21.779: | PSEC(validate_proposal _request): proposal part #1,
(key eng. nmsg.) INBOUND | ocal = 10.10.10.1, renote= 10.10. 10. 2,

| ocal _proxy= 172.18. 124. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),

renot e_proxy= 20. 20. 20
protocol = ESP, transfo
|'i fedur= 0s and Okb,

spi = 0x0(0),
*Apr 18 05:59:21.779:

conn_id= 0, keysize= 0,

.0/ 255. 255. 255. 0/ 0/ 0 (type=4),
rme esp-seal esp-sha-hmac (Tunnel),

flags= 0x2
head

| PSEC( kei _proxy): ci sco,

nessages



map->ivrf =, kei->ivrf =

*Apr 18 05:59:21.779: | SAKMP: (0: 1: SW1): processing NONCE

payl oad. nessage | D = 1056009800

*Apr 18 05:59:21.779: | SAKMP: (0:1: SW1): processing ID

payl oad. nessage | D = 1056009800

*Apr 18 05:59:21.779: | SAKMP: (0:1: SW1): processing ID

payl oad. nessage | D = 1056009800

*Apr 18 05:59:21.779: | SAKMP: (0:1: SW1): asking for 1 spis fromipsec

*Apr 18 05:59:21.779: | SAKMP: (0: 1: SW1): Node 1056009800,

I nput = | KE_MESG_FROM PEER, | KE_QM EXCH

*Apr 18 05:59:21.779: | SAKMP: (0:1:SW1): A d State =

| KE_QM READY New State = | KE_QV SPI _STARVE

*Apr 18 05:59:21.799: |PSEC(key_engine): got a queue event with 1 kei nessages

*Apr 18 05:59:21.799: | PSEC(spi_response): getting spi 3711321544 for SA

from10.10.10.1 to 10.10.10.2 for prot 3

*Apr 18 05:59:21.811: | SAKMP: received ke nmessage (2/1)

*Apr 18 05:59:22.079: |PSec: Flow sw tching Allocated flow

for flow.id 134217729

*Apr 18 05:59:22.079: |PSec: Flow sw tching Allocated flow

for flow.id 134217730

*Apr 18 05:59:22.199: %RYPTO 5- SESSI ON_STATUS: Crypto tunnel
is UP . Peer 10.10.10.2:500 Id: 10.10.10.2

*Apr 18 05:59:22.199: | SAKMP: Locki ng peer struct O0x25F0BDS,

| PSEC refcount 1 for for stuff_ke

*Apr 18 05:59:22.199: | SAKMP: (0:1: SW1): Creating |PSec SAs

*Apr 18 05:59:22.199: inbound SA from 10.10.10.2 to 10.10.10.1 (f/i) 0/ O

(proxy 20.20.20.0 to 172.18.124.0)

*Apr 18 05:59:22.199: has spi 0xDD3645C8 and conn_id 2000 and flags 2

*Apr 18 05:59:22.199: lifetime of 3600 seconds

*Apr 18 05:59:22.199: lifetinme of 4608000 kil obytes

*Apr 18 05:59:22.199: has client flags 0x0

*Apr 18 05:59:22.199: outbound SA from 10.10.10.1 to 10.10.10.2 (f/i) 0/0
(proxy 172.18.124.0 to 20.20.20.0)

*Apr 18 05:59:22.199: has spi 1918479069 and conn_id 2001 and flags A

*Apr 18 05:59:22.199: lifetime of 3600 seconds

*Apr 18 05:59:22.199: lifetinme of 4608000 kil obytes

*Apr 18 05:59:22.199: has client flags 0x0

*Apr 18 05:59:22.199: | SAKMP: (0:1: SW1): sending packet to

10. 10.10. 2 ny_port 500 peer_port 500 (R} QWL.IDLE

*Apr 18 05:59:22.199: | SAKMP: (0: 1: SW1): Node 1056009800,
I nput = | KE_MESG FROM | PSEC, | KE_SPI _REPLY

*Apr 18 05:59:22.199: | SAKMP: (0:1:SW1):dd State = | KE_LQM SPI _STARVE
New State = | KELQM R_QW

*Apr 18 05:59:22.211: | PSEC(key_engine): got a queue event with 2 kei nessages

*Apr 18 05:59:22.211: IPSEC(initialize_sas): ,

(key eng. nmsg.) INBOUND | ocal = 10.10.10.1, renote= 10.10. 10. 2,

| ocal _proxy= 172.18. 124. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),

renot e_proxy= 20. 20. 20. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),

protocol = ESP, transfornmr esp-seal esp-sha-hmac (Tunnel),

|'i fedur= 3600s and 4608000kb,

spi = O0xDD3645C8(3711321544), conn_id= 134219728, keysize= 0, flags= 0x2

*Apr 18 05:59:22.211: IPSEC(initialize_sas): ,

(key eng. msg.) OUTBOUND | ocal = 10. 10.10.1, rempte= 10.10. 10. 2,

| ocal _proxy= 172.18. 124. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),

renot e_proxy= 20. 20. 20. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),

protocol = ESP, transfornr esp-seal esp-sha-hmac (Tunnel),

|'i fedur= 3600s and 4608000kb,

spi = 0x7259AADD( 1918479069), conn_id= 134219729, keysize= 0, flags= OxA

*Apr 18 05:59:22.211: |PSEC(kei _proxy): head = cisco,

map->ivrf =, kei->ivrf =

*Apr 18 05:59:22.211: | PSEC(crypto_ipsec_sa_find_ident_head):

reconnecting with the sane proxies and 10.10. 10. 2

*Apr 18 05:59:22.211: IPSEC(ntree_add_ident): src 172.18.124.0,

dest 20.20.20.0, dest_port O



*Apr 18 05:59:22.211: |IPSEC(create_sa): sa created

(sa) sa_dest= 10.10.10.1, sa_prot= 50,

sa_spi = 0xDD3645C8(3711321544),

sa_trans= esp-seal esp-sha-hmac , sa_conn_id= 134219728

*Apr 18 05:59:22.211: |IPSEC(create_sa): sa created

(sa) sa_dest= 10.10.10.2, sa_prot= 50,

sa_spi = 0x7259AADD(1918479069),

sa_trans= esp-seal esp-sha-hmac , sa_conn_id= 134219729

*Apr 18 05:59:22.339: | SAKMP (0:134217729): received packet
from 10. 10. 10. 2 dport 500 sport 500 G obal (R) QV.IDLE

*Apr 18 05:59:22.339: | SAKMP: (0: 1: SW 1): del eti ng node 1056009800
error FALSE reason "qui ck node done (await)"

*Apr 18 05:59:22.339: | SAKMP: (0: 1: SW1): Node 1056009800, I nput =
| KE_MESG FROM PEER, | KE_QM EXCH

*Apr 18 05:59:22.339: | SAKMP: (0:1: SW1):AOd State = | KE QM R_ QW
New State = | KE_QV PHASE2_COWPLETE

Commandes show

- show crypto isakmp sa - Affiche le protocole Internet Security Association Management
Protocol (ISAKMP) Security Association (SA) établi entre les homologues.

Rl#show crypto isakmp sa
dst src state conn-id slot
10.10.10.1 10.10.10.2 QMIDLE 1 O

R2#show crypto isakmp sa
dst src state conn-id slot
10.10.10.1 10.10.10.2 QMIDLE 1 O

- show crypto ipsec sa - Affiche la SA IPSec construite entre homologues.
Rl#show crypto ipsec sa
interface: Ethernetl/0
Crypto map tag: cisco, local addr. 10.10.10.1

protected vrf:

| ocal ident (addr/mask/prot/port): (172.18.124.0/255.255.255.0/0/0)
renote ident (addr/mask/prot/port): (20.20.20.0/255.255.255.0/0/0)
current _peer: 10.10.10.2:500

PERM T, flags={origin_is_acl,}

#pkts encaps: 776, #pkts encrypt: 776, #pkts digest: 776

#pkts decaps: 776, #pkts decrypt: 776, #pkts verify: 776

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not conpressed: 0, #pkts conpr. failed: O

#pkts not deconpressed: 0, #pkts deconpress failed: 0O

#send errors 0, #recv errors O

local crypto endpt.: 10.10.10.1, renote crypto endpt.: 10.10.10.2
path mu 1500, nedia ntu 1500
current outbound spi: 7259AADD

i nbound esp sas

spi: 0xDD3645C8(3711321544)

transform esp-seal esp-sha-hnac ,

in use settings ={Tunnel, }

slot: 0, conn id: 2000, flow.id: 1, crypto map: cisco
crypto engine type: Software, engine_id: 1

sa timng: remaining key lifetime (k/sec): (4565513/3382)
i ke_cooki es: 67432FCF F809B638 B84C0CD6 BOBCFFC3

IV size: 0 bytes

replay detection support: Y

i nbound ah sas:



i nbound pcp sas:

out bound esp sas:

spi: 0x7259AADD(1918479069)

transform esp-seal esp-sha-hnmac ,

in use settings ={Tunnel, }

slot: 0, conn id: 2001, flow.id: 2, crypto map: cisco
crypto engine type: Software, engine_id: 1

sa timng: remaining key lifetime (k/sec): (4565518/3382)
i ke_cooki es: 67432FCF F809B638 B84C0CD6 BOBCFFC3

IV size: 0 bytes

repl ay detection support: Y

out bound ah sas:
out bound pcp sas:

R1#

R2#show crypto ipsec sa

interface: Ethernet0/0
Crypto map tag: cisco, |local addr. 10.10.10.2

protected vrf:

| ocal ident (addr/mask/prot/port): (20.20.20.0/255.255.255.0/0/0)
renote ident (addr/mask/prot/port): (172.18.124.0/255.255.255.0/0/0)
current _peer: 10.10. 10. 1: 500

PERM T, flags={origin_is_acl,}

#pkts encaps: 776, #pkts encrypt: 776, #pkts digest: 38

#pkts decaps: 776, #pkts decrypt: 776, #pkts verify: 38

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not conpressed: 0, #pkts conpr. failed: O

#pkts not deconpressed: 0, #pkts deconpress failed: O

#send errors 1, #recv errors O

l ocal crypto endpt.: 10.10.10.2, renpte crypto endpt.: 10.10.10.1
path mu 1500, media ntu 1500
current outbound spi: DD3645C8

i nbound esp sas

spi: 0x7259AADD(1918479069)

transform esp-seal esp-sha-hnmac ,

in use settings ={Tunnel, }

slot: 0, conn id: 2000, flow.id: 3, crypto map: cisco
crypto engine type: Software, engine_id: 1

sa timng: remaining key lifetime (k/sec): (4536995/3410)
i ke_cooki es: B84C0CD6 BOBCFFC3 67432FCF F809B638

IV size: 0 bytes

replay detection support: Y

i nbound ah sas:
i nbound pcp sas:

out bound esp sas:

spi: 0xDD3645C8(3711321544)

transform esp-seal esp-sha-hnac

in use settings ={Tunnel, }

slot: 0, conn id: 2001, flow.id: 4, crypto map: cisco
crypto engine type: Software, engine_id: 1

sa timng: remaining key lifetime (k/sec): (4537000/3409)



i ke_cooki es: B84C0CD6 BOBCFFC3 67432FCF F809B638
IV size: 0 bytes
repl ay detection support: Y

out bound ah sas:

out bound pcp sas:

Limitations du jeu de transformation esp-phoque

L'utilisation de I'ensemble de transformation esp-phoque est limitée par trois restrictions :

- Le jeu de transformation esp-phoque ne peut étre utilisé que si aucun accélérateur de
chiffrement n'est présent. Cette limitation est présente car aucun accélérateur de chiffrement
actuel n'implémente le jeu de transformation de chiffrement SEAL et si un accélérateur de
chiffrement est présent, il gérera toutes les connexions IPSec négociées avec IKE. Si un
accélérateur de cryptage est présent, le logiciel Cisco I0S permet de configurer le jeu de
transformation, mais il prévient qu'il ne sera pas utilisé tant que I'accélérateur de cryptage est
active.

- Le jeu de transformation esp-phoque ne peut étre utilisé qu'en conjonction avec un jeu de
transformation d'authentification, a savoir : esp-md5-hmac, esp-sha-hmac, ah-md5-hmac ou
ah-sha-hmac. Cette limitation est présente car le chiffrement SEAL est particulierement faible
lorsqu'il s'agit de protéger contre les modifications du paquet chiffré. Par conséquent, pour
éviter une telle faiblesse, un jeu de transformation d'authentification est nécessaire (les jeux
de transformation d'authentification sont congus pour déjouer de telles attaques.) Si vous
essayez de configurer un jeu de transformation IPSec a I'aide de SEAL sans jeu de
transformation d'authentification, une erreur est générée et le jeu de transformation est rejeté.

- Le jeu de transformation esp-phoque ne peut pas étre utilisé avec une carte de chiffrement a
clé manuelle. Cette limitation est présente car une telle configuration réutiliserait le méme flux
de clés pour chaque redémarrage, ce qui compromettrait la sécurité. En raison du probléme
de sécurité, une telle configuration est interdite. Si vous essayez de configurer une crypto-
carte a clé manuelle avec un jeu de transformation basé sur SEAL, une erreur est générée et
le jeu de transformation est rejeté.

Informations connexes

- Page d'assistance IPsec
- Support et documentation techniques - Cisco Systems



//www.cisco.com/en/US/tech/tk583/tk372/tsd_technology_support_protocol_home.html?referring_site=bodynav
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