Effectuer la reprise apres sinistre du NCS 6000
sans utiliser d'interface USB
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Introduction

Ce document décrit un moyen de récupérer Network Convergence System 6000 (NCS6K) aprés
I'échec de la mise a niveau sans utiliser de lecteur USB. La récupération avec une clé USB
nécessite un acces physique au périphérique, ce qui peut prendre beaucoup de temps et de
temps.

La procédure décrite dans ce document utiliserait une machine Linux agissant en tant que serveur
TFTP et DHCP pour récupérer le NCS6K via le port Ethernet de gestion RP.

Conditions préalables

Conditions requises

Cisco vous recommande d'avoir des connaissances de base sur Linux, TFTP, DHCP et l'interface
de ligne de commande Cisco XR.

Components Used

Ce document est limité a la plate-forme NCS6K.

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Procédure pas a pas

1. Téléchargez le fichier de démarrage XR USB requis depuis le site Web de Cisco.

2. Téléchargez le fichier ZIP téléchargé sur le serveur Linux et décompressez-le dans /tftpboot :
root @xxr:/tftpboot# unzip ncs6k-usb-boot-5.2.3.zip
Archive: ncs6k-usb-boot-5.2.3.zip
inflating: EFI/boot/bootx64. efi
inflating: EFI/boot/grub.cfg



inflating: boot/install-imge.iso
3. Recherchez I'adresse MAC du port Ethernet de gestion du processeur de routage NCS6K

(RP). Il se trouve dans les journaux de console :
Press F12 to go to Boot Manager.

Booti ng System Host OS..
Verifying Image for Secure Boot failed with status 15

System Host OS boot fail ed.

Booting Int Network O for |Pv4 (4C 4E-35-B6-63-33)..
>>Start PXE over | Pv4.
PXE- E18: Server response tinmeout.

Int Network O for |Pv4 (4C 4E-35-B6-63-33) boot fail ed.

Booting Ext Network O for |Pv4 (4C-4E-35-B6-63-33)..
4. Ajoutez les éléments suivants au fichier dhcpd.conf. Cela allouera une adresse IP statique

au port Ethernet de gestion RP lors du démarrage ( ex : 10.48.32.160) :
root @xxr:/tftpboot/0A3020A0# cat /etc/ dhcp/dhcpd. conf

al | ow boot p;
al | ow booti ng;

subnet 10.48.32.0 netnmask 255.255.255.0 {

option routers 10.48.32.1;
next-server 10.48.32.93;
host pani 0-rp {
har dwar e et hernet 4c:4e:35:b6:63:33;
fixed-address 10.48.32.160;
fil ename "EFI/boot/bootx64.efi"

}
Note: 10.48.32.93 est I'adresse du serveur TFTP et DHCP.
5. Faites une copie de grub.cfg (fichier généré a I'étape 2). Nommez le fichier aprés l'adresse

IP que NCS6K obtiendra de DHCP :
root @xxr:/tftpboot# cp /tftpboot/EFI/boot/grub.cfg /tftpboot/10.48.32.160.cfg

6. Modifiez le fichier généré ci-dessus pour vous assurer que I'lSO est prélevée sur le réseau

(supprimer le début /) :
root @xxr:/tftpboot# diff /tftpboot/EFI/boot/grub.cfg /tftpboot/10.48.32.160.cfg
11, 12c11, 12

< echo "Booting fromUSB.."

< | oopback | oop /boot/install-image.iso
> echo "Booting fromnetwork.."

> | oopback | oop boot/install-image.iso

Pour la version 5.2.3, cela ressemblerait a ceci :
root @xxr:/tftpboot# cat /tftpboot/10.48.32.160.cfg
set default=0

serial --unit=0 --speed=115200

term nal _i nput consol e
term nal _out put seria

set timeout=2

menuentry "System Install OS" {
echo "Booting fromnetwork..."



| oopback | oop boot/install-image.iso

r oot =l oop

echo "Loadi ng Kernel.."

I'i nux (1 oop)/boot/bzlmage root=/dev/raminstall=/dev/sda consol e=ttyS0, 115200
prod=1 crashkernel =192M@ bi gphysarea=10M qui et pci =assi gn- busses noi ssu aer =of f
pci =hpnensi ze=0M hpi osi ze=0M

echo "Loading initrd.."

initrd (loop)/boot/initrd.ing signfile=/boot/signature.initrd.inyg
}

. La configuration sur le serveur Linux est terminée. Lors de la prochaine tentative de
démarrage PXE, DHCP allouera 10.48.32.160 au RP NCS6K. Il obtiendra ensuite les fichiers
grub .efi et .cfg en utilisant TFTP. Ensuite, GRUB démarrerait automatiquement et chargerait
SO a l'aide de TFTP.

Note: Le fichier ISO est normalement d'environ 700 Mo. Cela prendra un certain temps
(jusqu'a 10 minutes) aprés le démarrage du réseau. s'affiche.Remplir les journaux de
l'activité :

Cisco BIGS version : SB. Panini.0014. 00

BIOS Build Date : 07/10/2014 by | chinnad

System Menory Speed : 1600 MHz
Processor Type : Intel (R) Xeon(R) CPU E5-2448L @ 1.80GHz

Press F12 to goto Boot Manager..

Booti ng System Host OS..
Verifying Image for Secure Boot failed with status 15

System Host OS boot fail ed.

Booting Int Network O for |Pv4 (4C 4E-35-B6-63-33)..
Start PXE over IPv4.
PXE- E18: Server response tineout.

Int Network O for |Pv4 (4C 4E-35-B6-63-33) boot fail ed.

Booting Ext Network O for |Pv4 (4C 4E-35-B6-63-33)..
Start PXE over IPv4.

Station | P address is 10.48.32.160

Server | P address is 10.48.32.93

NBP filename is boot x64. efi

Downl oading NBP file...

Succeed to downl oad NBP file.

GNU GRUB version 2.00
Press F2 to goto grub Menu..
Booti ng from network. .

[ 6. 338259] i8042: No controller found
Starting udev: [ OK ]

Act ual changes:

| arge-receive-of fl oad: off [requested on]
ntuple-filters: on

Setting hostname host: [ OK ]

Checking filesystenms:[ OK ]

Rermounting root filesystemin read-wite nmode: [ OK ]
Entering non-interactive startup

Bringi ng up | oopback interface: [ OK ]
Starting systemlogger: [ OK ]

Starting kernel logger: [ OK ]



Starting kdump:[ OK ]
Starting system nessage bus: [ K
Starting smartd: [ OK ]
Generating SSHL RSA host key: [ OK ]
Generating SSH2 RSA host key: [ OK ]
Generating SSH2 DSA host key: [ OK ]

Starting sshd: [ OK ]

Starting xinetd: [ OK ]

Checki ng PCl bl ock device /dev/sdb di sk space

Thu Jun 25 14:07: 13 UTC 2015: Detected /iso/host.iso

nmount: bl ock device /iso/host.iso is wite-protected, nounting read-only

Thu Jun 25 14:07:13 UTC 2015: Munted /iso/host.iso to /tnp/isomt.i V1833

Thu Jun 25 14:07:13 UTC 2015: Found /tnp/isomt.iV1833/rpm ncs6k-sysadni n-hostos. all-5. 2. 3-
Defaul t.x86_64.rpmin host.iso

Thu Jun 25 14:07:13 UTC 2015: Installing /tnp/isomt.iV1833/rpm ncs6k-sysadmi n-hostos. al | -
5.2.3-Default.x86_64.rpm

Prepari ng packages for installation...

ncs6k- sysadni n-hostos. al | -5. 2. 3-Def aul t. x86_64

hushd_static: no process killed

hushd restarted

Thu Jun 25 14:07:13 UTC 2015: Did not detect new pxe install script, keep going with old

]

xrngi nstal |

Thu Jun 25 14:07:13 UTC 2015: Running in Data LV support nodel
/etc/rc3.d/ S60xrnginstall: line 239: SI MJLLATION: readonly variable
Thu Jun 25 14:07:13 UTC 2015: Prepping Systemw th cal vados.iso
Thu Jun 25 14:07:13 UTC 2015: Installer will install image on sda

Thu Jun 25 14:07:13 UTC 2015: Running in LVM support node

Thu Jun 25 14:07:15 UTC 2015: Partition creation on /dev/sda took 1 seconds

Thu Jun 25 14:07:15 UTC 2015: File systemcreation on /dev/sdal took O seconds

Thu Jun 25 14:07:15 UTC 2015: Install host inage on /dev/sdal

Thu Jun 25 14:07:23 UTC 2015: Installing host image size of 183Mtook 8 seconds

Thu Jun 25 14:07:33 UTC 2015: File systemcreation on /dev/sda2 took 4 seconds

Thu Jun 25 14:08:38 UTC 2015: Copying XR iso to repository took 65 seconds

Partitioning PCl block device /dev/sdb

Added VLAN with VID == 513 to IF -:eth-pfl:-

Thu Jun 25 14:08:40 UTC 2015: Copying boot/install-image.iso from tftpserver 10.48.32.93
Thu Jun 25 14:16:58 UTC 2015: Copyi ng Pxeboot files fromtftpserver 10.48.32.93 took 498
seconds

Thu Jun 25 14:17:28 UTC 2015: File systemcreation on /dev/panini_vol _grp/cal vados_| vO t ook
5 seconds

Thu Jun 25 14:17:28 UTC 2015: Install sysadm n-vminmage on /dev/panini _vol _grp/cal vados_I vO
nmount : bl ock device /iso/ncs6k-sysadnin.iso is wite-protected, nounting read-only

Thu Jun 25 14:17:35 UTC 2015: sysadmi n-vm RP based installation

Thu Jun 25 14:18:22 UTC 2015: Installing sysadm n-vmimage size of 444Mtook 54 seconds
Install EFlI on /dev/sda4

Thu Jun 25 14:18:24 UTC 2015: Install finished on sda

Resetting Bl OS Boot Mbde register

Automatic rebooting system after installation ...

Cisco BIGS version : SB.Panini.0014. 00

BIOS Build Date : 07/10/2014 by | chi nnad

System Menory Speed : 1600 MHz

Processor Type : Intel (R} Xeon(R) CPU E5-2448L @ 1.80GHz

Press F12 to goto Boot Manager..
Booti ng System Host OS..

GNU GRUB version 2.00

Press F2 to goto grub Menu..
Booting from Di sk. .

Loadi ng Kernel ..

Loading initrd..

Starting udev: [ OK ]



Setting hostname sysadmin-vm [

Checki
Mount
Enteri
Bri ngi
Starti
Starti
Starti
Starti

ng
ng
ng
ng
ng
ng

Starti
Starti
Starti
Starti
Starti
starti

ng
ng
ng
ng
ng

ng pm

ng filesystens:|
/dev/vdd at /misc/diskl
non-interactive startup
up | oopback interface: [
system | ogger: [
ker nel
system nmessage bus: [
smart d:
Generating SSH1 RSA host key: [
Generating SSH2 RSA host key: [
Generating SSH2 DSA host key: [
sshd:
xinetd: [
crond:
l'ibvirtd daenon:
NCS6k prograns for

| ogger: [

[ FAI LED]

[ X ]
X ]
[ X ]

X ]

XK ]
XK ]

[ X ]

XK
(04
(04
(04

RP on sysadnmin-vm [

XK ]

XK ]

]
]

]
]

X ]

sysadm n_startup: Starting C sco Login Programon ttySO
sysadmin initialized
sysadm n_startup: Starting C sco Login Programon ttysl
sysadmin initialized

0_0_0Jun 25 14:19:32 :

Init successful

0_0_0Jun 25 14:19:33 :

INFO : Info:

| nf o:

VM Manager started.
0_0_0Jun 25 14:19:34 :
SDR Manager started.

SYSTEM | S NOT' READY FOR LCG N

Send To Hel per Failed - Msg : aaad[ 2600]: 9%VGBL- AAAD- 7- DEBUG : AAA

Send To Hel per Failed - Msg : vm manager[2628]: % NFRA- VM_MANAGER- 4-
arguments -W

Send To Hel per Failed - Msg : sdr_ngr[2619]: %M SDR_MANAGER- 4- | NFO

I1''I'NO root -system usernane is configured. Need to configure root-system usernane!!!

Enter root-system Usernane: 0_0_OJun 25 14:20:58 :
© 9% NFRA- FPD_Dri ver - 1- UPGRADE_ALERT :

pl x_f pd[ 2616]

Adm ni strative User

Dialog ---

Send To Hel per Failed -
Driver mssing fpd obfl

Msg :
I og function for

fpd PLX-8748, FPD init continues but debugability inpacted

0/ RPO/ ADM NO:
: Unsupported
0/ RPO/ ADM NO:
: Unsupported
0/ RPO/ ADM NO:
: Unsupported
0/ RPO/ ADM NO:
: Unsupported
0/ RPO/ ADM NO:
: Unsupported
0/ RPO/ ADM NO:
: Unsupported
0/ RPO/ ADM NO:

m ssing fpd obfl

i mpact ed

Ent er root-system User nane:

Ent er secret:

Ent er secret

Jun 25 14: 20:

power nodul e

Jun 25 14: 20:

power nodul e

Jun 25 14: 20:

power nodul e

Jun 25 14: 20:

power nodul e

Jun 25 14: 20:

power nodul e

Jun 25 14: 20:

power nodul e

Jun 25 14: 20:
I og function for fpd CPU Conplex FPGA, FPD init continues but debugability

agai n:

58. 410 :
det ect ed
58. 417 :
det ect ed
58. 418 :
det ect ed
58. 434 :
det ect ed
58. 445
det ect ed
58. 451 :
det ect ed
58.517 :

r oot

envnon[ 2609] : %PKT_I NFRA- FM 4- FAULT_M NOR : ALARM M NOR
: DECLARE : 0/ PTO- PMD:

envnon[ 2609] : %PKT_I NFRA- FM 4- FAULT_M NOR : ALARM M NOR
: DECLARE : 0/ PTO- PML:

envnon[ 2609] : %PKT_I NFRA- FM 4- FAULT_M NOR : ALARM M NOR
: DECLARE : 0/ PTO- PM2:

envnon[ 2609] : %PKT_I NFRA- FM 4- FAULT_M NOR : ALARM M NOR
: DECLARE : 0/ PT3- PMD:

envnon[ 2609] : %PKT_I NFRA- FM 4- FAULT_M NOR : ALARM M NOR
: DECLARE : 0/ PT3- PML:

envnon[ 2609] : %PKT_I NFRA- FM 4- FAULT_M NOR : ALARM M NOR
: DECLARE : 0/ PT3- PM2:

zen[ 2630] : % NFRA- FPD _Dri ver - 1- UPGRADE_ALERT : Driver



Successfully created root-system user

System Admi n User nane: root

Passwor d:

root connected from 127.0.0.1 using consol e on sysadni n-vm O0_RPO

sysadm n-vm 0_RPO# show pl atform

Thu Jun 25 14:21:33.150 UTC
Location Card Type

0/1 NC6- 60X10CGE- M S
o/7 NC6- 10X100G M P
0/ RPO NC6- RP

0/ RP1 NC6- RP

0/ FCo P-L-FC- S

0/ FC1 P-L-FC- S

0/ FC2 P-L-FC- S

0/ FC3 P-L-FC- S

0/ FC4 P-L-FC- S

0/ FC5 P-L-FC- S

o/co NCS- CRFT=

0/ FTO NC6- FANTRAY

0/ FT1 NC6- FANTRAY

0/ PTO NCS- AC- PMRTRAY
0/ PT1 NCS- AC- PMRTRAY
0/ PT2 NCS- AC- PMRTRAY
0/ PT3 NCS- AC- PMRTRAY
0/ PT4 NCS- AC- PMRTRAY
0/ PT5 NCS- AC- PMRTRAY

Au bout d'un certain temps, d'autres cartes RP et de ligne démarrent également.

OPERATI ONAL
POWERED_ON
POWERED_ON
POWERED_ON
POWERED_ON
POWERED_ON
POWERED_ON
POWERED_ON
OPERATI ONAL
OPERATI ONAL
OPERATI ONAL
OPERATI ONAL
OPERATI ONAL
OPERATI ONAL
OPERATI ONAL
OPERATI ONAL
OPERATI ONAL

SW I NACTI VE
SW I NACTI VE
OPERATI ONAL
SW I NACTI VE
N A
N A
N A
N A
N A
N A
N A
N A
N A
N A
N A
N A
N A
N A
N A

Config State
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