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Introduction

Ce document décrit comment résoudre les problémes de confiance qui se produisent lorsque vous
essayez d'utiliser le compte IAM pour 'automatisation multi-cloud.

Fond

Lorsque vous utilisez la fonctionnalité multicloud de Cisco avec AWS TGW et votre compte AWS
d'entreprise, il y a des problemes de confiance. C'est parce que la société unique Account ID est
différent de la vmanage EC2 dans AWS.

Probléme

Lorsque vous utilisez le compte IAM pour I'automatisation multi-cloud, cela entraine un probléme
de confiance.

Solution

Pour résoudre ce probléme :

1. Naviguez jusqu'a AWS > Identity and Access Management (IAM) et créer un nouveau ROLE OU une
autre liste ROLE.

2. Sur le aws portail, saisissez Iam dans la barre de recherche. iam s'ouvre.

3. Apartir du panneau latéral, accédez a Roles puis sélectionnez create New.



Identity and Access ® € Introducing the new Roles list experience

Management (LAM)

Wa've recesigniod the Rolos list axporience to make it easior to use. Lat s know what yeu think.

[Dashioard (L1

Roles (30) we | —

¥ Access management

Usir groups
Users
Roles [Q Searct 123 @
Policies
Identity providers Role name - Trusted entities Last act... &
Account settings
admin Identity Provider, am:aws:iam:: 75:sami-providencloudsso, cisco com 21 minutes ago
¥ Access reports
AWS_Nen Account: aws.1.13 T hours age
Access analyzer
e " ABUrG_MHw Account: azee. 55.6.14
Archive rukes
Analyzers AWSServceRoleForCloudFormationStackSatsOrghember AWS Service: member.org.stacksets.cloudiommation (Service-Linked Ruale] 51 days ago

4. Sélectionnez le Another AWS Account €n option.

5. La Account ID est le Aws Account et dispose de la vmanage EC2 instance créée. Pour les comptes
hébergés Cisco, I'ID de compte est « 2002388880647 ». (Ce n'est PAS le votre Aws Account ID.)
Voir la référence a la fin de cet article.

6. Cochez la case correspondant a "External ID" et saisissez une valeur Sous vManage > Cloud onRamp
for multi-cloud > Account Management > Add AWS Account.
Q CONFIGURATION Cloud OnRamp For Multi-Cloud > Cloud Account Management > Associate Cloud Account

Provide Cloud Account Details

Cloud Provider AWS  Amazon Web Services >

Cloud Account Name

Description (optional)

Use for Cloud Gateway Yes @ no
Login in to AWS with key ® |AMRole
Role ARN

External Id @



Create role QO : -
Select type of trusted entity

s AWS service Another AWS account @ \qub_'d""m = SAML 2.0 federation
. l EC2, Lambda and others Belonging to you or 3rd party p:ﬁr:c';; onany; Gpenit Your corporate directory

Allows entities in other accounts to perform actions in this account. Learn more

Specify accounts that can use this role

Account ID* 1234567 o

Options « Require external ID (Best practice when a third party will assume this role)

‘You can increase the security of your role by requiring an optional external identifier, which
prevents "confused deputy” attacks. This is recommended if you do not own or have
administrative access to the account that can assume this role. The external ID can include
any characters that you choose. To assume this role, users must be in the trusted account and
provide this exact external ID. Learn more

External ID

vm: 1234567

Important: The console does not support using an external ID with the Switch Role feature. If
you select this option, entities in the trusted account must use the API, CLI, or a custom
federation proxy to make cross-account iam:AssumeRole calls. Learn more

Require MFAE)

7. Définissez les autorisations.

Create role 1 ° s) (4

+ Attach permissions policies

Choose one or more policies to attach to your new role.

Create policy 5]
Filter policies v Q EC2 Showing 32 results
Policy name = Used as

» W AmazonEC2ContainerRegistryFullAccess None

» W AmazonEC2ContainerRegistryPowerUser None

» B AmazonEC2 ContainerRegistryReadOnly None

» B AmazonEC2ContainerServiceAutoscaleRole None

L3 ﬁ AmazonEC2ContainerServiceEventsRole None

» B AmazonEC2ContainerServiceforEC2Role None

» B AmazonEC2ContainerServiceRole None
v » Wl AmazonEC2FullAccess Permissions policy (1)

» Set permissions boundary

8. Ignorez les balises.



9. Vérifiez la derniére page et nommez le réle. Publier la création de ROLE et copiez le ArRN a

partir des versions Aws portail.

Create role

Review

Provide the required information below and review this role before you create it.

Role name™

aws_account 1234567

Use alphanumeric and '+=,.@-_' characters. Maximum 64 characters.

- @

Role description

aws multicloud test

Maximum 1000 characters. Use alphanumeric and "+=,.@-_' characters.

Trusted entities The account aws_account _1234567

Policies

AdministratorAccess (4
AmazonVPCFullAccess (4

AmazonEC2FullAccess (4

Permissions boundary Permissions boundary is not set

No tags were added.

Roles » aws_account_1234567

Summary

Role ARN

Role description

Instance Profile ARNs

Path

Creation time

Last activity

Maximum session duration

Give this link to users who can switch roles
in the console

arn:aws:iam::75:role/aws_account 1234567 (]
aws multicloud test | Edit
@
¥
2021-08-05 23:21 EDT
Not accessed in the tracking period

1 hour Edit

https://signin.aws.amazon.com/switchrole?roleName=aws account&account=1234567

10. Vérifiez que la syntaxe sous le "Trust Relationship > Edit Relationship"correspond a cet exemple
JSON (avec les valeurs que vous avez définies) :

{ "Version": "2022-05-04", "Statenent": [ { "Effect": "Allow', "Principal": { "AW":
"arn:aws:iam:account _nunber:root” }, "Action": "sts:AssumeRole", "Condition": { "StringEqual s":
{ "sts:Externalld": "vmsite_address" } } } ] }

11. Copiez le ARN expéditeur Aws et renseignez les détails sur la vmanage page multi-cloud.



Cloud Account Credentials - Update

Cloud Provider aws

Cloud Account Name

Description (optional)

Use for Cloud Gateway Yes No
Login in to AWS with Key ® |AM Role
Role ARN

External Id @

Les"ivar/loginms/containers/cloudagent-v2/cloudagent-v2.log” contient des messages précieux (avec les
valeurs que vous définissez) :

[ 2021- 08- 06T02: 47: 07UTC+0000: 140360670770944: | NFO ca- v2: grpc_servi ce. py: 432] Returni ng
Val i dat eAccount I nfo Response: { "ncCxt": { "tenantld": "VTAC5 - 19335", "ctxld": "ebd23ecl-
95f a- 4e27- 8f 6a- e3b10c086f 95" }, "accountlnfo”: { "cloudType": "AWS', "account Name":

"aws_account name", "orgName": "VTAC5 - 19335", "description": "", "billingld": "",
"awsAccount I nfo": { "account Specificlnfo": { "authType": "I AM', "ianBasedAuth": { "arn":

" HUI Z82ywKt +Ef SAKS8kaMpWCFE7WBVLj qaJCPgnSP1D61Rsd1yr | | dnQsf 9bWF OFNhUKH5LQg+2Gkdey Ol yTUg==",
Référence
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