Configuracion del filtrado de contenido web
mediante Cisco Umbrella en WAPS71 o
WAPS71E

Objetivo

El objetivo de este articulo es mostrarle como configurar el filtrado de contenido web usando
Cisco Umbrella en un WAP571 o WAPS71E.

Introduccién

Ha trabajado duro para poner en marcha su red. Por supuesto, uno quiere que siga asi, pero los
hackers son implacables. ;Qué se puede hacer para mantener la seguridad de su red? Una
solucion es configurar el filtrado de contenido web. La funciéon de filtrado de contenido web
permite proporcionar acceso controlado a Internet mediante la configuracion de politicas vy filtros.
Ayuda a proteger la red bloqueando sitios web malintencionados o no deseados.

Cisco Umbrella es una plataforma de seguridad en la nube que proporciona la primera linea de
defensa contra las amenazas en Internet. Actia como un gateway entre Internet y sus sistemas y
datos para bloquear malware, botnets y phishing en cualquier puerto, protocolo o aplicacion.

Mediante una cuenta Cisco Umbrella, la integracion interceptara de forma transparente (informes
a nivel de URL) las consultas del Sistema de nombres de dominio (DNS) y las redirigira a
Umbrella. El dispositivo aparecera en el panel de Umbrella como un dispositivo de red para
aplicar politicas y ver informes.

Para obtener mas informacién sobre Cisco Umbrella, consulte los siguientes enlaces:

Guia rapida de Cisco Umbrella

Guia del usuario de Cisco Umbrella

COMO: Ampliacién de Cisco Umbrella para proteger su red inaldmbrica

Dispositivos aplicables
WAP571

WAPS571E

Version del software


https://www.cisco.com/c/dam/global/es_mx/products/collateral/security/aag-cisco-umbrella.pdf
https://docs.umbrella.com/deployment-umbrella/docs/welcome-to-cisco-umbrella
https://www.cisco.com/c/es_mx/support/docs/smb/wireless/cisco-small-business-100-series-wireless-access-points/smb5837-extending-umbrella-to-protect-your-wireless-network.html

- 1.1.0.3

Configure Cisco Umbrella en su WAP

Paso 1. Inicie sesién en la utilidad de configuracion web del WAP ingresando el nombre de
usuario y la contrasefna. El nombre de usuario y la contrasefia predeterminados son cisco/cisco.
Si ha configurado un nuevo nombre de usuario o contrasefa, introduzca esas credenciales en su
lugar. Haga clic en Login (Conexion).

T
CISCO

Wireless Access Point

cisco

English

Nota: En este articulo, el WAP571E se utiliza para demostrar la configuracién de Cisco Umbrella.
Las opciones de menu pueden variar ligeramente segun el modelo del dispositivo.

Paso 2. Elija Cisco Umbrella.
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Paso 3. Active Cisco Umbrella haciendo clic en la casilla de verificacion.



Cisco Umbrella

Cisco Umbrella is a cloud security platform that provide the first line of defense against
With an Umbrella account, this integration will transparently intercept DNS queries and |

This device will appear in the Umbrella dashboard as a network device for applying poli

Enable: @

APl Key: @

Secret: @

Local Domains to Bypass (optional): Multiple inputs separated by comma
Device Tag (optional):

DNSCrypt: ' Enable
Registration Status:
Paso 4. Para obtener la clave de la APl y el secreto, inicie sesion en su cuenta de Cisco Umbrella

usando el correo electronico o el nombre de usuario y la contrasefia. Haga clic en INICIAR
SESION.
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https://login.umbrella.com/?_ga=2.52202985.1562169357.1569876062-1664584840.1569361812
https://login.umbrella.com/?_ga=2.52202985.1562169357.1569876062-1664584840.1569361812

Paso 5. Navegue hasta Admin y solicite una clave API eligiendo API Keys...en el menu.

>0 Umbrella

Accounts

User Roles

Log Management
Authentication
Bypass Users
Bypass Codes

API Keys.. 2

Nota: La primera vez que solicite una clave API, solo se mostrara la clave como se muestra a
continuacion.

Key Created
Umbrelia Network Devices ? ~

The API key and secret here are used to perform API requests against your Umbrella organization, such as identity management, reporting and more. If you de using an
Umbrella-integrated hardware device that uses basic authentication, this allows management of Umbrelia from the device and vice versa.

Your Key: f18i fﬂ
C

Check out the documentation for step by step instructions

DELETE | REFRESH CLOSE

Paso 6. Haga clic en Actualizar para obtener la clave APl y la clave Secreta.

/ i
Umbrella Network Devices Key Created ~

The API key and secret here are used to perform API requests against your Umbrella organization, such as identity management, reporting and more. If you de using an
Umbrella-integrated hardware device that uses basic authentication, this allows management of Umbrella from the device and vice versa.

Your Key: 18i f‘ﬂ

Check out the documentation for step by step instructions

DELETE @ CLOSE

Nota: Al hacer clic en Actualizar, la clave de la APl cambiara.

Paso 7. Copie la clave y secreto que se genera.



[} Key Created
Umbrella Network Devices s

The API key and secret here are used to perform AP| requests against your Umbrella organization, such as identity management, reporting and more. If you are using an
Umbrella-integrated hardware device that uses basic authentication, this allows management of Umbrella from the device and vice versa

Your Key: dbb1 fIF'“ )
Your Secret: 4e5 o
To keep it secure, we only display your key's secret once. For future reference, copy this secret and keep it in a safe place. Tick this box to acknowledge this.

Check out the documentation for step by step instructions

DELETE

Paso 8. Pegue la clave y secreto copiados del paso 7 en los campos proporcionados bajo la
configuracion de Cisco Umbrella del WAP.

Cisco Umbrella Cancel

Cisco Umbrella is a cloud security platform that provide the first line of defense against threats on the internet wherever users go.
With an Umbrella account, this integration will transparently intercept DNS queries and redirect them to Umbrella.

This device will appear in the Umbrella dashboard as a network device for applying policy and viewing reports.

Enable: 4
API Key: @ dbb1
Secret: @ 4eb5 -

Local Domains to Bypass (optional):
Device Tag (optional):

DNSCrypt: & Enable

Registration Status:

Paso 9. (Opcional) Introduzca el nombre de dominio en el campo Dominios locales para omitir
(opcional) y los paquetes alcanzaran el destino sin pasar por Cisco Umbrella. Los elementos de la
lista deben estar separados por una coma, mientras que los dominios pueden incluir caracteres
comodin en forma de asterisco (*). Por ejemplo: *.cisco.com.*.

Cisco Umbrella Cancel

Cisco Umbrella is a cloud security platform that provide the first line of defense against threats on the internet wherever users go.
With an Umbrella account, this integration will transparently intercept DNS queries and redirect them to Umbrella.

This device will appear in the Umbrella dashboard as a network device for applying policy and viewing reports.

Enable: C4

APl Key: © dbb1

Secret: @ 4e5 =
Local Domains to Bypass (optional): *.cisco.com.*

Device Tag (optional):

DNSCrypt: & Enable

Registration Status:

Nota: Esto es necesario para todos los dominios de Intranet y dominios DNS divididos donde
existen servidores separados para redes internas y externas.

Paso 10. (Opcional) Introduzca un nombre de etiqueta en el campo Device Tag (etiqueta de



dispositivo) (opcional) para etiquetar el dispositivo. Device Tag describe el dispositivo o un origen
particular asignado al dispositivo. Asegurese de que es exclusivo para su organizacion.

Cisco Umbrella Cancel

Cisco Umbrella is a cloud security platform that provide the first line of defense against threats on the internet wherever users go.
With an Umbrella account, this integration will transparently intercept DNS queries and redirect them to Umbrella.

This device will appear in the Umbrella dashboard as a network device for applying policy and viewing reports.

Enable: 4

AP| Key: @ dbb1 u
Secret: @ 4e5

Local Domains to Bypass (optional): * cisco.com.*

Device Tag (optional): CiscoTest

DNSCrypt: & Enable

Registration Status:

Nota: Cualquier cambio en Secret, APl Keyy la Device Tag activara el reregistro para crear un
dispositivo de red.

Paso 11. DNSCrypt se utiliza para proteger (a través del cifrado) la comunicaciéon DNS entre un
cliente DNS y una resolucion DNS. Previene varios tipos de ataques DNS y snooping. Esta
habilitado de forma predeterminada.

Cisco Umbrella Cancel

Cisco Umbirella is a cloud security platform that provide the first line of defense against threats on the internet wherever users go.
With an Umbrella account, this integration will transparently intercept DNS queries and redirect them to Umbrella.

This device will appear in the Umbrella dashboard as a network device for applying policy and viewing reports.

Enable: 4

APl Key: @ dbb1 u
Secret: @ 4e5

Local Domains to Bypass (optional): *_cisco.com.*

Device Tag (optional): CiscoTest

DNSCrypt: 7) Enable

Registration Status:

Paso 12. Haga clic en Aplicar para aplicar estas configuraciones.



Cisco Umbrella Cancel

Cisco Umbrella is a cloud security platform that provide the first line of defense against threats on the internet wherever users go.
With an Umbrella account, this integration will transparently intercept DNS queries and redirect them to Umbrella.

This device will appear in the Umbrella dashboard as a network device for applying policy and viewing reports.

Enable: 4

API Key: @ dbb1 | |
Secret: @ 4e5

Local Domains to Bypass (optional): *.cisco.com.*

Device Tag (optional): CiscoTest

DNSCrypt: & Enable

Registration Status:

Nota: El estado del registro se indica en el campo Registration Status . El estado puede ser
Satisfactorio, Registro o Error.

Paso 13. Aparecera una pantalla emergente como se muestra a continuacién. Haga clic en
Aceptar para confirmar.

Confirm

The following changes will happen automatically when Umbrella is
enabled

1) WAP DNS Servers will point to Cisco Umbrella.

2) WAP DNS packets will be redirected to Cisco Umbrella.

“ Cdﬁcu‘

Verificacion

Hay una manera divertida de verificar si el filtrado de sitios web esta habilitado. Solo tiene que
abrir un navegador web e introducir la siguiente url: www.internetbadguys.com. No se preocupe,
se trata de un sitio propiedad de Cisco con fines de prueba y verificacion.

C www.internetbadguys.con’{,,‘ Q_ Search

Dado que el filtrado de sitios web esta habilitado en WAP a través de Cisco Umbrella, recibira la
siguiente notificacion. La red inalambrica redirigira la consulta DNS a Cisco Umbrella. A su vez,
Cisco Umbrella actua como servidor DNS, protegiendo la red y sus usuarios.


http://www.internetbadguys.com

Cisco Umbrella

This site is blocked.

www internetbadguys.con

SECURITY THREAT DETECTED AND BLOCKED

Based on Cisco Umbrella security threat information, access to the web site
www.internetbadguys.com has been blocked to prevent an attack on your browser.

Malware protection has shifted from the endpoint, deeper into the network, in order to cater to
a growing number and variety of devices. In order to offer the most effective protection to
computing assets on the Cisco network, Infosec, Cisco IT, and the Security Business Group
have jointly rolied out Umbrella protection for Cisco's corporate DNS infrastructure. This service
will block access to hostnames that are known bad and has been deployed to prevent malicious
actors from serving malware or content otherwise harmful to users of the Cisco corporate
network

If you believe this hostname was misclassified, please connect to the Cisco network and open a
case with Infosec

As a matter of good practice. you may check whether your browser or any component plugin is
vunierable by visiting browsercheck qualys com. The UID at the end of the
browsercheck qualys.com URL does not uniquely identify your machine to Qualys: it is a shared
UID to group all requests originating from Cisco IP ranges

FAQ

Conclusién

Ahora ha configurado y activado el filtrado de sitios web en un punto de acceso WAP571 o

WAP571E mediante Cisco Umbrella.

¢ Desea obtener mas informacion? Vea estos videos relacionados con Cisco Umbrella:

Charla técnica de Cisco: Proteccidén de una red empresarial mediante el uso de puntos de

acceso de Cisco Small Business y Umbrella

Charla técnica de Cisco: Coémo obtener una cuenta de paraguas

Charla técnica de Cisco: Configuracion de una Politica de Paraguas



https://www.youtube.com/watch?v=xPdNsyj8-eM&list=PLB4F91009260AB3D7&index=43&t=0s
https://www.youtube.com/watch?v=xPdNsyj8-eM&list=PLB4F91009260AB3D7&index=43&t=0s
https://www.youtube.com/watch?v=nrlwRjPQFFE&list=PLB4F91009260AB3D7&index=44&t=0s
https://www.youtube.com/watch?v=bl6u8_c-c1w&list=PLB4F91009260AB3D7&index=45&t=0s
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