Configuracion de VPN de sitio a sitio basada en
ruta activa dual con PBR en FTD administrado
por FDM
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Introduccion

Este documento describe como configurar la VPN de sitio a sitio basada en ruta activa dual con
PBR en FTD administrado por FDM.

Prerequisites

Requirements

Cisco recomienda que tenga conocimiento sobre estos temas:

» Comprensién basica de VPN

» Comprensién basica del routing basado en politicas (PBR)

« Comprension basica del acuerdo de nivel de servicio del protocolo de Internet (IP SLA)
» Experiencia con FDM

Componentes Utilizados

La informacion que contiene este documento se basa en las siguientes versiones de software y
hardware.

» Cisco FTDv version 7.4.2
» Cisco FDM version 7.4.2

La informacion que contiene este documento se cred a partir de los dispositivos en un ambiente
de laboratorio especifico. Todos los dispositivos que se utilizan en este documento se pusieron en
funcionamiento con una configuracion verificada (predeterminada). Si tiene una red en vivo,
asegurese de entender el posible impacto de cualquier comando.

Antecedentes

Este documento explica como configurar una VPN de sitio a sitio basada en ruta activa dual en
FTD. En este ejemplo, los FTD en Site1 y Site2 tienen conexiones ISP activas duales que
establecen la VPN de sitio a sitio con ambos ISP simultaneamente. De forma predeterminada, el
trafico VPN atraviesa el tunel 1 a través de ISP1 (linea azul). Para hosts especificos, el trafico
pasa por el tunel 2 a través de ISP2 (linea roja). Si el ISP1 experimenta una interrupcion, el trafico
cambia al ISP2 como respaldo. Por el contrario, si el ISP2 experimenta una interrupcioén, el trafico
cambia al ISP1 como respaldo. En este ejemplo se utilizan el routing basado en politicas (PBR) y
el acuerdo de nivel de servicio del protocolo de Internet (IP SLA) para cumplir estos requisitos.

Configurar

Diagrama de la red
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Configuraciones en VPN

Es esencial garantizar que la configuracion preliminar de la interconectividad IP entre nodos se
haya completado debidamente. Los clientes de Site1 y Site2 tienen la direccion IP interna de FTD
como gateway.

Configuracion VPN FTD de Site1

Paso 1. Cree interfaces de tunel virtuales para ISP1 e ISP2. Inicie sesion en la GUI de FDM del
FTD del sitio 1. Vaya a Dispositivo > Interfaces. Haga clic en Ver todas las interfaces.
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Site1FTD_View_All_Interfaces

Paso 2. Haga clic en Interfaces de tunel virtual pestafa y luego el + botén.
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Site1FTD_Create VTI

Paso 3. Proporcione la informacién necesaria sobre los detalles de VTI. Haga clic en el botdn
Aceptar.

* Nombre: demoviti

* ID de tunel: 1

+ Origen del tunel: externa (GigabitEthernet0/0)

 Direccion IP y mascara de subred: 169.254.10.1/24

» Estado: haga clic en el control deslizante hasta la posicién Activado

Name Status
demoti &
Description
Vi
Tunnel ID unnel Source
1 outside (GigabitEthernet0/0) v

IP Address and Subnet Mask

169.254.10.1 /24

i
o

Site1FTD_VTI_Details_Tunnel1_ISP1

* Nombre: demovti_sp2



ID de tunel: 2

» Origen del tunel: outside2 (GigabitEthernet0/1)

Direccion IP y mascara de subred: 169.254.20.11/24

Estado: haga clic en el control deslizante hasta la posicion Activado

Name
demovti_sp2|

Mot oot s L

Description
Tunnel ID unnel Source
2 outside? (GigabitEthernet0/1)
IP Address and Subnet Mask
169.254.20.11 / 24
CANCEL

Site1FTD_VTI_Details_Tunnel2_ISP2

Paso 4. Navegue hasta Dispositivo > VPN de sitio a sitio. Haga clic en el botén View

Configuration.
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Site1FTD_View_Site2Site_VPN

Paso 5. Comience a crear una nueva VPN de sitio a sitio a través de ISP1. Haga clic en el botdn
CREATE SITE-TO-SITE CONNECTION (CREAR CONEXION DE SITIO A SITIO) o haga clic en
el botdn +.
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LOCAL NTIRFACTS LOCAL NETWOSSES REMOTE RITWORES. AT DXIMST

CREATE SITE-TO-SITE CONNECTION

Site1FTD_Create_Site-to-Site_Connection

Paso 5.1. Proporcione la informacién necesaria de los terminales. Haga clic en el boton NEXT.

Nombre del perfil de conexiéon: Demo_S2S

» Tipo: Basado en ruta (VTI)

Interfaz de acceso VPN local: demovti (creado en el paso 3.0)

* Direccion IP remota: 192.168.10.1 (esta es la direccion IP ISP1 del FTD del sitio 2)



New Site-to-site VPN o Endpoint: 2
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Sites Configuration
LOCAL SITE REMOTE SITE
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Site1FTD_ISP1_Site-to-Site_VPN_Define_Endpoints
Paso 5.2. Navegue hasta Politica IKE. Haga clic en el boton EDIT.
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weversionz (D e vERsion1 (@ )
IKE Palicy

oy

IPSec Proposal

None selected EDIT... [!]

Site1FTD_Edit_IKE_Policy

Paso 5.3. Para la politica IKE, puede utilizar una predefinida o puede crear una nueva haciendo
clic en Crear nueva politica IKE.

En este ejemplo, alterne una politica IKE existente AES-SHA-SHA y cree una nueva con fines de
demostracién. Haga clic en el botén OK para guardar.



* Nombre: AES256_DH14_SHA256_SHA256
» Cifrado: AES y AES256

* Grupo DH: 14

» Hash de integridad: SHA, SHA256

+ Hash PRF: SHA, SHA256

+ Vida util: 86400 (default)

Add IKE v2 Policy

[ Priority Name State

Y Filter 1 ] [ AES256_DH14_SHA256_SHA256 ] "3]

A i
@ ) AES-GCM-NULL-SHA Encryption

.
M——
|‘) AES-SHA-SHA l
Diffie-Hellman Group

@ ) DES-SHA-SHA € v

S

[ Integrity Hash )

Lifetime (seconds)

Create New IKE Policy “ 86400

Site1FTD_Add_New_IKE_Policy



Y Filter

@ AES-GCM-NULL-SHA

@ DES-SHA-SHA

Q AES256_DH14_SHA256_SHA256

e @ Qe 9

Create New IKE Policy

Site1FTD_Enable_New_IKE_Policy

Paso 5.4. Vaya a Propuesta IPSec. Haga clic en el botén EDIT.
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Site1FTD_Edit_IKE_Propuesta

Paso 5.5. Para la propuesta de IPSec, puede utilizar una predefinida o puede crear una nueva
haciendo clic en Crear nueva propuesta de IPSec. En este ejemplo, cree uno nuevo con fines de
demostracién. Haga clic en el botéon OK para guardar.

* Nombre: AES256_SHA256
+ Cifrado: AES y AES256
* Hash de integridad: SHA1, SHA256

Add IKE v2 IPSec Proposal

+
Name
Y Filter SET DEFAULT
AES256_SHA256
sl
& AES-GCM in Default Set : I —
& AES-SHA AES256 >

& DES-SHA-1 Integrity Hash

Site1FTD_Add_New_IKE_Propuesta



Y Filter SET DEFAULT

& AES-GCM in Default Set

& AES-SHA

@ DES-SHA-1

& AES256_SHA256

Site1FTD_Enable_New_IKE_Propuesta

Paso 5.6. Desplacese por la pagina y configure la clave previamente compartida. Haga clic en el
botonSIGUIENTE.

Anote esta clave precompartida y configurela en el FTD Site2 mas adelante.
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Paso 5.7. Revise la configuracion de VPN. Si necesita modificar algo, haga clic en el botén BACK.
Si todo esta bien, haga clic en el botéon FINISH.



Demo_S2S Connection Profile

o Peer endpoint needs to be configured according to specified below configuration.

VPN Access 0 demovti (169.254.10.1) < | PeeriP Address 192.168.10.1

Interface

IKE Policy aes,aes-192,aes-256-sha512,sha384,sha,sha256-sha512,sha384,sha,sha256-21,20,16,15,14, aes,aes-256-
sha,sha256-sha,sha256-14

IPSec Proposal aes,aes-256-sha-1,sha-256

Authentication Pre-shared Manual Key

S y

IKE V1: DISABLED

IPSEC SETTINGS
Lifetime 28800 seconds
Duration
Lifetime Size 4608000 kilobytes

ADDITIONAL OPTIONS
o Information is copied to the clipboard when you click Finish. You must allow the browser to access your clipboard for the copy to be successful

eacx I

Site1FTD_ISP1_Review_VPN_Config_Summary

Paso 6. Repita el Paso 5. para crear una nueva VPN de sitio a sitio a través de ISP2.



Demo_S$25_SP2 Connection Profile

o Peer endpoint needs to be configured according to specified below configuration.

VPN Access 0B demonti_sp?2 (169.254.20.11 G Peer IP Address 192.168.20.1
Interface

(II;E Policy ass, aes-192 aes5-256-5ha%12,5ha384 ,sha,shal?56-sha512,5ha384 sha sha256-21,20,16,15,14, aes, a65-256- 1
sha,sha?56-5ha,sha256-14

IPSec Proposal aes,aes-256-sha-1,5ha-256

Authentication Pre-shared Manual Key

IKE ¥V1: DISABLED

2B800 seconds

\[’Pe
Lifetime
Duration
Lifetime Size

4608000 kilobytes

6 Information Is copled to the clipboard when you click Finish. You must allow the browser to access your clipboard for the copy to be successful

ok [

Site1FTD_ISP2_Review_VPN_Config_Summary

Paso 7. Cree una regla de control de acceso para permitir que el trafico pase a través del FTD. En
este ejemplo, permita todas las demostraciones. Modifique su politica en funcién de sus
necesidades reales.

I s o == = 3 . i
i Firewall Device Manager = == @ O . @ : admin el
‘|"]'-l s eeelanage Manitaring Policies  Objects Device: ftdv?42 Ze @ D Admiktee e SECURE

& Security Policies

B 5 O oo > Oty > O senrymemgerce - © vt - [N . @ v

1 rule ¥ Fter ¢ @ +
NETWORKS PORTS zonEs APPLICATIONS  URLS
3 1 Demo_sliow
Al
Dafnilt Actioa Access Control @ Block @, [, w

Ejemplo de Site1FTD_Allow_Access_Control_Rule_Example

Paso 8. (Opcional) Configure la regla de exencion de NAT para el trafico del cliente en FTD si hay



NAT dinamica configurada para el cliente para acceder a Internet.

Para la demostracién, la NAT dinamica se configura para los clientes para acceder a Internet en
este ejemplo. Por lo tanto, se necesita la regla de exencion de NAT.

Vaya a Politicas > NAT. Haga clic en el boton +. Proporcione los detalles y haga clic en Aceptar.

« TITULO: Exencién de NAT

» Ubicacién: Antes de las reglas NAT automaticas
» Tipo: Estatica

* Interfaz de origen: Dentro

» Destino: cualquiera

+ Direccion de origen original: 192.168.70.0/24

+ Direccion de origen traducida: 192.168.70.0/24
+ Direccion de destino original: 192.168.50.0/24

+ Direccion de destino traducida: 192.168.50.0/24
» Con Route-Lookup habilitado

Add NAT Rule

Before Auto NAT Rules

Packet Translation Arvanced Options

DRIGING PACKET THANSLATED PACHET

Source nterface Destination Interface

insicle Ay

Seures Address Source Ao

Site1FTD_Nat_Exempt_Rule

Inside_1592.168.70 ~

Insicie_192. 168,70

Destination Address

peer_192.168.50.0

Destination Address

peer_192.168.50.0




Title Create Rule for

MNAT Exempt Manual MNAT

Status

+ @

Manual NAT rules allow the transiation of the source &s well 23 the destination address of a network packei. Destination and part
translation ame optional. You can place manual MAT rules eithar before or after Auto NAT rules and insert the nules at a apecific location
Placermant Type

Before Auto NAT Rules S

Packet Translation Advanced Options

Translate DMNS replies that match this rule

Fallthrough to Interface PAT (Destination Interface)

[ Perform route lookup for Destination interface I

Do not prosey ARP on Destination Interface

Show Diagrarm .. )

Site1FTD_Nat_Exempt_Rule_2
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& Security Policies
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CAMNCEL

®© & @ ooy~ 'tus SECURE
Q Irtrusion
Y Filter +

DESTINATIOL.

1 NAT Exempt STAMC -ns'oo Insida_192.1.. poar_192.16... hNY ANY nside_192.1... poar_192.16.. AN ANY
Marual NAT Rulos: (After)
¥ 1 ISPINatRule DYNAMIC inshose Aty ipd Al Y interface ANY ANY AMNY
outside
3 ISPINatRule DYMANIC inaicio aryeipnd A I Interfaca AN ANY
outside2
Site1FTD_Nat_Rule_Overview
Paso 9. Implemente los cambios de configuracion.
. i) o £ == T sdmin aleaile. . .
Firewal| Devico Manager  \ ieg  Polides  Objects Device: Ncv742 @ @ @ Administrator asarSECURE

Site1FTD_Deployment_Changes



Configuracion VPN FTD de Site2

Paso 10. Repita los pasos 1 a 9 con los parametros correspondientes para FTD de Sitio2.

DemoS2S Connection Profile

ﬂ Peer endpoint needs to be configured according to specified below configuration.

VPN Access OB demondti23 (169.254,10.2) f;-? Peer IP Address 192.168.30.1
Interface

(_IKE Policy aes aes- 192 aes-256-5ha512 shalBd sha sha256-5ha512 shaldB4d sha sha256-21,20,16,15,14, aes aes-256- -\
sha,sha256-sha,sha256-14
IPSec Proposal ses,aes-256-sha-1,sha-256
Authentication Pre-shared Manual Key
LTyrpa J

IKE V1: DISABLED

IPSEC SETTINGS
Lifatime 28800 seconds
Duration
Lifetime Size AB08000 kilobytes
o Information is C':u:-iE:I to the clipboard when you click Finish. You must allow the browser to access yaur clipboard for the copy o be succeassfu

Site2FTD_ISP1_Review_VPN_Config_Summary



Demo_52S_SP2 Connection Profile

o Peer endpoint needs to be configured according to specified below configuration.

VPN Access QP demovti_sp2 (169.254.20.12) (:} Peer IP Address 192.168.40.1
Interface

IKE Policy aes,aes-192,ae5-256-5ha512,sha384 sha,sha256-sha512, sha3d4,sha, sha256-21,20,16,15,14, aes,aes-256-
sha,sha256-sha,sha256-14

IPSec Proposal aes, aes-256-sha-1,5ha- 256

Authentication Pre-shared Manual Key

Type

IKE V1: DISABLED

IPSEC SETTINGS

Lifetime 28800 seconds
Duration
Lifetime Size 4608000 kilobytes

ﬂ Infarmation is copied to the clipboard when you click Finish. You must allow the browser to access your clipboard for the copy to be successful.

BAsK

Site2FTD_ISP2_Review_VPN_Config_Summary



Edit NAT Rule

Tille

MNAT Exempy

transhotion ore optional. You can ploce

Placemant

Before Auto NAT Rulal

Advanced Options

Packel Translation

CRIGINAL PACKET
[oource Imerace Y

inside

Source Address

inside_192.168.50 +
Destination Address Destingtion Port
peer_192.168.70. Aty

Show Diagram @

Any

Create Rule for

Manual NAT

TRANSLATED PACKET

Destination Interface

Any

Source Address

inside_192.168.50 v

Destination Address

ng peer_192.168.70.0 v

Destination Port

Any ~

o

Site2FTD_Nat_Exempt_Rule
Configuraciones en PBR

Configuracion PBR de FTD de Site1

Paso 11. Cree nuevos objetos de red para que los utilice la lista de acceso PBR para el FTD
Site1. Navegue hasta Objetos > Redes y haga clic en el boton +.

HR
Firewall Device Manager -
Monitoring

< sz

Policies Objects

Device: ftdu742

—

Object Types Network Objects and Groups

9 objects

Site1FTD_Create_Network_Object

®

+ . admin aliale, .
@ C) Administrator asca SECURE
¥ Filter ]

Preset fillers: System defined, Liser defined

Paso 11.1. Cree el objeto de la direccion IP del cliente 1 del sitio 2. Proporcione la informacién

necesaria. Haga clic en el boton OK (Aceptar)

* Nombre: local_192.168.70.10
» Tipo: Anfitrion
e Host: 192.168.70.10



Add Network Object

MNama

local_192.168.70.10

Description

Type

Metwork Host FQDN Range
S O ©

Haost

192.168.70.10

Site1FTD_Site1FTD_PBR_LocalObject

Paso 11.2. Crear objeto de la direccion IP del cliente 2 del sitio 2. Proporcionar la informacion
necesaria. Haga clic en el boton Aceptar.

* Nombre: remote_192.168.50.10
 Tipo: Anfitrién
* Host: 192.168.50.10

Add Network Object

Name

remole_192.168.50.10

Description

Type

(O Metwerk (O raon (O Range

Host

182.168.50.10

Site1FTD_PBR_RemoteObject

Paso 12. Crear una lista de acceso ampliada para PBR. Vaya a Device > Advanced Configuration.
Haga clic en Ver configuracion.
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Interfaces Routing Updates

B static rodes

View All nterfaces > View Configuration

Guolncaton, Ruk:, VDB, Systerm Upgmde,
Secunty Ineligance Fesds

> View Configuration >

Smart License Backup and Restore

agistenad Last Backup: 14 Aug 2024
Tier: FTDwED - 10 Ghps

Wiew Configuration > Wiew Configuration

Troubleshoot

created pet

3 RECLEST FILE T BE CREATELD

admin

il =
s &b SECURE

System Settings
Maragemsnt Access

ng Settings

srvar | Ralay
DONS Service

DNS Server
Hostname

Tima Senvices

5L Settings

See mone

Site-to-Site VPN

2 connections

View Configuration >

Canfigurs

Site1FTD_View_Advanced_Configuration

Paso 12.1. Navegue hasta CLI inteligente > Objetos. Haga clic en el botén +.

i o
Policies

Moniboring Objects

Dewlce Summary

Objects

Advanced
Configuration

Smart CLI

Objects

FlaxConfig

Site1FTD_Add_SmartCLI_Object

Device: ftdv742

Advanced Configuration
Inchucies: FleConfi, Smart GLI

> View Configuration >

CNCNONO,

DESCRIPTION

There ara no Smart CLI objects yot

Start by creating the fi

mart CLI ohject

CREATE SMART CLI OBJECT

Paso 12.2. Introduzca un nombre para el objeto y elija la plantilla CLI.

* Nombre: Demo_PBR_ACL

* Plantilla de CLI: Lista de acceso ampliada

Device Administration

Auxdit Fuents, Deployment History,
Download Canfiguration

View Configuration »

admin ol
Administrtor

" SECURE

0




Add Smart CLI Object

Dascriplion

LI Template

Extended Access List

Template

Site1FTD_Create_PBR_ACL_1

Paso 12.3. Navegue hasta Plantilla y configure. Haga clic en el botén OK para guardar.

Linea 2, haga clic en action. Seleccione Permit (Permitir).

Add Smart CLI Object
Mame
Damo_PBR_ACL

CLI Tamplste

Extended Access List

Template

Site1FTD_Create_PBR_ACL_2

Linea 3, haga clic en source-network. Elija local_192.168.70.10. Haga clic en destination-network.
Elija remote_192.168.50.10.

Linea 4, haga clic en options y elija any.

En la linea 6, haga clic en log-state y elija disabled.

Name Dascription

Tampiate




Site1FTD_Create_PBR_ACL_3

Paso 13. Crear mapa de rutas para PBR. Vaya a Dispositivo > Configuracion avanzada > CLI
inteligente > Objetos. Haga clic en el boton +.

[y it 5 [==m] "
LI Firewall Device Manager ! U _ N @ @ ® ' B v deb SECURE
il Monitoring Policies Objects Device: ftdv742 . Adminiglrtor

Dewlce Summary

Objects

Advanced
Configuration

Smart GLI

CREATE SMART CLI OBJECT
FlexCanfig y

Site1FTD_Add_SmartCLI_Object

Paso 13.1. Introduzca un nombre para el objeto y elija la plantilla CLI.

* Nombre: Demo_PBR_RouteMap
» Plantilla de CLI: Route Map

Add Smart CLI Object

Name Deseription

Dema_PBR_RouteMap

GLI Tempilate

FRoute Map

Site1FTD_Create_PBR_RouteMap_1

Paso 13.2. Navegue hasta Plantilla y configure. Haga clic en el botén OK para guardar.

Linea 2, haga clic en redistribution. Seleccione Permit (Permitir). Haga clic en sequence-number,
entrada manual 10. Haga clic en Show disabled.



Add Smart CLI Object

Name Description

BRemao_PBER_RouteMap

CLI Template

Route Map

Templale

Site1FTD_Create_PBR_RouteMap_2

Linea 3, haga clic en + para habilitar la linea. Haga clic en clausula. Elija la clausula de
coincidencia.

Add Smart CLI Object

Mama Description

Demo_PBR_RoutsMap

CU Template

Route Map

Template

match-clause

set-clause

bgp-match-clause

bgo-set-clause

Site1FTD_Create_PBR_RouteMap_3

Linea 4, haga clic en - para desactivar la linea.

Linea 5, haga clic en + para habilitar la linea. Haga clic en list-type. Elija access-list.



Add Smart CLI Object

Mo Description

Domo_PBR_Routehap

CLI Template

Route Map

Template

prefix-1ist

Site1FTD_Create_PBR_RouteMap_4

En la linea 6, haga clic en access-list. Elija el nombre de ACL que se crea en el paso 12. En este
ejemplo, es Demo_PBR_ACL.

Add Smart CLI Object

Mame Desariplian

Damo_PBR_RouteMap

CLI Template

Route Map

Template

Site1FTD_Create_PBR_RouteMap_5

Vuelva a la linea 3. Haga clic en las opciones ... y seleccione Duplicar.



Nama Dascription

Demeo_PBR_RouteMap

CLI Template

Route Map .

Template 6y Hide

Dupiicate

Site1FTD_Create_PBR_RouteMap_6

En la linea 14, haga clic en clausula y elija bgp-set-clausula.

Mame Description

Deema_PBR_Roul eMap

CLI Template

Foute Map

Template

Site1FTD_Create_ PBR_RouteMap_7

En las lineas 12, 13, 15, 16, 17, 18, 19, 21, 22, 23, 24, haga clic en - boton para desactivar.

Linea 20, haga clic en options y elija specific-ip.



Name Descripthon

Demo_PBR_RouteMap

CLI Template

Route Map -

Tempilate & Hide disabiled () Rese

Site1FTD_Create_PBR_RouteMap_8

Linea 21, haga clic en ip-address. Direccion IP de proximo salto de entrada manual. En este
ejemplo, es la direccion IP del par Site2 FTD VTI tunnel2 (169.254.20.12). Haga clic en Ocultar
desactivado.

Name Description

Demo_PBR_RouteMap

Template

configure ma

match ipvd

CANCEL

Site1FTD_Create_PBR_RouteMap_9



Revise la configuracion del mapa de ruta.

Name Description

Demo_PBR_RouteMap

Template @ Show disabled ) Resat

Site1FTD_Create_ PBR_RouteMap_10

Paso 14. Crear objeto FlexConfig para PBR. Navegue hasta Device > Advanced Configuration >
FlexConfig Objects y haga clic en el botén +.

ok s ' Monitoring Policies Objects dovice: fdv742 =

@
®

@ . admin il sty
. Administrator €° s

FlexConfig Objects

Vet ¥ o

FlaxConifig Policy

Site1FTD_Create_PBR_FlexObj_1

Paso 14.1. Introduzca un nombre para el objeto. En este ejemplo, Demo_PBR_FlexObj. En el
editor Template y Negate Template, ingrese las lineas de comandos.

+ Plantilla:

interface GigabitEthernet0/2

policy-route route-map Demo_PBR_RouteMap_Site2
* Negar plantilla:

interface GigabitEthernet0/2

no policy-route route-map Demo_PBR_RouteMap_Site2



Mame
Dema_PBR_FlexOhj

Description

Wariables

+ ADD VARLAGLE

Template

Negate Template

Site1FTD_Create_PBR_FlexObj_2

Paso 15. Crear politica FlexConfig para PBR. Vaya a Dispositivo > Configuracién avanzada >
Politica FlexConfig. Haga clic en el botén +. Elija el nombre del objeto FlexConfig creado en el
paso 14. Haga clic en el botén Aceptar.

Gl == . il 1 e ==n . "
Firewall Device Manager Fer B 3 N @ @ @ ® : B0 .l cECURE
il | Nonitorng Policles Objecta Device: frdv742 - z Administrator

Achvanced Davice B'J'.’"F.’.' )
Confiymmiion FlexConfig Policy

= * i ]
Smart CLI roup List Preview
Objocts

FlaxConfig

FlaxConfig Objects

FlexConfig Policy

Site1FTD_Create_PBR_FlexPolicy_1

Paso 15.1. Verifique el comando en la ventana Preview. Si esta correcto, haga clic en Guardar.



Eirawall Desice Ranager B o = =0 @ @ @ @ : admin Ll o
. B = Monltoring Policies Objects Device: frdv?42 C] : Administrator ICRRCON. =

L £ Summan
FlexConfig Policy

Group List Preview

+

B Demo_PER_FlexOb;

FlexConfig

FlaxConfig Objects

FlexConfig Policy

Site1FTD_Create_PBR_FlexPolicy_2

Paso 16. Implemente los cambios de configuracion.

| Firewall Device Manager y_-_,-F-im Pufc:ius u::u1> 0 .ﬂ?\-nz ©® @ E :n"l‘:':"‘""” -
Site1FTD_Deployment_Changes
Configuracion PBR de FTD de Site2

Paso 17. Repita el Paso 11. al Paso 16. para crear PBR con los parametros correspondientes
para FTD Site2.

Add Smart CLI Object

Mame Description

Demo_PBR_ACL_Site2

Template

Site2FTD_Create_ PBR_ACL



Add Smart CLI Object

Name Description

[Demn_PER_Rmeﬂap_She? ]

CLI Template

Route Map

Template

Site2FTD_Create_PBR_RouteMap

Create FlexConfig Object

Name

[ Demo_PBR_FlexObj_Site2 l

Drescription

Variables

+ ADD VARIADLE

Template

Site2FTD_Create_PBR_FlexObj



B a == == ¥ . admin il
vanager aiutiia - i % = : % cises SEC
Monitoring Policies Objects vice: fdv742 L Admimistrator

Device Sum

Advanced FloxC f Polioy
Configuration lexConfig Policy
@ Successfully saved.
Smart CLI
Objects
% Group List Preview

+

Ir

FlexConfig

M Domo_PER_Rax0bi_Site2
FlexCaonfig Objects

FlexConfig Policy

Site2FTD_Create_PBR_FlexPolicy
Configuraciones en el Monitor SLA
Configuracion del monitor de FTD SLA del sitio 1

Paso 18. Cree nuevos objetos de red para que los supervisores de SLA los utilicen para el FTD
del sitio 1. Navegue hasta Objetos > Redes, haga clic en el botdn +.

e Ml G o e + H admin ailiailis o
""" ’ PR Maonitoring Policies Davice: ftehv742 @ @. @ @ . Administrator SIREET i SRk
Object Types ¢ Metwork Objects and Groups
T Networks 9 chijects Y Finer i
Preset flters: System defined, efined

€ Ports

Site1FTD_Create_Network_Object

Paso 18.1. Crear objeto para la direccion IP de la puerta de enlace ISP1. Proporcione la
informacion necesaria. Haga clic en el botén Aceptar.

* Nombre: OutsideToSP1_192.168.30.3
* Tipo: Anfitrion
e Host: 192.168.30.3



Add Network Object

arme

OutgideToSP1_192.168.30.3

Deseription

Type

(O Network O Fapn

ot

192.168.30.3

Site1FTD_Create_SLAMonitor_NetObj_ISP1

Paso 18.2. Crear objeto para la direccion IP de la puerta de enlace ISP2. Proporcione la
informacion necesaria. Haga clic en el botdn Aceptar.

* Nombre: Outside2ToSP2_192.168.40.4
 Tipo: Anfitrién
* Host: 192.168.40.4

Add Network Object

e

Dutside2ToSP2_192.168.40.4

Description

Type

O Newwork O Faow

Host

192.168.40.4]

Site1FTD_Create_SLAMonitor_NetObj_ISP2

Paso 19. Creacion de un monitor de SLA. Navegue hasta Objetos > Tipos de Objeto > Monitores
de SLA. Haga clic en el botdn + para crear un nuevo monitor SLA.



P = o = = ©eeo: . :
1 Firewall Device Manac 2] = il oo o
L] Firewall Device Manager o Ll | ooeas | Dovice: fdvraz @ @ PO e ¥ SECURE

Object Types SLA Monitors

S Nitworka ¥ Filer

MCNTORED ADDRESS TARGET WTERFACE ACTIONS

CREATE SLA MONTOR

Site1FTD_Create_SLAMonitor

Paso 19.1. En la ventana Add SLA Monitor Object, proporcione la informacion necesaria para el
gateway ISP1. Haga clic en el boton OK para guardar.

* Nombre: sla-outside

* Direccion del monitor: OutsideToSP1_192.168.30.3
Interfaz de destino: outside(GigabitEthernet0/0)
OPCIONES DE ECO ICMP IP: predeterminado

Add SLA Monitor Object

Monaiter Addvess

CutsideToSP1_182.168.30.3
—

Target Inmertace

cutside [GigabitEthenmetn/a)

1P HGMP ECHOD OFTINGS

0 Feliowir presmitios v Rl eeerelation: Thieshold 2 Timeout 2 Frogueney

Threahald

000

Frequency

E0000

Tywa of Sanvic Murbarof Packts  Data Size

o 1 26




Site1FTD_Create_SLAMonitor_NetObj_ISP1_Details

Paso 19.2. Continue haciendo clic en el botdn + para crear un nuevo monitor de SLA para el
gateway ISP2. En la ventana Add SLA Monitor Object, proporcione la informacién necesaria para
el gateway ISP2. Haga clic en el botén OK para guardar.

* Nombre: sla-outside2

* Direccion del monitor: Outside2ToSP2_192.168.40.4
* Interfaz de destino: outside2(GigabitEthernet0/1)

* OPCIONES DE ECO ICMP IP: predeterminado

Morior Adicress

Outside2TosP2_192.168.40.4

aeget interface
outsice? (GionbiEEthernet/1)

P IGMP ECHO OPTIONS

D Tk (T P B2 et obition: Thisnsln  Tinisas « Frinabiaty

Site1FTD_Create_SLAMonitor_NetObj_ISP2_Details

Paso 20. Implemente los cambios de configuracion.

1] Firewall Device Menager mErm Poz‘m Ubfm . m‘mz @ @ wn .l SECURE
Site1FTD_Deployment_Changes
Configuracion del Monitor FTD SLA de Site2

Paso 21. Repita el Paso 18. al Paso 20. cree el Monitor de SLA con los parametros
correspondientes en el FTD del Sitio 2.



Name

zla-outside

Description

[ Monitor Address

OutsideToSP1_192.168.10.3
v

Target Interface

outside (GigabitEthernet0/0)

1P ICMP ECHO OPTIONS

@ Following properiies have foll comalation: T = Timaout = Fi
Thrashold Timaout

5000 mi s 5000
Frequency

mwc i) e 15

A ¢

Type of Service Number of Packsts Data Size

0 1 28

CANCEL

Site2FTD_Create_SLAMonitor_NetObj_ISP1_Details

Name

sha-outsided|

Description

Monitor Address

Qutside2ToSP2_192.168.20.4

Target Interface

outside2 (GigabitEthernet0/1)

P IGMP ECHO OPTIONS:

o Following propentes have following comelation: Threshold = Timeoot < Frequency

Threshold Timeout
5000 ™ ds 5000

Frequency
E0000

Type of Service Number of Packets Data Size
0 1 28

CANCEL

Site2FTD_Create_SLAMonitor_NetObj_ISP2_Details



Configuraciones en ruta estatica

Configuracion de la Ruta Estatica FTD Site1

Paso 22. Cree nuevos objetos de red para que los utilice la ruta estatica del FTD de Site1.
Navegue hasta Objetos > Redes, haga clic en el boton +.

- i) o = [——] + H admin l1aal

) rewall Device Manager = H v  heed SEC

] Firewall Device Manage Monitoring Policies Objects Device: ftdw7d2 @ @ @ . Administrator asea SECURE
—

Object Types Network Objects and Groups

T Networks 9 objects

S Pors

Site1FTD_Create_Obj

T *
Preset Alters: System defined, User defined

Paso 2.1. Crear objeto para la direccién IP outside2 del FTD Site2 del par. Proporcionar la
informacion necesaria. Haga clic en el boton Aceptar.

* Nombre: remote_outside2_192.168.20.1

- Tipo: ANFITRION
- Red: 192.168.20.1

Site1FTD_Create_NetObj_StaticRoute_1

Add Network Object

Marme
remaote_outside2_192.168.20.1

Description

Type
() Metwork Oy Faon () Range
Host

192.168.20.1

Paso 2.2. Crear objeto para la direccion IP del tunel VTI1 del FTD del sitio 2 del par. Proporcionar
la informacién necesaria. Haga clic en el boton Aceptar.

* Nombre: peer_vti_169.254.10.2

« Tipo: ANFITRION
* Red:169.254.10.2



Add Network Object

Narme
peer_vii_169.254.10.2

Description

Type
Network | (@) Host

Host
169.254.10.2

Site1FTD_Create_NetObj_StaticRoute_2

Paso 2.3. Crear objeto para la direccién IP del tunel VTI2 del FTD del sitio 2 del par. Proporcionar
la informacién necesaria. Haga clic en el boton Aceptar.

* Nombre: peer_vti_169.254.20.12
« Tipo: ANFITRION
* Red:169.254.20.12

Add Network Object

peer_vii_169.254.20.12 ]

Typer
Network | (@) Host

Host
169.254.20.12

Site1FTD_Create_NetObj_StaticRoute_3

Paso 22.4. Crear objeto para la red interna del FTD del sitio 2 del par. Proporcionar la informacién
necesaria. Haga clic en el boton Aceptar.

* Nombre: peer_192.168.50.0
« Tipo: RED
* Red:192.168.50.0/24



Add Network Object

Name
peer_192.168.50.0

Description

Type
(@) Network

MNetwork

[ 192,168.50.0/24

Site1FTD_Create_NetObj_StaticRoute_4

Paso 23. Navegue hasta Dispositivo > Ruteo. Haga clic en Ver configuracion. Haga clic en la
pestafa Static Routing. Haga clic en el botdn + para agregar una nueva ruta estatica.

1 )
i] Firewall Device Manager Sl 6
‘ Monitering Paolicies

® & @ i e ¥ % SECURE

o | : & Internet

Ol - o

taee Seart Lice.
Interfaces Routing Updates
Management: Merged 1 statie route Geolocation, Rule, VDB, System Upgrade,
Enabiled 4 of 9 Security Intaligence Feeds
View All Interfaces > View Gonfiguration » View Gonfiguration >
Smart License Backup and Restore Troubleshoot
Tier: FTDVS0 - 10 Gbps
View Configuration > View Gonfiguration > REQUEST FILE TO BE CREATED
Site1FTD_View_Route_Configuration
(= i) o #= .
N Firewall Device Manager i : = @ . . @ . admin Y 7T
Had ] rewall Device Manager Monitoring Policies Objects Do v 742 e @ - P— cisco SECURE
Device Summary
Routing
Add Multiple Virtual Routers £ 3. Commands 3 BGP Global Settings
Static Routing | BGP  OSPF  EIGRP ECMP Traffic Zones
— i
] INTURFACE L TWC LTRC CTIONS

Site1FTD_Add_Static_Route

Paso 23.1. Cree una ruta predeterminada utilizando el gateway ISP1 con monitoreo SLA. Si el
gateway ISP1 experimenta una interrupcion, el trafico cambia a la ruta predeterminada de copia



de seguridad a través de ISP2. Una vez que ISP1 se recupera, el trafico vuelve a utilizar ISP1.
Proporcione la informacion necesaria. Haga clic en el botén OK para guardar.

* Nombre: ToOSP1GW

* Interfaz: outside(GigabitEthernet0/0)

* Protocolo: IPv4

* Redes: any-ipv4

+ Gateway: OutsideToSP1_192.168.30.3
» Métrico: 1

» Supervisién de SLA: sla-outside



Add Static Route

Name

ToSP1GW

Description

nterface

outside (GigabitEthernet0/0) v

Protocol

@ 1Pva () IPv6

ateway Metric

OutsideToSP1_192.168.30.3 ™ 1

SLA Monitor Applicable only for IPvl Protocol type

sla-outside v

CANCEL

Site1FTD_Create_StaticRoute_1



Paso 23.2. Crear una ruta predeterminada de respaldo a través del gateway ISP2 gateway. La
métrica debe ser mayor que 1. En este ejemplo, la métrica es 2. Proporcione la informacién
necesaria. Haga clic en el boton OK para guardar.

* Nombre: DefaultToSP2GW

* Interfaz: outside2(GigabitEthernet0/1)

* Protocolo: IPv4

* Redes: any-ipv4

» Gateway: Outside2ToSP2_192.168.40.4
* Métrico: 2



Add Static Route

Name

DefaultToSP2GW
Description

Y

Interface

outside2 (GigabitEthernet0/1) v
Gateway Metric

Outside2ToSP2_192.168.40.4 ! 2
SLA Monitor Applicable only for IPvd Protocol type

Please select an SLA Monitor '

CANCEL

Site1FTD_Create_StaticRoute 2



Paso 23.3. Crear una ruta estatica para el trafico de destino a la direccion IP outside2 del FTD del
sitio2 a través del gateway ISP2, con supervision de SLA, utilizada para establecer VPN con
outside2 del FTD del sitio2. Proporcionar la informacion necesaria. Haga clic en el boton OK para
guardar.

* Nombre: SpecificToSP2GW

* Interfaz: outside2(GigabitEthernet0/1)

* Protocolo: IPv4

* Redes: remote_outside2_192.168.20.1
» Gateway: Outside2ToSP2_192.168.40.4
» Meétrico: 1

» Supervision de SLA: sla-outside2



Add Static Route

Name
SpecificToSP2GW
Description
Y
Interface
outside2 (GigabitEthernet0/1) ot
Protocol
@ IPva () IPv6
+
5 remote_outside2_192.168.20.1
Gateway Metric
Outside2ToSP2_192.168.40.4 W 1
SLA Monitor Applicable only for Ifv4 Protocol type
sla-outside2 v

CANCEL

Site1FTD_Create_StaticRoute_3



Paso 23.4. Cree una ruta estatica para el trafico de destino a la red interna del FTD del sitio 2 a
través del tunel VTI 1 del FTD del sitio 2 como gateway, con monitoreo SLA para cifrar el trafico
del cliente a través del tunel 1. Si el gateway ISP1 experimenta una interrupcion, el trafico VPN
cambia al tunel VTI 2 del ISP2. Una vez que se recupera el ISP1, el trafico vuelve al tunel VTI 1
del ISP1. Proporcione la informacion necesaria. Haga clic en el boton OK para guardar.

* Nombre: ToVTISP1

* Interfaz: demovti(Tunel1)

* Protocolo: IPv4

* Redes: peer_192.168.50.0

» Gateway: peer_vti_169.254.10.2
» Meétrico: 1

» Supervision de SLA: sla-outside



Add Static Route

Name

ToVTISP|

Description

7
Interface
demovti (Tunnel1) v
T peer_192.168.50.0
ateway Metric
peer_vti_169.254.10.2 v 1
SLA Monitor Applicable only for JPvd Protocol type
sla-outside v

CANCEL

Site1FTD_Create_StaticRoute_4



Paso 23.5. Cree una ruta estatica de reserva para el trafico de destino a la red interna del FTD de
sitio2 a través del tunel VTI 2 del FTD de sitio2 como gateway, utilizado para cifrar el trafico del
cliente a través del tunel 2. Establezca la métrica en un valor superior a 1. En este ejemplo, la
meétrica es 22. Proporcione la informacion necesaria. Haga clic en el boton OK para guardar.

* Nombre: ToVTISP2_Backup

* Interfaz: demovti_sp2(Tunel2)

* Protocolo: IPv4

* Redes: peer_192.168.50.0

» Gateway: peer_vti_169.254.20.12
» Meétrico: 22



Add Static Route

Name

ToVTISP2_Backup|

Description
Vi
Interface
demovti_sp2 (Tunnel2) v
Protocol
@ 1Pva () IPv6
Networks
+
T peer_192.168.50.0
Gateway Metric
peer_vti_169.254.20.12 v 22
SLA Monitor Applicable only for IPv4 Protocol type
Please select an SLA Monitor v

Site1FTD_Create_StaticRoute_5



Paso 23.6. Crear una ruta estatica para el trafico PBR. Trafico de destino al cliente 2 del sitio 2 a
través del tunel 2 VTI del FTD del sitio 2 como gateway, con supervision de SLA. Proporcione la
informacion necesaria. Haga clic en el boton OK para guardar.

* Nombre: ToVTISP2

* Interfaz: demovti_sp2(Tunel2)

* Protocolo: IPv4

* Redes: remote_192.168.50.10

» Gateway: peer_vti_169.254.20.12
* Métrico: 1

» Supervisién de SLA: sla-outside2



Add Static Route

ame

ToVTISPZ

Description

Interface

demovti_sp2 (Tunnel2)

D) remote_192.168.50.10

Gateway

peer_vti_169.254.20.12

SLA Monitor Applicable only for§Pv4 Protocol type

sla-outside2

Site1FTD_Create_StaticRoute_6

CANCEL

Metric



Paso 24. Implemente los cambios de configuracion.

B s/ k= =

= admin
Menitoring Puolicies Objects Device: dv742

Firewall Device Manager i
Adminisirator

dlisilin o
tisko 5

Site1FTD_Deployment_Changes
Configuracion de la Ruta Estatica FTD Site2

Paso 25. Repita los pasos 22 a 24 para crear una ruta estatica con los parametros
correspondientes para FTD Site2.

= x s o 5= &= O . Q @ s admin
Firewall Device Manager = » . altaalts oy oy
""" Manitoring Policies Objects Device: fidv742 e = : Administrator csco SECURE
Routing
Add Multiple Virtual Routers o >~ Commands v £ BGP Global Settings
Static Routing BGP OSPF EIGRP ECMP Traffic Zones
6 routes h 4 L
GATEWAY B
1 ToSPIGW outside Pvit 0.0.0.0:0 192.168.10.3 sla-outside 1
2 DefaultToSP2GW outsida2 Pvid 0.0.0.0/0 192.168.20.4 2
3 SpecificToSPZGW outside? IPvd 192.168.40.1 192.168.20.4 sla-outside? 1
4 ToVWTISP2Z demovil_sp2 IPvd 192.168.70.10 168.254.20.11 sla-outside2 1
5 ToVWTISPZ_backup demovii_sp2 Pvid 192.168.70.0/24 168.254.20.11 22
& TaVTISP1 demoviizs IPud 192.168.70.0/24 169.254.10.1 sla-outside 1

Site2FTD_Create_StaticRoute

Verificacion

Utilize esta seccion para confirmar que su configuracion funcione correctamente. Navegue hasta

la CLI de FTD de Sitio1 y FTD de Sitio2 a través de la consola o SSH.
Tanto ISP1 como ISP2 funcionan correctamente

VPN

//Sitel FTD:

ftdv742# show crypto ikev2 sa

IKEv2 SAs:

Session-id:156, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
1072332533 192.168.30.1/500 192.168.10.1/500

Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify: PSK

Life/Active Time: 86400/44895 sec



Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: Oxec031247/0xc2f3f549

IKEv2 SAs:

Session-id:148, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
1045734377 192.168.40.1/500 192.168.20.1/500

Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify:

Life/Active Time: 86400/77860 sec
Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0x47bfa607/0x82e8781d

// Site2 FTD:

ftdv742# show crypto ikev2 sa

IKEv2 SAs:

Session-id:44, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
499259237 192.168.10.1/500 192.168.30.1/500

Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify:

Life/Active Time: 86400/44985 sec
Child sa: Tocal selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0xc2f3f549/0xec031247

IKEv2 SAs:
Session-id:36, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
477599833 192.168.20.1/500 192.168.40.1/500

Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify:

Life/Active Time: 86400/77950 sec
Child sa: Tocal selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0x82e8781d/0x47bfa607

Ruta

// Sitel FTD:
ftdv742# show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN

PSK

PSK

PSK



i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF

Gateway of last resort is 192.168.30.3 to network 0.0.0.0

0.0.0.0 0.0.0.0 [1/0] via 192.168.30.3, outside

169.254.10.0 255.255.255.0 is directly connected, demovti
169.254.10.1 255.255.255.255 is directly connected, demovti
169.254.20.0 255.255.255.0 is directly connected, demovti_sp2
169.254.20.11 255.255.255.255 is directly connected, demovti_sp2
192.168.20.1 255.255.255.255 [1/0] via 192.168.40.4, outside?2
192.168.30.0 255.255.255.0 is directly connected, outside
192.168.30.1 255.255.255.255 is directly connected, outside
192.168.40.0 255.255.255.0 is directly connected, outside2
192.168.40.1 255.255.255.255 is directly connected, outside2
192.168.50.0 255.255.255.0 [1/0] via 169.254.10.2, demovti
192.168.50.10 255.255.255.255 [1/0] via 169.254.20.12, demovti_sp2
192.168.70.0 255.255.255.0 is directly connected, inside
192.168.70.1 255.255.255.255 is directly connected, inside

I_ﬁU')U')I_ﬁI_ﬁU')I_ﬁI_ﬁU?

// Site2 FTD:
ftdv742# show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of last resort is 192.168.10.3 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 192.168.10.3, outside

C 169.254.10.0 255.255.255.0 is directly connected, demovti25

L 169.254.10.2 255.255.255.255 is directly connected, demovti25

C 169.254.20.0 255.255.255.0 is directly connected, demovti_sp2

L 169.254.20.12 255.255.255.255 is directly connected, demovti_sp2
C 192.168.10.0 255.255.255.0 is directly connected, outside

L 192.168.10.1 255.255.255.255 is directly connected, outside

C 192.168.20.0 255.255.255.0 is directly connected, outside2

L 192.168.20.1 255.255.255.255 is directly connected, outside2

S 192.168.40.1 255.255.255.255 [1/0] via 192.168.20.4, outside2

C 192.168.50.0 255.255.255.0 is directly connected, inside

L 192.168.50.1 255.255.255.255 is directly connected, inside

S 192.168.70.0 255.255.255.0 [1/0] via 169.254.10.1, demovti25

S 192.168.70.10 255.255.255.255 [1/0] via 169.254.20.11, demovti_sp2
Monitor SLA

// Sitel FTD:



ftdv742# show sla monitor configuration
SA Agent, Infrastructure Engine-II
Entry number: 188426425

Owner:

Tag:

Type of operation to perform: echo
Target address: 192.168.40.4

Interface: outside?2

Number of packets: 1

Request size (ARR data portion): 28
Operation timeout (milliseconds): 5000
Type Of Service parameters: 0x0

Verify data: No

Operation frequency (seconds): 60

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Enhanced History:

Entry number: 855903900

Owner:

Tag:

Type of operation to perform: echo
Target address: 192.168.30.3

Interface: outside

Number of packets: 1

Request size (ARR data portion): 28
Operation timeout (milliseconds): 5000
Type Of Service parameters: 0x0

Verify data: No

Operation frequency (seconds): 60

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Enhanced History:

ftdv742# show sla monitor operational-state

Entry number: 188426425

Modification time: 08:37:05.132 UTC Wed Aug 14 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 1748

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 30

Latest operation start time: 13:44:05.173 UTC Thu Aug 15 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 30 RTTMin: 30 RTTMax: 30

NumOfRTT: 1 RTTSum: 30 RTTSum2: 900



Entry number: 855903900

Modification time: 08:37:05.133 UTC Wed Aug 14 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 1748

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 30

Latest operation start time: 13:44:05.178 UTC Thu Aug 15 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 30 RTTMin: 30 RTTMax: 30

NumOfRTT: 1 RTTSum: 30 RTTSum2: 900

// Site2 FTD:

ftdv742# show sla monitor configuration
SA Agent, Infrastructure Engine-II

Entry number: 550063734

Owner:

Tag:

Type of operation to perform: echo
Target address: 192.168.20.4

Interface: outside2

Number of packets: 1

Request size (ARR data portion): 28
Operation timeout (milliseconds): 5000
Type Of Service parameters: 0x0

Verify data: No

Operation frequency (seconds): 60

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Enhanced History:

Entry number: 609724264

Owner:

Tag:

Type of operation to perform: echo
Target address: 192.168.10.3
Interface: outside

Number of packets: 1

Request size (ARR data portion): 28
Operation timeout (milliseconds): 5000
Type Of Service parameters: 0x0

Verify data: No

Operation frequency (seconds): 60

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never



Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Enhanced History:

ftdv742# show sla monitor operational-state

Entry number: 550063734

Modification time: 09:05:52.864 UTC Wed Aug 14 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 1718

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 190

Latest operation start time: 13:42:52.916 UTC Thu Aug 15 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 190 RTTMin: 190 RTTMax: 190

NumOfRTT: 1 RTTSum: 190 RTTSum2: 36100

Entry number: 609724264

Modification time: 09:05:52.856 UTC Wed Aug 14 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 1718

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 190

Latest operation start time: 13:42:52.921 UTC Thu Aug 15 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 190 RTTMin: 190 RTTMax: 190

NumOfRTT: 1 RTTSum: 190 RTTSum2: 36100

Prueba de ping

Situacion 1. Cliente del sitio 1: ping del sitio 2 Cliente 1.

Antes de hacer ping, verifique los contadores de show crypto ipsec sa | inc interface:|encap|decap
en FTD Site1.

En este ejemplo, Tunnell muestra 1497 paquetes para encapsulacion y 1498 paquetes para
desencapsulacion.

// Sitel FTD:

ftdv742# show crypto ipsec sa | inc interface:|encap|decap
interface: demovti



#pkts encaps: 1497, #pkts encrypt: 1497, #pkts digest: 1497

#pkts decaps: 1498, #pkts decrypt: 1498, #pkts verify: 1498

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
interface: demovti_sp2

#pkts encaps: 16, #pkts encrypt: 16, #pkts digest: 16

#pkts decaps: 15, #pkts decrypt: 15, #pkts verify: 15

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

Site1 Client1 ping Site2 Client1 correctamente.

Sitel_Clientl#ping 192.168.50.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.50.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 10/97/227 ms

Verifique los contadores de show crypto ipsec sa | inc interface:|encap|decap en FTD Site1
después de realizar un ping correctamente.

En este ejemplo, el Tunel 1 muestra 1502 paquetes para encapsulacion y 1503 paquetes para
desencapsulacion, con ambos contadores aumentando en 5 paquetes, coincidiendo con las 5
solicitudes de eco de ping. Esto indica que los pings del Cliente1 del Sitio1 al Cliente1 del Sitio2
se enrutan a través del Tunel 1 del ISP1. El Tunel 2 no muestra ningun aumento en los
contadores de encapsulacion o desencapsulacién, o que confirma que no se esta utilizando para
este trafico.

// Sitel FTD:

ftdv742# show crypto ipsec sa | inc interface:|encap|decap
interface: demovti

#pkts encaps: 1502, #pkts encrypt: 1502, #pkts digest: 1502

#pkts decaps: 1503, #pkts decrypt: 1503, #pkts verify: 1503

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
interface: demovti_sp2

#pkts encaps: 16, #pkts encrypt: 16, #pkts digest: 16

#pkts decaps: 15, #pkts decrypt: 15, #pkts verify: 15

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

Escenario 2. Cliente del sitio12 ping Cliente2 del sitio2.

Antes de hacer ping, verifique los contadores de show crypto ipsec sa | inc interface:|encap|decap
en FTD Site1.

En este ejemplo, Tunnel2 muestra 21 paquetes para encapsulacion y 20 paquetes para
desencapsulacion.



// Sitel FTD:

ftdv742# show crypto ipsec sa | inc interface:|encap|decap
interface: demovti

#pkts encaps: 1520, #pkts encrypt: 1520, #pkts digest: 1520

#pkts decaps: 1521, #pkts decrypt: 1521, #pkts verify: 1521

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
interface: demovti_sp2

#pkts encaps: 21, #pkts encrypt: 21, #pkts digest: 21

#pkts decaps: 20, #pkts decrypt: 20, #pkts verify: 20

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

Site1 Client2 ping Site2 Client2 correctamente.

Sitel_Client2#ping 192.168.50.10
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.50.10, timeout 1is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/39/87 ms

Verifique los contadores de show crypto ipsec sa | inc interface:|encap|decap en FTD Site1
después de realizar un ping correctamente.

En este ejemplo, el Tunel 2 muestra 26 paquetes para encapsulacion y 25 paquetes para
desencapsulacion, con ambos contadores aumentando en 5 paquetes, coincidiendo con las 5
solicitudes de eco de ping. Esto indica que los pings del Cliente2 del Sitio1 al Cliente2 del Sitio2
se enrutan a través del Tunel 2 del ISP2. El Tunel 1 no muestra ningun aumento en los
contadores de encapsulacion o desencapsulacién, o que confirma que no se esta utilizando para
este trafico.

// Sitel FTD:

ftdv742# show crypto ipsec sa | inc interface:|encap|decap
interface: demovti

#pkts encaps: 1520, #pkts encrypt: 1520, #pkts digest: 1520

#pkts decaps: 1521, #pkts decrypt: 1521, #pkts verify: 1521

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
interface: demovti_sp2

#pkts encaps: 26, #pkts encrypt: 26, #pkts digest: 26

#pkts decaps: 25, #pkts decrypt: 25, #pkts verify: 25

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

ISP1 experimenta una interrupcion mientras que ISP2 funciona bien

En este ejemplo, cierre manual de la interfaz EO/1 en ISP1 para simular que el ISP1 experimenta
una interrupcion.



Internet_SPl#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Internet_SP1(config)#

Internet_SP1(config)#interface EO/1
Internet_SP1(config-if)#shutdown
Internet_SP1(config-if)#exit

Internet_SP1(config)#

VPN

El Tunel 1 se desactivo. Solo el tunel 2 esta activo con IKEV2 SA.

// Sitel FTD:

ftdv742# show interface tunnel 1
Interface Tunnell "demovti", is down, Tine protocol 1is down
Hardware is Virtual Tunnel MAC address N/A, MTU 1500
IP address 169.254.10.1, subnet mask 255.255.255.0
Tunnel Interface Information:
Source interface: outside IP address: 192.168.30.1
Destination IP address: 192.168.10.1
IPsec MTU Overhead : 0
Mode: ipsec ipv4 IPsec profile: ipsec_profile|e4084d322d

ftdv742# show crypto ikev2 sa

IKEv2 SAs:

Session-id:148, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
1045734377 192.168.40.1/500 192.168.20.1/500

Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify:

Life/Active Time: 86400/80266 sec
Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0x47bfa607/0x82e8781d

// Site2 FTD:

ftdv742# show interface tunnel 1
Interface Tunnell "demovti25", is down, Tine protocol is down
Hardware 1is Virtual Tunnel MAC address N/A, MTU 1500
IP address 169.254.10.2, subnet mask 255.255.255.0
Tunnel Interface Information:
Source interface: outside IP address: 192.168.10.1
Destination IP address: 192.168.30.1
IPsec MTU Overhead : 0
Mode: ipsec ipv4 IPsec profile: ipsec_profile|e4084d322d
frdv742#

ftdv742# show crypto ikev2 sa

PSK



IKEv2 SAs:
Session-id:36, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
477599833 192.168.20.1/500 192.168.40.1/500
Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/80382 sec
Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0x82e8781d/0x47bfa607

Ruta

En la tabla de rutas, las rutas de respaldo tienen efecto.

// Sitel FTD:
ftdv742# show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of Tast resort is 192.168.40.4 to network 0.0.0.0

192.168.50.10 255.255.255.255 [1/0] via 169.254.20.12, demovti_sp2
192.168.70.0 255.255.255.0 is directly connected, inside
192.168.70.1 255.255.255.255 is directly connected, inside

S* 0.0.0.0 0.0.0.0 [2/0] via 192.168.40.4, outside2

C 169.254.20.0 255.255.255.0 is directly connected, demovti_sp2

L 169.254.20.11 255.255.255.255 is directly connected, demovti_sp2
S 192.168.20.1 255.255.255.255 [1/0] via 192.168.40.4, outside2

C 192.168.30.0 255.255.255.0 is directly connected, outside

L 192.168.30.1 255.255.255.255 is directly connected, outside

C 192.168.40.0 255.255.255.0 is directly connected, outside2

L 192.168.40.1 255.255.255.255 is directly connected, outside2

S 192.168.50.0 255.255.255.0 [22/0] via 169.254.20.12, demovti_sp2
S

C

L

// Site2 FTD:
ftdv742# show route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route



SI - Static InterVRF, BI - BGP InterVRF
Gateway of last resort is 192.168.10.3 to network 0.0.0.0

169.254.20.
169.254.20.
192.168.10.
192.168.10.
192.168.20.
192.168.20.
192.168.40.
192.168.50.
192.168.50.
192.168.70.
192.168.70.

U')U')I_ﬁ(/')l_ﬁl_ﬁl_ﬁl/?

Monitor SLA

0.0.0.0 0.0.0.0 [1/0] via 192.168.10.3, outside

0 255.255.255.0 1is directly connected, demovti_sp2
12 255.255.255.255 1is directly connected, demovti_sp2

ORrRPORrRrRFPRORKRO

255.
255.
255.
255.
255.
255.
255.
255.

255.
255.
255.
255.
255.
255.
255.
255.

255.0 1is directly connected, outside
255.255 is directly connected, outside
255.0 1is directly connected, outside2
255.255 is directly connected, outside?2
255.255 [1/0] via 192.168.20.4, outside2
255.0 1is directly connected, inside

255.255 is directly connected, inside

255.0 [22/0] via 169.254.20.11, demovti_sp2

10 255.255.255.255 [1/0] via 169.254.20.11, demovti_sp2

En el FTD Site1, el monitor SLA muestra el tiempo de espera 855903900 (la direccién de destino
es 192.168.30.3) para ISP1.

// Sitel FTD:

ftdv742# show sla monitor operational-state

Entry number: 188426

425

Modification time: 08:37:05.131 UTC Wed Aug 14 2024
Number of Octets Used by this Entry: 2056
attempted: 1786

skipped: 0

in Life:
entry: Active
was reset: Never
Connection loss occurred: FALSE

Number of operations
Number of operations
Current seconds left
Operational state of
Last time this entry

Timeout occurred: FA

LSE

Forever

Over thresholds occurred: FALSE

Latest RTT (milliseconds):

100

Latest operation start time: 14:22:05.132 UTC Thu Aug 15 2024
Latest operation return code: OK

RTT Values:
RTTAvg: 100 RTTMi
NumOfRTT: 1 RTTSu

Entry number: 855903

n: 100
m: 100

900

RTTMax: 100
RTTSum2: 10000

Modification time: 08:37:05.132 UTC Wed Aug 14 2024
Number of Octets Used by this Entry: 2056
attempted: 1786

skipped: 0

in Life:
entry: Active
was reset: Never
Connection loss occurred: FALSE

Number of operations
Number of operations
Current seconds left
Operational state of
Last time this entry

Timeout occurred: TR

UE

Forever

Over thresholds occurred: FALSE

Latest RTT (milliseconds): NoConnection/Busy/Timeout

Latest operation start time: 14:22:05.134 UTC Thu Aug 15 2024
Latest operation return code: Timeout



RTT Values:
RTTAvg: O RTTMin: 0 RTTMax: O
NumOfRTT: O RTTSum: O RTTSum2: O

ftdv742# show track
Track 1
Response Time Reporter 855903900 reachability
Reachability is Down
7 changes, last change 00:11:03
Latest operation return code: Timeout
Tracked by:
STATIC-IP-ROUTING O
Track 2
Response Time Reporter 188426425 reachability
Reachability 1is Up
4 changes, last change 13:15:11
Latest operation return code: OK
Latest RTT (millisecs) 140
Tracked by:
STATIC-IP-ROUTING O

Prueba de ping

Antes de hacer ping, verifique los contadores de show crypto ipsec sa | inc interface:|encap|decap
en FTD Site1.

En este ejemplo, Tunnel2 muestra 36 paquetes para encapsulacion y 35 paquetes para
desencapsulacion.

// Sitel FTD:

ftdv742# show crypto ipsec sa | inc interface:|encap|decap
interface: demovti_sp2
#pkts encaps: 36, #pkts encrypt: 36, #pkts digest: 36
#pkts decaps: 35, #pkts decrypt: 35, #pkts verify: 35
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

Site1 Client1 ping Site2 Client1 correctamente.

Sitel _Clientl#ping 192.168.50.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.50.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 22/133/253 ms

Site1 Client2 ping Site2 Client2 correctamente.



Sitel_Client2#ping 192.168.50.10
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.50.10, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 34/56/87 ms

Verifique los contadores de show crypto ipsec sa | inc interface:|encap|decap en FTD Site1
después de realizar un ping correctamente.

En este ejemplo, el Tunel 2 muestra 46 paquetes para encapsulacion y 45 paquetes para
desencapsulacion, con ambos contadores aumentando en 10 paquetes, coincidiendo con las 10
solicitudes de eco de ping. Esto indica que los paquetes ping se rutean a través del tunel 2 ISP2.

// Sitel FTD:

ftdv742# show crypto ipsec sa | inc interface:|encap|decap
interface: demovti_sp2
#pkts encaps: 46, #pkts encrypt: 46, #pkts digest: 46
#pkts decaps: 45, #pkts decrypt: 45, #pkts verify: 45
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

ISP2 experimenta una interrupciéon mientras que ISP1 funciona bien

En este ejemplo, cierre manual de la interfaz EO/1 en ISP2 para simular que el ISP2 experimenta
una interrupcion.

Internet_SP2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Internet_SP2(config)#

Internet_SP2(config)#int e0/1
Internet_SP2(config-if)#shutdown

Internet_SP2(config-if)#AZ

Internet_SP2#

VPN

El Tunel 2 se cayd. Sélo el tunel 1 esta activo con IKEV2 SA.

// Sitel FTD:

ftdv742# show interface tunnel 2
Interface Tunnel2 "demovti_sp2", is down, Tine protocol is down
Hardware 1is Virtual Tunnel MAC address N/A, MTU 1500
IP address 169.254.20.11, subnet mask 255.255.255.0
Tunnel Interface Information:



Source interface: outside2 IP address: 192.168.40.1
Destination IP address: 192.168.20.1
IPsec MTU Overhead : 0
Mode: ipsec ipv4 IPsec profile: ipsec_profile|e4084d322d
ftdv742# show crypto ikev2 sa
IKEv2 SAs:
Session-id:159, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
1375077093 192.168.30.1/500 192.168.10.1/500

Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify:

Life/Active Time: 86400/349 sec
Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0x40f407b4/0x26598bcc

// Site2 FTD:

ftdv742# show int tunnel 2
Interface Tunnel2 "demovti_sp2", is down, Tine protocol is down
Hardware is Virtual Tunnel MAC address N/A, MTU 1500
IP address 169.254.20.12, subnet mask 255.255.255.0
Tunnel Interface Information:
Source interface: outside2 IP address: 192.168.20.1
Destination IP address: 192.168.40.1
IPsec MTU Overhead : 0
Mode: ipsec ipv4d IPsec profile: ipsec_profile|e4084d322d

ftdv742# show crypto ikev2 sa
IKEv2 SAs:
Session-id:165, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
1025640731 192.168.10.1/500 192.168.30.1/500

Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify:

Life/Active Time: 86400/379 sec
Child sa: Tocal selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0x26598bcc/0x40f407b4

Ruta

En la tabla de rutas, la ruta relacionada con ISP2 desaparecié para el trafico PBR.

// Sitel FTD:
ftdv742# show route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP

PSK

PSK



D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of last resort is 192.168.30.3 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 192.168.30.3, outside

C 169.254.10.0 255.255.255.0 is directly connected, demovti

L 169.254.10.1 255.255.255.255 is directly connected, demovti

C 192.168.30.0 255.255.255.0 is directly connected, outside

L 192.168.30.1 255.255.255.255 is directly connected, outside
C 192.168.40.0 255.255.255.0 is directly connected, outside2

L 192.168.40.1 255.255.255.255 is directly connected, outside2
S 192.168.50.0 255.255.255.0 [1/0] via 169.254.10.2, demovti

C 192.168.70.0 255.255.255.0 is directly connected, inside

L 192.168.70.1 255.255.255.255 is directly connected, inside

// Site2 FTD:
ftdv742# show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of last resort is 192.168.10.3 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 192.168.10.3, outside

C 169.254.10.0 255.255.255.0 is directly connected, demovti25

L 169.254.10.2 255.255.255.255 is directly connected, demovti25
C 192.168.10.0 255.255.255.0 is directly connected, outside

L 192.168.10.1 255.255.255.255 is directly connected, outside

C 192.168.20.0 255.255.255.0 is directly connected, outside2

L 192.168.20.1 255.255.255.255 is directly connected, outside2
S 192.168.40.1 255.255.255.255 [1/0] via 192.168.20.4, outside2
C 192.168.50.0 255.255.255.0 is directly connected, inside

L 192.168.50.1 255.255.255.255 is directly connected, inside

S 192.168.70.0 255.255.255.0 [1/0] via 169.254.10.1, demovti25
Monitor SLA

En el FTD Site1, el monitor SLA muestra el tiempo de espera 188426425 (la direccion de destino
es 192.168.40.4) para ISP2.

// Sitel FTD:



ftdv742# show sla monitor operational-state

Entry number: 188426425

Modification time: 08:37:05.133 UTC Wed Aug 14 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 1816

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: TRUE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): NoConnection/Busy/Timeout
Latest operation start time: 14:52:05.174 UTC Thu Aug 15 2024
Latest operation return code: Timeout

RTT Values:

RTTAvg: O RTTMin: 0 RTTMax: O

NumOfRTT: 0O RTTSum: O RTTSum2: O

Entry number: 855903900

Modification time: 08:37:05.135 UTC Wed Aug 14 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 1816

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 10

Latest operation start time: 14:52:05.177 UTC Thu Aug 15 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 10 RTTMin: 10 RTTMax: 10

NumOfRTT: 1 RTTSum: 10 RTTSum2: 100

ftdv742# show track
Track 1
Response Time Reporter 855903900 reachability
Reachability is Up
8 changes, last change 00:14:37
Latest operation return code: OK
Latest RTT (millisecs) 60

Tracked by:
STATIC-IP-ROUTING O
Track 2

Response Time Reporter 188426425 reachability
Reachability is Down
5 changes, last change 00:09:30
Latest operation return code: Timeout
Tracked by:
STATIC-IP-ROUTING O

Prueba de ping

Antes de hacer ping, verifique los contadores de show crypto ipsec sa | inc interface:|encap|decap



en FTD Site1.

En este ejemplo, el Tunel 1 muestra 74 paquetes para encapsulacién y 73 paquetes para
desencapsulacion.

// Sitel FTD:

ftdv742# show crypto ipsec sa | inc interface:|encap|decap
interface: demovti
#pkts encaps: 74, #pkts encrypt: 74, #pkts digest: 74
#pkts decaps: 73, #pkts decrypt: 73, #pkts verify: 73
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

Site1 Client1 ping Site2 Client1 correctamente.

Sitel_Clientl#ping 192.168.50.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.50.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 30/158/255 ms

Site1 Client2 ping Site2 Client2 correctamente.

Sitel_Client2#ping 192.168.50.10
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.50.10, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 6/58/143 ms

Verifique los contadores de show crypto ipsec sa | inc interface:|encap|decap en FTD Site1
después de realizar un ping correctamente.

En este ejemplo, el Tunel 1 muestra 84 paquetes para encapsulacién y 83 paquetes para
desencapsulacion, con ambos contadores aumentando en 10 paquetes, coincidiendo con las 10
solicitudes de eco de ping. Esto indica que los paquetes ping se rutean a través del Tunel 1 ISP1.

// Sitel FTD:

ftdv742# show crypto ipsec sa | inc interface:|encap|decap
interface: demovti
#pkts encaps: 84, #pkts encrypt: 84, #pkts digest: 84
#pkts decaps: 83, #pkts decrypt: 83, #pkts verify: 83
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0



Troubleshoot

En esta seccidn se brinda informacion que puede utilizar para resolver problemas en su
configuracion.

Puede utilizar estos comandos debug para resolver problemas de la seccion VPN.

debug crypto ikev2 platform 255
debug crypto ikev2 protocol 255
debug crypto ipsec 255

debug vti 255

Puede utilizar estos comandos debug para resolver problemas de la seccion PBR.

debug policy-route

Puede utilizar estos comandos debug para resolver problemas de la seccién Monitor SLA.

ftdv742# debug sla monitor ?
error QOutput IP SLA Monitor Error Messages
trace Output IP SLA Monitor Trace Messages



Acerca de esta traduccidén

Cisco ha traducido este documento combinando la traduccién automatica y los recursos
humanos a fin de ofrecer a nuestros usuarios en todo el mundo contenido en su propio
idioma.

Tenga en cuenta que incluso la mejor traduccién automatica podria no ser tan precisa como
la proporcionada por un traductor profesional.

Cisco Systems, Inc. no asume ninguna responsabilidad por la precision de estas
traducciones y recomienda remitirse siempre al documento original escrito en inglés (insertar
vinculo URL).



