Verificar la version de las actualizaciones en la
interfaz de linea de comandos (CLI) de
Firepower
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Introduccion

Este documento describe como verificar diferentes versiones de actualizaciones en Firepower
Command Line Interface (CLI).

Prerequisites

Cisco recomienda que conozca estos productos:

+ Centro de administracion Firepower (FMC)
» Firepower Threat Defense (FTD)

Abreviaturas

* Centro de administracion Firepower (FMC)

» Firepower Threat Defense (FTD)

 Actualizacion de reglas seguras o actualizacion de reglas de Sourcefire (SRU)
» Paquete de seguridad ligero (LSP)

» Base de datos de vulnerabilidad (VDB)

» Base de datos de ubicaciéon geografica (GeoDB)

Verificar version de actualizaciones diferente



1. Version del software del producto

En FMC y FTD CLI, puede verificar la version del software del producto que se esta ejecutando
mediante el comando:

show version

Ejemplo: Salida de comando de la CLI de FMC.

Copyright 2004-2023, Cisco and/or its affiliates. A1l rights reserved.
Cisco is a registered trademark of Cisco Systems, Inc.
A11 other trademarks are property of their respective owners.

Cisco Firepower Extensible Operating System (FX-0S) v2.12.0 (build 499)
Cisco Secure Firewall Management Center for VMware v7.2.4 (build 169)

>

> show version

————————————————— [ FMC J-------==—=—=———-

Model : Secure Firewall Management Center for VMware (66) Version 7.2.4 (Build 169) <-
UuID : 6308d00c-54c3-11ee-a889-c4b0f35cec33

Rules update version: 2023-10-02-002-vrt

LSP version : Isp-rel-20231002-1553

VDB version 1 372

Ejemplo: Salida de comando de FTD CLI.

Copyright 2004-2022, Cisco and/or 1its affiliates. All rights reserved.
Cisco is a registered trademark of Cisco Systems, Inc.
A1l other trademarks are property of their respective owners.

Cisco Firepower Extensible Operating System (FX-0S) v2.10.1 (build 1400)
Cisco Firepower Threat Defense for VMware v7.0.5 (build 72)

>

> show version

——————————————————— [ FID J---————— - —————

Model : Cisco Firepower Threat Defense for VMware (75) Version 7.0.5 (Build 72) <- - Di
uuib : 48797b40-463e-11ed-92b0-d0e26b47dcc4

Rules update version : 2023-10-02-002-vrt

VDB version 1 372

2. Version de actualizacion de SRU y VDB

En FMC y FTD CLI, puede verificar la version de actualizaciéon de SRU (Snort2) y LSP (Snort3)
que se esta ejecutando actualmente, y la version de VDB mediante el comando:



show version

Ejemplo: Salida de comando de la CLI de FMC.

Copyright 2004-2023, Cisco and/or 1its affiliates. Al1l rights reserved.
Cisco is a registered trademark of Cisco Systems, Inc.
A1l other trademarks are property of their respective owners.

Cisco Firepower Extensible Operating System (FX-0S) v2.12.0 (build 499)
Cisco Secure Firewall Management Center for VMware v7.2.4 (build 169)

>

> show version

————————————————— [ FMC J-------------———-

Model : Secure Firewall Management Center for VMware (66) Version 7.2.4 (Build 169)

uuiD : 6308d00c-54c3-11ee-a889-c4b0f35cec33

Rules update version: 2023-10-02-002-vrt <- - Display installed SRU (Snort2) vers
LSP version : Tsp-rel-20231002-1553 <- - Display installed LSP (Snort3) ver
VDB version 1 372 <- - Display running VDB version.

Ejemplo: Salida de comando de FTD CLI Snort2.

Copyright 2004-2022, Cisco and/or 1its affiliates. All rights reserved.
Cisco is a registered trademark of Cisco Systems, Inc.
A1l other trademarks are property of their respective owners.

Cisco Firepower Extensible Operating System (FX-0S) v2.10.1 (build 1400)
Cisco Firepower Threat Defense for VMware v7.0.5 (build 72)

>

> show version

——————————————————— [ FID J---—-—--— === ———-

Model : Cisco Firepower Threat Defense for VMware (75) Version 7.0.5 (Build 72)

uuID : 48797b40-463e-11ed-92b0-d0e26b47dcc4

Rules update version : 2023-10-02-002-vrt <- - Display running SRU (Snort2) vers
VDB version 1 372 <- - Display running VDB version.

Ejemplo: Salida de comando de FTD CLI Snort3.

Copyright 2004-2022, Cisco and/or its affiliates. All rights reserved.
Cisco is a registered trademark of Cisco Systems, Inc.
A1l other trademarks are property of their respective owners.

Cisco Firepower Extensible Operating System (FX-0S) v2.12.0 (build 8)
Cisco Firepower Threat Defense for VMware v7.2.0 (build 18)

>
> show version



Model : Cisco Firepower Threat Defense for VMware (75) Version 7.2.0 (Build 18)

UUID : c04f9496-db0e-11led-81al-942878af0a8c

LSP version : Tsp-rel1-20231002-1553 <- - Display running LSP (Snort3) vers
VDB version 1 372 <- - Display running VDB version.

3. Version de actualizacion de GeoDB

En FMC y FTD CLI (en modo experto), puede verificar la versién actual de GeoDB mediante el
comando:

cat /var/sf/geodb/country_code_map_version

Ejemplo: Salida de comando de la CLI de FMC.

Copyright 2004-2023, Cisco and/or 1its affiliates. Al1l rights reserved.
Cisco is a registered trademark of Cisco Systems, Inc.
AT11 other trademarks are property of their respective owners.

Cisco Firepower Extensible Operating System (FX-0S) v2.12.0 (build 499)

Cisco Secure Firewall Management Center for VMware v7.2.4 (build 169)

>

> expert

rirana@FMC:~$ sudo su -

Password:

root@FMC: ~#

root@FMC:~# cd /var/sf/geodb/

root@FMC: /var/sf/geodb#

root@FMC: /var/sf/geodb# cat country_code_map_version <- - To display running GeoDB update version
2023-09-25-100 <- - FMC GeoDB update version 1is 2023-09-25-

14

Ejemplo: Salida de comando de FTD CLI.

Copyright 2004-2022, Cisco and/or its affiliates. All rights reserved.
Cisco is a registered trademark of Cisco Systems, Inc.
A11 other trademarks are property of their respective owners.

Cisco Firepower Extensible Operating System (FX-0S) v2.10.1 (build 1400)
Cisco Firepower Threat Defense for VMware v7.0.5 (build 72)

>

> expert

FTD:~$ sudo su -

Password:

root@FTD: ~#

root@FTD:/# cd /var/sf/geodb/

root@FTD:geodb#

root@FTD:geodb# cat country_code_map_version <- - To display running GeoDB update version.
2023-09-25-100 <- - FTD GeoDB update version is 2023-09-25-1






Acerca de esta traduccidén

Cisco ha traducido este documento combinando la traduccién automatica y los recursos
humanos a fin de ofrecer a nuestros usuarios en todo el mundo contenido en su propio
idioma.

Tenga en cuenta que incluso la mejor traduccién automatica podria no ser tan precisa como
la proporcionada por un traductor profesional.

Cisco Systems, Inc. no asume ninguna responsabilidad por la precision de estas
traducciones y recomienda remitirse siempre al documento original escrito en inglés (insertar
vinculo URL).



