Supervision de eventos mediante el visor de
eventos unificado en la GUIl de FMC

Contenido

Introduccion

Prerequisites
Requirements
Componentes Utilizados

Explorar
Ejemplo de la pagina Evento de Unified

Revisar eventos

Personalizar columnas
Guardar conjunto de columnas

Busqueda de eventos
Guardar busqueda

Ventana de tiempo

Puesta en marcha

Descargar eventos como valores separados por comas (CSV)

Informacion Relacionada

Introduccion

Este documento describe el uso de Unified Event Viewer en una interfaz grafica de usuario (GUI)
en Firewall Management Center (FMC).

Prerequisites

Requirements

Cisco recomienda que tenga conocimiento sobre estos temas:

» Acceso a FMC con privilegios de administrador o analista de seguridad
* FMC con version igual o superior a v7.0

Componentes Utilizados

La informacion que contiene este documento se basa en las siguientes versiones de software y
hardware.

» Secure Firewall Management Center para VMware v7.2.5

La informacion que contiene este documento se cred a partir de los dispositivos en un ambiente



de laboratorio especifico. Todos los dispositivos que se utilizan en este documento se pusieron en
funcionamiento con una configuracion verificada (predeterminada). Si tiene una red en vivo,
asegurese de entender el posible impacto de cualquier comando.

Explorar

Paso 1. Inicie sesiéon en la GUI de FMC.

casco SECURE

Secure Firewall
Management
Center

Paso 2. Acceda a la pestana Analisis.
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Paso 3. En el menu desplegable, haga clic en Unified Events.



Firewall Management Center

Oarviow { Dashboards { Dashbaard Overview Analysic Palicies Devices Objects Integration Deploy  Q & & @ adminv  cMel cpeypE
— —
Context Explorer Hosts Corrolation Reporting
Netwark Map Corralation Events
Summary Dashboard i s )
Prewicas & summary of activity on the appiance Hosts Allow List Events
Connections Indications of Compromise Allaw List Violations
Network X Threats Intrusion Events Status Events Applications Status our - ] n
_— Security-Related Events Application Details f
Servers Hdvanced
» Unique Applications over Time = Intrusions Host Attributes Custom Werkflows ]'m - %
n Events. Discovery Events Custom Tables * Total Bytes (KE)
12 ! | 1 | | Reviewed Events Vulnerabilities Geolocation | 281288
10 1 Third=Party Vulnerabilities URL
N7 I N4 I N s whois
& Malware Events Usars Contextual Cross=launch
4 File Events Indications of Compromise
2 Captured Files MActive Sessions Search
o - - - 4 Network File Trajectory Users
1410 14:20 1430 1440 15:00 User Activity
Last updated 2 minutes ago
> Traffic by Application Risk =X
Ejemplo de la pagina Evento de Unified
Flrewalll:\:lanag?ment Center Overview Analysis Policies Devices Objects Integration Deploy Q @ % @ adminv db cecupe
—
Qs Select... ® Refresh
(2 Showing 10,000 events (6 10,000) of tens of thousands & W 2023-10-04 15:11:29 EDT — 2023-10-04 168:11:20 EDT 1h @ Go Live
ﬁ Time Event Type Action :?IL:‘:::T:: Part Device Source IP ﬁ?;:_:;::" ! ::Zr:l Rule '
¥ 2023-10-04 16:11:29 4 Connection O Allow 53 (domain) fud: GW 10.18.19.111 55046 / udp allow
¥ 2023-10-04 16;11:29 § 5 Connection @ Allow 53 (domain) fud; GW 10.18.19.105 44563 [ udp allow
» 2023-10-0416:11:29 & Connection © Mlow 443 (https) ftop - GW 10.18.19.166 53436 [ top allow
¥ 2023-10-04 16:11:29 4 Connection © Allow 443 (https) f tcp GW 10.18.19.166 53437 [ tcp allgw
»  2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud;  GW 10.18.19.105 57541 [ udp allow
¥  2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud:  GW 10.18.19.105 42318 [ udp allow
¥ 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) fud; GW 10.18.19.110 38758 / udp allow
¥ 2023-10-04 18:11:28 & Connaction @ Allow 53 (domain) fud; GW 10.18.19.110 53922 | udp allow
¥ 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) fud; GW 10.18.19.105 52776 [ udp allow
> 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) fudy  GW 10.18.19.32 39366 / udp allaw
¥ 2023-10-04 16:17:28 5 Connection @ Allow 53 (domain) fud;  GW 10.18.19.111 47616 [ udp allow
» | 2023-10-0416:11:28 & Connection © Allow 53 (domain) [ udy  GW 10.18.19.41 54037 / udp allow
> 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) f ud; GW 10.18.19.230 B0B02 | udp allow
» | 2023-10-04 16:11:28 45 Connection & Allow 53 (domain) fud: GW 10.18.19.230 59309 [ udp allow
» | 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud; GW 10.18.19.111 39941 / udp allow
> 2023-10-0416:11:28 5 Connection © Allow 443 (htps) ftcp  GW 10.18.19.230 34810 / tcp allow
¥ 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) fud; GW 10.18.19.156 52564 | udp allow
> 2023-10-04 16:11:27 4 Connection @ Allow 53 (domain) fud; GW 10.18.19.110 50552 [ udp allow

Revisar eventos

Paso 1. Haga clic en el icono >.



Firewall Management Center

UniFie Cverview Analysis Policies Devices Objects Integration Deploy Q e I @ admin~¥ SECURE
—
Q= Select... b4 Refre:
@ Showing 10,000 events (G 10,000) of tens of thousands  + W% 2023-10-04 15:11:20 EDT — 2023-10-04 16:11:20 EDT b @ Go Live
ﬁ Time Event Type Action :?IL:‘:::T:: Portd Device Source IP f;;::;;" ! :::r:l Rule '
2023-10-04 16:11:29 5 Connection © Allow 53 (domain) fud; GW 10.18.19.111 55046 [ udp allow
¥ 2023-10-04 16:11:29 ¢ 5 Connection & Allow 53 (domain) fud; GW 10.18,19.105 44563 [ udp allow
» | 2023-10-04 16;:11:29 4 Connection @ Allow 443 (https] / top GW 10.18.19.166 53436 | top allgw
¥ 2023-10-04 16:11:29 % Connection © Allow 443 (https) ftep GW 10.18.19.166 53437 | tcp allow
¥ 2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud;  GW 10.18.19.105 57541 [ udp allow
» | 2023=10-04 16:11:28 4 Connection @ Allow 53 (domain) fud;  GW 10.18.19.105 42318 [ udp allow
y  2023-10-04 16:11:28 4 Connection & Allow 53 (domain) fud; GW 10.18.19.110 38758 / udp allow
¥ 2023-10-04 18:11:28 & Connaction @ Allow 53 (domain) fud; GW 10.18.19.110 53922 | udp allow
»  2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud; GW 10.18.19.108 52776 [ udp allow
»  2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud; GW 10.18.19.32 38366 / udp allow
» | 2023-10-04 16:17:28 5 Connection © Allow 53 (domain) fud;  GW 10.18.19.111 47616 [ udp allow
| 2023-10-0416:11:28 & Connection S Allow 53 (domain) f wdy  GW 10.18.19.41 54037 / udp allow
> 2023-10-0416:11:28 5 Connection S Allow 53 (domain) fud;  GW 10.18.19.230 60602 [ udp allow
¥ 2023-10-04 16:11:28 45 Connection © Allow 53 (domain) fud; GW 10.18.19.230 59309 [ udp allow
» | 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud;  GW 10.18.19.111 39941 / udp allow
¥ 2023-10-0416:11:28 5 Connection  Allow 443 (htps) ftcp  GW 10.18.19.230 34810 / tcp allow
¥ 2023-10-04 161128 5 Connection @ Allow 53 (domain) fud: GW 10.18.19.156 52564 / udp allow
¥ 2023-10-04 16:11:27 4 Connection & Allow 53 (domain) fud; GW 10.18.19.110 50552 [ udp allgw _m_
Paso 2. Se muestra la informacion detallada del evento.
EIN?WEI” Managl_e::nent Center Overview Analysis Policies Devices Objects Integration Deplay O @ o @ admin» ';',',';‘," SECURE
—
Qr Select X || Refresh
@ Showing 10,000 events (5 10,000) of tens of thousands B 2023-10-04 15:11:29 EDT — 2023-10-04 16:11:20 EDT 1h @ Go Live
Wi e Event Type Action r:;::r:;::: Partl | oavice Source IP E}":::v:“ ! :“;::; s
w  2023-10-04 16:11:29 4 Connection © Allow 53 (domain) [ ut; GW 10.18.19.11 550486 [ udp allow
Evant Type: 4 Connection Business Relevance: Very High Ingress Virtual Router:  Glonal
Tirme: 2023-10-04 16:11:29 DNS Query: Cloud-53.0Mp.CiSco.com [Egress Virtual Router:  Glotal
Last Packet: 2023-10-04 16:11:39 DNS Response: Mo Ermor Initiator Packets: ©
Action: © Allow DNS Record Type: A Responder Packets: [
Source IP: 101819111 Intrusion Events: [ QoS-Drogpaed Initiator Packets: [
Source User: Mot Founct Files: 0 QoS-Dropped Responder Packets: [
Destination IP: 1018107 Access Control Polley: Initlator Bytes: 164
Ingress Security Zone: inscde Actess Control Rule: 20w Responder Bytes: (1
Egress Securlty Zone: ouiside Network Analysls Polley: Balanced Secuity and Connectivity QoS-Dropped Inftlator Bytes: 0
Source Port | ICMP Type: 55046/ udp Prefilter Policy: allow QoS-Dropped Responder Bytes: 0
Destination Port [ ICMP Gode: 53 (coman) | uio Qo Polley: test Detectlon Type: Aspll
Client Application: DS Dornain: Global NAT Source IP: 1088 243 43
»  2023-10-04 16:11:29 S Connection @ Allow 83 {domain) [ ud; GW 10.18.19.105 44563 [ udp allgww
> 2023-10-04 16:11:29 5 Connection @ Allow 443 (https) ftep GW 10.18.19.166 53436 | tcp allow
»  2023-10-04 16:11:29 5 Connection © Allow 443 (https) M tep  GW 10.18.19.166 53437 [ tcp allow
¥ 2023-10-04 16:11:28 5 Connection O Allow 53 {domain) [ ud;  GW 10.18.19.1 57541 [ udp allow

Personalizar columnas

Paso 1. Haga clic en el icono [ .




Fllrewalllrglanagelment Center Overview Analysis Policies Devices Objects Integration Deploy  Q, e £ @ adminv Ml cEcyRe
—
Q= Select... b4 -
@ Showing 10,000 events (G 10,000) of tens of thousands  + IF§ 2023-10-04 15:11:29 EDT — 2023-10-04 16:11:20 EDT 1h @ Go Live
ﬁ [rime Event Type Action :.‘-:L:l:::a::: Portd Device Source IP ﬁ?::_:x" ! ::ir:l Rule '
y  2023-10-04 16:11:29 5 Connection © Allow 53 (domain) fud; GW 10.18.19.111 55046 / udp allow
¥ 2023-10-04 16;11:22 § & Connection @ Aliow 53 (domain) fud; GW 10,18.19.105 44563 [ udp allaw
> 2023-10-04 16:11:29 5 Connection © Miow 443 (https) M top GW 10.18,19.1686 53436 | top allow
» | 2023-10-04 16:11:29 4 Connection @ Allow 443 (https) ftocp GW 10.18.19.166 53437 | tcp allow
¥ 2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud: GW 10.18.19.105 57541 [ udp allow
» | 2023=10-04 16:11:28 4 Connection @ Allow 53 (domain) fud:  GW 10.18.19.105 42318 [ udp allow
y  2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud;  GW 10.18.19.110 38758 / udp allow
¥ 2023-10-04 18:11:28 & Connaction @ Allow 53 (domain) fud; GW 10.18.19.110 53922 [ udp allow
¥ 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud; GW 10.18.19.105 52776 [ udp allaw
> 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fudp  GW 10.18.19.32 39366 / udp allow
¥ 2023-10-0416:11:28 5 Connection © Allow 53 (domain) f wdy  GW 10.18.19.111 47616 / udp allow
| 2023-10-0416:11:28 & Connection © Allow 53 (domain) f wdy  GW 10.18.19.41 54037 / udp allow
> 2023-10-0416:11:28 5 Connection S Allow 53 (domain) fud;  GW 10.18.19.230 60602 [ udp allaw
¥ 2023-10-04 16:11:28 45 Connection © Allow 53 (domain) fud; GW 10.18.19.230 59309 [ udp allow
» | 2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) f ud:  GW 101819111 39941 [ udp allow
¥ 2023-10-04 16:11:28 4 Connection o Allow 443 (https) / tcp ~ GW 10.18.19.230 34810 | tcp allow
» 2023-10-04 16:11:28 5 Connection O Allow 53 (domain) fud: GW 10.18.19.156 52564 [ udp allow
¥ 2023-10-0416:11:27 5C

onnection © Alow 53 (domain) fud; GW 10.18.19.110 50552 [ udp allow _m_

Paso 2. Seleccione los campos de eventos que desea incluir en la tabla.

f.lrewaltlfﬂf:ﬁ?ﬂﬂeﬂt Center Overview Analysis Policies Devices Objects Integration Deploy O @ £+ @ admin~
) —
Q» Select... X || Refresh
& Showing 10,000 events (§ 10,000) of tens of thousands ¥ W5 2023-10-04 15:11:29 EDT = 2023-10-04 16:11:28 EDT 1h @ Go Live
Source Port | Destination Port |
m Tima Evant Typo Action Reason Source IP Destination IP ICMP Type ICMP Code Web Ap
Saved Column Sets oW 10.18.19.111 10.1.8.107 55046 / udp 53 (domain) / ud
.Select... bw 10.18.19.105 10.1.20.51 44563 [ udp 53 (domain) / ud
ow 10.18.19.166 142.250.72.202 53436 / tcp 443 (https) [ tep
IO\ Filter columns ow 10.18.19.166 142.250.72.202 53437 [ wcp 443 (htps) [ wep
Select none  Select default oW 10.18.19.106 10.27.20.51 57541 | udp 53 (domain) | ud
Event Type o 10.18.19.105 10.1.20.51 42318  udp 53 (domain) / ud
& Action oW 10.18.19.110 10.1.9.38 38758 / udp 53 (domain) [ ud
Reason o 10.18.19.110 1018101 53922 / udp 53 (domain) / ud
Source IP = 10.18.19.105 10.27.20.51 52776 [ udp 53 (domain] [ ug
Destination IP =20 10.18.19.32 208.67.220.220 39366 [ udp 53 (domain) / ud
W 101819011 10.1.8.101 47616 [ udp 53 (domain) / ud
& Source Port | ICMP Type '
o 10.18.19.41 208.67.220.220 54037 | udp 53 (domain) | ud
Destination Port / ICMP Code
W 10.18.19.230 173.37 B7.157 GOB02 | udp 53 (domain] / uc
Revert 11 selected m bw 10.18.19.230 173.37.87.157 59300/ udp 53 (domain) [ uc
¥ 2023-TO-DA 161128 | § Connection & Allow 101819911 10.1.8.101 39941/ udp 53 (domain) | uc

Paso 3. (Opcional) Busque el campo para facilitar la navegacion.



Saved Column Sets

[ Select...

2, Source X

Select 14 filtered ' Select default
Source P

Source Port / ICMP Type

[7] NAT Source IP

[ | NAT Source Port

[ ] NetFlow Source Autonomous System

Revert 7 selected

Paso 4. Haga clic en un campo de evento para desactivar o activar.

Saved Column Sets

Select... l

. Source * ‘

Select 14 filtered  Select default
Source IP
| Source Port / ICMP Type

" | NAT Source IP
| MAT Source Port

| NetFlow Source Autonomous System

Revert 6 selected Apply

Paso 5. Haga clic en Aplicar.




Saved Column Sets

Select...

| Q. Filter columns

Select none  Select default
Event Type

Action

Destination Port / IGMP Gode
Source IP

Device

Revert

6 selected

Apply

Paso 6. (Opcional) Puede cambiar la posicion de las columnas arrastrando cada una de ellas a

una ubicacioén diferente.

Firewall Management Center
A Unified Events

Qr Select..

&) Showing 10,000 events (5 10,000) of tens of thousands +

Overview Analysis

@M Time Event Type Action
¥ 2023-10-05 13:02:15 5 Connectian @ Allow
¥ 2023-10-0513:02:15 5 Connection © Allow
2023-10-05 13:02:115 5 Connection © Alow
2023-10-05 13:02:15 5 Connection @ Allow
2023-10-0513:02.14 5 Connection © Allow
2023-10-0513:02:14 5 Connection © Aliow
0-0513:02:14 5 Connection @ Allow
13:02:14 ‘5 Connection © Allow
13:02:14 4 Connection @ Allow
05 13:02:14 4 Connection © Allow
2023-10-05 13:02:14 4 Conn @ Allow
2023-10-05 13:02:14 4 Connec @ Allaw
2023-10-05 13:02:13 5 Conn @ Allaw
2023-10-05 13:02:13 5 Connection © Allow
13:02:13 5 Connection @ Allew
2023-10-0513:02:113 5 Connection © Allow

Policies

Destination Port [ ICMP)
Code

53 (dormain) [ udp
53 (domain) [ wdp
443 (htips) [ op

53 (domain) [ udp
53 (domain) [ udp

53 (domain) [ udp

53 (domain) [ udp

443 (hitps

443 (htps) [ tep

Guardar conjunto de columnas

Devices Objects Integration
Device
10181 Sewrse P
10.18.19.110 GW
10.18.19.230 GW
10.18.19.32 GW
10.18.19.105 GW
101819111 GW
10.18.19.111 GwW
10.18.19.230 GW
10.18.19.105 GW
GW
GW
10.18.19.166 GV
10.18.19.1 10 GW
10.18.19.230 GW
10.18.19.166 GW
10.18.19.166 GW

Paso 1. Haga clic en Conjuntos de Columnas Guardados.

Deploy Q. @ ¥ @ adminv Wil secupe

x Refresh

“ 2023-10-05 1220215 EDT — 2023-10-05 13:02:15 EDT 1h @ Go Live:

Access
Control Rule

allow
allewy
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow

allow

= m



Firewall Management Center

A s J Unified Events Cverview Analysis Policies Devices
—
[ CQr Select...
@ Shawing 10,000 events (% 10,000) of tens of thousands %
M Time Event Typo Action Reason
Saved Column Sets W
[ Selact... | oW
o
[0\ Filter columns ow
Select none  Select default ow
Event Type oW
® Action ow
Reason pw
Source IP pw
Destination IP |
& Source Port / IGMP Type P
Destination Port / IGMP Gode i
pw
Revert 11 selected m ow
> 0Z3-T0-04 16:11:28 5 Connection T Allow

Objects Integration Deploy Q P £ @ adminw ol
B 2023-10-04 15:11:29 EDT = 2023-10-04 16:11:28 EDT 1h

Source IP Destination IP ::D;::;:: J I':;’;:"c'::: Pert!
10.18.19.111 10.1.8.107 55046 / udp 53 (domain) / ud
10.18.19.105 10.1.20.51 44563 [ udp 53 (domain) | ud
10.18.19.166 142.250.72.202 53436 | tcp 443 (https) | tep
10.18.19.166 142.250.72.202 53437 [ 1cp 443 (hps) [ ep
10.18.19.105 10.27.20.51 57541 / udp 53 (domain] / ud
10.18.19.105 10.1.20.51 42318 | udp 53 (domain] / ud
101819010 10.1.9.38 38758 | udp 53 (domain) |/ ud
10.18.19.110 10.1.8.101 53922 ( udp 53 (domain) / ud
10.18.19.105 10.27.20.51 52776 / udp 53 (domain) / ud
10.18.19.32 208.67.220.220 39366 / udp 53 (domain) / ud
101819111 10.1.8.101 ATB16 J udp 53 (domain) [ ud
10.18.19.41 208.67.220.220 54037 [ udp 53 (domain) / ud
10.18.19.230 173.37.87.157 BO602 | udp 53 (domain) / ud
10.18.19.230 173.37.87.157 59308 / udp 53 (domain) / uc
101819111 10,1810 39941 / udp 53 (domain) / ud

wice SECURE

x |[CRafiesh |

Paso 2. Haga clic en Crear juego de columnas de la seleccion actual.

® Go Live

Wab Ag

Firewall Management Center

{ Unified Evants

Crverview

An

Analysis

Policies

—

Qr Sebect...

@ Showing 10,000 events (5 10,000) of tens of thousands %

W Time Event Type Agtion
—_ - .
Saved Column Sets P
Rule match W b
.ﬂ\\'
b
ow
Saved Column Set 1 .
Time | Event Type | Action |Reason | |Sowrce IP| |Destination IP |
—+ Create column set from current selection Z:
& Source IP pw
Destination 1P el
Source Port [ ICMP Type ,m
Destination Port / ICMP Code i
oW
Revert 11 selected m -
> 2023-10-04 16:11:28 & Connection (-] Nl.cm
> 2023-10-04 16:11:28 £ Connection © Allow

Dastination IP

10.1.8.107
10.1.20.51
142.250.72.202
142.250.72.202
10.27.20.51
10.1.20.51
10.1.9.38
10.1.8.101
10.27.20.51
208.67.220.220
10.1.8.101
208.67.220.220
17337.87.157
173.37.87.157
10.1.8.001

108.156.211.71

Devices

Destination Port /
ICMP Code

53 (domain J wd
53 (domain) | ud
443 (https) | tep
443 (hups) [ tep
53 (domain) J wd
53 (domain) f
53 (domain) J wd
53 (domain) J wd
53 (domain) § ud
53 (domain] f wd
53 (dornain J wd
53 (domain) f i
53 (domain) f wd
53 (domain) f wd
53 (domain) f ud
443 (https) | tep

Objects

Devico

GW
GwW
GwW
GW
GW
GW
GW
GW
Gw
GwW
GW
GW
GW
GW

GwW

Integration Deploy @ @ % @ adminv
‘ 2023-10-04 15:11:20 EDT = 2023-10-04 16:11:29 EOT 1h
souree et | Gl hin
10.18.19.111 55046 / udp allow
10.18.19.105 44583 [ udp allowe
10.18.19.166 53436 | tep allc
10.18.19.166 53437 | cp alblow
10.18.19.105 57541 [ udp Al
10.18.19.105 42318 [ udp allow
10.18.19.110 38758 [ udp allow
10.18.19.110 53922 [ udp albonwr
10.18.19,.105 52776 | udp allow
10.18.19.32 39366 / udp allcer
10.18.19.111 47616 [ udp albow
10.18.19.41 54037 [ udp allcw
10,1818, 230 60602 / udp allow
10.18.19.230 59308 / udp allow
10.18.19.111 39941 / udp allow
10.18.19.230 34810 [ 1cp allow

Paso 3. (Opcional) Cambie el nombre del juego de columnas.

® Go Live



Saved Column Sets

| Select...

2 saved column sets

[ Rule match

]

Time | | Event Type | | Action | | Reason | | Source P | | Destination IP

4 Create column set from current selection

[ ] NetFlow Source Prefix

Revert

[ ] MetFlow Source Autonomous System

6 selected

Paso 4. Puede editar un juego existente haciendo clic en los puntos suspensivos (...).

Overview

Firewall Management Center

Unified Evants

Anabysis Palicies

G Select...

& Showing 10,000 events (& 10,000) of tens of thousands  +

M Time Event Type Action
A -~

Saved Column Sets
Rule match ~

Saved Column Set 1 Rename
™
Time| |Event Type | Action | Reason | Source IP| | Destinatil Dalete
"
~+ Greate column set from current selection
1]
Source IP '3\"-'
® Destination IP |
pw
Source Port / ICMP Type P
oW
Destination Port | ICMP Code I
pw
e 11 salctsd E
T T 2023-10-04 16111:28 | § Connection S Allow

Busqueda de eventos

Paso 1. Para comenzar a buscar eventos especificos, haga clic en Seleccionar.

Destination IP

10.1.8.107
10.1.2051
142.250.72.202
142.250.72.202
10.27.20.51
10.1.20.51
10.1.9.38
10,1810
10.27.20.51
208.67.220.220
10.1.8.101
208.67.220.220
173.37.87.157

173.37.87.157

1L.E101

Devices

Destination Port |
EMP Code

53 (domain} [ ud

53 (domain) J ud

443 (hups) [ cp

443 (hups) [ cp

53 (domain} / ud
53 (domain} / ud
53 (domain} | ud
53 (domain) J ud)
53 (domain) J ud|
53 (domain) J ud
53 (domain) J ud|
52 (domain) J ud|
53 (domain) J ud

53 (domain) § ud

53 (domain) § ud

Objects

Device
G
GwW

W
Gw

Gw

Integration

Deploy  Q @ f @ adminv

ases SECURE

(o

B 2023-10-04 15:11:29 EDT —~ 2023-10-04 16:11:29 EDT 1h @ Go Live

Source IP

10

10

18.19.111
18.19.105
18.19.166
.18.19.166
1.18.19.105
L18.19.105

.18.19.110
L18.19.105
L18.19.32
18.19.11
18.19.41
,18.19.230
.18.19.230

181911

Source Port [
IEMP Type

55046 [ udp
44563 | udp
53436 / 1cp
53437 | tcp
57541 [ udp
42318 | udp
38758 [ udp
53922 | udp

2776 [ v

A
39366 / udp
47616 [ udp
54037 | udp
606802 [ udp

59300 [ udp

39941 [ udp

Access
Caontrol Rule

allcige
allow
allow
allow
allcw
allow
allenwr
allcnw
allcw
allcw
allcw
allow
allgwr
allenw

allonws



El.r:ff?'\f'.a.l!_.l“:«:fnage:nent Center Overview Analysis Policies Devices Objects Integration Deploy Q. @ & @ adminv U sECURE
—
I Q= Select... b4 Refre: I
@ Showing 10,000 events (5 10,000) of tens of thousands % i 2022T-10-04 15:11:29 EDT — 2023-10-04 168:11:20 EDT 1h @ Go Live
ﬁ Time Event Type Action :?IL:‘:::T:: Portd Device Source IP f:;::;;" ! ::Zr:l Rule '
y 2023-10-04 16:11:29 5 Connection © Allow 53 (domain) fud; GW 10.18.19.111 55046 [ udp allow
¥ 2023-10-04 16:11:29 ¢ 5 Connection & Allow 53 (domain) f 10.18,19.105 44563 [ udp allow
> 2023-10-04 16:11:29 5 Connection © Miow 443 (https) M top GW 10.18,19.1686 53436 | top allow
¥ 2023-10-04 16:11:29 4 Connection © Miow 443 (https) f tocp GW 10.18.19.166 53437 | tcp allow
¥ 2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud;  GW 10.18.19.105 57541 [ udp allow
» | 2023=10-04 16:11:28 4 Connection @ Allow 53 (domain) fud:  GW 10.18.19.105 42318 [ udp allow
y  2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud; GW 10.18.19.110 38758 / udp allow
¥ 2023-10-04 18:11:28 & Connaction @ Allow 53 (domain) fud; GW 10.18.19.110 53922 | udp allow
¥ 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud; GW 10.18.19.105 52776 [ udp allaw
»  2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud; GW 10.18.19.32 38366 / udp allow
» | 2023-10-04 16:17:28 5 Connection @ Allow 53 (domain) fud;  GW 10.18.19.111 47616 [ udp allow
| 2023-10-0416:11:28 & Connection S Allow 53 (domain) f wdy  GW 10.18.19.41 54037 / udp allow
> 2023-10-0416:11:28 5 Connection S Allow 53 (domain) fud;  GW 10.18.19.230 60602 [ udp allaw
¥ 2023-10-04 16:11:28 45 Connection © Allow 53 (domain) fud; GW 10.18.19.230 59309 [ udp allow
» | 2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud:  GW 101819111 39941 [ udp allow
¥ 2023-10-0416:11:28 5 Connection  Allow 443 (htps) ftcp  GW 10.18.19.230 34810 / tcp allow
¥ 2023-10-04 16:11:28 & Conneciion S Allow 53 (domain) fud;  GW 10.18.19.156 52564 [ udp allow
» 2023-10-04 168:11:27 & Connection © Allgw $3 (domain) [ ud;  GW 10.18.19.110 50552 / udp allow _m_
Paso 2. Seleccione el campo al que desea aplicar el filtro.
FIFEWEHT:-"EKEI'IEIQEI'HEHI Center Overview Analysis Policies Devices Objects Integration pepley O @ 1% @ adminv detls SECURE
—
| Qr source x ” Refresh |
(@ 5| NAT Source 1P s + B 2023-10-04 15:11:29 EDT — 2023-10-04 16:11:20 EDT 1h @ Go Live
NAT Source Port Fr— Destination Portf Source IP Source Port | Aecess
NetFlow Sourge Autonomous System ICMP Code ICMP Type Control Rule
* | NetFlow Source Prefix © Allow 53 (domain) [ ud;  GW 1018190 55046 [ udp allow
* | NetFlow Source ToS © Allow 53 (domain) [ ud;  GW 10.18.19.105 44563 | udp allow
* | Source Continent © Allow 443 (https) [ top - GW 10.18.19.166 53436 [ 1cp allow
* | Bauree Country @ Allow 443 (https) S tep - GW 10.18.19.166 53437 [ wcp allow
* | Sotres Device © Allow 53 {domain) [ ud;  GW 10.18.19.105 57541 [ udp allow
> | Source Host Criticality @ Allow 83 {domain) [ ud; GW 10.18.19.105 42318 [ udp alloww
» © Allow 53 (domnain) fud; GW 10.18.19.110 3B758 [ udp allow
¥ =10= 5 Connection © Allow 53 (domain) [ ud;  GW 10.18.19.110 53922 [ udp allow
¥ 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud; GW 10.18.19.105 52776 [ udp allow
¥ 2023-10-0416:11:28 & Connection o Allow 53 (domain) fud;  GW 10.18.19.32 39366 / udp allow
> 2023-10-04 16:11:28 5 Connection S Allow 53 (domain) [ ud; GW 10.18.19.111 47616 [ udp allow
> 2023-10-04 16:11:28 4 Connection © Allow 53 (domain) [ ud; GW 10.18.19.41 54037 [ udp allow
¥ 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) [/ ud: GW 10.18.19.230 60602 [ udp allow
¥ 2023-10-04 16;11:28 4 Connection @ Allow 53 {domain) [ud;  GW 10.18.19.230 59309 [ udp allow
> 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) [ ud; GW 10.18.19.111 39941 [ udp alloww
> 2023-10-04 16:11:28 5 Connection @ Allow 443 (nttps) f tep GW 10.18.19.230 34810 [ tep allow
> 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud;  GW 10.18.19.156 52564 [ udp allow
¥ 2023-10-04 16:11:27 4 Connection o Allow 53 (domain) f ud; GW 10.18.19.110 50552 | udp allow

Paso 3. Escriba los valores que se utilizaran como filtro.

Qr

Source IP |

| X Select...

Paso 4. Haga clic en Apply, para configurar el filtro.



Firewall Management Center

Owerview Analysis Paolicies Devices Objects Integration Deploy  Q, d’ 4 @ adminy  cdelt cpcyRe

'0\. Seurce P 10.18.19.105 = X Select... i

@ Showing all 144 events (45 144) + B 2023-10-06 12:31:58 EDT — 2023-10-06 13:31:58 EOT 1h

® Go Live
Paso 5. (Opcional) Puede agregar varios valores a cada filtro.
firemlra” Ma?ﬁ?l??-lent Center Overview Analysis Policies Devices Objects Integration peploy Q @ ¥ @ adminw il SECURE
Qr  SourcalP 10.1B.189.111 % 100819005 % X Select... X.

") Showing 150 events (§ 150) + B 2023-10-04 15:11:29 EOT — 2023-10-04 16:11:20 EDT 1h @ Go Live
Wi Tme Event Typs Action g::‘:'“""’" Port TICME | povice Source IP IS(;":::;TI ::;::I i

¥ 2023-10-04 16:11:29 4 Connection © Allow 53 (domain) [ udp GW 10.18.19.111 55046 / udp allow

» | 2023-10-04 16:11:28 S Connection © Allaw 53 (domain) [ udp GW 10.18.19.105 44563 / udp allow

> 2023-10-04 16:11:28 5 Connaction © Allow 53 (domain) [ udp GW 10.18.19.105 57541 [ udp allow

¥ 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) [ udp GwW 10.18.19.105 42318 [ udp allow

» | 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) [ udp GW 10.18.19.105 52776 / udp allow

¥ 2023-10-04 16:11:28 4 Connection © Allow 53 (domain) [ udp GW 10.18.19.111 47616 [ udp allow

» | 2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) [ udp GW 10,18.19.111 39941 | udp allaw

¥ 2023-10-04 16:11:27  Connection @ Allow 53 (domain) [ udp GwW 10.18.19.111 46739 [ udp allow

¥ 2023-10-04 16:11:27 5 Connection © Allow 53 (domain) [ udp GW 10.18.19.111 56045 | udp allow

¥ 2023-10-04 16:11:27 5 Connection © Allow 53 (domain) [ udp GW 10.18.19.105 43523 | udp allow

y | 2023-10-04 16:11:27 4 Caonnaection © Allaw 53 (domain) / udp GW 10081901 46938 / udp allow

» | 2023-10-04 16:11:26 S Connaction S Allow 53 (domain) [ udp GW 10.18.18.105 41931 udp allow

» 2023-10-04 16:11:26 5 Connection © Allow 53 (domain) [ udp GW 10.18.19.111 42734 | udp allow

» | 2023-10-04 16:11:25 4 Connection @ Allow 53 (domain) [ udp GW 10.18.19.105 54464 [ udp allow

¥ 2023-10-04 16:11:25 45 Connection © Allow 53 (domain) { udp GW 10.18.19.105 45681 / udp allow

¥ 2023-10-04 16:11:25 4 Connection © Allow 53 (domain) [ udp GW 10.18.19.105 50585 / udp allawe

¥ 2023-10-04 16:11:25 5 Connection @ Allaw 53 {domain) [ udp GW 10.18.19.105 48789 [ udp allawe

¥ 2023-10-04 16:11:24 5 Connection © Alow 53 (domain) [ udp GW 10.18.19.105 45203 | udp allow n

Paso 6. (Opcional) Agregue tantos filtros como necesite.

’_:Ifew.a”UIf.\?E?iEginem Center Overview Analysis Palicies Devices Objects Integration Deploy Q@ @ £+ @ adminv el cpcURE
—
Qs SourcelP 101819111 x 101819105 % 3  Destination Port [ ICMP Code 8910 *® | X Select... x |
(2 Showing all 106 events (4 106) & B} 2023-10-04 15:11:20 EDT = 2023-10-04 16:11:20 EDT 1Th @ Go Live
ﬁ Time Event Type Action 2':’:“"0" Part/ IGHP Device Source IP ISCT‘::“Z“! ;:::; Rule
»  2023-10-04 16:11:01 & Connection & Allow 8910/ 1cp GwW 10.18.19.105 50786 [ tcp allow
»  2023-10-04 16:10:51 H Connection & Allow 8910/ cp Gaw 10.18.19.105 45442 [ep allow
H 202%-10-04 16:10:11 G Connection © Allow 8910/ ep Gw 10.18.19.105 50784 [rep allow
»  2023-10-04 16:10:01 5 Connection © Allow 8910/ 1cp GwW 10.18.19.105 45440 [tep allow
» | 2023-10-04 16:09:21 5 Connection @ Allow 8910/ 1cp Gw 10.18.19.106 50782 [ tcp allow
»  2023-10-04 16:09:11 5 Connection © Allow 8910/ t1cp Gw 10.18.19.105 45438 [ 1cp allow
»  2023-10-04 16:08:31 4 Connection @ Allow 8910/ 1cp GW 10.18.19.105 50780 [ tcp allow
» 2023-10-04 16:08:21 6 Connection © Alow 8910/ tcp GW 10.18.19.105 45436 [ top allow
¥ 2023-10-04 16:07:41 G Connection © Allorw 8910/ tcp GW 10.18.19.105 50778 [tep allow
¥ 2023-10-04 16:07:31 6 Connection © Allow 8910/ tcp GW 10.18.19.105 45434 [tep allow
»  2023-10-04 16:06:51 5 Connection © Allow 8910/ 1cp GwW 10.18.19.105 50776 [ tep allow
»  2023-10-04 16:06:41 5 Connection @ Allow 8910/ tcp Gw 10.18.19.105 45432 [ 1cp allow
» 2023-10-04 16:06:01 4 Connection @ Allow 8910/ 1cp GW 10.18.19.105 50774 [ tcp allow
> 2023-10-04 16:0%:51 5 Connection © Mlow 8910/ tep GW 10.18.19.105 45430 [ top allow
* 2023-10-04 16:05:11 & Connection @ Allciw 8910/ tcp GwW 10.18,19.105 50772 fep allow
»  2023-10-04 16:05:01 f Connection © Allow 8910/ 1cp GW, 10.18.19.105 45428 [tcp allow
¥  2023-10-04 16:04:21 G Connection © Allow 8910/ tcp GW 10.18.19.105 50770 [ ep allow

»  2023-10-04 16:04:11 & Connection © Allow 8910/ 1cp Gw 10.18.19.105 45426 [ tcp allow _



Consejo: Puede utilizar operadores ( >,<, !, etc.) mientras escribe los valores.

Guardar busqueda

Es posible guardar las busquedas para poder reutilizar los filtros creados.

Paso 1. Haga clic en el icono de lupa.

Firewall Management Center

Owverview Analysis Paolicies

Devices Objects
—
Demnmlenl’orﬁlcwcm 8010 * X SourcelP 100819011 %  WLIBIRI05 % X Select
Saved searches (=0 |
Source IP

<+ Save search N

> 2023-10-05 13:52:14 5 Connection o Allow 8910 [ wcp 8

> 2023-10-05 13:52:04 oA 8910/ wcp 10.18.19.105

Paso 2. Haga clic en Guardar busqueda.

Firewall Management Center

Owverview Analysis Palicies Devices Objects

Destination Port [ IGMP Gode 8910 % X SowrcelP 101879111 x 101618105 % X Select

Saved searches

20

Source IP

-+ Save search

¥ 2023-10-05 135214 © Allow 8810/ wp

> 2023-10-05 13:52:04

8310/ wp

Paso 3. (Opcional) Cambie el nombre de la busqueda.

Integration

Integration

Deploy @

‘ 20Z3=10-05 12:58:42 EDT

Access

Control Rule

Deploy O, @ #t @ admin~

¢ & @ adminv

it SECURE

x

= 1023-10-05 13:58:42 EOT 1h

Refresh

alnali r
eee SECURE

x

u 2023=10-035 12:58:42 EDOT — 2023-10-05 13:58:42 EDT 1h

Access

Control Rule

Refrest

h



Firewall Management Center .
i B g.._ Cverview Analysis Policies Devices Objects Integration Deploy @ £+ @ adminv vl cpcupe
—
[*R} SourcelP 101819011 100819105 x X Destination Port | ICMP Code 8910 ®x | X Select... x | Refresh
.
= 2023-10-04 15:11:29 EDT — 2023-10-04 16:11:29 EOT 1h Go Live
Saved searches E Saved search / = - o
B r =1 Saurce Port [ Access
A o ice s
- i ! W] | pevice Source B ICMP Type Gontrol Rule

1 Filter Condition

Action = Wllew

./]I

I Saved search 1
AL

Ventana de tiempo

Es mas facil restringir los eventos relevantes, basandose en una hora especifica, modificando la
ventana de tiempo.

Paso 1. Para modificar el marco de ventana de los eventos, haga clic en el rango de fechas.

Firewall Management Center

i Time

» -04 16:11:29
» -04 16:11:2¢
» 04 16:11:29
» | 2023-10-04 16:11:29
» | 2023=10=04 16:11:28
»  2023=10=-04 16:11:28
»  2023-10-04 16:11:28
¥ 2023-10-04 16:11:28
¥ 2023-10-04 16:11:28
»  2023-10-04 16:11:28
» 0-04 16:10:28
¥ 10-04 16:11:28
» 10-04 16:117:28
¥ -10-04 16:11:28
» 10-04 16:11:28
» 10-04 16:11:28
» 10-04 16:11:28
3 10-04 16:11:27

Event Type

5 Connection

4 Connection

4 Connection
4 Connection
5 Connection
5 Connection
' Connection
5 Connection
4 Connection
4 Connection
5 Connection
45 Connection

5 Conn

4 Conr
45 Conn
4 Connection

5 Connection

Crwerview Analysis Policies Devices
—
Action :Li:;":::: Portl | oavica
© Allow 53 (domain) GW
@ Allow 532 (domain) GW
© Alow 443 (https) / tcp  GW
© Allcw 443 (https) ftcp - GW
Ao 53 (domain) fud;  GW
© Allow 53 (domain) fud;  GW
& Allow 53 (domain) fud; GW
Q Allow 53 (domain) fud; GW

@ Allaw

53 (domain) fud;  GW

o Allow 53 (domain) fudr  GW
© Aller 53 (domain) /
53 (domain) /
S Alloy 53 (domain)
53 (domain)
53 (domain)
© Allow 443 (https)
@ Allow 52 (domain)
o Allow 53 (domain) fud: GW

Objects

Source IP

10.18.19.1
10.18.19
10.18.19
10.18.19.166
10.18.19.105
10.18.19.105
10.18.19.110
10.18.19.110
10.18.19.105
10.18.19.32

10.18.19.111

10.18.19.41

10.18.19
10.18.19.230
10.18.19.111

10.18.19.;

10.18.19.156

10.18.19.110

Integration

Deploy Q. @ ¥ @ adminv

il
i)

SECURE

x Refresh

I ﬂ 2022-10-04 15:11:29 EDT — 2023-10-04 16:11:29 EDT 1h I Go Live

Source Port f
ICMP Type

55046 / udp
44563 / udp
53436 | tcp
53437 [ top
57541 [ udp
42318 [ udp
38758 | udp
53922 | udp
52776 [ udp
38366 / udp
47616 [ udp
54037 | udp

BOB02 [ udp
59309 / u

39941 / udp

34810 / 1cp
52564 [ udp
50552 / udp

Access l
Control Rule

allow

@

ow

allgw

Paso 2. Seleccione el rango de tiempo en la ventana emergente.



Qr Select...

") Showing 167 events (45 167) of tens of thouss

m Time

El 4 18:11:
> 4 16:11:
> 4 16:11:
> 4 16:17:
> 16:11:
¥ 04 1617
> 416:11:
> 4 16:11;

> 2023-10-04 16:17:
*  2023-10-04 16:17:
¥ 2023-10-04 1617
> 2023-10-04 16:11:

> 2023-10-04 16:11:

> 2023-

¥ 2023-10

> 2023-10-04 16:17:

> 2023-10-04 16:17:

»  2023-10-04 16:17:

16:11:
16:11;

Firewall Management Center

Evant Type

4 Connection

5 Connection

4 Connection
4 Connection
5 Connection
5 Connection
5 Connection
5 Connection
5 Connection

5 Connection

& Connection

Overview

Analysis Policies

Action

@ Allow
S Allow
@ Allow
© Allow
& Allow
o Allow
© Allow
© Allow
@ Allow
© Allow
© Allow
@ Allow
© Allow
@ Allow
@ Allow
@ Allow
© Allow
© Allow

Destination Port [ ICMP

Code
53 (dornain) /
53 (dormain) [ udp

443 (httpe) f ep

443 (https)

53 (domain) / udp
53 (domain) / udp
53 (domain) / udp
53 (domain) [ udp
53 (domain) [ udp
53 (domain) / udp
53 (doman) / udp
53 (domaan) [ udp
53 (domain) | udp
33 (d
53 (domain) / udp

443 (https) [ top

53 n) [/

53 (dormain) / udp

Devices  Objects  Integration Deploy O, @ & @ adminv Uil SECURE
x Refrash
) 2023-10-04 15:11:29 EDT = 2023-10-04 16:11:28 EDT 1h Go Live
Dovice - .
Sliding Time Range
GW 0. + "
Start time End time Maw
GW 10| §| 2023-10-04 | (1€ |:| N |:[2€8 2023-10-04 | 163 || 11E 248
GW 10,
Select last: 5 minutes, 1 hour, 6 hours, 1 day, 2 weeks, 1 month
GwW 10,
GW 10
< October 2023 . October 2023 >
G 10
GW 10. Su Mo Tu We Th Fr 8Sa Su Mo Tu We Th Fr Sa
GwW 10
GW 10
GW 10.
GW 10
GW 10
GW 10.
GW 10, ol
1h selected Apply
GW 10.4 =
GwW 10.18.19.156 52564 [ udp
GwW 10.18.19.110 50552 [ udp

Paso 3. (Opcional) Utilice Rango de Tiempo Deslizante para mostrar los eventos de una hora
especifica a su hora actual.

Fixed Time Rang

Show the last

Select last:

18.19.110

18.19.110

&

B howrs, 1 day, 2 woeks, 1 month

Paso 4. Haga clic en Aplicar para filtrar los eventos en el rango de tiempo configurado.




flrlewa" .IME naget‘nent Center Overview Analysis Policies Devices Objects Integration Deploy  Q w It @ adminv  dul cecURE
) —
Q- Select.. ® Refresh
() Showing 8,317 events (5 8,317) of tens of thousands  + B 2023-10-04 15:11:20 EDT — 2023-10-04 16:11:20 EDT 1h @ Go Live
TS
W Time Event Type Action Dastination Port [IGMF | o ovice Sou

Code Fixed Time Range

A1 (=l _ & Conne . f ¥ I i
> 2023-10-04 16:17:29 G Connection © Allow 53 (domain) | udp Gw Show the last
»  2023-10-0416:11:29 4 Connection S Allow 53 (domain) [ udp GW 10| |8 hours
¥ 2023-10-04 16:11:28 % Connection @ Allow 443 (https) [ tep GW
Select last: 5 minutes, 1 hour, 6 hours, 1 day, 2 weeks, 1 month
*  2023-10-04 16:11:29 G Connection 443 (https) [ tep GW
> 2023-10-04 16:11:28 & Connaction 53 (domain) [ udp GW IE.:
> 2023-10-04 16:11:28 5 Connection 53 (domain) | udp GwW L -
> 2023-10-04 16:17:28 4 Connection 53 (domain) | udp GW 18.19.110 3B758 [ wdp allow
> 2023-10-04 16:11:28 4 Connection & Allow 53 (domain) / udp GW 10.18.19.110 53922 [ wdp allow
»  2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) [ udp GW 10.18.19.105 52776 f udp allow
> 2023-10-04 16:11:28 G Connection 53 (domain) [ udp GW 10.18.19.32 39366 [ udp allow
¥ 2023-10-04 16:11:28 % Connection 53 (domain) [ udp Gw 18.19.111 A7616 [ udp allow
»  2023-10-04 16:11:28 4 Connection 53 (domain) | udp GwW 18.19.41 54037 [ wdp allow
> 2023-10-04 16:11:28 4 Connection © Allow 53 (domain) [ udp GwW 18.19.230 60602 [ wdp allow
> 2023-10-04 16:17:28 4 Connection 53 {domain) f udp GW 10.18.19.230 59309 f udp allow
»  2023-10-04 16:11:28 & Connection © Allow 53 (demain) | udp GwW 10.18.19.111 39941 f udp allow

Puesta en marcha

Puede activar la funcion Go Live para mostrar eventos en tiempo real. Los eventos aparecen a
medida que se generan.

Para activarla, haga clic en Go Live (Activar).

Flrewa”ﬁ:anagemem Center Overview Analysis Policies Devices Objects Integration Deploy  Q @ £t @ adminv SECURE
—
Qr Select... % || Refresh |
@ Showing 10,000 events (G 10,000) of tens of thousands  + WS 2023-10-04 15:11:29 EDT — 2023-10-04 16:11:29 EDT 1h

W Tme Event Typo Acton Destouton Pot/ | goo | Sourcat® Sorvebortl | Aocees

¥ 2023-10-04 16:11:29 ‘5 Connection © Adiow 53 (domain) fud;  GW 10.18.19.111 55046 [ udp allow

¥ 2023-10-04 16:11:29 ¢ & Connection O Allow 53 (domain) fud; GW 10.18.19.105 44563 [ udp allow

¥ 2023-10-04 16:11:29 % Connection @ Allow 443 (https) J top  GW 10.18.19.166 53436 / top allow

2 2023-10-04 16:11:29 4 Connection @ Allow 443 (https) ftocp GW 10.18,19.166 53437 | top allow

¥ 2023-10=04 16:11:28 4 Connection © Allow 53 (domain) 10.18.19.105 57541 [ udp allgw

» | 2023=10-04 16:11:28 4 Connection © Allow 53 (domain) fud:  GW 10.18.19.105 42318 [ udp allow

» | 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) f 10.18.19.110 38758 / udp allaw

> 2023-10-04 16:11:28 4 Connection © Allow 53 (domain) [ ud 10.18.19.110 53922 [ udp

¥ 2023-10-04 18:11:28 4 Connection Q Allow 53 (domain) fud; GW 10.18.19.105 52776 | udp allow

»  2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud; GW 10.18.19.32 38366 / udp allow

¥ 2023-10-04 16:11:28 45 Connection © Allow 53 (domain) fud: GW 10.18.19.111 47616 / udp allow

» | 2023-10-0416:11:28 & Connection S Allow 53 (domain) f wdy  GW 10.18.19.41 54037 / udp allow

»  2023-10-0416:111:28 & Connection S Allow 53 (domain) fud;  GW 10.18.19.230 60602 [ udp allow

»  2023-10-04 16:11:28 4 Connection o Allow 53 (domain) fud; GW 10.18.19.230 59309 [ udp allow

» | 2023-10-04 16:11:28 4 Connection o Mlow 53 (domain) fud:  GW 10.18.19.111 39941 [ udp allow

¥ 2023-10-04 16:11:28 ‘5 Connection © Allow 443 (https) f tcp . GW 10.18.19.230 34810 / t1cp allow

¥ 2023-10-04 16:11:28 & Connection © Allow 53 (domain) fud;  GW 10.18.19.156 52564 [ udp allow

¥ 2023-10-04 16:11:27 5 C

onnection @ Allow 53 (domain) fud; GW 10,18,19.110 505852 [ udp allgw _m_

Una vez habilitada, muestra la palabra Live.

¥% 2023-10-05 21:55:25 EDT — 2023-10-05 21:56:04 EDT 39s @ Live



A

Precaucion: Cuando Live esta activado, no es posible modificar la ventana de tiempo.
Para modificar la ventana de tiempo, primero inhabilite la opcion Live haciendo clic en ella
otra vez.

Descargar eventos como Valores separados por comas (CSV)

Paso 1. Haga clic en el icono de descarga para generar un archivo que contenga los eventos que
se muestran actualmente en la pagina.

Ci»  Destination Port / ICMP Code 8910 X X Source IP 10.18.19.111 X 101819005 x = X Select x Refresh
(& Showing all 144 events (5 MdE I 2023-10-05 12:58:42 EDT — 2023-10-05 13:58:42 EDT 1h Go Live

— yestination Port [ ICMP Accas

M Time Event Typi Action I( RO Por: 1A Source IP Device i

> 5 13:58:04 5 Connectior Allow 8910 / gy

¥ 5 13:57:54 5 Connectior Allow B0 | 1oy

] 513574 5 nnectior Al 8910/ 1op

¥ 5135704 S Connectior Al 8910 / tof

> 5 13:56:24 4 Connectior Allow 8910/ 1oy

> 5 13:56:14 G Connectior Al 8910 | tof

» 5 13:55:34 5 Connectior Alleyy 8910 /1

> | 2 5 13:55:24 5 Connectior Al B0 / 1oy

» 5 13:54:44 5 Connectior Allowy B0 /1oy

> 5 13:54:34 4 Connectior Allowy 8910 / tof

> 5 13:53:54 5 nnection Allow 8910 / tof

» 5 13:53:44 4 Connectior Ao 8910 / tof

» 5 13:53:04 4 Connectior Aoy 8910/ t

) 5 13:52:54 4 Connectior Allow 8910 / 1oy

> 5 13:52:14 G Connection Allow 2910/ 1ey

» 5 13:52:04 5 Connectior Al B0 | 1oy

Paso 2. Seleccione la carpeta de descarga, nombre y haga clic en Guardar.



Favorites Save As: | unified-events

A Applications

Tags:
= Desktop
77 Deskto 23
3 Documents < @~ 358~ = P ° Q
& Downloads
Yesterday

ocations

< iCloud Drive

Tz

® Red
® Orange

Yellow

® Green

® Blue Format: CSV File

@® Purple

® Gray New Folder Cancel
M_All Tane

Paso 3. Verifique el archivo CSV.

Time Event Type Action Destination Port/ICMP Code Device Source IP Source Port / ICMP Type Access Control Rule
2023-10-05 15:21:29 | Connection Allow 53 (domain) / udp GW 10.18.19.105 37412/ udp allow
2023-10-05 15:21:29 | Connection Allow 53 (domain) / udp GW 10.18.19.105 54766/ udp allow
2023-10-05 15:21:29 | Connection Allow 53 (domain) / udp GW 10.18.19.166 54279/ udp allow
2023-10-05 15:21:29 | Connection Allow 53 (domain) / udp GW 10.18.19.105 55185/ udp allow
2023-10-05 15:21:29 | Connection Allow 53 (domain) / udp GW 10.18.19.105 46312/ udp allow
2023-10-05 15:21:29 | Connection Allow 53 (domain) / udp GwW 10.18.19.105 36785/ udp allow
2023-10-05 15:21:28 | Connection Allow 53 (domain) / udp GW 10.18.19.110 57394/ udp allow
2023-10-05 15:21:28 | Connection Allow 53 (domain) / udp GwW 10.18.19.156 57395/ udp allow
2023-10-05 15:21:28 | Connection Allow 53 (domain) / udp GwW 10.18.19.111 38278/ udp allow
2023-10-05 15:21:28 | Connection Allow 53 (domain) / udp GW 10.18.19.105 44865/ udp allow
2023-10-05 15:21:28 | Connection Allow 53 (domain) / udp GwW 10.18.19.156 58387 / udp allow
2023-10-05 15:21:28 | Connection Allow 53 (domain) / udp GW 10.18.19.110 49873/ udp allow
2023-10-05 15:21:27 | Connection Allow 53 (domain) / udp GwW 10.18.19.105 510860/ udp allow
2023-10-05 15:21:27 | Connection Allow 53 (domain) / udp GW 10.18.19.105 34103/ udp allow
2023-10-05 15:21:27 | Connection Allow 53 (domain) / udp GW 10.18.19.31 60020/ udp allow
2023-10-05 15:21:26 | Connection Allow 53 (domain) / udp GW 10.18.19.110 43410/ udp allow
2023-10-05 15:21:26 | Connection Allow 53 (domain) / udp GW 10.18.19.111 47406/ udp allow
2023-10-05 15:21:26 | Connection Allow 53 (domain) / udp GW 10.18.19.105 43359/ udp allow
2023-10-05 15:21:26 | Connection Allow 53 (domain) / udp GW 10.18.19.111 43336/ udp allow
2023-10-05 15:21:26 | Connection Allow 53 (domain) / udp GW 10.18.19.111 42658 / udp allow
2023-10-05 15:21:26 | Connection Allow 53 (domain) / udp GW 10.18.19.156 52923/ udp allow
2023-10-05 15:21:25 | Connection Allow 53 (domain) / udp GW 10.18.19.110 46485/ udp allow
2023-10-05 15:21:25 | Connection Allow 53 (domain) / udp GW 10.18.19.201 52178/ udp allow
2023-10-05 15:21:25 | Connection Allow 53 (domain) / udp GW 10.18.19.111 55864 / udp allow

Informacion Relacionada
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https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/workflows.html#Cisco_Task_in_List_GUI.dita_a834592d-be65-4897-970d-ee11e0c133c4
https://www.youtube.com/watch?v=YMIK0I-NN3Y
https://www.cisco.com/c/es_mx/support/index.html?referring_site=bodynav
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