Aprovisionamiento de usuarios y grupos para
proteger el acceso mediante ID de entrada
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Informacion Relacionada

Introduccion

Este documento describe como proveer usuarios y grupos desde Entra ID a Cisco Secure
Access.

Prerequisites

Requirements

Cisco recomienda que tenga conocimiento sobre estos temas:

» Acceso seguro de Cisco
* ID de entrada

Componentes Utilizados



Este documento no tiene restricciones especificas en cuanto a versiones de software y de
hardware.

» Acceso de administrador al panel de Cisco Secure Access
» Acceso de administrador al panel de ID de entrada

La informacion que contiene este documento se cred a partir de los dispositivos en un ambiente
de laboratorio especifico. Todos los dispositivos que se utilizan en este documento se pusieron en
funcionamiento con una configuracion verificada (predeterminada). Si tiene una red en vivo,
asegurese de entender el posible impacto de cualquier comando.

Antecedentes

Cisco Secure Access admite el aprovisionamiento de usuarios y grupos desde Microsoft Entry ID
(anteriormente, Azure Active Directory).

Este aprovisionamiento permite a Secure Access mantener un directorio de usuarios autorizados
para:

* Inscribase en Zero Trust Access (ZTA).
+ Conéctese a VPNaaS.
» Aplique politicas basadas en identidad a los usuarios de Umbrella Roaming.

S

Nota: Este documento se centra especificamente en el aprovisionamiento de usuarios y
grupos desde la ID de entrada. La configuracion de la ID de entrada u otros proveedores
de identidad (IdP) para la inscripcion ZTA, la autenticacion VPNaaS o los ajustes
especificos de Umbrella Roaming esta fuera del alcance de esta guia.

Configurar

Configuracion de Cisco Secure Access

Para comenzar el proceso de aprovisionamiento, primero debe configurar la integracion de
directorios en el panel de Cisco Secure Access. Este paso genera las credenciales necesarias y
los parametros de configuracion necesarios para establecer una conexién segura con Microsoft



Entry ID.

1. Inicie sesién en el panel de Cisco Secure Access.

e,
CIsco

Cisco Secure Access
Emall Address

i

Iniciar sesion en CSA

2. Vaya a Connect > Users, Groups and Endpoint Devices.

il Secure Access

Connect X
a Essentials
Home Network Connections
Users, Groups, and Endpoint
Devices
¥
Connect End User Connectivity

DMNS Forwarders

Usuarios y grupos

3. Haga clic en Configuration management.



Users, Groups, and Endpoint Devices

Provision and manage the authentication of users, groups, and endpoint dovices, for access control purposes. Help O

Users Groups and Organizational Units Endpeint Devices

Administracion de la Configuracion

4. Haga clic en Integrar directorio.

4 Users and Groups

Configuration Management
Select how you want o connect users 1o Secure Access. Help of

Configurations  Advanced Settings  Behaviour analytics

Directories Add usars, groups and endpoint devices to Secure Access through a supported IdP. Help ¢

Integrate Directory

5. En Método de aprovisionamiento, haga clic en Proveedor de identidad.
¢ Nombre del directorio IdP: Integracion de ID entrante.
¢ Seleccione el proveedor de identidad: Id. de entrada (antes Azure).
¢ Haga clic en Next (Siguiente).

4 Users and Groups
Integrate Directories

To add users to Secure Access, provision users through one of Secure Access's supported methods. Help .7

Provisiening Methed
Soloct a provisioning method 1o add users 10 Secure Access
Methods
[ Identity provider(ldP) @ Manual Provisiening r; Active Directory (& Google Workspace
Pro s though a supported Co and Sync Google Workspace identities with Secure

Identity provider(ldP)

1P directory name

[ Entra ID Integration

Choose Identity Provider

| Emtra 1D (Formerty Azure) v ]

i

Configuracion de directorio

6. Haga clic en Generar token. Guarde el token generado y la URL de aprovisionamiento, luego haga clic en
Finalizado.



 Users and Groups
Entra ID Integration e o Fomeny Az

Follow the instructions below 1o provision identities 1o this directory. Help 3

Start Provisioning

To provision users to Secure Access, you must authenticate 1o your identity provider [IdP). Generate a token and then use it and the listed provisioning URL 1o provision users through your 1dP. Help .

Praviskoning token
C i save this authentication token. It is required when configuring your 1P,

A\, For security reasons, your token will anly be displayed once.
For future reference, copy this token and keep it in a safe place

Token

7 Copy token

Provisioning URL

Configure your kP partal

Access. Help [3

Cancel

Generar token

Generated On
March 17, 2026

Configurar el aprovisionamiento en Microsoft Entry ID

Una vez que haya generado sus credenciales en el panel de Cisco Secure Access, debe

configurar los ajustes de aprovisionamiento dentro de su arrendatario de Microsoft Entra ID para

habilitar la sincronizacién de usuarios y grupos.

1. Inicie sesién en Entra ID.

2. Vaya a Aplicaciones de empresa > Nueva aplicacion.


https://entra.microsoft.com/

ﬁ Home
" Entra agents
W Favorites

Entra ID

@  overview

,Q. Uszers

2 Groups

&1 Devices

k3 Agent ID (Preview)

Microsoft Entra admin center

@ Enterprise apps x

Nueva aplicacién empresarial

£ Search resources, services, and do

Home : Enterprise applications
sz Enterprise applications | All applications
Overview

] 0 Agent ID (Preview) has been mowv
O overview

# Diagnose and solve problems
View, filter, and search applications in

Manage The list of applications that are maint:
ff All applications

A Search by application name, appl

Private Metwork connectors

A% User settings

Mame T,  ObjectID

App launchers

Custom authentication extensions

Security

3. En la Galeria de aplicaciones de Entra, busque Administracion de usuarios de Cisco para

Secure Access y haga clic en Crear.

Home

Enterprise applications | All applications

Microsoft Entra

Browse Microsoft Entra App Gallery

t Create your own application

The Microsoft Entra App Galkery is a catalog of thousands of apps that make it easy to deploy and configure single sign-on (350) and automated user provisioning. When deplaying
users mode securely o their apps. Browse of create your own application bere. If you are wanting to publish an appheation you hive developed into the Micrasoft Emra App Gallery

in this article.

A giseo user management

3,

5) federated 550 D Provisioning

Showing 25 of 25 results

Cisco User Management
for Secure Access
Ciszo Systems, Inc

Risk score not available

‘GCS Risk Management
25 Rise Management

Risk score not awailable

My number management

Risk score not avallable

New App

A Got feedback?

Single Sign-on : All

IST Management

' 5T Management fervices
Risk score not availabile

Facts Management

\

Risk score not available

Money Management

l Momentur Meda
Risk score not available

Enterprise applications | All applications

User Account Management : All

Cisco User Management for Secure Access B

A Gat teedback?

Logo Name * (0}

Crsco User Management for Secure Access

Publisher (0} Provisioning (0
(; Cisco Systems, Inc. Automatic provisioning
Categaries : All Risk Score - All Security supponed

Single Sign-On Mode URL @

Linked Sign-on WNWCHCO.00M

Cisco's $5E solution offers cybersecurity protection which enables

IS0 Manager - admins te sutomatscally impon users and Groups to SSE, simpltying

( 53 Manager the process for user provisioning and management.
A — |

Risk sgore not availabile [

1 Fisk score for this application is unavailable.
Fusion5 HR Management

' Fusion§ Austraia
Risk score not available

Gonseall  Seawfy  (Complance:  (Legal

[ Score: N/A

Britton Management General Risk Factors

4 Britton Maragement

Risk score not avallable [

Disaster Recovery Plan & Hosting Company (& &

Founded © & Terms of Service: 0 &



4. Vaya a Usuarios y grupos > Agregar usuario/grupo.

2a Cisco User Management for Secure Access | Users and groups

Enterprise Application

& -I— Add user/groupf§ ¢ ? Edit ass gnment i Remove assignment :E_'__ !
A

i Overview

Deployment Plan (i) The application will appear for assigned users within My Apps. Set 'visible to us

7 Diagnose and solve problems

Assign users and groups to app-reles for your application here. To create new z
Manage

Il Propertics 2 First 200 shown, search all users & groups

Ak Owners .
Display name

4. Roles and administrators

23 Users and groups Mo application assignments found

Introducir usuarios y grupos

5. Asigne los usuarios/grupos que desee aprovisionar a Cisco Secure Access y haga clic en
Seleccionar y, a continuacion, en Asignar.



Home > Enterprise applications | All applications > Cisco User Managemer UserS and groups

Add Assignment

MSFT

(© Try changing or adding filters if you don't see what you're looking

A When you assign a group to an application, only users directly in the group will have
does not cascade to nested groups.
Search

| Foar
2 results found

Users and groups
All Users Agent users Groups

2 groups selected.

Select a role

Name Type

IT-Cloud-Admins Group

v IT-Admins Group
o
@

= [e=m

Assign Users and Groups

6. Vaya a Aprovisionamiento.



Home Enterprise applications | All applications

FH Cisco User Management for Secure Access | Overview

Enterprice Application

; a .
H overview Properties
m Deployment Plan _ Name (3
—~ 0]
&
. Diagnose and solve problems ce [ Cisco User Management for... [ |
- Application ID @
nage
[ dge3sdfo-brag-afce-gaeb-.. [ |
Il Properties obiect D
ect w
& Owners [ 2d3f9144-3d65-4235-9bd8-... [y |
& Roles and administrators A
Getting Started
& Users and groups
3 single sign-on
- 1. Assign users and groups @ 2. Set up single sign on g_') 3. Provision User Accounts
© Self-service Provide specific users and groups access Enable users to sign into their application Automatically create and delete user

te the applications using their Microsoft Entra credentials accounts in the application

rs and groups Get started Get started

Aprovisionamiento de ID de entrada

7. Haga clic en Descripcion general y luego en Nueva configuracion.

Home » Enterprise applications | All applications

v Cisco User Management for Secure Access |

& + Mew configuration > Start provisi

. Provision on demand (D) This is a new version of the provisioning
Manage Get started

Nueva configuracion

8. Ingrese la URL del arrendatario y el token secreto guardados del paso #6 de la

configuracion de acceso seguro. Haga clic en Test Configuration y luego en Create.
Después de crear la configuracidn, accedera a la pagina de detalles de la configuracidn para administrar los
parametros avanzados.



Home Enterprise applications | All applcations Cisen User Management for Secure Access | Ovendew

New provisioning configuration
5

3ot feedback?

(D) This is a new version of the provisioning user experience. You can peovide us feedback and Sugaestions on the new user
experience Ling the “Got feedback” button. (Eck hee 1o switch 1o the leaacy ppsrience

Create a provisioning configue,

on by completing the setup below. You can edit attibute mappings. scoping rules, and
other settings later in the sety n mone 2

Admin credentials

Create automatic provisioning configuration for: ‘Cisco User Management for Secure Access’, & successful test connection
may be requined 10 proceed.

Tenant URL (0 *
hitps://apasse. ciscocomyidentity,/v2/scim

Secret token

Test connection

Mext steps:

Adfter creating your configuration with default parameters, you will be taken to the configuration detasls page to manage
advanced settings.

caneel

Probar integracion

9. Vaya a Descripcion general > Iniciar aprovisionamiento.

Home  Enterprise applications | All applications * Cisco User Management for Secure Access | Overview * New provisioning configuration

(i Cisco User Management for Secure Access | Overview

[» stant provisicning ' Restart provisioning  [8] Delete configuration () Refresh £7 Got feedback?

Py Provision on demand

Manage Gat started Overview Proparties

Iniciar aprovisionamiento

(T} This is & new version of the provisioning user xperience. ¥ou can prowide s feedback and suggestions on the rew user expenence using the “Got feedback” buttan.

@ Provisioning test connection ]

¢ 'Cisco User Management for Secure

== Start provisioning =

Jigke here to switch g the leapoy exgerience,

Nota: Si el ciclo de aprovisionamiento inicial no logra aprovisionar los usuarios/grupos,
haga clic en Restart provisioning. Esta accion fuerza a Entra ID a intentar la primera

sincronizacion de nuevo de sus usuarios y grupos.

Verificacion

Veracidad en Cisco Secure Access



» Vaya a Connect > Users, Groups and Endpoint Devices.

el Sacure Access

— Connect X
a Essentials
Home Network Connections
Users, Groups, and Endpoint
Devices
¥
Connect End User Connectivity

DMS Forwarders

Usersand Groupsin CSA

* Haga clic en Usuarios.

Users 11 Groups and Organizational Units 5 Endpoint Devices 2

Users

Manage your organization's users and their devices connections and enroliments. To add users, go to Configuration management > Integrate directories

At any time, you can disconnect or unenroll a user’s device. Help (7

_—
Q Search Entra IDX) v Directory v ] [ Risk Alert »v ] [ Trust Level v 2 results

Name Risk Alerts © User Principal Name (UPN) Auth Property Source Directory Trust Level ©
Josue - Entra ID Entra ID -

Integration
Test User - Entra ID Entra ID -

Integration

Verificar usuarios en CSA

» Haga clic en Grupos y unidades organizativas.



Users 1 Groups and Organizational Units 5 Endpoint Devices 2

5 Groups om (0] Organizational Units

}e

Groups and Organizational Units

Manage your organization's groups and Organizational Units. To add new groups or OUs, go to Configuration management > Integrate ¢

[ Q. Search ] [ Type v ] [ Source v ] [ Entra ID Integration() ~~ ] 2 results
Name Type Source Directory
IT-Admins @ Groups Entra ID Entra ID Integration
IT-Cloud-Admins 2 Groups Entra ID Entra ID Integration

Verify Groupsin CSA

Verificar en ID de entrada

» Navegue hasta Aplicaciones empresariales y haga clic en Administracion de usuarios de
Cisco para acceso seguro.

a
=« » 2 New provisioning configuration » Cisco User Management for Secure Acce
ﬁ Home
ss2 Enterprise applications | All applications
& Entra agents nme MSFT
« = Mew application () Rrefresh < Download
W Favorites ~ Overview
i o Agent ID (Preview) has been moved to the Agent |
O overview
@ EntralD ~ )
#{ Diagnose and solve problems
) View, filter, and search applications in your organizatic
® overview M
anage The list of applications that are maintained by your or
R users £ Al applications
. | J cisco user management
i Groups i Private Network connectors
1 application found
A% User settings
&£ Devices g Name
BH App launchers P
B Agent ID (Preview) ) o . (W Cisco User Management for Secure Access
[@! Custom authentication extensions

@ Enterprise apps *
Security



Verificar en entrada

* Haga clic en Provisioning.

» v » » ¢ » Enterprise applications | All applications » Cisco User Management for Secure Access

ﬁ Home
gz Cisco User Management for Secure Access | Overview

& Entm agents I Enterprise Application

L

% Favorites - S Overview < Properties
Deployment Flan . Name (O

2 EntralD ~ © :
#< Diagnose and solve problems & | Cisco User Management for.. [ |

@ overview Application ID O
Manage

| 7ce5ac74-6f0f-4a69-8d54-a.. [ |
2 Users Il Properties Objectip ©
A Groups 48 Owners | 6c110422-6083-4002-90b3-... I |
: &b Roles and administrators .

B3 Devices Getting Started
&8 Users and groups

B Agent ID (Preview)

. ] Single sign-on
| @ Enterprise apps * @ 1. Assign users and groups -
i ) G sclf-senvice Provide specific users and groups access
B8 App registrations to the applications
3. R Custom security attributes Assign users and groups
es & admins

Verify in Entra ID

» Haga clic en Descripcion general.



«++ > > » > New provisioning configuration > Cisco User Management for Secure Access | Overview » Enterprise applications | All applications

o Cisco User Management for Secure Access | Overview

Qverview

P Provision on demand

Manage

& Connectivity

#  Provisioning

[ Attribute mapping {Preview)
A& Users and groups

B3 Expression builder

Monitor

M Provisioning logs

Audit logs

@ Insights

Troubleshoot

8 New support request

Verify Provisioning in Entra

« [ start provisioning

[l Pause provisioning ¢ Restart provisioning li] Delete configuration () Refrest

@ This is a new version of the provisioning user experience. You can provide us feedback and suggestions on the new user

Get started Overview Properties

Basic information

MName
Service principal object id
Job ID

Last cycle completed time

Current cycle status

Cisco User Management for Secure Access

3/18/2026, 10:27:27 AM

Current cycle status: Incremental sync completed

100% completed
GROUP USER
2 2

> Provisioning details

» Haga clic en Provisioning logs.

ees 3 3 3 3 3 3 3 3 Appregistrations » Enterprise applications | All applications > Cisco User Management for Secure Access | Overview * App registrations * Enterprise applicat
= Cisco User Management for Secure Access | Provisioning logs
« L pownload ~ () Refresh 5% Manage view A7 Got feedback?
@ Overview
A, erovision on demand A Search Identity W Add filter
Manage Show dates as: Local Date range: Last 24 hours Action: All Status: All
o Connectivity
h Provisioning Date | Identity Action Source system
08 Attribute mapping (Preview) 3/18/26, 8:32:41 AM Display name IT-Admins Update Microsoft Entra ID
& Users and groups
B Expression builder 3/18/26, 8:32:41 AM Display name IT-Cloud-Admins Update Microsoft Entra ID
Menitor
g logs 3/18/26, 8:32:38 AM Disclav name IT-Admins Create Microsoft Entra ID

E Auditlogs
@ insights 3/18/26, 8:32:39 AM Display name IT-Cloud-Admins Create Microsoft Entra ID
Troubleshoot

3/18/26, 8:32:37 AM Display name Test User Create Microsoft Entra ID
2 New support request

3/18/26, 5:32:37 AM Display name Josue Create Microsoft Entra ID




Provisioning Logs

Informacion Relacionada

Configurar proveedores de identidad

Aprovisione usuarios vy grupos desde el ID de Microsoft Entry



https://securitydocs.cisco.com/docs/csa/olh/118756.dita
https://securitydocs.cisco.com/docs/csa/olh/119465.dita

Acerca de esta traduccidén

Cisco ha traducido este documento combinando la traduccién automatica y los recursos
humanos a fin de ofrecer a nuestros usuarios en todo el mundo contenido en su propio
idioma.

Tenga en cuenta que incluso la mejor traduccién automatica podria no ser tan precisa como
la proporcionada por un traductor profesional.

Cisco Systems, Inc. no asume ninguna responsabilidad por la precision de estas
traducciones y recomienda remitirse siempre al documento original escrito en inglés (insertar
vinculo URL).



