Configuracion de ZTNA universal para acceso a
recursos privados en acceso seguro
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Comandos utiles:

Introduccion

En este documento trataremos la configuracion para el Acceso a Recursos Privados a través de
ZTNA Universal con diferentes trayectorias de trafico.

Prerequisites

La siguiente configuracion debe completarse antes de la configuracion de ZTNA universal

* Proveedor de identidad en Cisco Secure Access
* Inscriba dispositivos sin acceso de confianza mediante certificados
» Configuracién de tuneles con Cisco Secure Firewall



https://securitydocs.cisco.com/docs/csa/olh/118756.dita
https://www.cisco.com/c/es_mx/support/docs/security/secure-access/225387-configure-secure-access-ztna-auto.html
https://securitydocs.cisco.com/docs/csa/olh/120415.dita

» Red privada virtual de acceso remoto

» Conector de recursos en Secure Access

* Incorporacion de FTD en el control de la nube de seguridad

» Elindicador de la funciéon ZTNA hibrida debe estar habilitado para el arrendatario de acceso
seguro respectivo, pongase en contacto con el TAC de Cisco para habilitar el indicador

Requirements

Cisco recomienda que tenga conocimiento sobre estos temas:

+ Configuracion de VPN IPsec en Cisco Secure Access y Firewall Threat Defence

» Proveedor de identidad (IdP): aprovisionamiento de usuarios desde Active Directory
» Configuracion de VPN remota en Cisco Secure Access

» Implementacion del conector de recursos en Cisco Secure Access

* Inscripcion basada en certificados ZTA

 Certificado: OpenSSL , generacion CSR, plantillas de certificado, etc.

Componentes Utilizados

La informacion que contiene este documento se basa en las siguientes versiones de software y
hardware.

» Cisco Secure Firewall Threat Defense ( Version 7.7.10)

» Cisco Secure Firepower Management Center (version 7.7.10)
+ Cisco Secure Client (version 5.1.10.1720 de ZTA)

* Windows 11

* Windows 2019 Server: autoridad certificadora

» Conector de recursos en ESXi

La informacion que contiene este documento se creo a partir de los dispositivos en un ambiente
de laboratorio especifico. Todos los dispositivos que se utilizan en este documento se pusieron en
funcionamiento con una configuracion verificada (predeterminada). Si tiene una red en vivo,
asegurese de entender el posible impacto de cualquier comando.

Antecedentes

Acerca de Universal ZTNA

El acceso a la red universal de confianza cero (UZTNA) permite a los administradores permitir


https://securitydocs.cisco.com/docs/csa/olh/121277.dita
https://securitydocs.cisco.com/docs/csa/olh/120696.dita
https://www.cisco.com/c/es_mx/support/docs/security/secure-access/225406-configure-secure-access-for-universal.html

especificamente el acceso a los recursos de la red interna en funcién de la identidad del usuario
(incluida la confianza y el estado del usuario) y sin conceder acceso a toda la red como con RA-
VPN. uZTNA permite a los administradores proteger los recursos internos y las aplicaciones tanto
para usuarios remotos como locales.

Puesto que ZUTNA no supone que el acceso concedido a una aplicacion autorice implicitamente
el acceso a otras aplicaciones, se reduce la superficie de ataque a la red.

Secure Access evalua la politica de acceso. Se ignora cualquier politica de control de acceso
implementada en los dispositivos desde Secure Firewall Management Center.

El proxy de trafico, asi como la aplicacion de politicas de malware, archivos e IPS, se realiza en
Firepower Threat Defence (FTD).
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Deteccion de red

Determinar la aplicacién local o en la nube
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1- El cliente interroga la interfaz local para la configuracioén de la red

2- El cliente busca la baliza TLS

3- Si la condicion coincide: aplicacién local

4- Si la condicién no coincide - Aplicacion en la nube

Cuando configuramos el recurso con "Aplicacion local o en la nube" y asociamos la regla TND
con FTD , lo que realmente hace es que el conjunto de reglas de intercepcion que se envia al
cliente incluira la evaluacion de la regla TND. Por lo tanto, la nube indicara al cliente que evalue la
regla TND. Cuando enviamos la conexion, ponemos el resultado de esa evaluacion de huella
dactilar de red de TND en el encabezado HTTP para que indique al proxy si estamos en una red
permanente o no fiable y, a continuacion, el proxy utiliza esa informacion y redirige el trafico en
consecuencia. En caso de que la huella digital coincida , Zproxy le dice al cliente que redirija el
trafico a FTD vy si la huella digital no coincide redirige el trafico a la nube. Consulte Configure Zero
Trust Network Access with Trusted Network Detection

Tipos de aplicacion

* Ruta de aplicacion local: Aplicaciéon de firewall


https://www.cisco.com/c/es_mx/support/docs/security/secure-access/225407-configure-zero-trust-network-access.html
https://www.cisco.com/c/es_mx/support/docs/security/secure-access/225407-configure-zero-trust-network-access.html
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. El cliente captura y resuelve la solicitud a una IP efimera (intervalo de host local)

. El trafico de control de autenticacion se envia a la nube de acceso seguro para la
evaluacion de politicas

. Las devoluciones en la nube redirigen a FTD para la aplicacion del plan de datos (si la
politica lo permite)

. Tréfico dirigido a la cabecera configurada como firewall (interfaz)

. La politica definida en la nube se aplica (IPS, malware y descifrado) mediante el plano de
datos de proxy local

. Evento registrado y duplicado enviado a la nube para informes coherentes

. El firewall realiza la resolucién DNS en la red local para enrutar el trafico de recursos (si se
permite)

. El firewall crea una conexion con el recurso (nueva conexion creada con el recurso) a
medida que se comporta como un proxy TCP

Ruta de aplicacion en la nube: RED APAGADA
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Casos de uso

. El conector de recursos establece la conexion con el recurso

. El trafico se transporta al proxy de confianza cero en Secure Access
. La conexion TCP se proxy y se genera en el conector de recursos asignados. La directiva

. La puerta de enlace establece una conexién con el conector de recursos

Caso 1: ZTNA coherente y optimizada para los usuarios cuando se encuentren en las

instalaciones
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Site Enforcement

» Secure Access y Firewall estan configurados para proteger la aplicacion.

» Si el usuario es un usuario remoto, pasara a Secure Access para la evaluacion e inspeccion
de politicas.

+ Si el usuario es interno/in situ, se dirigira al firewall para la inspeccion del trafico privado.

» En las instalaciones, el usuario todavia puede ir a Secure para la autenticacion y la
evaluacion, solo el trafico de Datapath va al firewall y se inspecciona segun la configuracion
de la politica.

» El usuario interno que accede a la aplicacion a través del firewall presenta una ventaja en
cuanto a rendimiento, ya que evita que el trafico se dirija a la nube y, a continuacién, al Data
Center

Caso 2: Inspeccion privada para aplicaciones sensibles
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Site Enforcement

» Determinadas aplicaciones criticas se pueden configurar para que siempre se pueda
acceder a ellas a través del firewall.

 El trafico de datos de la aplicacion no necesita pasar a la nube. Por ejemplo, podria haber
aplicaciones de datos confidenciales como el cédigo fuente, que los clientes no desean
migrar a la nube.

» En estos casos, el trafico de usuarios tanto remoto como permanente siempre pasa a través
del firewall y se inspecciona. Sin embargo, de nuevo, en esta situacién, la autenticacién y la
evaluacion de politicas siempre se llevan a cabo en la nube, solo el trafico de la parte de
datos pasa a través del firewall.

Componentes arquitectonicos
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Security Cloud Control (SCC) es el gestor principal de la solucion ZUTNA. ZUTNA es la primera

funcion que se crea sobre SCC.

En SCC , contamos con dos firewall y acceso seguro para microaplicaciones. Una vez que se
haya aprovisionado SCC y se hayan habilitado los indicadores de funciones requeridos,
podremos ver estas microaplicaciones en el lado izquierdo del panel SCC.

Cliente seguro: En Secure Client tendremos que habilitar Zero Trust Access Module (ZTNA),

tenemos que inscribirnos en el médulo ZTNA para poder acceder a las aplicaciones.

Defensa frente a amenazas de firewall: FTD que protege estas aplicaciones. FTD ejecuta un
proxy ZT que también se conoce como H20 (igual que el proxy se ejecuta en la nube de acceso

seguro)

Ahora, cuando un usuario (por ejemplo, KIT) configura un recurso privado y una politica en una
microaplicacion de acceso seguro, esta configuracidén se envia a la microaplicacién de firewall en
SCC. La aplicacién de firewall comprende los aspectos internos de FTD , la configuracién de FTD,
cdmo implementar y administrar la configuracién en FTD. Por lo tanto, la aplicacién de firewall
valida esta configuracion e invoca las APl de FMC para enviar la configuracion a FMC y,
finalmente, implementarla en FTD. FTD puede tener activada una opcion de implementacion

automatica para que los administradores (por ejemplo, Nick) no tengan que realizar la

implementacion manual.



1. Cuando un usuario (por ejemplo Lee) intenta acceder a una aplicacién, el cliente seguro se
conecta a Secure Access mediante el canal mTLS. Secure Access autentica al usuario mediante
el certificado del dispositivo cliente. A continuacion, evalua la autorizacion, el estado y otras
politicas que se configuran para ese usuario y para esa aplicacion.

2. Secure Access , si finalmente encuentra que la aplicacion esta siendo protegida por Firewall,
entonces genera un token de autenticacion , que le dice al firewall que esto ya esta autenticado y
autorizado. El token de autenticacion esta cifrado y firmado por Secure Access

3. Secure Access redirige al cliente seguro hacia FTD junto con el token de autenticacion.

4. Secure Client establece otra conexion a FTD , es una conexion HTTP2 sobre el canal mTLS.
Envia una solicitud CONNECT para la aplicacion a la que se esta accediendo junto con el token.

5. EI FTD ahora valida el token; si el token se valida correctamente, el usuario tiene permiso para
acceder a esa aplicacion. A continuaciéon, FTD envia el reconocimiento de vuelta al cliente seguro

Flujo de paquetes

Flujo de paquetes detallado de ZTNA universal
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1. El usuario intenta acceder a una aplicacion a través de un navegador web o una aplicacion
nativa.



2. Secure Client intercepta la conexién y la identifica como un usuario que intenta acceder a un
recurso privado.

3. Secure Client establece una conexion mTLS con Secure Access, solicitando acceso a la
aplicacidon.Secure Access comprueba el cumplimiento de las politicas y los perfiles de estado de
ZTNA universal.Si todo esta bien, Secure Access genera un token de acceso que contiene
informacion esencial como los detalles del usuario, los detalles de la aplicacion y la politica
IPS/Archivo.

4. El token de acceso esta cifrado y firmado por Secure Access. A continuacion, Secure Access
redirige el cliente seguro junto con el token al FTD.

5. Cuando el paquete alcanza la ruta de datos de linea, el verificador SNI intercepta la conexion y
verifica si el nombre del servidor (extension SNI) en el saludo del cliente coincide con el FQDN del
proxy configurado en el dispositivo. Si SNI coincide, la conexion se dirige a ZProxy. Si SNI no
coincide, la conexion se dirige a otras funciones que pueden coexistir con Universal ZTNA.

Por ejemplo: VPN, portal cautivo o ZTNA sin cliente. ZProxy, que admite el protocolo MASQUE
sobre HTTP/2, se ejecutara en el FTD como un proceso no lineal en nucleos dedicados. La
comunicacion entre Lina y ZProxy utiliza la interfaz de NLP Tap para gestionar el trafico de datos.
El verificador SNI traduce la IP de destino de la conexién a la IP de interfaz TAP.

6. Cuando ZProxy recibe la conexion de tunel mTLS de Secure Client, verifica el certificado de
dispositivo de cliente enviado por Secure Client. También verifica el token de acceso enviado con
APP Connect. Hay un canal Zero MQ entre Lina y ZProxy. Se utiliza principalmente para
intercambiar mensajes de control. ZProxy utiliza este canal para la resolucion FQDN de recursos
privados mediante la comunicacion con Lina.

Zero MQ Channel también se utiliza para propagar la informacidn presente en el token de
acceso a Lina.(Ejemplo: ID de regla, ID de politica, etc.) Lina recibe la informacién del token de
acceso y la almacena en una base de datos de metadatos.

7. Una vez intercambiados los mensajes de control, ZProxy inicia una nueva conexién con el
recurso privado. Puede ser TCP o UDP. Lina realiza una busqueda en la base de datos de
metadatos para esta conexion de aplicacidon. Si no se encuentran los metadatos, se descarta
Connection

8. Dado que la conexién de la aplicacion se origina desde ZProxy, tendra una IP interna (ejemplo:
169.251.1.2) como IP de origen. Esto se traducira a la IP de la interfaz de salida de FTD, antes de
enviarla. Lina marca los flujos de confianza cero universal para la inspeccion de Snort solo si hay
un archivo o una politica IPS en el token de acceso. El ID de regla obtenido del token de acceso
se pasa a Snort en los metadatos de conexion.



9. Las reglas de confianza cero universal y las asignaciones de politicas de IPS y archivos
correspondientes se envian al FTD a través del FMC. El complemento Zero Trust de Snort
cargara estas reglas durante la inicializacion. Lina marcara los flujos de flujos de Zero Trust
universal para la inspeccidén de Snort solo si se menciona un archivo o una politica IPS en el
token de acceso obtenido de Secure Access para acceder a ese recurso privado.

El'ID de regla obtenido del token de acceso se pasa a Snort a través de Conn Meta. Para todos
los flujos de flujo de confianza cero universal, el complemento de confianza cero de Snort
realizara una busqueda de regla para el ID de regla obtenido de Conn Meta. Si se encuentra una
coincidencia de regla, se permitira el flujo y se aplicaran al flujo las politicas de IPS y de archivos
especificas de esa regla. Si no se encuentra ninguna coincidencia de regla, el complemento de
confianza cero de Snort bloqueara el flujo.

Configurar
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Casos de prueba

Caso de prueba 1: Usuario remoto - Aplicacion en la nube



En este caso de prueba, accederemos a un recurso privado a través del grupo de tunel de red
mediante la aplicacién en la nube. En este caso, tanto la evaluacién de politicas como los datos
de aplicaciones seran interceptados por Secure Access a través del médulo ZTA . Se trata de un
flujo tradicional en el que se puede acceder a una aplicacion privada desde un cliente inscrito en
ZTA a través del grupo de tunel de red o el conector de recursos

Private/Cloud Apps
> X IPSec VPN P
Secure Access NN B |
\ j“:'i 1 |=
ZTA Client /PP Data CNHE DC Ficewall AD.csa.local
Remote Users 10.10.10.20
jay@csa.local

Paso 1 - Definir un recurso privado en Secure Access

Configure un recurso privado al que se pueda acceder a través del dispositivo inscrito de acceso
de confianza cero (ZTA) con aplicacion en la nube

1. Navegue hasta Recursos > Destinos > Recursos privados > Haga clic en +Agregar
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2. En Nombre de Recurso Privado, introduzca un nombre significativo para el recurso. Para



Descripcidn, se recomienda proporcionar informacién como el propdsito del recurso o el nombre
del propietario del recurso.

+ Private Resources
Add a Private Resource

Private Resources are applications, networks, or subnets that your Ofgaﬂ:ﬁ(ﬂ ion controls access to. You must conﬁq\.re private resources in order to choose them as destinations when creatmq access rules.
Help o7

General

Private Resource Name

AD-Server

Description (optional)

Active Directory server

i

Acceso seguro - Configuracion de recursos privados

3. Introduzca el FQDN del recurso privado al que desea acceder . También podemos definir la
direccién IP del recurso privado . Para obtener mas informacion, vea Agregar un recurso privado

4. Seleccione el servidor DNS interno para resolver el dominio

Private resource address

Define how the private resource will connect to applicalions through Secure Access,

Internally reachable address (FQDN, Wildcard FQDN, IPv4, IPvé, CIDR) © Protocol Port/ Ranges
(
( ad.csalocal (Tce-nop v | [ any + Protocal & Port
Remaove
Internally reachable address (FQDN, Wildcard FQDN, IPvd, IPvE, CIDR) © Protocol Port/ Ranges
[ 10.10.10.20 | TCP - ROP v Any + Protocol & Port
L

Remove + IP Address/FQDN

B useinternal DNS server to resclve the domain PrivateDNS (101010.20) -~

Internal DNS Server

[ PrivateDNS {10.10.10.20) v

Acceso seguro - Configuracion de recursos privados

5. Seleccionar métodos de conexidn de terminales


https://docs.sse.cisco.com/sse-user-guide/docs/add-private-resources

Endpoint Connection Methods

Specify the ways user endpoints can reach this resounce. Later, sccess rules will determine which users and devices can access the resource.

Branch Connections

Allow users and devices om the retwork, such as printers or idasks, to conmect to this resource i aliowed by access rules

B Zero-trust connections

Allow endp0ints 10 conmect 1o 1Nis resource Trom outside your network withoul requiring a VPN connection. Help o7

@D ceem-tased connoction

Allow connections from endpoints that have the Secure Client installed. Enable this option for maximum control aver endpoint security requirements (pasture)
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Configuracion de recursos privados

6. Haga clic en Save (Guardar).

Paso 2: Crear regla de acceso privado

(o) 2

Configure un acceso privado en Secure Access para que los usuarios inscritos en Universal ZTA
puedan acceder . Para obtener mas informacion, vea Regla de acceso privado

1. Vaya a Seguro > Politica de acceso

ecurity Cloud Control
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+ Platform menu
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[ Rule Defaults and Global Settings
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1PS Profiles
Security Profiles
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App Risk Profiles
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Settings
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Configuracion de la politica de acceso


https://docs.sse.cisco.com/sse-user-guide/docs/add-a-private-access-rule

2. Haga clic en Agregar regla, y luego elija Acceso privado.

En la parte superior de la regla hay un resumen que describe los componentes configurados de

la regla.

Access Policy

Internet access rules apply to traffic to public internet sites from devices that are on your network or that your
organization manages. Private access rules apply to users and devices accessing applications and other resources on
your internal netwaork. Secure Access applies the first rule in the list that matches traffic. Help £

[ Rule Defaults and Global Settings ]

2l Search by rule name ] [ = Intent ~ l [ = Objects + ] [ = Seltings v ] Add Rule ~
Private Access I
2 Rules | Control and secure access to resources and
applications that cannot be accessed by the
general public.
D # O Rule name: Access Action Sources Destinations Securil
Internet Access
[
O 1 BlockPage-TEST Lol @ Block Any (2 @ Control and secure access to public
) destinations from within your network and
O z RAVPN-Allow Internet @ Allow Any AD Users Any @D | from managed devices

Acceso seguro - Configuracion de la politica de acceso

3. Agregar un nombre de regla

Add AD-RDP-Allow

Create a rule to control and secure access 1o specified private applications and other
destinations on your network. For an end-to-end guide to completing prerequisites and
configuring a rule, see Help (7

@) ruleis enabled

Summary

Sources @

Any Allow
Rule name Rule order
[ AD-RDP-Allow ] [ 1 |

o Specify Access

Specify which users and endpoints can access which rescurces, Help [

Action
Allow @ Block
Allew specified traffic if security requirements Block specified traffic,
ALE DSt
From Ta

Acceso seguro - Configuracion de la politica de acceso

4. Seleccione la accion de regla y seleccione origen y destino

Rows per page | 100 ~ ] 1-20f 2 E]

Logging is enabled Edit

Destinations

Any private destination



Rule name Rule order

[ Ao-rOP-Atlow ][ ~]

o Specify Access

Specify which users and endpoints can access which resources. Help £

Action

@ Allow @ Block

Allow specified traffic if security requirements Block specified traffic.
Ace et
From Te
Spicify ong of Mork Sources. Specify ong of more destinations,
AD Users sAny AD Users % @ Private Resources « AD=Server X ®

Acceso seguro - Configuracion de la politica de acceso

5. Configurar requisitos de terminales

Endpoint Requirements

For zero-trust connections, if endpoints do not meet the specifiea requirements, this rule will not match the traffic. Help o

E] Zero-Trust Client-based Posture Profile  fuie Defauits
Requirements for end-user devices on which the Cisco Secure Client is installed.

Profile: Nonme | Requirements: None b

Private Resources: AD-Server

For Branch connections:
D] Endpoint device posture is not evaluated for endpoints connecting to thesa rasources from a branch network.

User Authentication Requirements

(D) Zero Trust Access: User Authentication Interval  Rule Defaults (D visabled

Frequency with which end users verify their identity, in order to connect to any private resource using client-based zero trust access.
When disabled, users are not prompted to re-authenticate to the network. Help .3

@ Configure Security

Configure security requirements that must be met before traffic is allowed. Help 3

Cancel

Acceso seguro - Configuracion de la politica de acceso

6. Configurar seguridad



(©) Specify Access

Specily which users and endpeints can access which resources. Help 3

a Configure Security

Configure sacurity requirements that must be met before traffic is allowed. Help [

Intrusion Prevention (IPS]  Rule Defaults

Traffic that matches this rule will not be inspected by the intrusion prevention system. Help (§

Security Profile  Rule Dofaults

The following security settings will apply to traffic that matches this rule, Help 3

Security Profile: System Provided - Private Access  File Inspaction: Enabled | File Type Blocking: Disabled

Cancel

Acceso seguro - Configuracion de la politica de acceso

7. Haga clic en Guardar

Access Policy

Intainit Secuss rulas ADRly to tradfic 1o pubbs

intarnat 2ites oM Seviced that Bre o YOur natwedk 8¢ that your

crganization mansges. Private sccess muiss apply Lo users and devices scossting spplications and other rescurces on

your Intamsl network. Securs Azcess applas the first ruls in the st that matchas traffic. Help (3

(I visabled

Bisbe Defsults and Global Sattings

O #0  Rulename Access Action Sources Cestinations Security Hits Status
] 1 AD-ROP-Allow Prevane (=T Any AD Users AD-Senver -] ‘
] 2 BlockPage-TEST Intemer @ Bieck Any Derrative A -]
| 3 RAWPN-Allow Intemet @ mow Any AD Users Ay 492 -]
Rows por page | 100 w | 13003 € [3 »
Default Access Rules @
Rude name Action Sources Destinations Security Pasture
For all private access @ ok Amy Ary private destination
For all inlernet access & aiow Any

Ary Inernet destination

Acceso seguro - Configuracion de la politica de acceso

Paso - 3 Agregar un recurso privado al perfil ZTA

Si esta utilizando un perfil ZTA personalizado, debe agregar el recurso privado correspondiente al

perfil ZTA

1. Navegue hasta Conexidén > Conectividad del usuario final > Acceso de confianza cero y haga
clic en +Perfil ZTA



Resowces

End User Connectivity

End user cannectivity lets you define how yeur cganization's traffic is stesred from
endpoints to Secure Access or 1o the intemet. m (L

Zera Trust Access Virtual Private Network Internet Security

Enroliment methods

Bafore users can AcCass resources using client-based Zero Trust Aceass, their endpoint devices must be enrolled,

Manage enrcliment methods for your crganization hare. Help 7

Windows and macO! i ol uging:  $50

Android and 605 deviees eneil using S50 Authentication cnly,

I_.&.clleoswunwul] [Hmmm v

Zero Trust Access Profiles
Manage Zeio Trust Access (ZTA) profibes, which allow you to add wsers and groups 1o unique tiallic steerng configurations for cli Ta ions. Help 3
" Name Securs Private Access Securs Internet Access Users & Groups Last Used

Acceso seguro - Perfil ZTA

2. Ahada el recurso privado

Expirisnce
Insights

© End User Connesctivity

Create profile
For Zero Trust add to which a set of users and groups can be stearsd. Help I
ZTA profile name Priority Traffic Steering Limits ©
[ Lol ] [ L Cumsn| profie 3| i0S Sk Android 10k macOS/Windows 100%
o Secure Private Access re Pri %
0 Destinatisns Add the private destinations and private resources to which a sot of users and groups can be stearnd. Help €
2 Secure Internel Access Traffic Steering  Options

3  Users and Groups

Destinations & Private Resources

I + Destinations
Private Rescource

Audd private hat are i

Destinations  Modified

© “rpoasseciscotest

Acceso seguro - Perfil ZTA

1 Feb 22,2023 for chient-based Zero Trust Access.

Add Destination

il that are not condigs
a5 private resources that user traffic can
access during Zero Trust Access,




Add private resources
Salect private resources that sre CoﬂllﬂdM for clhamt-based Zare Trust ASCeds. You can 5049 up 16 100 private rescurces &t & time.
[Private Resource

er-wx e ~

O LAB-InsideNetwork (10.10:10.0/24, taciab com)

[ LAB Management [152.168.1.0/24)

[0 DMS-Mgma (192188120

O InternalDNS (10101020, 192.168:1.20)
B AD-Server (1010.10.20, ad.csalocal)

O Router1 (104090401, router] tacksb local)

[ Router2 (101070302, router2.esaocal)

Acceso seguro - Perfil ZTA

3. Agregar usuarios y grupos

“ End User Cannsctivity
Create profile
For Zero Trust Accoss add the destinations 1o which a et of users and groups can be steered. Help I8
2TA profiile name Priarity Traffic Steering Limits ©
l TTAFrom ] [1' Gumsat profie i05 Sk Android 10k macOSMWindows 100k

() Ssacs s acoses

@ Secure Internet Accass

©) users and Groups

Users and Groups

Add a 5ot of users and groups that will be sieered to varous destinations added to this ZTA profile

Users B Growps @

Hame Email Type Users




ZTA profile name Priority Traffic Steering Limits ©
ZTAPrafile

1. Current prafile

05 Sk Android 10k macOS/Windows 100k

Users and Groups
@ Socure Private Access ¥
2 Destinations Add a set of users and groups that will be steered to various destinations added to this ZTA profile
@ Secure Internet Access

Users 1 Groups @
o Users and Groups
=+ Users and Groups
MHame Email Type Users
lay lay@csa.local) Jay@gmall.com A User

Rows per page

o) E2

Acceso seguro - Perfil ZTA

S

Nota: Puede tardar hasta 15-20 minutos en insertar y sincronizar la configuracion con el
cliente para el recurso privado asignado

Paso - 4 Verificar el acceso al recurso privado
1. Acceso al recurso privado

Acceso al PR mediante FQDN



%) Remote Desktop Connection = x

4| Remote Desktop
~>¢ Connection

Computer: ad.csalocal

Uszername: csa‘jay

You will be asked for credentials when you connect.

'&, Show Options Connect Help

== Windows Security g 9 Cisco Secure Client = *

Enter your credentials

Ready to connect. '

These credentials will be used to connect to ad.csa.local. | Connect

jay
Password Zero Trust Access:
Zero Trust Access is active,
Passwaord
csaljay

Ij Remember me
i Umbrella:

Umbrella is inactive,

. Service Unavailable.
Maore choices

OK Cancel
o @ e

Secure Access - Prueba de relaciones publicas

Acceso al PR mediante la direccion IP



¥} Remote Desktop Connection = 4

4 Remote Desktop
»¢ Connection

Computer: 10.10.10.20

Username: csa‘jay

You will be asked for credentials when you connect.

C, Showe Optio... Connect Help

@ Windows security w | 69 Cisco Secure Client = X

Enter your credentials Rendy o connect,

These credentials will be used to connect to 10.10.10.20. |

jay
Password Zero Trust Access:
Zero Trust Access is active.
Password
csakjay

| | Remember me
::] Umbrella:

Umbrella is inactive.

Service Unavailable,

Mare choices

0K Cancel

& @ -l

Secure Access - Prueba de relaciones publicas

2. Verifiquelo con los eventos de busqueda de actividad

Activity Search =) = 8 LasT 24 HOURS ™
Schadule Export CSV

Q, Search by domain, identity, or URL Advanced CLEAR Saved Searches - & Customize Columns ZTA Client-based ~
IPADDRESS  10.10.10.20 X RESPONSE  Allowed X Restore to default layout =

& Search filters 3 Tatal ) Viewing activity from Jan 11, 2026 4:4% AM 1o Jon 12, 2026 4:49 AM Page: 1 =  Results per page: 50 = 1-30f3
Response Saloct Al Request Sauree Rule Identity @ Destination Destination IP Destination Port  Action ResourcefApplica %
M © Aliowed
o & Bl AhAdaced L jay(jay@csatocal) L jay ay@csalocal) adcsalocal 101010.20:3383 3389 ® Alowed  AD-Server

oCk
L jay ay@ecsalocall L jay ay@csalocall adcsalocal  101010.20:3389 3389 © Allowed  AD-Server

Identity Type Salect Al L joy llay@csalocall L jay ljay@csadocall adcsadocal  101010.20:3380 3389 ® Allowed  AD-Server

Acceso seguro - Busqueda de actividad



Activity Search

Q, Search by domain, identity, or URL Advanced =

CLEAR

®

Schedule  Export CSW

W LasT 24 HoOURS 7

Saved Searches » @@ Customize Columns ZTA Client-based ~

P ADDRESS  10.10.10.20 X PORT 3389 X Restore to previous state ~
Q Search fiers 3 Total () Viewing activity from Jan 11, 2026 4:53 AM to Jan 12, 2026 4:53 AM Event Details w
Page: 1 ~ Resuitsperpage: 50 - 1-30of3 Identity
Response Salect All
A jay (jay@csalocal)
@ Mlowed £ Advanced Request Source Action Destination Dastination IP Destination >
[] @ Blocked Wint
ZTA CLIENT-BASED L jay jay@csalocal) @ Allowed  ad.esalocal  101010.20:3389 3389 - Rule Name
AD-RDP-Allow
Identity Type Salect All ZTA CLIENT-BASED L jay jay@csalocal) @ Allowed  adesalocal  101000.20:3389 3389
RessurcafApplieation
(] & ADUsers L jay jay@csalocal) @ Alowed  adcsalocal  101010.20:3388 3389 “* AD-Server
O] s AD Groups
5 500 0mes ey
[ @ SAML Users u e
Trusted Network
No Match
Enforced By Select All
Enforcement Point
| Secure Access Cloud Secure Access Cloud
O FD
Destination
[ Umbreta Cloy ad.csalocal
Dastination IP
1010.10.20
Page: 1 ~  Results per page: 50 « 1-30f3
Acceso seguro - Busqueda de actividad
= (T\
Activity Search L
Schedule  Export C5V
@, Search by domain, identity, or URL Advanced = CLEAR Saved Searches ~ BB Customize Columns ZTA Clhent-based ~
IPADDRESS  10.10.10.20 X Restore to default layout ~
@, Search fifters | 9 Total ) Wiowing activity from Jan 11, 2026 551 AM ta Jan 12, 2026 5:51 AM Page: 1 ~ Resultsperpage: 50 ~ 1-90i9
Response Semctal  Request Source Agtion Gestination  Destination P Destination Port  Resour Zorw Trust o8 3
T @ Allowed
R O Advanced EXIENETER L jayley@cesalocal)  © Alowed 10101020 10.0010.20:2288 3368 AD-Sorver Default 2TA Profile AD-ROP-Allow L3 Wil
GEEEEIETD L jay (ay@esatocal) @ Alowed  101010.20  10.1010,20:3388 3389 AD-Sarver Detault ZTA Profile AD-ROP-Allow L+ win
Identity Type sencrsn (LTI L jayOoy@csadecal) @ Alowed  adesadocal  10001020:3388 3389 AD-Sarver Detault ZTA Profile AD-RDP-Allow b+ win
A AD Users EXTEET L jaylay@csadocal) @ Allowed 10000020 100010.20:3380 3380 AD-Server Cefault ZTA Prafile AD-RDP-Allow L+ win

T e AP Frrusne

Acceso seguro - Busqueda de actividad



Activity Search @ @

= B LasT 24 HOURS ™
Schedule Export S8V

FILTERS Q, Search by domain, Identity, or URL Advanced = CLEAR Saved Searches BB Customize Columns ZTA Client-based -
1P ADDRESS: 10.10.10.20 = Restore to default layout =
o, Search fiers 9Tetal () Viewing acthity om Jden 11, 2026 5:51 AM o Jan 12, 2026 5:51AM  Pager 1~ Resultsperpage: S0 - 1 -9of@ Event Details *
Response [ 1 Soun Act Dost . Destination [P S = N Action
Select Al i) oL 4 h 4 & Mlowed
© Allowed © agvanced
- 4 jay (ay@esalocall @ Alowed 10107020  0I000.20:3389 3289 AD-Sarver Block Reason
@ Blocked
A joy (oy@csalocal) @ Allowed 10107020  I0I000.20:3389 3386 AD-Sarver
Connection Mathod
Identity Type Select All A juy (sy@esalocal) @ Alowed  sd.esaloesl  101010.20:3389 3380 AD-Sarver s ZTA Client-based
4 AD Users EXEEETER L oy lay@csalocall @ Alowed 10101020 101000.20:3389 3388 AD-Sarver Time
@ AD Groups Jdan 12, 2026 5:51 AM
AD Dowicas L joy lay@esalocall @ Mowed  adecsalocal  101010.20:3389 3388 AD-Sarver
© SAML Users ZTA ELIENT-BASED L jay ljay@osalocal) @ Alowed  adcsalocal  101010.20:3389 3388 AD-Server ~.- MAecess details
AL jay lay@esalocall @ Alowed  ad.csalocal  101010.30:3389 3388 AD-Server dentity
Enforced By Select Al L jay (jay@csalocal)
L jay (ay@csaiocal) @ Allowed  ad.csalocal  I01010.20:3389 3389 AD-Sarver
Secura Access Cloud Winl
FTD A oy ay@esalocal) @ Allowed  adicsalocal  1010U0.20:3389 3366 AD-Sarvar
Rule Name

Umbreda Cloud
AD-RDP-Allow

Rosource/ Application
AD-Server

Zore Trust Accass Profile
Default ZTA Profile
Trusted Network

No Match

Enforcement Point
Secure Access Cloud
Destination

104010.20

Destination IP

Acceso seguro - Busqueda de actividad

3. Verifique los eventos de conexion FMC

Events  Troubleshooting

Q * Destination Port [ ICMP Code 3380

e
% , L 7 events
Time Event Type Action Reasan Sourco IP Destination IP ;?:"::}::” ::[':n:;:: Wl Application Access Control Rule ]

3> 2026-01-12 00:51:24 4 Connaction Fastpath 100112.20.48 10.300.20 17674 | tep 3389/ top &

3 2026-01-1200:5%20 % Cannaction Fastpath 100112.20.48 103010.20 47020 /tp 3389 tep '

3 2026-01-12 00:81:18 % Connaction Fastpath 100.112.20.48 10.10.10.20 &IM2 [ top 2386 | top *

> 2076-011200:48:24 5 Connection Fastpath 10012.20.48 1030710.20 50756 tcp 3388 1ep ¢

> 2026-01-1200:4234 5 Connection Fastpath 1001127218 101010.20 G0sa8 /tcp 3389 1cp '

»  H0ZE6-01-12 001520 4 Connaction Fastpath 100127216 10.000.20 40660 | tcp 3389/ tcp *

> 2026-01-12000Z45 5 Connection Fastpath 100127216 103010.20 44262 /1cp 338 icp !

Eventos de conexion FMC

Caso de prueba 2: usuario remoto, aplicacion local

El acceso a un recurso privado a través de la aplicacion local , en este tipo de aplicacion, la
evaluacion de la politica tiene lugar en Secure Access pero los datos de la aplicacion permanecen
locales en FTD. Por ejemplo , un cliente o usuario registrado de ZTA conectado a la red
doméstica e intentando acceder a un recurso privado que esta detras de la interfaz interna de



FTD .

Secure Access

IPsec
Private/Cloud Apps

ZTA Client Inside
Remote User App Day 10.10.10.1 l
jay@csa.local a

router1.csa.local
10.10.10.101

ZTA universal: topologia de caso de prueba

Paso 1 - Definir un recurso privado en Secure Access

Configure un recurso privado al que se pueda acceder a través del dispositivo inscrito de acceso
de confianza cero (ZTA) con aplicacion en la nube

1. Navegue hasta Recursos > Destinos > Recursos privados > Haga clic en +Agregar

il
e

Security Cloud Control ! Pk A @ 0 2 Jaikishan Yadav 51

= Resources

Organization ks, or subnets that your organization controls access to. You must configure a private rescurce if you plan 1o allow end users 1o connect 1o the resouwrce using Dero-trust
L e e Sources and destinations
“j iy

Internal Metworks
rce Groups
+ Platform menu Network Devices

Secure Access Registered Metworks
Roaming Devices ast 24 Hours
ast 24 Hours

o~
Homa Sarvice Account Exception

y  Experience Insights » Secwity Group Tags i [y w 5 Private Resources + Add

e t SDWAN Service VPN IDs
™ onnec

_ Netwark and Service Objeets *  Private Resource Group ConnectionMethod  Connector Groups  Accessedby  Rules Total Requests.

Clleni-based ZTA - o # 0

il secure

It d Saas Resourc
q Mondtor »

Private Resource v = Chent-based ZTA 1 0 2 o
o Admin 3

Settings

ol - o Z o
AR Servers Chom-Based ZTA
DNE Servers



2. En Nombre de Recurso Privado, introduzca un nombre significativo para el recurso. Para
Descripcion, se recomienda proporcionar informacion como el propdsito del recurso o el nombre
del propietario del recurso.

4 Private Resources
Add a Private Resource

Private Resourcas are applications, networks, of sUBNELs that your organization controls Bccess to. You must configurs private resolrces in order 1o choose them o dastinaticns when creating access rules. Halp ©

General

Private Rescurce Hame

Routerl

Description {optional

Routerl PR for UZTNA testing

3. Introduzca el FQDN del recurso privado al que desea acceder . También podemos definir la
direccion IP del recurso privado . Para obtener mas informacion, vea Agregar un recurso privado

4. Seleccione el servidor DNS interno para resolver el dominio

Private resource address

Define how the peivate resource will connect to appications through Secure Access.

Intermally reéachable address (FODN, Wildeard FODN, IPv4, IPvE, CIDR) © Protocal Part | Ranges

routericsa local ary TCP 22 + Pratecol & Port
Remave
Internally reachable address (FOON, Wildcard FODN, IPvd, IPvE, CIDR) Protocol Port f Ranges

101010101 Any TGP 22 + Protocol & Port

Remave +IP Address/FODN

Usa internsl DNS sarver to resolve the demain PrivateDINS (10.10.00.20)

Internal DMS Server

PrivateDNS (100010.20)

5. Seleccionar métodos de conexién de terminales

6. Seleccione FTD como puntos de aplicacion locales


https://docs.sse.cisco.com/sse-user-guide/docs/add-private-resources

Endpoint Connection Methods

Specify the ways user endpeints can reach this resource. Later, sccess rules will dedarming which wsers and devices can access the nesournce.

Branch Connections

@) Client-based connection
VeTions Trom encpoints that Rave tha Secure CHent instobed, Enabln 1his cption Tor maximum conticl cver andpeint S0CUrity roguiromants (Hostur

Enforcemeant points

Clemud-anly .

i Enforcemant point for Remote User
Eloud or Local (Universal Zena Trust Remaote user Local Firawall Private Rescurce
Accass)

P

Local-only vin Inbaenat
L o -

Local enforcement points

Enforcamant point for Local user

¥ in @ trusted Local Firgwall Private Resource

Internal remate addresses are visible on end-user devices. If you want an address 1o be hidden, use an extemal address.

Chang th remotely rachable sedresses

Cancel Save snd Test m

S

Nota: En funcion del tipo de inscripcion que seleccione, este cambio asociara
automaticamente el PR al FTD y activara una implementacion de politicas

7. Haga clic en Save (Guardar).
Paso 2: Crear regla de acceso privado

Configure un acceso privado en Secure Access para que los usuarios inscritos en Universal ZTA
puedan acceder . Para obtener mas informacion, vea Regla de acceso privado

1. Vaya a Seguro > Politica de acceso


https://docs.sse.cisco.com/sse-user-guide/docs/add-a-private-access-rule

&>  Organization
Cisco-jaiyadav

Platform menu

Secure Ac

Home
& Experience Insights
& Connact
= Resources
% Monitor

fo Admin

Data Loss Prevention Palicy

Profiles

Endpaint Pastine Profdes
IP3 Profiles

Security Profiles

App Rigk Profiles.

Santings

Threat Categonies
Naotification Pages
Do Not Decrypt Lists

Cedtificates

[ Rule Defaults and Glabal Settings

Add Rule ~

Access Action Sources Destinations Security Hits Status
low Private & Allow Ay AD Users AD-Server i B2 ]
Peivate @ Allow Any AD Usars s L]
5-Allow Private @ Alow Any AD Users IntemalNs o

Acceso seguro - Configuracion de recursos privados

2. Haga clic en Agregar regla, y luego elija Acceso privado.
En la parte superior de la regla hay un resumen que describe los componentes configurados de

la regla.

Access Policy

Internet access rules apply to traffic to public internet sites from devices that are on your netwark or that your

organization manages. Private access rules apply to users and devices accessing applications and other resources on
your internal network. Secure Access applies the first rule in the list that matches traffic. Help

] ——— ,] | — Gblects

[ Rule Defaults and Global Settings ]

Add Rul

Private Access
3 Rules Cunfml fand' secure access to resources and
applications that cannot be accessed by the
general public.
_] [ Xa) Rule name Access Action Sources Destinations Security
— Internet Access
| -RDP- )] - &
] 1 AD-RDP-Allow Private =) Allow Any AD Usors AD-Server 3. Control and secure access 1o public
= _ destinations from within your network and
g 2 BlockPage-TEST Intoemat @ Block Any Genorative A... from managed devices
0] k| RAVPN-Allow Intemat @ alow Any AD Users Any 4.2k [ -]

Acceso seguro - Configuracion de la politica de acceso

3. Agregar un nombre de regla

Rows per page | 100 ~ 1-3of3

©



Add Router1-SSH

Create a rub 1o control and secure access to specified private applications and other
destinations on your network. For an d guide to completing prerequisites and

configuing a rule, see Help (7

@D Rule is enabled Logging is enabled Edit

Summary -~

Destinations

Sources @

KD Users « Amy AD Users. Allow e Any private destination

Rube name (T Rule order

((Rowor-ss IE )

o Specify Access

Specity which users and endpoints can access which resources. Help O

Action

@ Allow @ Block

Aligw specified tratfic if security reguirements are met. Block specified traffic.

Acceso seguro - Configuracion de la politica de acceso

4. Seleccione la accion de regla y seleccione origen y destino

Rule name {0 Rule order

[noumn-ssn-c (R - J

o Specify Access

Specify which users and endpoints can access which rescurces. Help O

Agtion

@ Allow ) Block

Abgw spacified iraffis if pecurity requirements ane mat Diock ipecified tralfic,

From Ta
Specify one or mor sources. Spacily ore or maca destinations.
AD Usors <Ay AD Users = @ Privat Resowces «Router] = &

Acceso seguro - Configuracién de la politica de acceso

5. Configurar requisitos de terminales



Endpeint Requirements

For zero-1rust connections, if endpoints do not meet the specified requirements, this rule will not match the traffic. Help C

[] Zero-Trust Client-based Posture Profile  Rule Defautts
Requiramants for and-user devices on which the Ciszo Secure Client is installed,
~  Praofils: Mona | Requiremants: Moo

Private Resources: Router-1

For Branch connections:
ﬂ Endipaint dendce posture is not evaluated for endpoints connecting to these resources from a branch network.

User Authentication Requirements

() Zero Trust Access: User Authentication Interval  Rule Defasits.

Frequency with which end users verily their identity, in order to connect to any private resource using client-based zero trust access,

When disabled, users are not prompted to re-authenticate 10 the netwerk, Help

C"mw|

@ Configure Security
Canfigirs SHCUrity FqUENTBNLS hAL Mt ba mat bafars raific i slowsd, Help

Cancel

Acceso seguro - Configuracion de la politica de acceso

6. Configurar seguridad

(©) Specify Access

Spacily whith usérs and Endpeints can 50888 which resources. Help

Configure Security
Gonfigure sacurity requirements that must be met before traffic is aslowed. Help

Intrusion Prevention (IPS)  Rule Defaults

Traffic that matches this rule will not be inspected by the intrusion prevention systam. Help .7

Security Profile  Rule Defaults

The following security settings will apply to traffic that matches this rule, Help 3

Security Profile: System Provided - Private Access  File Inspection: Enabled | File Type Blocking: Disabled

Cancel

Acceso seguro - Configuracion de la politica de acceso

7. Haga clic en Guardar

(I Dpisabled

Save




S —
FRube Defaults and Global Settings

Access Policy

Internet access rulés ap € 16 public internet sites from déy

ly 1o usérs and d

ccass applhes the first nub

in the list that mat

() [ 2o Fule name Accoss Aetion Sources Dastinations Saocurity Hits. Status
1 Boiter] -S5H Brivaty @ Allgw Any AD Usérs Houtar! @ > (-] |
2 AD-RDP-Allow Privata @ Alow Any AD Usars A-Server @ : -]
3 BlockPage-TEST et @ Bleck Any Gemerative A.. @ 88k [ ]
& RAVPH-Allow et & Angw Any AD Users Ay il s a
Raws per page | 100 W 1-dcfd < E] »

Acceso seguro - Configuracion de la politica de acceso

Paso 3 - Verificar la asociacion de RP en el FTD

1. Vaya a Conexion > Conexiones de red > FTD

Connect *

o> Crgamization e X affic to reach private resources on your network. For information about these options, see Help o
ssentialy

Cisco-jaiyadav »
7o pemes

R e Users, Groups, and Endpaint
Secure Access Devices

End User Connectivity

o} 1
Forwardar

& Home DNS Forwarders T ——

& Experience Insights

& Connect

™  Resources » sewerk for establishing tunnel redundancy and high
3 WAt & RENWOMK LNl Group t Securely control

Il Secure > resources. Help o

a Meniter > || stat w | 2 Tunnel Groups m

Acceso seguro - Verificacion de relaciones publicas

2. Haga clic en FTD > Ver recursos asociados a este FTD



FMC_FTD

Network Connections
Manage tha connections that aliow user traffic 10 reach private rescurces on your Fay ".l
matwork, For 8 companson of natwork connactivity optians, ses H.b(: FI lomn‘
Connector Groups Network Tunnel Groups FTDs Duvice FODN [ p—— ]
Auto deployment Tes
Vsymend L UZTA Configuration status

0 Synced  Last synced o 31 Dec 2025, 31 251 AMUTC

FTDs configured for Universal Zero Trust Access

An FTD acts a5 an on-premise proxy 1o Secure Access cloud for private access traffic, Configure FTDs a5 Secure Access prouies to enabie Universal Zere Trust Access to impeove end-us Assigned Trusted Network
exporience and ensure cansistent security controls for wsors independent of whene thay ane connecting from Heilp cf

[ € Search by FTD name ] [ FMC Name - J [ Configuration status - J 1FT0s Trusted natwork Matworks:
LAN 1 Do Servers
FTD Hame Version MG UZTA Gonfiguration status Associa  [Defaut tsted macwork]
e o N N CT B o
Devics FGON; £t 550, Lacal
Trusted network: LA
Associated Resources 1

RESOURCES ASSOCIATED BY STATUS

Status

@ Synced 1

meammmmnm |

Associste Resources

Acceso seguro - Verificacion de relaciones publicas

Resources associated with FMC_FTD

The following resources will get enforced on FMC_FTD when users connect to it from the trusted network
LAN

[ Q. Search by resource name ] [ Configuration status v ] 1 Resources Associate Resources

Resource name Status

Router1 @ synced

Acceso seguro - Verificacién de relaciones publicas



3. Haga clic en Close (Cerrar)

4. Verifique el estado , el recurso asociado y la configuracion deben estar en el estado

Sincronizado

Network Connections

see Help o

Connector Groups  Network Tunnel Groups  FTDs

1 Synced a

FTDs configured for Universal Zero Trust Access

T FT p 0 enable U
FTDs

FTD Name Version FMC UZTA Configuration status

FRMC_FTD vID00 FMC | © Symeed |

Device FQDM

Trusted network: LA

5. Compruebe que la configuracién se ha enviado al FTD

Inicie sesidon en FTD cli y navegue hasta el modo LINA

# show running-config object application

FMC_FTD

Firewall Datails

Device FODN
Ao deploymant

UZTA Configuration status

“  Assigned Trusted Network

Trusted network

Hetworks

LAN

ki i

Edit assignment | 4 Trusted network (5
Associated Resources

RESOURCES ASSOCIATED BY STATUS

Status
& Syneed 1

Wiew resources assockated to this FTD

Associate Resources

Y DNS Sarvers



Paso 4: Agregar un recurso privado al perfil ZTA

1. Navegue hasta Conexion > Conectividad del usuario final > Acceso de confianza cero y haga
clic en 3 puntos para editar el perfil ZTA

— End User Connectivity [ cisco securo crient | [ Manage servers
Envd user connectivity lte you defing how your ofganization's trarfc i steened from
endpoints to Secure Access of to the intemet. Help
Homa Zero Trust Access  Virtual Private Network Internet Security
p Enroliment methods
Experionce

Irniights Before ULers Can ACORSS resources using cient-based Zero Trust Access, their endpoint devices must be enmlled.

Manage enrcllment methods fof your organization hene. Help 7

5
b Windows and macl§ devices enroll using: | 550 Authentlcation  Ceriificabes
Conruet
Andsoid and K5 denvic s sniol using S50 Authentication ooy,
=
[
Zero Trust Access Profiles & Manage Trusted Metworks | [EEESY 20
1
e Manage Zedo Trust Access (ZTAD profiles, which allow you to add users and groups to unique traffic steering configurations for chent-based ZTA connections. Help O
] Hame Secure Private Access Secure Intemet Access Users & Groups. Last Used
a
Use ZTA for all destinations
Mondor 2 Dastinations 1 Usars.
1 APl 0 Except Jan 25, 2026
XAt Trusted Natwarks Disabisd . 0 Groups =
Trusted Networks Disabled
Q

[r— m

Acceso seguro - Perfil ZTA

2. Anada el recurso privado

& End User Connactivity

Create profile

For client-based Zero Trust Access connections, add the destinations to which a se1 of users and groups can be steored. Help I

ZTA profile name Priority Traffic Steering Limits ©

7 ZTAProfile

Experince -
Insights

,| |, 'L Cuamani profia 08 Sk Android 10k macOS{Windows 100k

P

Secure Private Access
© ' Secure Private AcCass
e © Destinatiens Add the private destinations and private resources to which a set of users and groups can be steared, Help

= 2 Secure Internet Access

Traffic Stecring  Optians

Resources
3 Users and Groups

c J + Destinations ~
Sezuie -

Private Ressures
Destinations & Private Resources Destinations  Modified
a

Adddl private reseurces that are eonfigured
i @ “zpc.ssecisconest 1 Feb 22, 2023 for chient-based Zero Trust Access.

Q

nvestigate

Add Destination

Adel dostinations that are pot configured

a5 private resources that user traffic can
access during Zero Trust Access.

do

Asimis,

Acceso seguro - Perfil ZTA



Add private resources

Saleet private rescurces that ase con figuned for cliont-based Zaro Trest AScess. You can sod up to 10 private resowses o1 & tima.

Router-1 % 0] .]

LAB-InsideNetwork (10.10.10.0/24, tackab.com)
LAB Management (182 168,10/24)

DNS-MgmE (1621681.20)

IntemnalDNS (101001020, 192 168.1.20)
AD-Servar [101010.20, ad.csa.lccal)

Reuter-1 (V0.0,1010, routerl taclab. local)

Routar? (1010100102, reuter eea loeal)

Acceso seguro - Perfil ZTA

3. Agregar usuarios y grupos

“ End User Cannsctivity

Create profile
= For Zero Trust Accoss add the o which a set of users and groups can be stecred. Help 3
Home
ZTA prafile name Priarity Traffic Steering Limits.
r
e [ zmrome | [ cumentprome I05 Sk Android 10k macOSWindows 100k
Exparienca
Insights
"
@ Users and Groups
2 Destinatieng Add a 5ot of users and groups that will be sieered to varous destinations added to this ZTA profile
- Secure Internet Accass
< @ Users ©  Groups @
Resoirces —_—
=== |
Ll
Secure
Hame Email Type Users
.n
ia
Migritor
Q
vestigate
o Nousers
Adimin
4+ Users and Groups
.
-4
Workdiows

Acceso seguro - Perfil ZTA



ZTA profile name Prigrity Traffic Steering Limits

3 file STy file
ZTAPrafile 1. Current prafile 0S5 Sk Android 10k macOS/Windows 100k

P Users and Groups
;_.f/' Socure Private Access ¢
2 Destinat Add a set of users and groups that will be steered to various destinations added to this ZTA profile

£\

() Secureinternet Access
Users 1 Groups @
o Users and Groups
——
|t Users and Groups
Narme Emadl Type Users
lay (jay@csa.local) lay@gmall.com £ User

Rews per page [ 1g . |
|

Paso - 5 Verificar el acceso al recurso privado

1. Compruebe que el usuario remoto puede resolver el FQDN del FTD

PS C:\Users\jay> ping ftd.csa.local

Pinging ftd.csa.local [192.168.1.12] with 32 bytes of data:
Reply from 192.168.1.12: bytes=32 time<lms TTL=255
Reply from 192.168.1.12: bytes=32 time=1lms TTL=255
Reply from 192.168.1.12: bytes=32 time=1lms TTL=255

Ping statistics for 192.168.1.12:

Packets: Sent = 3, Received = 3, Lost = 0 (8% loss),
Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = lms, Average = Oms
Control-C
PS C:\Users\jay> nslookup ftd.csa.local
Server: UnKnown
Address: 192.168.1.20

Name : ftd.csa.local
Addresses: 192.168.1.12




2. Compruebe que FTD puede llegar a un recurso privado mediante FQDN

3. Pruebe la conexién SSH al recurso privado

Acceso al PR mediante FQDN

=®

Category:

—|- Session
Logging

—|- Terminal
Keyboard
Bell
Features

—I- Window
Appearance
Behaviour
Translation

+- Selection

Colours

=I- Connection
Data
Proacy

+- S5H

Serial
Telnet
Rlogin
SUPDUP

Ahowt

Heln

8 Cisco Secure Client — *
Basic options for your PUTTY session AnyConnect VPN:
Specify the destination you want to connect to Ready to connect.
Hast Name (or IP address) Port
router] csa local 22 Cormect
Connection type:
©55H (O Seral (OOther  Telnet v

Zero Trust Access:

Load, save or delste & stored sowsion Zero Trust Access is active.

Saved Sessions

Default Settings Load

Save
Umbrella:

Delote Umbrella is inactive.

Profile is missing.

Close window an exit:

(O Mways (O Never ) Only on clean exit

T @ e

Onen Cancel -




@ routerl.csalocal - PuTTY = (m] X

AnyConnect VPN:
Ready to connect.

S - Auto Select Nearest Loca tion I

Zero Trust Access:
Zero Trust Access is active.

Umbrella:
Usmbredla is inactive.
Profie is missing.

+ HO) = |

Acceso al PR mediante la direccion IP

ER PuTTY Configuration ? X
Category:
- Session Basic options for your PuTTY session % AnyConnect VPN
T L.ogtlging Specify the destination you want to connect to Ready to connect.
—|- Termina )
Hast Name (or IP address) Port
Keyboard - 5 - Auto Select Nearest Location ik Connect
Bell 10.10.10.107 22
Features Connection type:
- Vindow O5sSH  OSeial (OOther: Telnet ~
r-ppea.rance Zero Trust Access:
Behaviour Load, save or delete a stored session N
Tiarskalion Zero Trust Access is active.
Saved Sessions
+- Selection
Colours
= Cannection Default Settings Load
Data
Proxy Save
7 S5H Umbrella:
Serial Delste Umbrella is inactive.
Telnet Profile is missing.
Rlogin
SUPDUP C_Iose window on exit:
() AMways (O MNever ) Only on clean exit
B it Halm | Ninen I Canrs




&P 10.10.10.101

AnyConnect VPN:

Ready to cons

Zero Trust Access:
Zero Trust Access is active.

Umbrella:
Umbrela is inactive.
Profile is missing.

4. Verificar registros de busqueda de actividad de acceso seguro

Activity Search L R
pousm caloeal X REsPoMST  Abowed X -
Respon
L JERI o
-] L] [: A Py LS *
L]
Idenaity Type T
i o A [
Aot i Event Details X
Allowed
L jay ay@osatocal) L routert.oss Detauit ZTA Profile
ZITA CLENT-BASED i ay @< sa local) L jay routericsa Default ITA Profile
ZTA CLENT-RASED 4 ay < sa local) 4 routeri.csa Default ZTA Profile ZT#
TTA ELENT-BASED L jay ayBecsatocall A routerl.cea oo Alberwo Rout Datault TTA Profile

Jan 10, 2026 5:55 PM

Access details

L jay (jay@csa.local)

winl

Router-SSH

Router]

Mo Match

FTD> FME_FTD

routerl.csaloca




Acceso seguro - Busqueda de actividad

Activity Search
m r or URL Advanced® | cueas
BADCATSS 109000101 ¥ RESPONSE  Alowsd M
—— TTokal (O Veewing scty bom fun 2006 808 P i Jen 80, 2006 801 B
Hesponss Source ke b
@ s @ EETETTR L ydergeoaiocall L jay [ap@osaiocsl  HI050001 22
[ e
EEIETT L kyomsioal L jylayGoaknd  HOI050901 22
Identity Type Setuct & A pygey@esaiocsl L jay QayQosakcel)  rowerloralicd 000NN 1
4 A b A jaytaygesaiocall L jay Qayesalecall  HOI0I001 e
& A Groups
AD Devices EIEIIETTD L by dwdesaiocall L jay fay@esalocall 103030901 2
D At ey L joyiapgesaiocal L jay (eyQosalocst)  rowterioealocsl 10 1 n
A pygey@esaiocall L jay (ay@osakicall 10090901 ez 22
Enforcent By
Socurn Aconss Cloud
o
Ut Caoud
7Total () ‘hewing setiity o Jan 5, 2026 600 PM 1o Jun 10, 2026 609 PM
Request Sourca Roule Memitity @ Destination Dostinstion I Destinstion Port  Destination Cauntry
EETNIETR L by (ay@esatocal] L jay Jay@esadocal) 183010461 1001090422 22
L jay ay@eeatocall L jay (ay@esalocall 1040004001 0100022 22
A juy Gay@csatocall L jay Gay@csalocall  routerlesalocal 1000000022 22
EEENIETR L ey (eyesatocall L jay (ay@esalocal] 103010901 0soanIe 22
A4 jay (ay@osatocall L jay jay@osaltocall 101010001 10101090 el
EIECIIIET L ey (ay@esatocall L jay (ay@esadocal)  rosterlosalocal 10000000022 22
CEEIITT L sy lsyBesadocall L jay fayBesatocal) 109010901 010101022 22

Acceso seguro - Busqueda de actividad

5. Verificar eventos de conexion FMC

Action

Page

umal P

Aersirnms

1

Torn Trent Acowws Pran

ot ITA Profile
et ZTA Profile
ot ITA Prafite
Ciefausm ITA Prafile
ot ITA Profile
ot ITA Profite

it ITA Prafils.

B+

Rosults per page:

Extarnal P Actin

Alowed
Aowed
Aowed
At
Asowed
Asowed

Aowed

Saved Ssarches v

outert-B5H
Rautert-S5H
Rautert-S5H
Rauterl-S5H
autert-B5H
Rauterl-S5H

Rauter]-S5H

1-Fol 7

Catagorion

Schecue

W LasT 2 mouRs ™
ENpart G5

B Customize Columns

Restore 1o default layout = | Save Search ~

ZTA Cllent-based ~

Page: 1 = Rerits pof paaggi: 50 = 1-7al?
a8 Srowser  Logatien >
win 0.0 28300 M8E us FEIISONH
win 10026100 462 us IS
win HUD20I00T40E us TRIRISANE
wn 10020200 7402 us n30150m28 -
win 10.0. 26300 487 us TEINISANE oo
win 10.0. 26100 467 us ISR
win 100 2600 7462 us IS0
Event Details e
Action
Alowed
Block Reason
Caon ethed

ZTA Client-based
Time
Jan 10, 2026 556 PM

Access detalls

Identity

4 jay (jey@csatocal)
Winl

Rube Name

Routerl-55H

RuscurcalApplicat

Router]

z {0 Profile
Dofault ZTA Profile

Tru

Mo Mateh

101030101

nation IF

Dos

1003000

Events  Troubbsshauting

C1 o DastinationlP 13030001 = &

Monitor
a4 w00 L Bevents # GoLive
£F maights & Repaerts »
SearcePurti  Destination
: Time Evert Typs. hesion " Seurse P Destinasin P A Acca
| S Events bLogs ven ason " . v . o o ]
» 5 Comnection B Asow Zero Trust Fiow 1601581194 1IN 42207 e 22 (ashi f tep
¥ 3 20M-0310UESENE  & Comnection B Asow Zera Trust Flow 1832541130 100N 7N e 23 tashi) f top
7] Polichs : » 01BSS2E % Connection o Asow Zera Trust Flow 163.1541186 W0 50425 | ton
» 0125448 % Comnection B Asow Taro Trust Flow 1432541138 AL 30400
e objects
» 20DE-0NI0ESECIS % Connection 0 ksow e Trust Flow 1692541194 10K T80 fiop
& Devices s ¥ 20TE-0NI01ZATON % Comnection @ Asow ars Trust Fiow 140.2541190 18100101 24739 1 %p 22 (et f 1

&' SscursConmsetions 0

B imepaons ,



Caso de prueba 3: usuario local, aplicacién local

Al acceder a un recurso privado a través de la aplicacion local como usuario local, en este tipo de
aplicacion, la evaluacion de la politica se realiza en Secure Access, pero los datos de la
aplicacién permanecen locales en FTD. Por ejemplo , un cliente o usuario registrado de ZTA
conectado a la red doméstica e intentando acceder a un recurso privado que esta detras de la
interfaz interna de FTD . Si el recurso privado esta detras de DMZ o cualquier otra interfaz del
FTD, entonces tendriamos que crear una regla de acceso en el FTD para permitir el trafico entre
la IP del cliente o la red y el recurso privado.

Secure Access

IPsec
Private/Cloud Apps
ZTA Client ~ Joi0y,, Insid
10.10.10.30 ~ o100y g
Local User App Datq — IXI
jay@csa.local

router2.csa.local
10.10.10.102

Paso 1 - Definir un recurso privado en Secure Access

Configure un recurso privado al que se pueda acceder a través del dispositivo inscrito de acceso
de confianza cero (ZTA) con aplicacion en la nube

1. Navegue hasta Recursos > Destinos > Recursos privados > Haga clic en +Agregar



il Security Cloud Control A P & A O@ 0 O Jalldshan vaday 353

Resources

Orgenizalion ks, of subnets that your organization controls Sccess to. You must configure & private rescurce if you plan 1o allow &nd users 10 CONNBEE 1o this FESOLNCE uting Tero-Trust
. : Sources and destinations
Cisco-jalyaday
Internal Metworks

rce Groups
= Platform menu Network Devices

Secy CEs Registered Networks
Roaming Devices st 24 Hours

Homa Service Account Exception

y  Exporiance Insights » Secwity Group Tags v 5 ~ S Private Resources

SDWAN Service VRN IDs

Connect
d .

_ Network and Service Objects *  Private Resource Group Connection Method  Connector Groups  Accessedby  Rules Total Requests

N y o 3 o
Il secure Destinations Clent-based ZTA

Imernet and Saas Resources

@ Monitor 3
Private Resource AR CHent-based ZTA 1 ] 2 o

o Admin
Settings

- - o 2 o
ARR Servers Chunt-baded ZTA

DNS Servers

2. En Nombre de Recurso Privado, introduzca un nombre significativo para el recurso. Para
Descripcion, se recomienda proporcionar informacion como el propdsito del recurso o el nombre
del propietario del recurso.

 Brivate Rawsarcrs
Add a Private Resource

General

Private Resource Hams

Router?

Description |options
Redster2 PR for UZTHA testing

3. Introduzca el FQDN del recurso privado al que desea acceder . También podemos definir la
direccion IP del recurso privado . Para obtener mas informacién, vea Agregar un recurso privado

4. Seleccione el servidor DNS interno para resolver el dominio

Private resource address

Drafine how the private resosrce will connect 1o appications trough Secure ACoes

Inismally reachable sddress (FODN, Widcard FODN, P, IPvE, CIDR Protocel Port [ Ranges
routerd.conlocal Ay TCP v 22 +Protecel & Pont
Remave
Inimmally reachable addross. (FODN, Wikicard FQON, IPvA, 1PV, SI0E) Profoced Port [ Ranges
W00 Any TCR v | [ 22 + Protocel & Port
Remove  + 1P Address/FGON
B Use internal DNS serves 1o sessive the Samain PriwaseOiE: (10,1016 200

ietnrnal DHE Server

PrivaseONS 10:1000.20)


https://docs.sse.cisco.com/sse-user-guide/docs/add-private-resources

5. Seleccionar métodos de conexion de terminales

6. Seleccione FTD como puntos de aplicacién locales

Endpoint Connection Methods
Specify the ways user endpoints can reach this resource. Later, access rules will determine which users and devices can access the nesource.

Branch Connections

[ Zors-trust eonnbetions

¢ retwork without requiving & VN connection. Help o
@) Glient-based connection

Enforcement points

Clemd-anly :
Enforcement point for Remote User

Cloud or Local {Universal Zera Trust Remote wser Local Firewall Private Rescurce
Accass)

,—\
)

Local-oniy vin inibéenal
o =
. s3]
cal cemant points

Local Firewall Private Resource

)
.’U )

Intern, on end-user devices. il you want an address to be Ridden, use an exbermal address.

CHang this [EMotily Fchablo BdrssE

Gancel Save and Test m

Nota: En funcion del tipo de inscripcion que seleccione, este cambio asociara
automaticamente el PR al FTD y activara una implementacion de politicas

7. Haga clic en Save (Guardar).
Paso 2: Crear regla de acceso privado

Configure un acceso privado en Secure Access para que los usuarios inscritos en Universal ZTA
puedan acceder . Para obtener mas informacion, vea Regla de acceso privado

1. Vaya a Seguro > Politica de acceso


https://docs.sse.cisco.com/sse-user-guide/docs/add-a-private-access-rule

&> Organization
Cisco-jaiyada

Platform menu

Secure Access

& Home

& Experience Insights
& Connect

= Resources

a Moniter

o Admin

Acceso seguro - Configuracion de la politica de acceso

Secure

Polic;
v

Data Loss Prevention Policy

Profiles

Endpoint Pesture Profiles
IPS Prafiles

Security Profiles

App Risk Profiles

Settings

Threat Categories
Notification Pages
Do Not Decrypt Lists

Cartificates

Rule Defaults and Global Settings

Add Rule ~

Access Action Sources Destinations Security Hits Status
law Private @ Atiow Any AD Users. Ab-Server @ 92 -]
Privata @ anow Any AD Users. EsH & - ]
S5-Allow Private & anow Anry AD Users INBEmaGHES th ]

2. Haga clic en Agregar regla, y luego elija Acceso privado.
En la parte superior de la regla hay un resumen que describe los componentes configurados de

la regla.

Access Policy

Internet access rules apply to traffic to public internet sites from devices that are on your network or that your

organization manages. Private access rules apply to users and devices accessing applications and other resources on
your internal network. Secure Access applies the first rule in the list that matches traffic. Help CF

-

[ Rule Defauits and Global Settings ]

- "
Searc rule na [ = Int - Add Rule ~
Private Access
4 Rules Control and secure access (o resources and
applications that cannot be accessed by the
general public.
[_] [ o] Rule name Access Action Sources Destinations Security
- | Internet Access
O 1 Router1-SSH Private @ Allow Any AD Users o = Control and secure aceess o public
~ _ | destinations from within your network and
O 2 AD-RDP-Allow Private @ allow Any AD Users AD-Server & from managed devices
a 3 BlockPage-TEST Intermet @ Bloek Ay Generative A.., ] &88 ]
a 4 RAVPN-Allow Internet & Allow Any AD Users Any @5 4.2k o

Acceso seguro - Configuracion de la politica de acceso

3. Agregar un nombre de regla

Rows per page | 100 +

14 0f 4



Add Router2-SSH-Allow

Craate a rule to control and secure access to specified private applications and other
destinations on your network. For an end-lo-end guide to completing prerequisites and
configuring a rute, see Help 7

@D Rule is enabled Logging is enabled Edit
A Summary
Destinations
Sources
@ Securi ntrols Private Resources
ADUsers « Any AD Users Allow «Routar2 =]
Rule nama (0 Rule ordar
[nwterz-SSH-ALIuw ] [ 1 ; ]

@ specify Access
Specily which users and endpoints can access which resources, Help
Action

@ Allow @ Block
A apacified (ratfic if security requrements are Blaek spacified traffie.
L

Acceso seguro - Configuracion de la politica de acceso

4. Seleccione la accion de regla y seleccione origen y destino

Rule name (D Rule order

[Rou[elZ-SSH-Nlow J [ ! - ]

o Specify Access

Specify which users and endpaints can access which rescurces. Help 3

Action
Allow @ Block
Allew specified wraffic i security requirements are Block specified 1raffic.
mat,
From To
Specify one of Mene SOUrtes Specify one or mare destinations
AD Users «Any AD Users: = @ Private Resources sRouterz = &

Acceso seguro - Configuracion de la politica de acceso

5. Configurar requisitos de terminales



Endpoint Requirements
Far 2efo-trust connections, if endpeints do not mest the specified requinements, this rule will not mateh the waffic. Help

Q Zero-Trust Client-based Posture Profile  pule Defauite
Requirements for end-user devices on which the Clsco Secure Cllent s Installed,
~  Profile: None | Reguirements: None

Private Resowces: Router?

For Branch connections:
[h Endpsint daviee postur is net avaheated for andpoints Connecting 16 thase ieiowroes from & brarch nelwork

User Authentication Requirements

(5 Zero Trust Access: User ication Interval

Freguency with which end users verify their identity, in order to connect to any private resource using clieni-based zero trust access.

‘Whaen disabled, users are not prompted to re-authenticate to the network. Help ©'

D visabled

@ Configure Security

Coaligune securly fequiements that must be met bilse yatle it slowed. Holp

Acceso seguro - Configuracion de la politica de acceso

6. Configurar seguridad

(©) Specify Access

Spacily whith usérs and Endpeints can 50888 which resources. Help

Configure Security

Gonfigure sacurity requirements that must be met before traffic is aslowed. Help

Intrusion Prevention (IPS)  Rule Defaults

Traffic that matches this rule will not be inspected by the intrusion prevention systam. Help .7

Security Profile  Rule Defaults

The following security settings will apply to traffic that matches this rule, Help 3

Security Profile: System Provided - Private Access  File Inspection: Enabled | File Type Blocking: Disabled

Cancel

Acceso seguro - Configuracion de la politica de acceso

7. Haga clic en Guardar

(I Dpisabled

Save




Access Policy

Internet aceess rules apply to traffic to public internet sites from devices Lhat 5@ on your network of that your
organization manages, Private access rules apply to users and devices accessing applications and other resources on
your internal network. Secure Access applies the first rule in the list that matches traffic. Help CF

[ Rule Defaults and Global Settings l

Add Rule ~

|: #O Rule name Access Action Sources Destinations Security Hits Status
: I [_ 1 Router2-S5H-Allow Privats Q) Allow Any AD Usars Routar2 B - [] I
O 2 Router!-55H Private @ Allow Ay AD Users Router] 2 )
)] 2 AD-RDP-Allow Privata & Allow Any AD Usars AD-Sarver @ 40 [-]
O 4 BlockPage-TEST internet @ Block Any Generative A & 608 -]
C 5 RAVPN-Allow internet @ Alow Ay AD Users Amy 4.3k [

Acceso seguro - Configuracion de la politica de acceso

Paso 3 - Verificar la asociacion de RP en el FTD

1. Vaya a connect > Network Connections > FTDs

Rows per page | 100 ~ | 1-50f 5

aikishan Yadav -

Connect bt

affic to reach private resources on your network, For information about these options, see Help

18l Groups

o> Orgamization

.
Chsco-falyadar : S

I

Wsars, Groups, and Endgaint
Secure Access Devices

Platform menu

End User Connectivity

DNS F el 0 .
rwander
% Home armmers Warning d Connecied §
@ Experience Insights
™ Resources » sework for establishing tunmel redendancy and high
& within a network tenned group to securely contro
Il secure » resources. Help 0

a i ]
&  Monitor w | 2 Tunnel Groups

Acceso seguro - Verificacion de relaciones publicas

2. Haga clic en el FTD > Ver recursos asociados a este FTD



Network Connections

Manage the connections that allow user traffic 1o reach private resources on your
network. For a comparisen of netwerk connectivity options, see Help Cf

Connector Groups  Metwork Tunnel Groups ~ FTDs

1 Synced -]

FTDs configured for Universal Zero Trust Accass

An FTD acts as an an-premise proxy to Secure Access cloud for private access traffic. Configure FTDs as Secure Access proxies to enable Universal
toimprove end-user experience and ensure consistent security controls for users independent of whare they are connecting from Help

| 1 Search by FTD name ] [ FMC Mame - ] [ Configuration status ~ | 1FTDs
FTD Name Wersion FMC UZTA Canfiguration status
FMC_FTD vi0.0.0 FMC © Synced

Device FQDM: loeal
Trusted network: !

Acceso seguro - Verificacion de relaciones publicas

Resources associated with FMC_FTD

The following resources will get enforced on FMC_FTD when users connect to it from the trusted network

LAN

Q) Search by resource name

| | Configuration status

Resource name

Status

~ | 2 Resources

FMC_FTD X
Firewall Details ~
Device FQDN frd.csa.local [a]
Auto doplayment <os
UZTA Configuration status -~
@ Synced  Last synced at 12 Jan 2026, ot §:20 AM UTC
Assigned Trusted Network ~
Trusted network
LAN 1DNS Sarvers
[Dedauit trusted network)
Associated Resources 2 o~

RESOURCES ASSOCIATED BY STATUS

Status

@ Synced

I View resources associated to this FTD I

Associate Resources

Router1

Router2

@ Synced

& Synced



Acceso seguro - Verificacion de relaciones publicas
3. Haga clic en Close (Cerrar)

4. Verifique el estado , el recurso asociado y la configuracion deben estar en el estado
Sincronizado

Network Connections FMC_FTD

Manage the connections that allow user traffic to reach private resources on your " o
) byt = Firewall Details
network. For a comparison of network connectivity options, see Help

Connector Groups Network Tunnel Groups FTDs Device FODN
Auto deployment Yo
1 synced ° UZTA Configuration status

° Synced Lastsynced at 12 Jan 2026, at 6:29 AM UTC
FTDs configured for Universal Zero Trust Access

An FTD acts s an on-premise proxy to Secure Access cloud for private access wraffic. Gonfigure FTDs as Secure Access proxies to enable Universal Assignad Trusted Netwoark
to improve end-user experience and ensure consistent security eontrels for users independent of where they are connecting from Help 7

Search by FTD name FMC Name v || configuration status v ] 1ETDs Trusted network Networks
! ’ LAN 1 DNS Servers
FTD Name: Version FMC UZTA Configuration status [Default trusted netweork]

Device FQDN: ftd.csa. local
Trusted network: LAN
Associated Resources

RESOURCES ASSOCIATED BY STATUS

[Status

@ Synced 2

View resources associated to this FTD

Associate Resources

Acceso seguro - Verificacion de relaciones publicas

5. Compruebe que la configuraciéon se ha enviado al FTD

Inicie sesién en FTD cli y navegue hasta el modo LINA

# show running-config object application



Paso - 4 Configurar " Administrar redes de confianza o configuracion ZTA"

Vaya a Connect > End User Connectivity > Zero Trust Access > ZTA Settings y configure Trusted
Networks

Edit Trusted Networks

Trunsed Heowork Kama

Paso -5 Agregar recurso privado al perfil ZTA

1. Navegue hasta Conexion > Conectividad del usuario final > Acceso de confianza cero y haga
clic en 3 puntos para editar el perfil ZTA



I

EndUsart_:_onnectlvlty (& cisco Securs cient | [(Manag G

End user i Yo ization's traffic i steaned from

& ondpoints 1o Secure Acciss of to the intamat. Help I
Homa Zero Trust Access  Virtual Private Network Internet Security
it
Enroliment methods
Expariancs
g Béfore ubérs can SECESs reSourtes using eiént-based Zero Trust Access, their endpoint devices must bé enalied.
Manage Enfalifent Mmithods faf your aiganization hee. Halp
" ‘Windows and macCS devices enroll using: | S50 Authentication  Certificates
Connect
i and K05 dervices enroll using S50 Awhentication sy,
=
Ressurces
2o Trust coessProfles [ v
0
e Manage Zero Trust Access (ZTAD profiles, which allow you to add users and groups to unique traffic steering i hons for b ZTA ions. Help &'
e L] Hame Secure Private Access Secure internet Access Users & Groups Last Used
wa
Use ZTA for ail destinations
Montor " 2 Destinations . 1 Usars.
B AR Trusied Networks Disabled s RO 0 Groups dan 26,2028
Q [ & Edit
Traitigats
O Delete
—  End User Connectivity
Create profile
® For Zero Trust add to which a set of users and groups can be stearsd, Help 5
Hame
ZTA profile name Priority Traffic Steering Limits ©
‘e [ zmaprotie J [ curent pame )| 08 Sk Androld 10k macOSWindows 100k
Experience
Insights
£
- Sect vate Access
o Securo Private Access re Pri
0 Destinations Acd the private destinations and private resources to which a set of users and groups can be steored, Help £F
= 2 Securs Imernel Access Traffic Steering  Options
Resources
3 Users snd Groups
Ll ¥ deslingtion + Destinations -~
Sesure
Privats Resourcs
. Destinations & Private Resources Destinations  Modified
w Add peivate that are g
[T © “rpe.sseciscotest 1 Fab 22,2023 for chent-based Zero Trust Access.
Add Destination
Q
i that are not G
L a5 private resources that uses traffic can
access during Zero Trust Access,
L]
Ay

Acceso seguro - Perfil ZTA



Add private resources
Select private resources that are configured for client-based Zero Trust Access. You can add up 10 100 private rescurces at a time,
Private Resource

'-ID'WK Router-4 > Rewterd X @ A

O LAB-Insidetgtwark (10.1010.0/24, taclab.com)
) LAB Management (192.165.1.0/24)

O ons-Mgmt (192168.1.20)

O ImemalDNS (1010.10.20, 192.168:1,20)

& AD-Server [1010.10.20, ad.csa Jocad]

@ Router-1 (101010107, routerliaciab lacal)

@ RouterZ (1000002, router? caakocal)

Acceso seguro - Perfil ZTA

3. Agregar usuarios y grupos

= + End User Connecibvity
o Create profile
& For Zero Trust Access add the destinations 1o which a set of users and groups can be stetred. Help &
Home
ZTA profile name Priarity Traffic Steering Limits ©
N
% | 2TAPrafile ] ["- Currem profile i05 Sk Android 10k macOS/Windows 100k
Experience
Insights
n‘ sers and Groups
@ Socure Private Access N and
ennect 2 Destinaticns #dd 2 sot of usars and groups that wil be steored te various destinations added to this ZTA prafile
- Secure Internet Access
= @ Users @ Groups @
Resources _—

e Users and Groups: |

Sacure
Hame Email Type Users
T
Monitor
T
Investigate
E Mo users
s
+ Users and Groups



ZTA profile name Priority Traffic Steering Limits ©
ZTAPrafile 1. Current prafile

05 Sk Andreid 10k macOS/Windows 100k

@' Socure Private Access Users and Graups

2 Destinations Add a set of users and groups that will be steered to various destinations added to this ZTA profile

Secure Internet Access

Users 1 Groups @
o Users and Groups |
MHame Email Type Users
lay (jay@csa.local) Jay@gmall.com 2 User

=]

Rows per page
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Paso - 6 Verificar el acceso al recurso privado

1. Verifique la huella digital de la red para ZTA TND



@ Cisco Secure Client

asco  Oecure Client

General Zero Trust Access
Statistics Advanced Configuration Message History

Status Overview

AnyConnect VPN TCP Flows: 611
Allowed UDP Flows: 48
Zero Trust Access Allowed TCP Flows: 597
Blocked UDP Flows: 111
Umbrella Blocked TCP Flows: 14
Authenticated UDP Flows: 0
Authenticated TCP Flows: 0
Proxy Configurations:
Secure Private Access Active
Secure Internet Access Active
Network Fingerprints:
LAN Matched
| Collect diagnostic information for all
installed components.
Diagnostics

Secure Access - Prueba de relaciones publicas

2. Compruebe que el usuario remoto puede resolver el FQDN del FTD



C:\Users\jay>ping ftd.csa.local

Pinging ftd.csa.local [10.10.10.1] with 32 bytes of data:
Reply from 10.10.10.1: bytes=32 time=1lms TTL=255
Reply from 10.10.10 bytes=32 time=1ms TTL=255

o2
Reply from 10.10.10.1: bytes=32 time=1lms TTL=255
Reply from 10.10.10.1:

bytes=32 time=1ms TTL=255

Ping statistics for 10.10.10.1:

Packets: Sent = U, Received = U, Lost = © (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1lms, Maximum = lms, Average = lms

C:\Users\jay>nslookup ftd.csa.local
Server: AD.csa.local
Address: 10.10.10.20

Name: ftd.csa.local
Addresses: 10.10.10.1

3. Compruebe que FTD puede alcanzar un recurso privado mediante FQDN

4. Pruebe la conexién SSH al recurso privado

Acceso al PR mediante FQDN



#8 PuTTY Configuration ? X

Category:
=J- Session Basic options for your PUTTY session AnyConnect VPN:
z LOQ?‘"Q Specify the destination you want to connect to On a trusted network.
= al
s Host Name (or IP address) Port
Keyboard
Bell router2 csa local| 22
Features Connection type:
e O5sH OSeid (OOther: Telnet
rppea.rance Zero Trust Access:
Behaviour Load, save or delete a stored session R
Translation Zero Trust Access is active,
Saved Sessions
+- Selection
Colours - -
= Connection Default Settings Load
Data
Praxy Save
+ S5H Umbrella:
Senal Delete Umbrella is inactive.
Telnet Profile is missing.
Rlogin
SUPDUP C!ose window on exit:
JAways (O Never © Only on clean exit
: — alialn
Aheu tt Heln [ Onen | Cancel a @ —

@ Cisco Secure Client *

B

AnyConnect VPN:
On a trusted network.

Zero Trust Access:
Zero Trust Access is active.

Umbrella:
Umbredla is inactive.

Profile is missing.

Acceso al PR mediante la direccion IP




iR

Category
=] Session
Logging
= Terminal
Keyboard
Bell
Features
-}- Window
Appearance
Behaviour
Translation
+- Selection
Colours
Connection
Data
Proxy
+- SSH
Serial
Telnet
Rlogin
SUPDUP

L dade

) %

Basic options for your PuTTY session
Specify the destination you want to connect to

Host Name (or IP address) Port
10.10.10.102 22
Connection type:

O55H (O Sedal ()Other: Telnet

Load, save or delete a stored session

Saved Sessions

Default Settings Load
Save
Delete

Close window on exit

() Always () Never © Only on clean exit

(g R ™ el

€ Cisco Secure Client b

AnyConnect VPN:
On a trusted network.

Zero Trust Access:
Zero Trust Access is active.,

Umbrella:
Umbrella is inactive,
Profile is missing.

& O

@ Cisco Secure Client

AnyConnect VPN:
On a trusted network.

il
ci3co

Zero Trust Access:
Zero Trust Access is active.

Umbrella:
Umbrella is inactive,
Profile ks missing.

5. Verificar registros de busqueda de actividad de acceso seguro




Activity Search
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Activity Search
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6. Verificar eventos de conexion FMC
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o e
& Secues Connaction
LT sas
—— LT ssoar 2
LR aream £
121322658 5 Connection B A ameza e
A Trosessosting
aaEd oA N 2
o Adminiairation 12T AR AR L oA 3 Eos
60z azIes B A azes E
40121 221732 i Cen oA a0 n
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o~ eazea
LR % Connection oA et &

Eventos de conexion FMC

Caso de prueba 4: usuario local y remoto; aplicacion local o en la nube con TND

En este caso, el tipo de aplicacion depende de la ubicacidon del usuario, si el usuario es local o
esta detras de una zona FTD de confianza (dentro, DMZ, etc.), la aplicacién seria local (caso de
prueba 3). Del mismo modo, si el usuario es remoto, la aplicacion seria en la nube (caso de
prueba 1). La ubicacion del usuario se decidira en funcion de la huella dactilar de la red o de la
configuracion de TND, si la huella dactilar de la red coincide, el nombre local del usuario sera
Local y si no coincide, el nombre local del usuario se considerara Remoto .



Secure Access

IPsec
Private/Cloud Apps
[ | :
ZTA Client Inside
Remote or Local User Ap 10.10.10.1 '

jay@csa.local P Day, X

router3.csa.local
10.10.10.103

Universal ZTA - Topologia de casos de prueba

Paso 1 - Definir un recurso privado en Secure Access

Configure un recurso privado al que se pueda acceder a través del dispositivo inscrito de acceso
de confianza cero (ZTA) con aplicacion en la nube

1. Navegue hasta Recursos > Destinos > Recursos privados > Haga clic en +Agregar

‘dits Security Cloud Control ) 1 P s H D@ 0 £ Jsaikishan Yadav §53

= Resources

> Organizaiion ks, Of subnets that your organization controls access Lo. You must configure a private rescurce if you plan Lo allow end users 1o connect 1o the fesouice using 2ero-trust

Cisco-jalyaday

Sountes and destinalions

Intarnal Matworks
rca Groups
= Platform menu Hetwork Devices
Sacure Access Registered Networks
Roaming Devices Last 24 Hy
ast ours

-
Homa Service Account Exception

& Expordoncelnsights > Secuity Group Tags | M v | 5 Private Resources + Add

SDWAN Sarvice VPN IDs

Connect 3
-
Metwark and Service Objects #  Private Resource Group ConnectionMethod  GConnector Groups  Accessedby  Rules Total Requests.
[ |  Fe— 5 Destinations - Clent-based ZTA B o 2 o

Imernet and Saas Resources

o Monitor » )
Private Resource AR Clent-based ZTA 1 0 2 o

o Admin 2
Settings
AKA Servers Chani-based ZTA . o 2 o
= Caunritas DHS Servers

Acceso seguro - Configuracion de recursos privados



2. En Nombre de Recurso Privado, introduzca un nombre significativo para el recurso. Para
Descripcion, se recomienda proporcionar informacion como el propdsito del recurso o el nombre
del propietario del recurso.

& Private Resources
Add a Private Resource

Private Rescurces are applications, networks, or subnets that your organization contrels access 0. You must configure private resources in order to choose them as destinations when creating access rules. Help O

General

Private Resource Hame

Router3 J

Description [optional]

Router 3 for uZTNA Testing

Acceso seguro - Configuracion de recursos privados

3. Introduzca el FQDN del recurso privado al que desea acceder . También podemos definir la
direccion IP del recurso privado . Para obtener mas informacion, vea Agregar un recurso privado

4. Seleccione el servidor DNS para resolver el dominio

Private resource address

Define how the private resource will eennect to applications through Secure Access.

Internally reachable address (FQDN, Wildcard FQDN, IPv4, IPvE, CIDR) @ Protocel Part [ Ranges

router3.csalocal | | any TCP w || 22 + Protocol & Port
Remove
Internally reachable address (FQDN, Wildcard FQDN, IPvd, IPvE, CIDR) @ Protocol Port [ Ranges

1821681103 Any TCP w 22 * Protocol & Port
Remove
Internally reachable address (FQDN, Wildcard FQDN, IPvd, IPvE, CIDR) @ Protocel Port [ Ranges
[ 101010103 Any TCP v | [ 22 + Protocol & Port

Remove + IP Address/FQDN

‘ Use internal DNS server to resolve the domain LabDNS (Y92.168.1.20, 10.10.10.20

Acceso seguro - Configuracion de recursos privados

5. Seleccionar métodos de conexién de terminales

6. Seleccione FTD como puntos de aplicacion locales


https://docs.sse.cisco.com/sse-user-guide/docs/add-private-resources

Endpoint Connection Methods

Specify the ways wser endpoints can reach this resource. Later, access rules will determine which users and devices can access the resource.

Branch Connections

Allow users and devices on the network, such as printers or kiosks, to connect to this resource il allowed by access rules.

Zoro-1rust connections

@D client-based cannection

Enforcement paints

Claud-onily
Enforcement point for Remote User
Cloud or Local (Universal Zero Trust Remote user
Access)
wia Internet
Local enforeement points om
HFMQ_F...X Search by FTD n, f]]
| FMC_FTO (ftd.csalocal] o .
W BT R AT SETCTeT T TEWans. Enforcement point for Local user

User in a trusted

netwaork
Loeal-only

via local network

Cancel

Allgw endpaints 16 cannect to this resouce from oulside your network withoul requiring a VPN connection, Help

Secure Access Cloud

©

Local Firewall

)

o
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Allow connections from endpeints that have the Secure Client installed. Enable this option for maximum cenirel over endpoint security requirements (posture).

Private Resource

Frivate Resource

(o) (2

Seleccione RC si se puede acceder al recurso privado a través de RC; de lo contrario, déjelo en
blanco si se puede acceder al recurso privado a través del grupo de tunel de red (tunel IPsec).

Resource Connector Groups

Secure Access can forward Zero Trust Access Uraffic to this privale resource using resource conneclars, @
Faor more information, see Help (7

Resource Connector Groups (optional) @
RC=ESMI X | o9 My Server Grauf w

Choose a connestor growp in the same data center, branch
office, or securily zane s the resource, ©
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Nota: En funcién del tipo de inscripcion que seleccione, este cambio asociara
automaticamente el PR al FTD y activara una implementacion de politicas

7. Haga clic en Save (Guardar).

Paso 2: Crear regla de acceso privado




Configure un acceso privado en Secure Access para que los usuarios inscritos en Universal ZTA
puedan acceder . Para obtener mas informacion, vea Regla de acceso privado

1. Vaya a Seguro > Politica de acceso

tace  Security Cloud Control 2 - b @@ K3, Jaikishan Yadav v 33

= Secure L Rule Defaults and Global Settings

@ Organization

Poli
Cisco-jaiyadav 3 =
Accass Policy IR

Platform menu

Cuitan Loss Prewention Policy

Secire Access tent A te Add Rule ~

Profiles
Endpoint Posture Profiles

Security Profiles

@ Home

& [Experience Insights »

Aocess Action Sources Destinations Security Hits Status
& Connect App Risk Profiles
™ Rescurces 3 low Private @ Atlow Any AD Users AD:Server @ 92 -]
—
Threat Categor .
WAL LSlRpones: Privats @ Anow Asry AD Usars ESXI 2 - [}
3 Monitor * Netification Pages
o Admin - Do Not Decrypt Lists &-Allow Private @ anow Any AD Users InbermalNS & - [-]

Cartificates
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2. Haga clic en Agregar regla, y luego elija Acceso privado.
En la parte superior de la regla hay un resumen que describe los componentes configurados de
la regla.

Access Pollcy [ Rule Defaults and Global Settings ]

niEmet aceess rules

tic 1o public intemet sites from
ccess rules apply to users and davic
#58 Applies the fiFst fuké in th Est th

are on yous netwark of that your
sing applications and other resources on
hes traffic. Help

arganization manage:

YOUP At enal net

7 Rules Control and secure access o resources and

applications that cannol be accessed by the
genaral public,
Lo Rule nam: Access Action Sources Destinations Security
Internet Access
—RDP- © -Sarves
! Lo Ll =) Allaw Lol L / Contral and secure access 1o public
- destinations from within your netwark and
H Router]-S8H Prbvite @ Asow Any AD Users Router-1 & from managed devices
] Router2-S5H-Allow Private @ Amow Ay AD Users Router? i 20
4 Cursar Infarmat @ Aow oy y@ees_ Cursor-tast PBE 587 e
5 AlBlock Intarnat @ Block oy lay@ens Conarative A & 5 e
] Intarnet-Allow Internet @ amew Any Ay @ 1536k (-]
7 RAVPH-Allaw Internat @ Amow Any AD Users Amy <) 761 (]
Raws pes page | 100« | 1-7of 7 1

Acceso seguro - Configuracion de la politica de acceso

3. Agregar un nombre de regla


https://docs.sse.cisco.com/sse-user-guide/docs/add-a-private-access-rule

Add Router3-SSH-Allow

Create a rule to contral and secure access 1o specified private applications and cther
destinations on your netwerk. For an end d guide to e ing isites and
configuring a rule, see Help (3

@D Rule is enabled

# Summary

Any Allow
Rule name @ Rule crder
[ Routors-ssi-asom NE
° Specify Access

Spacify which users and endpaints can scoess which rescurces. Halp

Action

@) Allow () Block

Alow spacifiod traic If sacurity Foquinmants ar mel Block spociied Lralfic.

Acceso seguro - Configuracidn de la politica de acceso

4. Seleccione la accion de regla y seleccione origen y destino

Rule name (O Rule order

[ Router3-55H-Allow ] [ L}

@ specify Access

Spacify which users and endpoints can access which resounces. Help £

Mction
@ Allow @ Block
Adcw 3pecified Uraffic il Jecurity FoqUInemsnls g met. Bilcck specified trathic,
From To
Spacily ona of mofe Lowtes Spepcify e or mare destinations
AD Users oAny AD Users @ [Private Resources «Routerd

Acceso seguro - Configuracion de la politica de acceso

5. Configurar requisitos de terminales

Logging is enabled Edit

Destinations

Any private destination



Endpaint Requiremants

For zero-1rust connections, if endpoints do not meet the specified requirements, this rule will not match the traffic. Help C

] Zaro-Trust Cllent-based Posture Prafile  pue Defautts
Requirements for end-user devices on which the Cisce Secure Clant Is installed.
“  Profde: Nene | Requirements: None

Private Resowees: Routerd

Fit Beaneh connetions:
[2ly Endpoint device posture is nat evaluated for endpoints connecting to these resources from a branch netwark.

User Authentication Requirements

(5 Zero Trust Access: User Authentication interval  Fube Defauits D visabled

Frequency with which end users varify their identity, in erder to connect to any private resounce using client-based zero trust access,
When disabled, users are not prompled to re-authenticate to the netwark. Help I3

@ Configure Security

Conligune SECUTY NGSremEntS R4 MUS! be ma batons tratlie i slowed. Help O

Cancel

Acceso seguro - Configuracion de la politica de acceso

6. Configurar seguridad

() Specify Access

Specify which users and endpoints can access which resources. Help .

Configure Security

Configure sacurity requirements that must be met before traffic iz allowed. Help .

Intrusion Pravention (IPS)  Rule Defaults (I visabled

Traffic that matches this rule will not be inspected by the intrusion prevention system. Help .7

Security Profile  Rule Defaults
The following security settings will apply to traffic that matches this rule. Help .7

Security Profile: System Provided - Private Access  File Inspection: Enabled | File Type Blocking: Disabled v

Cancel

Acceso seguro - Configuracion de la politica de acceso

7. Haga clic en Guardar



Access Policy

Internet access rubes apply te
organization manages. Private a
your internal notwark. Secure Access appl

dovices that ano
vices aceesein
st that matches

ur natwark of that your
ione and olher resources on
ffic. Help O

tha first rula in

[ Rule Defaults and Global Settings

@ Rules
o] Rule name Access Action Sources Destinations Security  Hits Status

1 Router3-SSH-Allow Privata @ Allew Any AD Usars Routerd o)) . Y i |
] 2 AD-RDP-Allow Private @ Alow Any AD Users AD-Surver o
O a Router]-SSH Privata @ Mlow Any AD Usars Routar-1 ]
O a Router2-SSH=Allow Privato @ Alow Any AD Usars Routerz 20 -]
5 Curser Iternet = Allow iy Gay@ess... Curscr-tast 587 -]
] 8 Al Block Intemmet @ miock oy Gaygesa.. Generative A.. H (-]
O 7 Intarnat-Allow Intermet & allow Any any 154.8% -]
O ] RAVPH-Allow Entaerset = Allow Any AD Usars Any i 781 -]

Fiows per page 100 ~ 8ol E]
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Paso 3 - Verificar la asociacion de RP en el FTD

1. Vaya a connect > Network Connections > FTDs

ishan Yadav -

Connect X

o> Crgamization . . affic to reach private resources on your network, For information about these options, see Help
ssentials

Cisco-jaiyaday >
- peass

Platform meru Users, Groups, and Endpaint

Secure Access Devices

End User Connectivity

DNS F el 0 .
rwander
% Home armmers Warning d Connecied §
& Experience lnsights
Resources » sework for establishing tunmel redendancy and high
3 within a metwork tunnel group to securely control
Il secure » resources. Help o

@ Monitor > ( Al

w ] 2 Tunnel Groups

Acceso seguro - Verificacion de relaciones publicas

2. Haga clic en el FTD > Ver recursos asociados a este FTD



=a. Local

Network Connections

Connector Groups  Network Tunnel Groups  FTDs

1 3yncing =

FTDs configured for Universal Zero Trust Access

) configuration changes are being processed

FTD Nama

FMC_FTD
Device FODN.
Trusted natwork:

5 Heélp

Version

viD.D.

0

FMC

FMC

UZTA Configuration status Associat

@ Syncing 3

FMC_FTD

Firewall Details

Dovics FGDH

Auto deployment

UZTA Configuration status

@ Syncing

Assigned Trusted Netwerk

Trusted network

Hetworks
LAN 1085 Domains 1 DNS Sarvers
Edit assignment | -+ Trusted network [T

Associated Resources

RESOURCES ASSOCIATED BY STATUS

Status

© Synced

Wiew resources associated (o this FTD

Associate Resources ]



C:\Users\jay>ping ftd.csa.local

Pinging ftd.csa.local [192.168.1.12] with 32 bytes of data:
Reply from 192.168.1.12: bytes=32 time=lms TTL=255
Reply from 192.168.1.12: bytes=32 time=lms TTL=255
Reply from 192.168.1.12: bytes=32 time<lms TTL=255
Reply from 192.168.1.12: bytes=32 time<lms TTL=255

Ping statistics for 192.168.1.12:

Packets: Sent = U, Received = U, Lost = ® (0% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = 1lms, Average = Bms

C:\Users\jay>

C:\Users\jay>nslookup ftd.csa.local
Server: AD.csa.local
Address: 192.168.1.20

Name : ftd.csa.local
Addresses: 192.168.1.12




Resources associated with FMC_FTD

The following resources will get enforced on FMC_FTD when users connect to it from the trusted network
LAN

(Q Search by resource name | | Configuration status v | 3 Resources Associate Resources
Resource name Status
Router-1 @® Synced
Router2 @® Synced
Router3 @® Synced

Acceso seguro - Verificacion de relaciones publicas

3. Haga clic en Close (Cerrar)

4. Verifique el estado , el recurso asociado y la configuracion deben estar en el estado
Sincronizado



Network Connections FMC_FTD

Firewall Datails

so0 Help
Connector Groups MNetwork Tunnel Groups FTDs Davice FODN

Auto deployment

1 synced L] UZTA Configuration status
€ Synced  Last aynee
FTDs configured for Universal Zero Trust Access
Ar d for 25 10 enable Universal Zero Trust Access 1o impre Asgigned Trusted Network
- Trusted network Networks

LAN 1DNSDomaing 1 DNS Servers
FTD Name Varslon FMc UZTA Configuration status. Assoclat e

FMC_FTD vi0.0.0 FMC | S Syneed | 3 [ Edit assignment | 4 Trusted network ¢
Device FQDN: ! £

Trusied naiwark

Associated Resources a

RESOURCES ASSOCIATED BY STATUS

Status

8 Synced 3

Visw rescurces asseciated to this FTD

Associate Resources

5. Compruebe que la configuraciéon se ha enviado al FTD

Inicie sesién en FTD cli y navegue hasta el modo LINA

# show running-config object application




Acceso seguro - Verificacion de relaciones publicas

Paso - 4 Configurar o verificar " Administrar redes de confianza o configuracion ZTA"

Vaya a Connect > End User Connectivity > Zero Trust Access > ZTA Settings y configure Trusted

Networks

Trusted Hetworks
Edit Trusted Networks

L 1
Trussed Hetwork Name
AN
e Inapeen
(8 Proalest scin
el vt msage =
1
- vs iy exilerion are lesed i OF 3 it
Critasion DS Domains
G ey Foemares Critarion
Criterin D Bervens
3 Dbl Servers Bammwa Critarion

Acceso seguro - Configuracion de ZTA TND

Paso - 5 Agregar un recurso privado al perfil ZTA

1. Navegue hasta Conexion > Conectividad del usuario final > Acceso de confianza cero y haga
clic en 3 puntos para editar el perfil ZTA

End User Connectivity

End user cannectivity lets you define how your arganization’s traffic i seered from

—~ endpoinls 10 Secus ACCeEs of 1o the intemet. Help O

Harra Zero Trust Accass  Virtual Private Netwark

Enroliment methods

Internat Sacurity

[ & Glsco Secure cncm] [M.maguuwnu w

@ Manage

Eof rdpoint devices must be d.
&
Conemet
=
Zero Trust Access Profiles & Manage Trusted Networks | IETES Laital ]
Manage Zero Trust Access (ZTA) profiles, which allow you 1o add users and groups 1o uniqus traffic steering configurations far client- based ZTA connections. Help O
# Nama Secure Private Access Securs Internat Acoess Users & Groups Last Used
a
Usa ZTA for all gostinations
Monoe § 2 Destinations g reatnaro 1 Users -
1 ZTAPrafile Treatad bletwers Cliabisd 0 Euceptions bl Jari 25, 2026
o ! :
5 Trusaed Networks Dicabied P
Q & Edit

Acceso seguro - Perfil ZTA

O Delete



2. Ahada el recurso privado

=  End User Connectivity

Create profile
w® For cii Zara Trust A add witich a 561 of usars and groups can ba stearsd. Help
Hame
ZTA profile name Priority Traffic Steering Limits ©
1 v
s [ ETAProfile ] [ 'L Crer prifile i0S Sk Android 10k macOS/Windows 100k
Expirience
Insights
L
- Secure Private Access
° Securo Private Access
O Destinations. Acd the private destinations and private resources to which a set of users and groups can be steored, Help £F
= 2 Secure Internel Access Traffic Steering  Options
Resmroes

3 Useds and Groups

v o

Sesure
Private Ressures
- Destinations & Private Resources Destinations  Modified
o] Add peivate are
[y ° *EPE. S8 CHEEO.1EEL 1 Feb 22, 2023 for chent-based Zeno Trust Access.
Add Destination
= Add that are not configs
L a5 private resources that uses traffic can
access during Zero Trust Access,
L]
Admiey

Acceso seguro - Perfil ZTA

Add private resources
Select privale resouwrces that are configured for client-based Zero Trust Access. You can add up to 100 private resources at a time.

Private Resource
|| Ao-server s ows-Mgmt x Routers G2) @ ~

O LAB-InsideNetwork {1010.10.0/24, taclab.com)
O InternaiDHS (10.10.10.20, 182.1681,20)
AD-Server (10.00.10.20, ad.csa.local)

LAB Management (1521661.0/24)

Router2 (101010102, router2.csa.local)

Router-1 (101010101, routerl.csa local)

a
(]
@ DNS-Mgmt (192.1681.20/32)
a
-]
-]

Router3 (101010103, 1921681103, router3.csa.local)

Acceso seguro - Perfil ZTA

3. Agregar usuarios y grupos



# End User Conneciivity

Create profile

For client-based Zero Trust Access connections, add the destinations to which a set of users and groups can be steered. Help

Home
ZTA profile name Priority Traffie Steering Limits ©

ZThPraie J [ 1. Curremt prodile - i0S Sk Android 10k  macOS/Windows 100k

Experience
Inaights

& Users and Groups

. Secure Private Access
I Destinatiens Add a et of users and groups that will be steered to various destinations added to this ZTA profile

Becure Internet Access
<= @ Users 0  Groups 0

© viers ana croums |

Secure
Name Email Type

Adimin
+ Usors and Groups

Acceso seguro - Perfil ZTA

Priority Traffic Steering Limits ©

ZTA profile name
] [ 1. Current profile v 05 Sk Android 10k macOS/Windows 100k

| ZTAPrafile

Users and Groups

@ Secure Private Access
Add a set of users and groups that will be steered 1o various destinations added to this ZTA prafile

2 Destinations

@ Secure Internet Access
Users 1 Groups @

)

e' Users and Groups |

[ Q Search
MHame Email Type Users
Jay llay@csa.local) Jay@gmail.com 2 User - =)

Rows per page

Acceso seguro - Perfil ZTA
Paso - 6 Verificar el acceso al recurso privado

Cuando el usuario es local



1. Verifique la huella dactilar de la red para ZTA TND, debe coincidir si el usuario es local y el
acceso privado seguro debe estar activo

@ Cisco Secure Client —

asco  Secure Client

General Zero Trust Access

Statistics Advanced Configuration Message History

Status Overview

AnyConnect VPN TCP Flows: 611
Allowed UDP Flows: 43
Zero Trust Access Allowed TCP Flows: 597
Blocked UDP Flows: 111
Umbrella Blocked TCP Flows: 14
Authenticated UDP Flows: 0
Authenticated TCP Flows: 0
Proxy Configurations: A~
Secure Private Access Active
Secure Internet Access Active
| Network Fingerpnints: ~
| LAN Matched
| Collect diagnostic information for al
installed components.
Diagnostics

Secure Access - Prueba de relaciones publicas

2. Compruebe que el usuario remoto puede resolver el FQDN del FTD



C:\Users\jay>ping ftd.csa.local

Pinging ftd.csa.local [10.10.10.1] with 32 bytes of data:
Reply from 10.10.10.1: bytes=32 time=1lms TTL=255
Reply from 10.10.10 bytes=32 time=1ms TTL=255

o2
Reply from 10.10.10.1: bytes=32 time=1lms TTL=255
Reply from 10.10.10.1:

bytes=32 time=1ms TTL=255

Ping statistics for 10.10.10.1:

Packets: Sent = U, Received = U, Lost = © (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1lms, Maximum = lms, Average = lms

C:\Users\jay>nslookup ftd.csa.local
Server: AD.csa.local
Address: 10.10.10.20

Name: ftd.csa.local
Addresses: 10.10.10.1

3. Compruebe que FTD puede alcanzar un recurso privado mediante FQDN

4. Pruebe la conexién SSH al recurso privado

Acceso al PR mediante FQDN



@ PuTTY Configuration

Category:

- Session
Logging

= Terminal
Keyboard
Bell
Features

- Window
Appearance
Behaviour
Translation

+- Selection

Colours

—- Connection
Data
Proxy

+- SSH

Senial
Telnet
Rlogin
SUPDUP

Aheudt Heln

Basic options for your PuTTY session

Specify the destination you want to connect to

Host Name (or IP address) Port
router3 csa Jocall 22
Connection type:

©55H (O Sedal ()Other: Telnet

Load, save or delete a stored session

Saved Sessions

Default Settings Load

Save

Delete

Close window on exit:
) Aways () Never © Only on clean exit

Onen Cancsl

Acceso al PR mediante la direccion IP

AnyConnect VPN:

On a trusted network.

Zero Trust Access:

Zero Trust Access is active.

Connect

Umbrella:
Umbrella is inactive.
Profile is missing.

Cisco Secure Client

AnyConnect VPN:

On a trusted

Connect

Zero Trust Access:

Zero Trust Access is active,

Umbrella:
Umbrella is inactive.

Profile is missing.




ﬁ PuTTY Configuration ? X

Category:
Session Basic options for your PuTTY session AnyConnect VPN:
2 L_ogrlglng Specify the destination you want to connect to On a trusted network.
=)- Terminal
Kevboard Host Name (or IP address) Port
- 10.10.10.103 22 - Connect

Bell o <
Features Connection type:

WAL - = -

mncfc-.« ©5SH (OSeral () Other: Telnet

n
nppea.ra e Zero Trust Access:
Behaviour Load, save or delete a stored session )
Translation [§ Zero Trust Access is active.
Saved Sessions

+- Selection
Colours

Connection Default Settings Load
Data
Prouxy Save

+- SSH Umbrella:

Delete
Senal Umbrella is inactive.
Telnet Profile is missing.
Rlogin
SUPDUP Close window on exit:
() Always _) Never © Only on clean exit

¢ a alualn
Abe s (I T [y SR, g @ cisco

@ Cisco Secure Client [} - x

AnyConnect VPN:

0On a trusted netwark.

Zero Trust Access:
Zero Trust Access is active.

Umbrella:
Umbrella is inactive.

Profile is missing.

5. Verificar registros de busqueda de actividad de acceso seguro



Activity Search H -

Schedule  Export RV

W LasT2anouRs ™

DOMAN  roulnr3.csaloce X

y domain,

Advanced = ELEAR Saved Searches » [ Customize Columns ZTA Cliant-based »

i ATotal (%) Viewing activity fom Feb 3%, HUH £41 AM o Felb 23, 1026 841 AM Page:

Responss ERPRPIY [ e— Sourca

v Dussination Dustination®  Destingion Port  Acton ResowcaiApplication  Tewo Trusd A

ccens Profis

Miowed & Advanced

- EETETTR L jaylay@osaiocal] L jay(ay@esalecal)  rowterd.osalocal 22 Mowed  Fouterd ITAProlile Rswierd-55H-Alow L+ win 10.0.% 78400
Biocken
L jayGay@cralocal] L jay(ay@ceatocal)  rowterd.ceslocal ] TThPrafite Routord: S5H-ABow L PETO0 THAD
Idontity Type Sesect A ZTA CLENT-SASED L ey Gey@csalocsl] L jay (eygesslesal)  reunard.caslocsl 1 Mdwed  Rnuterd ITAPrulite Reutsr3-SSH-ABsw Ls  win 10.0.26200 7840
A AD Usars ETTIETR L by Gaygosalocall Ly lay@esakecall  resterdcrlocal z Asowed  Fouterd ZTAProlil Rewtwrd-S5H-ASow  Le  win 100262007840
s AD Groups
AD Devices
D SAML Users
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Activity Search =

Scheade  Export C5V

W LasT 24 HOLRS

m Q, Seach Advanced = eLEan Saved Searches ~ B Customize Columns ZTA Client-based +
RESPONSE  Alcvwnd X Restore to default layout =
N 36 Tolal () Viewinp ciiry from Feis 27 2028 641 AN 10 Fel 23, 2038 541 AW Page: 1 =  Puesulsperpage: 50=  1-26of 26 Event Details W%
Responss Seectan  Mequet Soures R Ity @ Dastration [ Dastin 3 Alowed
lbock aason
Abowed & asvanced
& A i L jay Gay@esalocal) L juy ay@esalocal) rowierd.csalocal 22 .
Blcsind L]
L jay Gay@csatocal) 4 jay Gay@csalocal) routerd.csatocal 22 Connestion Mathod
ZTA Chant-ased
Identity Typs Sebect A L jay Gay@csaltocal) 4wy tapiesa.local) routerd.cealocal 2
L AD Users AL jay Gay@asatocal) 4 jay Gay@esalocal) rowterd.ceatocal 22 ses Feb 23, 2026 6:40 AM
& AD Groups
y L jay Gay@eantocst) L juy Gey@esn loeal) ELETELTEE] 22
AD Divizon Access details
0 SAML Usors L jay pay@esatoes L juy Gay@canlocal) LLALELEEE ]
o
P —— 4 oy Gor@esnocan 010102 n F——
Enforced By Selact &
L ey Gay@esatoes)) L juy Gep@esalocs) 010102 22 ZTHA Client
Secure Access Cloud
FID L jay Gay@caniocal 4y (ey@canlocal) LI AT-RIRT 22 FRule Nama
Urmiorella Cloud Router3-55H-Allow
L jay Gayiposaiocal] L jay (japicsa.iocal) routercsadocal  10I0I0I0ETE ]
L jay Gay@csatocal) 4 jay Gay@csalocal) moutori.cealocal WA0EEE o
L jay Gay@esaltocal) L jay Gapfpcsatocal) routard.ceatocal o A T S
ZTAProile
Ay GayGesatocal 4 oy tapgesa.local) ot cratocal EH
L jay lay@csalocal) L jay Gapiesalocal] routeri.cealocal -]
Endorcement Point
A juy Gay@esaltocal L juy Gap@esalocal) mouterZ.osaloeal  I01QIDI0EEE 22
= o FTD> FMC_FTD
L ey Gay@esalocal) Ly Gawi@esalocal) LIRTRIET S AINI0ETD 22 Des jon
L jay Gay@esatocal) L jay Gap@esalocal) ALALEELH 1010100222 22 rauterd.csadocal
L jay Gay@esalocal) L juy Gap@esalocal) mouter2osalocal  DI0I0I0ETE 22 i
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6. Verificar eventos de conexion FMC

Events  Troubleshooting

- 1 Destination IP 105010103 =+
X B w0 4 gvents
£ insights & Reports y
Source Port | Destination n

-3 »

£ Evernsiloge Time Ktion Reason Source IF Diestination i by Portjican_ el Application Aecess Contrel Rude (]

+ 2026-02-23 0140554 B Alow Zore Trust Flow 160.2541194 109010493 37877 [ 1ep 22 isam) [ 12p

_r 3 B026-01-1F Olsdpudy O Aiow Zare Trust Fiow 160.2541190 105010403 208 [ 1cp 33 buam) [ 1ep

1) Poicies y 3 2026-03-23 0140041 B Alow Zer Trust Flow 168.254 1088 1090101063 57851 icp 22 isshi [ tep

A 3 2006-03-23 014033 % Coneection 0 Asw Zens Trust Flow 160.2541108 109010103 51672  10p 22 sam) [ tep

%% Objecis

Eventos de conexion FMC



Cuando el usuario es remoto

1. Verifique la huella dactilar de la red para ZTA TND, debe dejar de coincidir si el usuario es
remoto

@ Cisco Secure Client =

' I ' ] ' .
diea’ Secure Client

General Zero Trust Access

. Statistics Advanced Configuration Message History
Status Overview

AnyConnect VPN TCP Flows:
Allowed UDP Flows:
Zero Trust Access Allowed TCP Flows:
Blocked UDP Flows:
Blocked TCP Flows:
Authenticated UDP Flows:
Authenticated TCP Flows:

Umbrella

Proxy Configurations: ~
Secure Private Access Active
Secure Internet Access Active

Network Fin gerprints: ~
LAN Unmatched

Collect diagnostic information for all
installed components.

Diagnostics

Secure Access - Prueba de relaciones publicas

2. Compruebe que el usuario remoto puede resolver el FQDN del FTD



C:\Users\jay>ping ftd.csa.local

Pinging ftd.csa.local [192.168.1.12] with 32 bytes of data:
Reply from 192.168.1.12:
Reply from 192.168.1.12:
Reply from 192.168.1.12:

bytes=32 time=1lms TTL=255
bytes=32 time=1lms TTL=255
bytes=32 time<lms TTL=255

Reply from 192.168.1.12:

Ping statistics for 192.168.1.12:

Packets:

Sent = 4, Received = U, Lost

bytes=32 time<lms

TTL=255

@ (0% loss),

Approximate round trip times in milli-seconds:

Minimum =

C:\Users\jay>

Oms, Maximum = 1lms, Average

C:\Users\jay>nslookup ftd.csa.local

Server:
Address:

Name :
Addresses:

AD.csa.local
192.168.1.20

ftd.csa.local
192.168.1.12

3. Pruebe la conexion SSH al recurso privado

Acceso al PR mediante FQDN

@ PuTTY Configuration

Bms

Category:
Session Basic options for your PuTTY session AnyConnect VPN:
. L.oglglng Specify the destination you want to connect to On a trusted network.
=- Teminal
| P
Keyboard Host Name (or IP address) ort
Bel router3.csa locall 22
Features Connection type:
W A - -
Window O5SH  (OSeidl (OOther Telnet
Appearance Zero Trust A
ero Trust Access:
Behaviour Load, save or delete a stored session Zero Trust A "
‘ero Trust Access is active.
Transj?t'on Saved Sessions
+- Selection
Colours
= Connection Default Settings Load
Data
Proxy Save
- SSH Del Umbrella:
Serial ke Umbrella is inactive.
Telnet Profile is missing.
Rlogin
SUPDUP Close window on exit:
() Aways () Never © Only on clean extt
Aheudt Heln Onen Cancel




® Cisco Secure Client — b4

AnyConnect VPN:

On a trusted ne

Connect

Zero Trust Access:
Zero Trust Access is active.

Umbrella:
Umbrella is inactive.
Profile is missing.

Acceso al PR mediante la direccion IP

®

Category:

=] Session
Logaing

=] Terminal
Keyboard
Bell
Features

=I- Window
Appearance
Behaviour
Translation

+- Selection

Colours

=] Connection
Data
Proocy

+- 55H

Serial
Telnet
Rlogin
SUPDUP

9 Cisco Secure Client — X

Basic options for your PuTTY session AnyConnect VPN
Specify the destination you want to connect to On a trusted network.
Haost Name (or IP address) Paort | | Cormect
1592.168.1.103 2
Connection type:
O5SH  (OSedal (O0ther:  Telnet v

Zero Trust Access:

Load, save or delete a stored session . )
' Zero Trust Access is active.

Sawved Sessions

Default Settings Load

Save
Umbrella:

Delets Umbrella is inactive.

Profile is missing.

Close window on exit:

O Mways (O MNever @ Only on clean exit

- — 1o MO, oy




#P 1921681103 - PuTTY - O X

AnyConnect VPN:

On a trusted WO

Zero Trust Access:
Zero Trust ACcess is active.

Umbrella:
Umnbrella i inactive.
Frofil is missing.

5. Verificar registros de busqueda de actividad de acceso seguro

Activity Search = = .

m . ’ ELRAN

RESPOMSE  ANowe

Il

iebentity Type

T CLINT-BASED

|

“TTA CLIENT -BASED

|

“TTA CLINT -BASED

|

Activity Search u - TP
RPN Mowed X

Evant Datails b4

i
e

§
a

Access detais

"
0

|
s

10180002 2 ; 2 Mo Malch

I




Troubleshoot

Comandos utiles:

> show allocate-core profile

> show asp inspect-dp snort

> sh running-config universal-zero-trust
> show interface ip brief

> debug universal-zero-trust zproxy 7

l'y, a continuacion, vaya al modo experto

# tail -f /ngfw/var/log/messages

# show conn all

# show nat detail

# show asp table socket



Acerca de esta traduccidén

Cisco ha traducido este documento combinando la traduccién automatica y los recursos
humanos a fin de ofrecer a nuestros usuarios en todo el mundo contenido en su propio
idioma.

Tenga en cuenta que incluso la mejor traduccién automatica podria no ser tan precisa como
la proporcionada por un traductor profesional.

Cisco Systems, Inc. no asume ninguna responsabilidad por la precision de estas
traducciones y recomienda remitirse siempre al documento original escrito en inglés (insertar
vinculo URL).



