Implementar el conector de recursos de acceso
seguro en Azure
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Introduccion

Este documento describe como implementar un Resource Connector paso a paso en Azure.

Prerequisites

Recopile la informacion necesaria y comprenda

» Obtenga la imagen del conector.
Puede descargar la imagen una vez y utilizarla para cualquier numero de conectores
en cualquier grupo de conectores.
Si utiliza una imagen descargada anteriormente, asegurese de que la imagen es la
ultima version.
Para obtener mas informacién, vea Obtener |la imagen del conector.
» Copie la clave de aprovisionamiento del grupo de conectores especifico para el que
implemente conectores.
Consulte Claves de aprovisionamiento para conectores de recursos.

Requirements

Cisco recomienda que tenga conocimiento sobre estos temas:

» Acceso de administrador al panel de Cisco Secure Access


https://docs.sse.cisco.com/sse-user-guide/docs/obtain-connector-image
https://docs.sse.cisco.com/sse-user-guide/docs/provisioning-keys-for-resource-connectors

» acceso al portal de Azure

* Cliente seguro de Cisco
* Maquina Windows con ZTA inscrito

Componentes Utilizados

La informacion de este documento se basa en la prueba realizada en un entorno de laboratorio
utilizando los siguientes componentes:

Cliente ZTNA

» Acceso seguro
* Azure

* Recurso privado

La informacion que contiene este documento se cred a partir de los dispositivos en un ambiente
de laboratorio especifico. Todos los dispositivos que se utilizan en este documento se pusieron en
funcionamiento con una configuracion verificada (predeterminada). Si tiene una red en vivo,
asegurese de entender el posible impacto de cualquier comando.

Configurar

Configuraciones en Secure Access

Inicie sesion en el panel de acceso seguro y navegue hasta Connect > Network Connections > Connector

Groups

» Haga clic en add

‘dith Secure Access

MNetwork Connections
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https://dashboard.sse.cisco.com/
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Acceso seguro: configuracion de grupos de conectores

* Elija Microsoft Azure y utilice el scaling Caculator para determinar los recursos necesarios

4 Metwork Comnections

Add a Connector Group

RESSUICH CONWICIONS 370 SHpkiyed in graups for redunaancy and scalabdity. Add &
o CONMEIDT Qroup [0 CONNEET USHS 1o PIVAtH ISCLECAS in & Singlo dath conter, branch, or
security 2one. You will add the group first, then add connectars 1o the group. Help
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Secure Access - Revision de la configuracidon del conector de recursos

» Aproveche la DNs servers Opcion para resolver dominios especificos a través de servidores
DNS dedicados. Se considera una practica recomendada para organizaciones con varios

dominios internos.
* Haga clic en save



+ Network Connections
Add a Connector Group

Re:
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1 Connector group
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© orssevens B -

f you d rat specify DNS servers ere, destination domains are rescived using the default
DMS server configured during connector deployment

(] Domains DNS Servers

Domains and DNS Servers Manage DNS Servers O

[ Cancel Back

Acceso seguro - Configuracion del conector de recursos

» En esta etapa, asegurese de copiar el provisioningKey. La necesitara mas adelante en Azure
durante la implementacion del conector de recursos para habilitar el registro con su
arrendatario de acceso seguro.

Secure Access

Network Connections

Manage the connections that allow user traffic to reach private resources on your network. For information about these options, see Help 7

s
Connector Groups Network Tunnel Groups FTDs
Heme —_—
P
1 2% Nextsteps
Exporsence
sights Resource connectors deployed in a connector group will connect user traffic to all private
resources assigned to the one or more connector groups is configured, take
“ the following staps to deploy connactors in the connectar groups and assign privata
L resources to groups. Help o7
Connmct
- o Deploy your Connectors
==
Resources

Create conneclors using the image provided by Cisco,

[ =8 Connector Image for Microsoft Azure 7 ]

Secure
= Each connector in a group must be able 1o conmect 1o all of the resources assigned to the
-] group.
= All connectors in a group must use the same deployment environment, for example AWS ar
Moniter VMware.
= Deploy at least two Connectons in each connector group for redundancy during connector
Q upgrades.
Iestigate « Animage can be used for any CO““E‘HOY.QYWD lf‘lal uses the same en\-lronrnent.l
L + When you create each connector, you will assoclate it with a connector group using the
CONNECIOr group's provisioning key from the table below.
e Connector Group Environment Provisioning Key
Acmin
Azure-RC Microsoft Azure sssssmsnns Copy * Regenarate Key expires on Feb 3, 2026 12:00 AMUTC
Warkflows

2 Confirm Connectors

3 Assign Private Resources to Connector Group

Acceso seguro - Configuracion del conector de recursos
Configuraciones en Azure

Navegue hasta el portal de Azure y luego navegue hasta el Marketplace de Microsoft Azure y



https://portal.azure.com/

busque la imagen del Conector de recursos de Cisco Secure Access:

e e =

Home
Marketplace
Gat Started

4 Cisco Secure Access Resource Connector S Publisher name : All >0 Product Type : All Publisher Type : All X Operating System = All ¢ Pricing : All <
Service Providers

Azure benefit aligibl ly O Az

Search with Al [ Azure ber igible anly [ Azure services anly
Management +, Mew! Get Al-generated suggestions for ‘cisco secure access resource connector’ m x

Private Marketplace
Shawing 1 to 1 of 1 results fior 'Cisco Secure Access Resource Connector’. Clear search
Private Offer Maragement

B
My Marketplace
Ciseo Secure Access
Favorites
Resource Connector
My solutions Ciseo Systems, Inc
Recontly croated Wirtual Machine
Chseo Saure Acoess resourTe
Private plans connectons securely forward
authorized remote user traffic o
. FEIOUPCES O YOUT MEtwark wiing
Categories Software plan starts at less than
$0.001/3 years
Infrastrisctune Services (1)
Ly
Security (1) ey
Previous Page 1 W aof 1 Next

Secure Access - Creacion del conector de recursos en Azure

 Seleccione el subscription y Yy, @ Plan continuacion, haga clic en create

Hame > Marketplace

Cisco Secure Access Resource Connector #

Cisco Systems, Inc.

Ahan.  Cisco Secure Access Resource Connector o add o Favorites
€I5Co0

Cisco Systerns, Inc. | Virtwal Machine
B Azure benefit eligible

Subseription Plan
i . o Cisco Secure Access Resource Conne... m | Start with a pre-set configuration ]

‘Want to deploy programmatically? Get started

Overview  Plans + Pricing Usage Information + Support Ratings + Reviews

Cisco Secure Accoss protects your internal/private resources, user devices, and corporate reputation from malicious and unwelcome activity, saf ding both inbound and
internet-bound traffic using a suite of access and security controls,

Zero Trust Metwork Access to private/internal resources

To protect your private internal respurces, Secure Access offers secure, granular Zero Trust Network Acoess to those resources.

R forward traffi Iy to private internal resources

Resource connectors ane virtual machines deployed in your Azure environment that forward remote user traffic to your applications without requiring open inbound ports in
your firewall, Resource connectors simplify setting up Zero Trust Access without any need for cormplex netwark configurations.

More information

For more information about Cisco Secure Access, see hitps.//fwww.cisco. i ‘en/products/security access/index himl,

For more information about Secure Access options for connecting wser traffic to private resources, see hitps//tisco.com/go/secure-acoess-netwark-connection-methods-
documentation

To deploy this resource connector image, see hitpsyfaww.Cisco.com/go,/secure -a00ess- resoUrce-connectors -azure- decumentation

More products from Cisco Systems, Ing, See All



Secure Access - Creacion del conector de recursos en Azure

* Revise la configuracion de la clave publica Disks, Networking y SSH

T

Home * Marketplace * Cisco Secure Access Resource Connector

Create a virtual machine = M  Help me create a v aptimized for high availability  Help me choose the right VM size for my workload  Help me create a low cost VM

Basies  Disks  Metworking  Management  Monitoring  Advanced  Tags  Review + create

Create a virtual machine that runs Linux or Windows. Select an image from Azure marketplace or use your own customized
image. Complete the Basics tab then Review + create to provision a virtual machine with default parameters or review each tab
for full customization. Learn more o

Project details

Select the subscription to manage deployed resources and costs. Use resource groups |ike folders to organize and manage all

VOUF FES0UMCES.

Subscription * () cx-tac-sept-20-azure (cxsecurity) W
Resource group* (0 (Mew) Jai-Azure-RG W

Create new

Instance details

Wirtual machine name * (0 l Azure-RC J]

Region* © [ s west us |
Deploy te an Azure Extended Zone

Availability options (0 Mo infrastructure redundancy required e

Security type @ Trusted launch virtual machines L
Configure security features

Image * () &% Crsco Secure Access Resource Conneclor - k64 Gen2 e
See allimages |

WM architecture (0 Armb4
O #emsd is ot supported with the selected image.

Run with Azure Spot discount (0 D

Size * (O Standard_Fds_v2 - 4 vepus, B GiB memary (§119.14) A

Enable Hibernation (0

See all sizes

O Hibernate does not cumently suppornt Trusted launch and Confidential virual
PP b :

P i -



Microsoft Azure B Search resources, services, and docs (G+/) I T Copilot -

Home » Cisco Secure Access Resource Connector

Create a \\‘"“tual machine - '.b Help me create a low cost VM Help ma create a WM optimized for high availability Help ma choose the right VM size for my workload
Run with Azure Spot discount (0 LJ
Size * (0 Standard_F4s_v2 - 4 vcpus, & Gik memaory ($119.14) d
See all sizes

Enable Hibernation ()

“ Hibernate does not currently support Trusted launch and Confidential virtual
rachines for Linux images. Learn more

Administrator account

(®) SSH public key
O password

Authentication type (0

o Azure now automatically generates an 55H key pair for you and allows you to
store it for future use. It is a fast, simple, and secure way to connect te your

virtual rmachine.
Username * (0 azureuser
S5H public key source Generate new key pair S
$5H Key Type (®) RSA SSH Farmat

(O ed25519 SSH Format

0 Ed25519 provides a fioed security level of no more than 128 bits for 256-bit key,
while RSA could offer better security with keys longer than 3072 bits,

Key pair name * Azure-RC_key ~

Inbound port rules

Select which virtual machine network ports are accessible from the public internet. You can specify more limited or granular
network access on the Networking tab.,

—
Public inbound ports * (0 |®) None
() Mllow selected ports

Select inbound ports Salect one or mo

O A traffic from the internet will be blocked by default. You will be able to
«change inbound pert rules in the WM > Networking page.

A

Precaucion: No pierda la clave SSH privada; de lo contrario, no podra acceder a la CLI de
RC y debera volver a implementarla para solucionar los problemas.



Microsoft Azure O Search resources, services, and docs (G+./)

I v -

Home * Marketplace * Cisco Secure Access Resource Connector

Create a virtual machine - b  Helpme choose the right VM size for my workisad | Help me create a VM optimized for high availability

Basics  Disks  Metworking  Management  Monitoring  Advanced  Tags  Review + create

Azure VMs have ane operating system disk and a temparary disk for short-term storage. You can attach additional data disks,
The size of the VM determines the type of storage you can wse and the number of data disks allowed. Learn mere o

@ There is a charge for the underlying storage resaurces consumed by your virtual machine. Leam mane

VM disk encryption

Azure disk storage encryption automatically encrypts your data stored on Azure managed disks (05 and data disks) at rest by
default when persisting it to the cloud.

Encrypticn at host &

@ Encryption at host is not registered for the selected subscription. Leam mare ©

05 disk

5 disk size Image default (52 GiB) ~
5 disk type = Premium 550 (locally-redundant storage) W
Delete with VM n

Key management (O Platform-managed key '
Enable Ultra Disk compatibility & D

Data disks for Azure-RC

You can add and configure additional data disks for your virtual machine or attach existing disks, This WM also comes with a
temparary disk

LUN Mame Size (GiB)

Host eaching  Delete with v (0

Create and attach a new disk Attach an existing disk

~ Advanced

Help me create a low cost VA



Microsoft Azure

O Search resources, services, and docs (G+/)

Home * Marketplace * Cisco Secure Access Resource Connector

create a uinual machine < My | Holp me choose the right VM size for my workload  Help me create a VM optimized for high availability  Help me create a low cost VM

Basics  Disks  MNetworking Management  Monitoring  Advanced  Tags  Review + create

Define network connectivity for your virteal machine by configuring network interface card (MIC) settings. You can control ports,
mbound and outbound connectivity with securty group rules, or place behind an existing load balanging solution,
Learn more

Network interface

When creating a virtual machine, a network interface will be created for you.

Virtual network (0 (Mew) wnet-westus (Jai-Azure-RG) i

Edit virtual network

Subnet = (0 (Mew) snet-westus-1 A
Edit subnet 1722800 - 172.28.0.255 (256 addresses)

Publicip O {new) Azure-RC-ip f
Create new

0 Public IP addresses have a nominal charge. Estimate price ©7
) none

(®) Basic

O Advanced

NIC network security group ()

Public inbound ports * (0 Mone

O Allow selected ports

Select inbound ports Select one or more ports

ﬂ All traffsc from the internet will be blocked by default. You will be able 1o
change int=ound port rules in the VM > Networking page.

Delete public I and NIC when VM is ﬂ
deteted (O

Enable accelerated networking ()
The selected image does not support accelerated networking.

Load balancing
You can place this virtual machine in the backend pool of an existing Azure load balancing solution. Leam mare o

(®) Mone

| = Previous || Mext : Management » |

Load balanging options &

Secure Access - Creacion del conector de recursos en Azure

» Pegue la provisioning Key copia de Cisco Secure Access en eluser datacampo

KEY =XXXXXXXXXXXXXXXXXXXXX



Microsoft Azure A2 Search resources, services, and docs (G+/)

Home > Marketplace » Cisco Secure Access Resource Connector

Create a virtual machine ~ MB  Help me choose the right VM size for my workload | Help me create a VM optimized for high availability | Help me create a low cost VM

Select a VM application to install

Custom data

Pass a script, configuration file, or other data into the virtual machine while it is being provisioned. The data will be saved on
the VM in a known location, Learn more about custom data for VMs &

Custom data

6 Your image must have a code to support consumption of custom data. If your
image supports cloud-init, custom-data will be processed by eloud-init.
User data

Pass a seript, configuration file, or other data that will be accessible to your applications throughout the lifetime of the virtual
machine, Don't use user data for storing your secrets or passwords, Learn more about user data for VMs o

Enable user data u

User data * KEY = "0000a00000000000000000

Performance (NVMe)

Enable capabilities to enhance the performance of your resources.

Higher remote disk storage performance

with NviMe (O 0 The selected image and size are not supported for NVMe.
: :

rnoned VM imaoes and sizes o
Host

Azure Dedicated Hosts allew you to provision and manage a physical server within eur data centers that are dedicated to your
Azure subscriptian, A dedicated host gives you assurance that only WMs frem your subscription are on the host, flexibility to

| < Previous ” Next : Tags » ] Review + create

Secure Access - Creacion del conector de recursos en Azure

* Revise y haga cliccreateen para continuar con la creacion de su Resource Connector



Microsoft Azure £ Search resources, services, and docs (G+/) I T Copilot -

Home > Marketplace > Cisco Secure Access Resource Connector

Crea‘le a virtual machine & Halp ma creata a VM optimized for high availability Help me choosa tha right VM size for my workload Help me create a low cost VM

@ validation passed

SULSLIRLUGN AR SIEN SV A LURE (LB LRTILY)
Resounce group [new) Jai-Azure-RG

Virtual machine name Azure-RC

Region West Us

Availability options Mo infrastructure redundancy required
Zone options Self-selected zone

Security type Trusted launch virtual machines
Enable secure boot Yes

Enable vTPM Yes

Integrity monitering Mo

Image Cisco Secure Access Resource Connector - Gen2
Wi architecture %64

Size Standard F4s v2 (4 vepus, B GiB memory)
Enable Hibernation MNe

Authentication type 55H public key

Username azureuser

55H Key format Ed25519

Key pair name Azure-RC_key

Public inbound parts Nane

Azure Spot No

Disks

05 disk size Irnage default

O disk type Premium 550 LRS

Use managed disks Yes

Delete OS disk with VM Enabled

Ephemeral 06 disk No

MNetwaorking

Virtual network vnet-westus

Subnet snet-westus-1

Public IP [new) Azure-RC-ip

Amalnmntnd mat sl i

Secure Access - Creacion del conector de recursos en Azure

» Después de hacer clic en create, aparece una opcion para descargar la clave privada. Haga
clic en Download private key and create resource



Microsoft Azure

Hoeme » Marketplace » Cisco Secure Access Resource Connector »

Create a virtual machine -~ #  Help mecroate a VM optimized for high availability | Hedp me choose the right VM size for my workioad | Help me creata a low cost VM

Generate new key pair

@ An 55H kay pair contains both a public key and a
private key. Azure doesn't store the private key.
Ater the SSH kéy resource is ereated, you won't be
able to dewnlaad the private key sgain. Learn mone

Download private key and ereate resource

Return to create a virtual machine

Secure Access - Creacion del conector de recursos en Azure

A

Precaucion: No pierda la clave SSH privada; de lo contrario, no podra acceder a la CLI de
RC y debera volver a implementarla para solucionar los problemas.

* A continuacion, podra ver el progreso de SuResource Connector

Home *

aCreata‘a'm-cisoo.ciscn-resowea-nonnsctor-cisco-sec-2026m19144612|Overview 2 -

Deployment

P search LI [0 elete @ Concel (T Redepley & Download () Redresh

£ Dverdew L

Py— =« Deployment is in progress

- s, DEDIOYTREAT NaME CroateVm (S0 CHO0-TETOEICe-CONNCION Ciseo..,  S1ar time: 171972026, 3:08:05 FM

= Outpits " Subscription: cr-tac-sspi-20-azure (coecurity} Conrelition ID: mms:ﬁmmmms'
Resource group: Jai-Azure-AG

& Template
~ Deployment details

Resournce Type Status Cperation details
@ Aure-RC Microsoft. Compute/virtualhachines Created Operation details
@  arure-ncT08 Mieresoft Network/networkinterisces oK Operaton ditils
[ rh-intert, - 15 Migrosodt oK Operation details
@  Azure-RCAp Migresoft Network/pullicipaddnesses oK Operation detsils
@  Aure-RC-rsg i s =14 Operation detals

Acceso seguro: implementacion del conector de recursos en Azure



A continuacion, vaya al Panel de acceso seguro para confirmar la Resource Connector conexion y
la implementacién correcta en su arrendatario de acceso seguro

* Haga clic en Connect > Network Connections > Connector Groups

* Enla opcién 2 Confirm Connectors (Confirmar conectores), haga clic enconfirm Connectorspara
finalizar la implementacion

Secure Access @ £ Jaikishan Yadav

Connector Groups  Network Tunnel Groups  FTDs

& & MNextsteps

© ooploy your Connectors

Cronte SONMECONS wsing the image provided By Cico.

£2 Cannector image for Microsoft Azurs 07

* E3h connacton in & group must be akise 1o cennect 12 all of 1 rasources aesignad to the
GO
1 * All COMNBELANS in & Group Must wse the same deplayment envitenment, Tor exampie AWS or
Secuy Whtware,
= Deploy at least two connectors in each connector group for redundancy during conrecion
upgrades,
* AN iMmage €30 bo Lsad 107 BNy CONMWEIOE Group That USOS THe S3M0 enVICAMENE.
Meritor * Whaer you €fea%e 0OCh CEANBCTEN, you will K1S0CIN1E It with & CORFECIS! GrouR using The
COANBECION GIoWDS proviskoning key from the table beiow.

Connector Group Errvirsnment Proiskoning Key

Azure-fE Migrosoft Azwe esssessses Copy - Regenersle Koy expires on Feb 3, 2026 12:00 AM UTC

o ﬂ Confirm Connectars

Deployed
confinm that

a0es will appear in 1hés B3t when
conneclal s anpected belore it

1 Secune Acoess, You must
it tratfic.

Connectors te confirm

L) Comnaeter ID Canmector Group Secure Accets Region Origin IP Address Annsunced time Enable Ruvedkn
1 crrrwns T i o Agure-R U5 {Pacific Morifwest] . - Jar 19, 2026 &40 PM UTE [ #]  Revaks
Vionawa 2018

Acceso seguro - Confirmacion del conector de recursos

Ahora puede ver su nuevo conector de recursos implementado y conectado en su arrendatario de
Secure Access:

‘tiis Secure Acce:

Network Connections

Manage thi conmections thal aliew user Iralfic 10 reach prvate MESOURCEs on Your Aetwor. For information about these aptices, 500 Halp

.3 Connector Groups  Network Tunnel Groups  FTDs
& Mext steps
- . Halp
Connect
—~ 1 Assign Private Resources to Connector Group
1 Connector Groups | Last 24 Hours
o s that
q
e || — T r— [+ aaa
Q Connector Group # Secure Access feglon Status Connectors Resources Requests Average CPU load
Azure-RC US (Pacific Morthwast) ) Cennectea 1 [ o o
Microsoft Azure
o
US (Pacific: Mesthwosi) & Connectea 1 o o .
RC-ESXI US (Pacific Morthwest) ) Connectsa 1 1% ] o
- Viktware ESHI — —
RE-TEST US (Pacific Herthwest) & Connected 1 L] 1] 5%

Viware ESXi


https://dashboard.sse.cisco.com/

Secure Access - Conector de recursos
Verificacion

Acceso desde la CLI de Bastion incorporada

En Azure, acceda a su conector de recursos y haga clic en Bastion:

* Authentication Type: Elegir SsH Private key from Local File
* Username. Debe utilizar acadmin
* Local File: Elija el private key archivo descargado anteriormente

Microsoft Azure

£ Search resources, services, and docs (G+/)

I T Copilot -

Home > CreateVm-cisco.cisco-resource-connector-cisco-sec-20260122113614 | Overview » Azure-RC

< Azure-RC | Bastion

Virtual machine
& Search
B Overview
B Activity log
B Access control (LAM)
@ Tags
#. Diagnose and solve problems
<1 Resource visualizer
“ Connect
& Connect
~ Networking
& Metwork settings
<» Load balancing

o Application security
groups

E Metwork manager
W Settings

8 Disks

Azure Bastion protects your virtual machines by secure and seamless RDP & SSH connectivity without the need to
expose them through public IP addresses. Deploying will automatically create a Bastion host on a subnet in your virtual
network. Leamn mare o

Using Bastion: vnet-westus-bastion

Provisioning State: Succeeded

Please enter username and password to your virtual machine to connect using Bastion,

Authentication Type O S5H Private Key from Local File b

Local File (3} “Azure-RC_keypem”
w  Advanced

B Open in new browser tab



& O B == cdn.bastionglobal.azure.com/2C.o0 -

-3 Import bookmarks... # Quicker Backlog [ Training [ Tech Articles [ WorkLinks [ Personal [) TC-EE Related [ LAB [ Secure-Access [ CSA-IFT [ Sedq

em has been up and running

Acceso a RC desde terminal MAC-0OS

Abra el terminal y utilice ssh -i <private-key-file-path> acadmin@x.x.x.x.x para conectarse a su
conector de recursos.



mailto:acadmin@x.x.x.x.x

You have entered the Console Mode on this Resource Connector.
Type 'help' to get a list of supported commands.

Fellowing is the list of commands available

diagnostic Run a series of connectivity tests
help Provides the list of commands available
routeadd Allows (non-persistent) routes to be added with network and gateway
routedel Allows (non-persistent) added routes to be deleted with network
and gateway. This will not permit deletion of system created routes
routeshow Shows all the routes in the system
sshkey Manages SSH public keys for acadmin user (add, list, delete, clean)
stats Displays a series of statistics
tepdump Provides packet capture information on VM interface IP
techsupport Provides software version, VPN tunnel state, system monitoring
metrics, snapshot info and software logs
Shows the software version running in the WM

Description

|| Clears screen

|| Provides system time

|| Provides disk and partition usage

|| Shows memory that is free and used

|| Provides the list of commands previously executed
|| Shows cpu and disk utilization

|| Shows detailed CPU utilizatien

|| Shows all open network connections

|| Finds all DNS records for website

|| Confirms network connectivity

|| Reboots the VM

|| Traceroutes pathway using TCP

|| Traceroutes pathway using ICMP packets

|| Shows current time and how long the system has been up and running
|| Shows VM memory statistics

sl

tcptraceroute
traceroute
uptime

vmstat

Acceso seguro: acceso a la linea de comandos del conector de recursos

Acceso desde Windows - Masilla

Para utilizar la clave privada, debe convertir el ssH private key de.pema .ppk formateado
utilizando puttygen:



B2 PuTTY Key Generator ? X
File Key Conversions Help

Key

Public key for pasting inte OpenSSH authorized_keys file:
ssh+sa

2

0

-

L . ) -

Key fingerprint: sshsa 3072 SHA256:+1St+aCpY S 8ktDRW/554XEdCe 25auuE3C/d AVAzY

Key comment: imported-openssh-key

Key passphrase: secee

Confirm passphrase: eeeeel

Actions

Generate a public/private key pair Generate
Load an existing private key file Load

Save the generated key Save public key Save private key
Parameters

Type of key to generate:

ORSsA (O DSA (O ECDSA (O EdDSA (O) SSH-1(RSA)
Number of bits in a generated key: 2048

» Guarde la clave privada en formato .ppk
* Inicie la aplicacion de masilla y navegue hasta ssH > Auth > Credentials y navegue hasta ssH private
key SU en .ppk formato



% PuTTY Configuration ? X

Keyboard Credentials to authenticate with
Publickey authentication
- Features

El Window Private key file for authentication:
Appearance C:\Users\jay\Desktop\SSH-Publickey p

Behaviour Certificate to use with the private key (optional):
Browse...

Plugin to provide authentication responses

Plugin command to run

About Help Open Cancel

» Desplacese hasta sessionla direccidn IP del conector de recursos y haga clic en open

Consejo: nombre de usuario: frase de contrasefia acadmin: la frase de contrasefa
configurada al convertir la clave privada del formato .pem al formato .ppk



up and runni

Resoluciéon de problemas

Para acceder al comando troubleshooting, acceda a .

VAN

Precaucion: No pierda la clave SSH privada; de lo contrario, no podra acceder a la CLI de
RC y debera volver a implementarla para solucionar los problemas.

Informacion Relacionada

» Soporte técnico y descargas de Cisco
* Otros documentos de Secure Access



https://www.cisco.com/c/es_mx/support/index.html?referring_site=bodynav
https://www.cisco.com/c/es_mx/support/security/secure-access/series.html

Acerca de esta traduccidén

Cisco ha traducido este documento combinando la traduccién automatica y los recursos
humanos a fin de ofrecer a nuestros usuarios en todo el mundo contenido en su propio
idioma.

Tenga en cuenta que incluso la mejor traduccién automatica podria no ser tan precisa como
la proporcionada por un traductor profesional.

Cisco Systems, Inc. no asume ninguna responsabilidad por la precision de estas
traducciones y recomienda remitirse siempre al documento original escrito en inglés (insertar
vinculo URL).



