Configuracion de CSSM en instalaciones y
registro de licencias con ISE
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Introduccion

Este documento describe la integracion de CSSM On-Prem con Cisco ldentity Service Engine
(ISE) y Cisco Smart Account, lo que garantiza una configuracion perfecta.

Prerequisites

Requirements

ISE 3.X

Cisco Smart Software Manager (CSSM) version 8 versién 202304 +
Componentes Utilizados

* Identity Service Engine 3.2 parche 2
+ SSM en las instalaciones 8.20234



» Windows Active Directory 2016 (servicios DNS y Certificate Authority)
* VMWare ESXi versién 7

La informacion que contiene este documento se cred a partir de los dispositivos en un ambiente
de laboratorio especifico. Todos los dispositivos que se utilizan en este documento se pusieron en
funcionamiento con una configuracion verificada (predeterminada). Si tiene una red en vivo,
asegurese de entender el posible impacto de cualquier comando.

Configurar

Diagrama de la red

ISE Proxy
10.4.23.23 ' (optional)

Cisco Smart Licensing

CSSM On-Prem
1042360
cssm.testlab.local

DNS and CA
10.4.23.39

Topologia general

Instale CSSM en las instalaciones en VMWARE ESXi.

1. Descargue Cisco IOS®. Puede utilizar el siguiente enlace:
https://software.cisco.com/download/home/286285506/type/286326948/release/8-202304

2. Cargue el ISO en VMWARE ESXi.

Vaya a Storage > Datastore Browser.


https://software.cisco.com/download/home/286285506/type/286326948/release/8-202304
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Creacion del directorio

En este ejemplo, se cred la carpeta CSSM:



{2 Datastore browser

f Upload [ Delete [= Move [} Copy @2 Create directory | (3 Refresh

E datastore1 ] .sdd.sf
i CSSM

E [datastore1) CSSM/

Close:

Creacion de carpetas

4. Haga clic en Cargar y luego elija su archivo I1SO.

e Open
= = 4 & » ThisPC » Downloads v U Search Downl
Organize = Mew folder = @
Le} Marme
#* Qu
mr < Today (1)
dcC S5M_On-Prem-8-202304
3 Yesterday (9)
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fi Along time ago (25)
fi
5
= Thi
e >
“ A files

File name: | SSM_On-Prem-8-202304

Cargando ISO

Ahora el archivo ISO esta en la carpeta CSSM:



ﬁ Datastore browser

¥ Upload Download  [5 Delete | Move [[§ Copy @ Create directory | (@ Refresh

i CSSM

La carga de ISO se ha completado

5. Cree la maquina virtual. Vaya a Maquina virtual > Crear/registrar VM.

vmware EsXi’ root@10.4.23.59 ~

ET_ﬁCfcale Riegistes VM) I Retresh @ Seasch

)., virtual maching w  Slabus v Used space w  Guest 05 ~ HostCPU  ~  Hestimem,,.

Creacion de un nuevo paso de VM 01

6. Seleccione Crear una maquina virtual nueva y haga clic en Siguiente.



43 New virtual machine

< CECEXIIITND | Select creation type

2 Select a name and guest OS
3 Select storage

How would you like to create a Virtual Machine?

4 Customize settin

This option guides you through crealing a new virtual
machine. You will be able o cuslomize processors, memaory,
Deploy a virtual machine from an OVF or OVA file network connections, and storage. You will need to install a
guest operating system after creation.

5 Ready to c

Register an existing virtual machine

Back Finish Cancel

Creacion de un nuevo paso de VM 02

7. Luego configure los siguientes parametros:

* Nombre: Introduzca el nombre de la maquina virtual.

Compatibilidad: Seleccione ESXi 6.0 o posterior o ESXi 6.5 o posterior.

» Familia de SO invitado: Linux.

Version de SO de invitado: Elija CentOS 7 (64 bits) u Otro Linux 2.6x (64 bits)

Haga clic en Next (Siguiente).

41 New virtual machine - CSSM TAC (ESXi 7.0 U1 virtual machine)

¥ 1 Select creation type Select a name and guest 0OS
2 Select a name and guest OS5

3 Select storage

Specify a unique name and OS

4 Customize setting Mame

CSSM TAC

Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance.

Identifying the guest operating system here allows the wizard to provide the appropriate defaults for the operating system
installation.

Compatibility ESXi 7.0 U1 wirtual machine w
Guest OS family Linux ~

Guest OS version CentOS T (64-bit) v

Back MNext Finish Cancel




Nombre de VM e 10S

8. Seleccione el almacenamiento y haga clic en Siguiente.

191 New virtual machine - CSSM TAC (ESXi 7.0 U1 virtual machine)

+ 1 Select creation type Select storage

pdl 2 Select a name and guest 03 Select the storage type and datastore

@ Persistent Memor

Select a datastore for the virtual machine's configuration files and all of it vintual disks,

L4l 3 Select storage

Mame ~ Capacity ~ Free ~ Type ~ Thinpro...~ AcCCcess
datastore1 870.75GB  B69.33GB  VMFS8 Supported Single
1 items
Back Mext | Finish Cancel

Lista de almacenamiento

9. Configure los siguientes parametros:

» CPU: 4 como minimo. La configuracion real de vCPU depende de los requisitos de escala



Nota: La cantidad de nucleos por socket debe establecerse en 1 independientemente del
numero de sockets virtuales seleccionados. Por ejemplo, una configuracion de 4 vCPU
debe configurarse como 4 sockets y 1 nucleo por socket.

« [id cPU

Cores per Socket 1 Sockets: 1

* Memoria: 8 GB
 Disco duro: 200 GB y verificar que el aprovisionamiento esté configurado como Thin
Provisioning.



+ 2 Hard disk 1 200 ' a8 y

Maximum Size 869.33 GB
SRl [datastore1] CSSM TAC Browse...
Disk Provisioning @ Thin provisioned

(O Thick provisioned, lazily zeroed
O Thick provisioned, eagerly zeroed

Configuracion del disco

» Adaptador de red: Seleccione el tipo de adaptador E1000 y seleccione Connect at Power
On.

~ [l Network Adapter 1 VM Network g

Status Connect at power on

Adapter Type E1000e .

Configuracion de los parametros de red

+ Unidad de CD/DVD: Elija "Archivo ISO de datos" y seleccione el archivo I1SO.

f& Datastore browser

& Upload [ Download [5} Delete |- Move L[5 Copy [ Createdirectory | & Refresh

= datastore1 Sdd.sf @ SSM_On-Prem-8-2... _
| vimimages @ CSSM >y

55M_On-Prem-8-2023...
292GB
Wednesday, July 26, 2...

imagen I1ISO

Puede verificar el resumen de la configuracion una vez que haya completado los pasos
anteriores.



ﬁfl New virtual machine - CSSM TAC (ESXi 7.0 U1 virtual machine)

+ 1 Select creation type
v 2 Select a name and guest 03

Customize settings
Configure the virtual machine hardware and virtual machine additional options

+ 3 Select storage

84 4 Customize settings

5 Ready to complete » @ cru s ~| @
» I Memory ' | o8 .
» 23 Hard disk 1 200 | [eB y

v B3 SCSI Controller 0
B SATA Conftroller 0
USB controller 1

» Ml Network Adapter 1

» 5 CD/OVD Drive 1

» [ video Card

VMware Paravirtual

USB 2.0

VM Network

Datastore 1SO file

Specify custom settings

+ [ Connect

- Connect

| Back Ment Finish Cancel

Configuracion de VM resumida 01

Haga clic en Next (Siguiente).

10. Haga clic en Finalizar.

?j‘.l New virtual machine - C5SM TAC (ESXi 7.0 U1 virtual machine)

¥ 1 Select creation type Ready to complete

¥ 2 Sslectaname and guest 05 Review your sefiings selection before finishing the wizard

+ 3 Select storage

' 4 Customize settings

b4 5 Ready to complete Name CSSMTAC
Datastore datastore
Guest OS name CentOS 7 (64-bit)
Compatibility ES¥i 7.0 U1 virlual machine
vCPUs 4
Memory 8GB
Metwork adapters 1
Network adapter 1 netwaork VM Metwork
Metwork adapter 1 type E1000e
IDE controller 0 IDED
IDE controller 1 IDE 1
SCSI controller 0 Viware Paravirtual
SATA controller 0 Mew SATA controller
Hard disk 1

Back Mext || ‘;F-r-nsh'“j Cancel
e B —

Configuracion de VM resumida 02



Configuracion inicial de CSSM en las instalaciones .

1. En VMWARE ESXi, desplacese hasta Maquinas virtuales, seleccione la maquina virtual y, a
continuacion, haga clic en Encendido.

vmware ESXi-
Manage T Creane | Rosgister Vil Power o |l @ Reresh | LF Actons @, Search
Virtual mactine w  Sasus v Used space w  Guest 08 w  Hosl name w st OPL w  Hizsl memary  ~
) CSSM TAC & Normal  B05GE ContQS 7 (54.bil) Unicnown 0 Mz OB
= £ storage m Couick lers . 1 ltems
~ [ datastored
Blorsios
Mare storape. EQSI;T&C P—— cPy u
Gaart SereliS T jE-5a)

3 Metworking m gty 0 MHz
Wk Took Mo MEMORY EEE
cPUs 4 oe
Mermony [ 1] STORAGE g

8.08 GB

Opcién de encendido

2. Dispone de varias opciones para administrar la consola de VM. Seleccione Console > Open
browser console.

| "1 localhost.localdomain - Virtual Machines

5 Create / Register VM | | & Console | | weron W Pos

& Open browser console
— _— el
‘ W Open console in new window

4 Virtual machine

. 5 cssmTAc

& Open console in new tab
Quick filters_.

| .!’ Launch remote console

3. Download VMRC

Opciones para administrar la maquina virtual

3. Configure los parametros de red.



Nota: Es importante configurar la direccién IP del servidor DNS que resuelve el FQDN
CSSM.



SM On-Prem Installation

System Settings:

Hostname: SSM-0n-Prem

Message Of The Day:  UNCLASSIFIED ¥ | Security Profile:  Standard i | FIPS 140-2 Mode:  Enablec~ |

Hardware Settings:

CPU Model: Intel(R) Xeon(R) CPU ES-2699A v4 @ 2.40GHz
Total Systermn Memory: 8174636 kB

CPU Threads: 4 Architecture: 64-bit
Free Memory: 4330340 kB

Available Disks: [¥] sda (200Ghb) Encrypt Drive with LUKS:  Disabled -

Enable USB: Disabled - |

Network Settings:

Network Device: ensl192 ~ I

IPv4 Configuration

Method: Static A Method:

IPv6é Configuration

Address 10.4.23.60 Address:
Metmask: 255.255.248.0 Prefix:
Gateway: 10.4.16.1 Gateway:

Configure DNS: Specify more than one with commas
10k.23.20

Help | OK |

Haga clic en Aceptar para configurar su nueva contrasefa CLI.

4. A continuacion, el proceso de instalacion se inicia y finaliza hasta que se muestra el
mensaje de acceso.

@ cssm

(RREIRIR R IR IR iR iR iRt iR R R iR R R R iR R R Rd R R iRidid diidididiRidid iR RidiRiR R aihidanididigadidiRigagiRihiganinid)
Authorized access only!?

Disconmect IMMEDIATELY if you are not an authorized usert??
All actions Will be monitored and recorded
(SRR RIR R IR IR iRiR iR R R R R R R R R R R R R R R R R h R R R R iR R R R R AR R R R RR R R R iR RiRE

35M-On-Prem login: _




Configuracién inicial de CSSM completada

5. Abra un navegador e ingrese https://<ip_address_CSSM>.

“ o O B hips/10423.60 i
. ran]
On-Prem License Workspace '
= ! cIsco
. . . ‘Wialcomae to Smart Seftwane Manager On-Prom whome you can locally manags
L Dg I ntD a n EKIStI ng ACCDU nt Smasrt Licensing and perform local Account Management funclions for your

arganization

pagina de inicio de sesion CSSM

Utilice las credenciales predeterminadas:
Nombre de usuario: admin
Contrasena CiscoAdmin!2345

6. Seleccione su idioma.
7. Cree una nueva contrasena de GUI.
8. Configure el nombre comun del host. (ejemplo: hostname.yourdomain).

En este caso, cssm.testlab.local se configur6 como nombre comun de host.



Welcome to Cisco Smart Software Manager On-Prem

1 2 3 <

Hast Comemen Name

Products that support Stning SS1 Cert Checlong require the S5M On-Frem's "Host Common Namea™ to match the “destnation™ URL address., For exampla
=  Products using Smar Transpor must use both the “license smar url™ configuration and the “cssm testiab local™ value in the URL siring
s« Logacy products using S Call Home must usae both the “destinaton address hilp™ configuration and the "cssmoiestiab boecal™ value n the URL sinng

If the above URLs do not match expectations, refer to the 55M On-Prem AdminWorkspace -= Secruity Widget to change the Host Common Name to the comect
waliie,

The option to configure altemative nameas (SAN) 5 available in Admin Console under Sacunty -> Certricales and can be conliqured after the inilial sabig

cssm.lestlab. kocal

v (I

Configuracion de nombre comun de host

9. Valide la configuracién y haga clic en Apply.

1 2 3 4

Review and Confirm

Dncd you click "Apply”, you will be radiracted o tha login page whara you will nead ta login with your new password. Please ansuns you have securaly stoned your password for
fubure Kogins

Review and Confirm

Language Selected English
Password Resst: Yes
Host Common Marrs: seemtac clatolae com

o (D
Configuracién inicial de CSSM completada.

Integracién de CSSM en las instalaciones con Smart Account

Debe asociar su cuenta inteligente con su servidor CSSM en las instalaciones.
1. Abra su cuenta Cisco Smart Account mediante el siguiente enlace:

https://software.cisco.com/

2. A continuacién, elija Administrar licencias en la secciéon Smart Software Manager.



https://software.cisco.com/

Smart Software Manager

Track and manage your licenses.
Convert traditional licenses to
Smart Licenses.

Manage licenses >

Manage Smart Account

Update your profile information and
manage users.

Manage account >

Download and Upgrade

Download new software or updates
to your current software.

Access downloads >

EA Workspace

Generate and manage licenses
purchased through a Cisco
Enterprise Agreement.

Access EA Workspace >

Traditional Licenses

Generate and manage PAK-based
and other device licenses, including
demo licenses.

Access LRP >

Manage Entitlements

eDelivery, version upgrade, and
more management functionality is
now available in our new portal.

Access MCE >

Opcion Administrar licencias

3. Navegue hasta Inventario y copie el nombre de su Smart Account name y de su cuenta
virtual. En esta guia, se trata de InternalTestDemoAccount67 y AAA MEX TEST.

cisco Q @ .

Scheduled Downtime Notification - License Registration Portal (LRP), Manage Smart Account & Account Administration, Plug-N-Play (PnP). Smart Software Manager

Cisco Software Central

Cisco Software Central > Smart Software Licensing @ IntemalTestDemoAccountsT cisco.com ]

SL Product Details Support Help

Smart Software Licensing

Alerts Inventory Convert to Smart Licensing Reporis Preferences On-Prem Accounis Activity

Virtual Account: AAAMEX TEST =

General Licenses Product Instances. Event Log

Virtual Account

Description: Only for tests

Default Virual Account: No

Pagina de software de Cisco

4. Abra la GUI de CSSM y seleccione la opcion Admin Workspace.



On-Prem License Workspace

Smart Software Manager On-Prem

.

License

Track and sranagn Smar Liconsing

Menu principal de CSSM.

5. A continuacion, seleccione Cuentas.

‘ICIIIE':::IIE;l Admin Workspace | i Helo, Local Admin  Log Out

S

Administration

Foaquast an Account

Gol an Accouni b your ciganizabion. Tho Asteunt must b sgpaend By your Sysiam
ASMBESIEe of Sysham Oparalor Balony i can B U

Faquert Acoiss 1o an Exmteg Accoud

Subwmd & requost for aocess 10 a0 oaeing local Account. Apgeoval mis] e granted by o Sman
Aocoun| Adminesieaion for your local Accoun]

Kol tho peoperisss of your Accounts and RsS0Ciate sosting Liser s wih ACcounts



On-Prem Admin Workspace

Ssmart Software Manager On-Prem

o &

ALCCESS Setlings
Management

Cenler

e WY T

AP| Toolkit  Synchronization




Utilice esta opcion para registrar el CSSM en las instalaciones con su cuenta Smart Account
a través de Internet.
* Rechazar: Retirar la solicitud.
* Registro manual: Utilice esta opcidn para registrar el CSSM en las instalaciones con su
cuenta Smart Account sin Internet.
OPCION 1: Registre su CSSM en las instalaciones a través de la conexién a Internet.

1. Si elige Aprobar, debe ingresar su nombre de usuario y contrasefa de su Cisco Smart
Account y hacer clic en Enviar.

Account Hegistratiu n
Enter S50 Credentials
otegoma@cisco,com

Passw

Aprobar opcion.

A continuacion, haga clic en siguiente para aceptar el registro de la cuenta.



Account Registration x|

Review Account Requesls

Account Name Demo Account
Cisco Smanrt Account IntemnalTestDemoAccountE’ .cisco.com
Cisco Virtual Account AAA MEX TEST - D

Requestor Emaill otegoma@cisco.com
Request Date  2023-Jul-27 15:00:31
Message to Approver

Cancel

Registro de cuenta.

Para confirmar el estado del registro, navegue hasta Account y el estado de la cuenta debe ser el
activo.

Accounts 3

Account Account Requests Event Log

New Account C—-} Search by Account Mame

Sherwansg Al 1 Reconds

Account Requested By Cisco Smart Account Cisco Virtual Account Account Status Actions

DCema Actount otegomai@cisco.com IntemalTesiDem... AAA MEX TEST Actions

Showang A8 1 Records

Estado de la cuenta.

Ahora abra su cuenta Smart Account (https://software.cisco.com/). A continuacion, seleccione la
opcién On-Prem Accounts para ver el nuevo registro.



https://software.cisco.com/

— Cisco Software Central s, Q @ &

Chco Sofwaie Centrad = Sman Softwars Licensing il indemalTesiDemodccountd? cisco com
Smart Software Licensing 5L Froduct Detals Supgont Help
Maits  Inverdory | o 00 Sman Licensing  Ropons | Preferences | On-Frem Accounts | Aoty
On-Prem Accounts
Maw On=Pram... C—' Search by Nama o,
Mama Product Instances  Last Sync Up Eom Ons Last Syme Do 40 O Synchicnization Due Verskan ety Actions

Peaim P
0 M2I-JukIT 15:19:24 2023-Julk-2T 15:19:25 2023-Aug-28 151925 8203304 Actions =

Showrdg 1 Riscord

A cuenta de Prem.
Opcidn 2: Registre su CSSM en las instalaciones sin conexion a Internet.

Si selecciona Registro manual, haga clic en Generar archivo de registro. Esto crea una Solicitud
de registro que se descargara a su computadora.

Manual Registration El

1. Generate an Account Registration File using the button below and save the file to your PC

g
( Generate Reg-stra@

2. Reqister the Account with your Smart Account on Smart Software Manager
= Log into Cisco Smart Software Manager

« Mavigate to the "Satelites” section of Smart Software Licensing and click the “New satellite...” button
« When prompted, upload the Account Registration File
« An Account Authorization File will be generated. Download the file to your PC

3. Upload this Account Authorization File below

Browse

Registro manual.

A continuacion, abra su cuenta Smart Account (https://software.cisco.com/) y navegue hasta
Cuentas in situ.

Haga clic en New On-Prem


https://software.cisco.com/

Cisco Software Central lal Q @ &

—

- CI5CO
Clegn Sofware Central > Smant Software Licensing il intemaiTestDemotccountdT cisco.com
Smart Software L|cen3|ng SL Product Detals  Support Help
Adsits Ivenlory Canmvert i Smart Licensing Ripats Praferarces Cn=Prém Accounts Acthvity

On-Prem Accounts |
O Major  Hide eits L]

' Mew On-Prem... ) (B Search by Name o,

Mame Prochuct Instances  Last Sync Up from On- Last Sync Down bo On- Synchronization Due Version Aty Acions
Prem Prem

Mo Recoeds Found

Anadiendo nuevo en las instalaciones.

A continuacion, configure los siguientes parametros:

* Nombre en las instalaciones: Este es un nombre personalizado del nuevo registro.
* Archivo de registro: Haga clic en Choose File y seleccione la Solicitud de registro.
» Cuenta virtual: Pegue el nombre de la cuenta virtual.

“ »ow 4 k3 Downlosds w0 Sisgech Downloads F
— . o]l
p— Cisco Software Central I
c' Ogarice = Mo holder =- 01 @
| Hame Dt rreocified Type
MNew On-Prem M - Today
Cisco Softwace Central > Smart Softwary Erded & name, seledt the OnPrem Regisvation Fie genl 7 senart_satelite regivtration requestiz 30727.ymi 2023 1137 AM YhL File

WAZSAD Bl chedieid & Virtull SOsoUn] 10 BRSOCIRNE with Thi

Smart Software Lice fie for you 1o Sowniaad and use % complete the registnal

.
Viesterday

Last vl
= On=Prem Nams: Demo2 CE5M on .
Aeits | Ieveriofy | Cofvedt o Sman Earbex this manth
* Regiiraton Fie momert | Last meenths
=
On-Prem Accounts S AAAMEX TEST S
Hame Drescriplion []
 NewOnfrem.. (B AAAMEX TEST Oy o teats
File s <| Al Files
M
Bote: St Account mies used o resircl acoss Oippent Canenl
Manager web portal do not apply in the On-Prem: - o g

Ori-Prem adminisfrative application will be able b use E b0 manage all Virhual Aocounts

| Ganarabe Authorization Fila ICmml

o Rusooirds b Dieplary

Archivo de autorizacion.

Y haga clic en Generar archivo de autorizacion.

A continuacion, descargue el archivo de autorizacion.



Authorization File Generated

"/ The On-Prem Authorization File was successfully generated. Download the file and install it
using the Smart Software Manager On-Prem setup tool.

Download Authorization File Close

Descargando el archivo de autorizacion.

Abra la GUI de CSSM para cargar el archivo de autorizaciéon. Haga clic en Browse, elija el archivo
y, a continuacion, haga clic en Upload.

Manual Registration

1. Generate an Account Registration File using the button bélow and save the filk 1o your PC

Generale Registration Fike

2, Register the Account with your Smart Account on Smart Software Manager
+ Log into Cisco Sman Software Manager
« Navigale to the “Salelites™ section of Sman Softwane Licensing and click the “New satellite. .~ butlon
= When promgied, upioad the Account Registration File
« An ACcount Authonzation File will be generated. Download the fie 10 your PC

3w this Account Authonzation File below ‘ Cargar archivos
O - ~ & ¥ » ThisPC » Downloads v B £ose

Organize * New folder

MName

Today (2)
ij smart-on-prem-authorization_2023-Jul-27 17_59_56.yml
[] smart_satellite_registration_request20230727.yml

Cargando archivo de autorizacion.

A continuacion, vaya a Sincronizacion y haga clic en Acciones > Sincronizacién manual >
Sincronizacion completa.



On-Prem Admin Workspace vl

cisco
3mart Software Manager On-Prem
At camts S hecuies. Event Log
O e Salele Harrs L Synchioaitaton yicheonz aten Due Aleity
0  DCemo Acount Dermod L350 on TIFIT WO H Ao d 1 Synchronzaton Successld

e T v
@
From

Aliamg

Sincronizacién manual.

Descargue el archivo de solicitud de sincronizacion.

Manual Synchronization

B8 . Log ino Smant Scftware Marage:, and navigate & the Satelles page

3 Upload synchronabion response M b he saleile
Examinac.. | Hingin archiva seletcinado.

Descargando el archivo Sync.

Deabie Shaduied Syndhrondation.

Data Privacy

e fw0ri SyMCIONIEaton L

Mianil Synchronizaicoe v | Standand Synchionization
Fial Sy hronizaicn

[ license-sync-request-Sat_20230727-Gyml
Completado — 4.5 KB

2 Updoad thi fike b0 Smar Softeans Manager. and necehor & SynCNronizaton response

= Ui the Fily Symc. ., ackon isied for this satelite fo upload ihis synchronization Tig
= S (e ST NNONEZAMON Pesporse il QENErated by Sman Sofwane Manager

[ % smart_satellite_registration_request20230727 yml
L] completado — 1.0 KB

= smart_satellite_registration_request20230727 yml
Completado — 1.0 KB

Maostrar todes las descargas

Abra su Smart Account y seleccione On-Prem Account, busque su nombre CSSM On-Prem en la

lista y haga clic en Acciones > File Sync.



- Cisco Software Central vl Q @ &

Clsco Software Central > Smart Software Licensing Ml ireralTesiDemolocounit T ciien Lo w
Smart Software Licensing SLProduct Detalls Support Help
Aleria Invveriony Comert b Smar Liosnaing Rapoits Priletentes On-Pram Accounty Aty
On-Prem Accounts
Naw On-Prom... ﬂ"‘ Sparch by Name Q,
Harme Product Inslances L:uSyMUnI‘r\omm Lﬂmm!ﬁoﬂ- WMM Weridon Aaits Actiong
Prem Prem
Deme2 C55M on Prem L 8202304 Actions =
File Sync....
Remaove...
T

Cargando sincronizacion de archivos.

A continuacion, cargue el archivo de solicitud de sincronizacién y haga clic en Generar archivo de
respuesta.

Synchronize On-Prem @

Upload the synchronization file generated by the Smart Software Manager On-Prem and click generate
response file,

* Synchronization File: Choose File (Jicense-syn...30727-6.yml

Generate Response File Cancel

E_‘ Open > 1

— o SR é ¥ Downlloads S ] Search Downloads 2

Organize ~ New folder

Il
]
L~

1 license-sync-request-Sat_20230727-6.yml T4

Generar un archivo de respuesta.



A continuacion, haga clic en Descargar archivo de respuesta de sincronizacion

Chaco Salbware Central = Smart Software Licensing il mniernalTestDemoAcoountsT clsca.com +

Smart Software Licensing SLPioduct Detals Support Help

Alerts Invensary Conver! o Smart Licensing Reports Preferences On-Prem Accounts Activity

On-Prem Accounts
M On-Pram... [ Sedrch by Name a,
Name Product instances  Last Sync Up from On- Lasl Sync Down o On- Synchronization Due Version Aleris Achions
Pram Prem
Demo2 CEEM on Prem 0 303 Jul2T 18:41:40 2020 jul-2T 18:38-20 H2Aug-26 18:41:40 8202504 Dowricad Symch File Actions =

Shovang 1 Record

Sincronizar archivo.

Y, por ultimo, cargue el archivo de respuesta de sincronizacion en el CSSM in situ.

Manual Synchronization

1. Downicad he SEtemte synchronizabion dala e o your PC
Doramiinand File:

2. Upkoad Bhe e 1o Smarl Software Manager, and receivg & synchronzalion response
B . Log inbo Semart Software Manager, and naigate 1o e Sabelites page

= Use the Fie Sync. . action Esied Sor this salelife 1o upload this synchronization fig
* Save the synchronizabon response fle generated by Smar Softwarne Manager

3. Whronization response ks 0 the salelite
an archive Selecconado. | @y Cargar archivos

4 ¥ » This PC » Downloads » v U o

MNew folder

Mame

- Today [5)
[ smart-on-prem-sync-file_2023-hul-27 18_45_03.yml
— e : -
[ license-sync-request-Sat_20230727-6.ymi
[ ] smart-on-prem-authorization_2023-Jul-27 17_59_56.yml
[ smart_satellite_registration_request20230727 yml

Sincronizacién completada.

Integre CSSM en las instalaciones con ISE.

1. Abra la GUI de CSSM y seleccione Admin Workspace.



i

rspace el Workspace | B Hello, Local Admin

CISCO

Smart Software Manager On-Prem

& it

License

Administration

2. Vaya a Seguridad > Certificados > Generar CSR




Nota: Es importante tener el nombre de host + dominio configurado en el nombre comun
de host porque ISE utiliza este parametro para establecer una conexién con el CSSM.
Puede utilizar una direccién IP en lugar del nombre de host + dominio; sin embargo, se
recomienda utilizar el nombre de host + dominio

Nota: Los siguientes pasos describen el procedimiento para instalar el certificado de GUI
en el CSSM. Si desea proteger la conexidon de administracion a su CSSM GUI mediante
un certificado firmado por su autoridad de certificaciéon (CA), debe comprobar los
siguientes pasos. De lo contrario, compruebe directamente el paso 9.



Account Password Certificates Event Log

cssmotestlab.local

Subject Altermative Name

MOTE: The Host Common Mame is typically composed of Host + Domain Name{FQDN) and will look like “www.yoursite.com” or “yoursite.com”. The SSL Semver
Cerificate used for product communications is specific to the Commaon Name that has been issued at the Host. Therefore, the Common Name must match the Web
address you will use to configure the Cisco Product when connecting to SSM On-Prem. The Common name is a part of the Subject Alternatre Mame by default. if you
change the Common Name or add Subject Alternative Mame, you must resynchronize your Local Account in order for Cisco to issue a new product certificate(TG cert).

Browser Cerlificate

Add | Generale C5R

localhost

n . EXPIRATION DATE: 2025-JUL-18 "
(Defaull Certificate)
CA Certificates
Add
Description Subject Expires On Created Actions
Mo Records Found
]

Opcion CSR.

3. A continuacién, introduzca su informacion personal. Tenga en cuenta que el nombre
alternativo del sujeto se crea automaticamente utilizando el mismo valor que el nombre
comun. El CSR se descarga automaticamente después de hacer clic en Generar.



Generate CSR

Ccssm testiab, local

Testlab
LIy
hlexaco -

Mexico City

Mesico City

SaleeC ] Adernabve Hame

cssm testiab local

Generate Cancel

Detalles de CSR.

4. Firme el CSR: Para obtener mas informacioén, consulte "Crear certificados desde CA de
Windows". en este documento.

5. Cargue el certificado de CA raiz.



Browser Certificate

Add Generate CSR
localhost .
a {Default Certificate) ® s | certs
n Home Share View
ShiGaTinealas * T ¥ This PC » Desktop » certs o
Add -
: *
- - —
Description sul 4 g/ Ly
i C55M cer Root CA
L]

Cargando CA raiz.

Haga clic en Proceed.

Please note that if you are uploading LDAP Server Certificate, it is mandatory to
reboot your SSM On-Prem server for the certificate to take effect and thus allowing
secure communication with the server.

Below are the commands for non-HA(standalong) deployments:

1. Execute "reboot” command in Onprem-consocle

ssh admin@<IP=>

onprem-console

reboot
For HA deployments

1. Execute reboot command on active node in onprem-console. After failover, ensure
that DB replication has started. If you wish to restore the previous active node, execute

another reboot, after verifying replication has started.

The active node is the node that is serving the virtual IP of the cluster.

-

Opcién Proceed.



6. Ingrese una descripcion y elija el certificado raiz y haga clic en Aceptar.

Upload Certificate

* Description; CA root
* Certificate: Seleccionar archivoe | Root CA.cer
] 44 Cancel

CA raiz de descripcion.
7. Cargue el CSR firmado por la CA (certificado de identidad CSSM).

Browser Certificate

| = | certs
Add Ganarate CSR _ Heame Share View
< = * 4 « Dpsktop » cens w o W
| host .
a (Default Certificate) *
CA Certificates i - LR
Add £ CS5M cor Raot CA
2 items
Search by Description
Description Subject Expires On Created Actions
RootCA IDC=com/DC=ciscotac/CN=ci:  2026-Jul-24 09:26:34 2023-Jul-30 19:41:06 Aclions

Cargando certificado de identidad CSSM.



Nota: NOTE: En nuestro caso, el certificado intermedio no existe en nuestra CA. Sin
embargo, si utiliza un certificado intermedio en su arquitectura, el certificado intermedio es
obligatorio.

8. A continuacion, confirme que se han instalado ambos certificados.



Browser Certificate

Add Generate CSR

| a cssm.testlab.local EXFIRATION DATE: 2025-JUL16

CA Certificates

Add

Search by Description

Created Actions

Description Subject Expires On

/DCslocal/DCstestlab/CNetes 2027-Ape-14 22:51:26 2024-Jul-16 21:18:52 Actions

Validacion de certificados.

9. Cree un token en SSM On-Prem: Seleccione Licensing Workspace.

st
Licensing Workspace Log Ount

On=Prem Admin Workspace CISCO

Smart Software Manager On-Prem Systam Haalth

il T STy el

. v Hafie EEMLOn-Priam
Wersion B0 H
AnOis Uiptime: Sy

Blitwark Suppat
Mlanagoment Canlor
Resourcs Mondlor Pecentags
ora
e
oISk B
Aeoooirts Soourity Synciwonization )
il - 8 gMia 3T HBAS
. @ ] o
AP Toolke Soltings U

Pagina de Workspace.

10. vaya a Licencias inteligentes.

a0l fls
I I Admin Workspace & Hello, Local Admin  Log Out

On-Prem License Workspace Cisco

Smart Software Manager On-Prem

& 1t

License
Administration
Smarl Licansing
Track and manage Sman Liconsing Rl 30 Accoun,
Gal an Account lor your organization. Tha Accour! musl bo approved by your Systam
Administrator or System Operator before il can be used.

Foquast Acooss (o an Existing Account
Submil & nequeesl for J6005S 10 an LiEtiy ] beetall Acacnirdl. Appidval mis! ba graried h’_f & Sman
Acoour Admnistrator Tod your local Accownl.



Pagina de licencias inteligentes CSSM
11. Busque su cuenta virtual local, haga clic en Nuevo token y haga clic en Continuar.
Smart Licensing

Alerts Invantary Canvert to Sman Licensing Repons Protorences Activity

Local Virtual Account:  Default

Gongral Licansas Preduct Instances 5L Using Policy Event Log
Local Virtual Account
Description This is the defawlt virtual account created during company account creation,
Default Local Virtual Account: Yes

Product Instance Registration Tokens

The registration ikens bolow can be used 1o register new procuct nstances o this Local Virtual Account, For products thal support Smart Transpaorn, you must configure the Tllcense smart url™ on the
product to use the  Smar Transport Registration URL. For products that support Smart Licensing Using Policy that use cslu as transpoet, you must configune the Tlcense sman ransport cslu® to use the
CELU Transport URL.  For hegacy products that still use Smart Call Home, you mus! configure the “destination address hifp™ on the product 1o use the Smart Call Home Registrasion URL. The
racommended method is Sman Transport. Pliease consull your Products Conliguration Guide for safting the destination UIRL value.

Nueva opcién de token.

12. Seleccione Create Token y copielo.

Create Registration Token

This dialog will generate the token raquired to register your product instances with your Account .

Local Virtual Account Default
Description
Expire After 30 Days

Enter a value belween 1 and 5959, but Cisco recommends a maximum of 30 days

Max. Mumber of Uses

The token will be expired when either the expiration or the maximum uses is reached.

Allow export-controlled functionality on the products registered with this token ©

Create Token Cancel |

Creacion de un nuevo token.




Registration Token

Detalles del token.

13. Abra la GUI de ISE y navegue hasta Administration > Systems > Licensing, luego haga clic
en Registration details, seleccione el método SSM On-Prem server Host , y pegue el token.

License Type

Choose Registration Details to acquire pre-purchased license entitlements. Choose Permanent License
Reservation 10 enable all Cisco ISE licenses. Enter the required details 1o enable Cisco ISE licenses. When
you click Register, you agree 1o the terms and conditions detailed in Smart Licensing Resources.

® Smart Licensing Registration

0 Permanent License Reservation

0 Specific License Reservation
“ Registration Details

When you register Cisco ISE in the Cisco Smart Software Manager portal, a unique 1D called the Registration
Token is displayed in the portal. Copy the registration token displayed in the CS5M portal and paste it here.

Reqgistration Token

NmMNjYWM2ZNTAINTUyOS00ZDdmLThhYWU

Registro de licencias.

14. Ingrese el SSM On-Prem FQDN en el SSM On-Prem server Host y haga clic en Register.



SSM On-Prem server

casm.testiab. kocal

Nota: Es importante tener el nombre de host + dominio configurado en el nombre comun
de host porque ISE utiliza este parametro para establecer una conexién con el CSSM.



Puede utilizar una direccién IP en lugar del nombre de host + dominio, sin embargo, se
recomienda utilizar el nombre de host + dominio

15.'Y, por ultimo, se ha completado el registro.

o Server Response
Smart Licensing registered successfully

Registro completado.

Crear certificados desde CA de Windows.

Si es el administrador de la Autoridad de certificacion, debe hacer lo siguiente:

1. Abra un navegador web y navegue hasta http://localhost/certsrv/
2. Haga clic en Solicitar un certificado.

« 2> G () localhost/certsr/ EO Mmooy

Microzoft Active Directony Certificate Services — iegonatwod-WIN-GOMMSUCHGGE0-CA

Welcome

Use this Web site to request a certificale for your Web browser, e-mail client, or other program, By using a certificate, you can verify your identity to people you
communicale with over the Web, sign and encrypl messages, and, depending upon the lype of certificate you request, perform other securily lasks,

You can also use this Web site to download a certificate authority (CA) certificale, cerlificate chain, or cerlificate revocation list (CRL), or to view the status of a pending
request.

For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation.

Viea th {3 pending cerificate request
Download a CA cerificate, cedificate chain, or CRL

Solicitar certificado.

3. Haga clic en Advanced Certificate Request.

Microsoft Active Directory Certificate Services - ciscolac-ca

Request a Certificate

Select the certificate type:
Weh Browser Cedificate
E-Mail Protection Certificate

Or, submit an] advanced certificate request.



http://localhost/certsrv/

Solicitud de certificado avanzada.

4. Abra el CSR generado anteriormente. A continuacion, copie la informacién y péguela en

Solicitud guardada.

----- BEGIN CERTIFICATE REQUEST-----

MIZICa CCASCANAWTZEdMBSGATUE Awlic ZHFBXRNYYS S 8N b IRRYYEfb2oxE AU
BENVBALMDUNDE 2RI FNSC JR1BNMal 240 BERVEAYT AR 1YW TVOQIDARDRELY
HREWF ZYDVODHDAD TEnN1 cmd LonR 1B TR I ¥ EDAOBENVEAGMBBFBOSBTRUMWEEE L
HABGE 565 TR3DQERAQUARAS T BDWAREEEKACTBAQU A VDU F ¢ SEOTINY I0MI 1y FOMAT
DZhHaBGEDS 1 gPOMaxEbNFGgDnvcewEqEY LynunuFShi/ fTuZ JoY fweSsYFAJOPSY
11xdrWsGkD/ TBrwdsXhnel+K 1Py jSziv+EFdBz 14A0+yG1x TuEU+JREYF j1ENFAT
1tU2geSaMFEE /HEXbXDLFbiFRVE+ISERALESrEVELiloc VI8 Induc TALBYCighrs
WFRTeAdMyEb1 S gD RBGEUOL +FADuUknAAUSEHRVHERK DX FCmBuBf2 T+uYeTF
Knk 2+ 2dmoHt iRTW/ cOQAm2 1 28p T CasNEC DT kWGl G FufmgOhk alod S+ebadagHi
AGEMT Al gk gk d GO0 T ZARMBRGA LA EQRYHE aTFHN Y2 1RYRMUY 21TV 198
MUY 2P THABGL 5065 ThIDOEBCWUALS TBAQALIF + 3qBrOvHPEA T eOk K NHORR DS 1 0eR
fdq+ICEISEPEARINPOBHVPLL MVIHSYeB]qS gogdcd bt/ VT gR51ANIQRNFFug
HGdPwBUk PR ydy s EBERUGEF yHN AWt NGRTwE Az I9UPToLAVP+LNR 7 2Ue Shab54Im
chTEXRGNK JwnSHdehiz 5 /BYCEd 1OCDIuL OMeRT4AGaFkiihs 2 3Wul as AYyqEyqhifr
HyxuS 35akMLOHUE T 7bMo s SWATVESB i Dulee / /1 Syt e g T AkViyDZpUSR
Fairel7FORCEFasUUM QR+ TCq LAk ZobBailwy v I TE+hLCEBAR+ ¥ D1

----- EMD CERTIFICATE REQUEST-==--

Enviar certificado.

[ Microsoft Actiee Directory Centit. 3 | 4
&« 0 @ localhostfcertsryfcertrgutasp ¥ e @ @

Microsoft Active Dimcory Ceortificatn (0% = CESOOtaC-Ci

Submit a Certificate Request or Renewal Request

To submil & savisd request to the CA, pasie a base-G4-encoded CMC or PRCSE #10
certificate request or PKCS 27 renewal request generated by an external source (such
as a Web server) in the Saved Request box.

Saved Request:

(nkl-:-‘.-H.IH'I:!EE:_-’:I:Q-:E!!!BB'.‘E!!NBED‘NME -
AAGgH] B ghoghk 1 CowABCQYx I ZANMEBIALUSEQYY
o Bd.arcode] T TITHABGE 5005 T ROQERCWUALS TRAGRIF+ 1
cortficaln teques] 20+ TCEIEEPEROIRECEHVPLL HVIHS yeBIasEead

(M ar HGdPeEukPlcydy s SEERUGEF yHHaktNGeIwtAZ3
PRCS @10 ar I:I:I7H;‘Mnk!h‘nS“dﬂﬁzs."!-'l"cgﬂlEEDIuLWs RIaG
PHLS #7) Vb BO0KMLEHUAT Thits s ATt FBiDukse/

FRITaTTFONC 3 PRSI x 3+ TOq L AL T obBad Linw'y
----- EMD CERTIFICATE REQUEST----- s

b

Additional Attributes:

Alfritutes

Después de hacer clic en Enviar, el certificado se descarga automaticamente.

5. Ahora descargue la raiz del certificado de la CA. navegue hasta http://localhost/certsrv/ y
seleccione Descargar un certificado de CA, cadena de certificados o CRL.

Welcome

Use this Web site to reques! a cerlilicate for your Web browser, e-mail client, or olher program. By using a certificale, you ean verily your identily 1o people you communicate with
aver the Web, sign and encrypl messages, and, depending upon the lype of centificate you request, perorm olher securily tasks.

You can also use this Web sita to download a cerlificale autharity (CA) certificate, cerificate chain, or canlificale revocation list (CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Cerificate Services Documentation.

Select a task:
Request a cerlificate

Wiew thi slatus of a pending cerificale request
| Download a CA certificate, cerificate chain, or CRL |

Descargar CA raiz.

6. Descargue el certificado de CA utilizando el método de codificacion como Base64.


http://localhost/certsrv/

Microsoft Active Directory Cerificate Sendces — ciscotac-ca

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this cerification authority, install this CA certificate chain

To download a CA cerlificate, certificate chain, or CEL, select the cerificate and encoding method.

CA cerificate:

Cument [ciscotac-cal

Encoding method:

Opcién Base 64.

Agregue registros DNS en Windows Server.

Si es el administrador, agregue los FQDN de ISE y CSSM.

1. Abra el Administrador de DNS: Escriba "DNS" en el buscador de Windows y abra la
aplicacion DNS.



Best match

@ DNS

Opcion DNS.

2. Navegue hasta Forward Lookup Zones > Y elija su dominio.




£ DNS Manager - m] ®
File Action View Help
o« M@ = Hm § EE

lf‘il DNS Mame Type Data Timestamp
~ g WIN-2UQRQOIVHTS Bl msdcs
v F?nvard Lookup Zones 'j_sites
» gl o
» Lz testlablocal -
» || Reverse Lookup Zones S uap
» [ Trust Points

msdcs testlablocal j p

j DomainDnsZones

» ] Conditional Forwarders j ForestDnsZones
n{sa me as parent folder) Start of Authority (SOA) [207], win-2ugrgoivh7Stes.  static
n{sa me as parent folder) Mame Server (N5) win-2ugrqoivhiStestlabl..  static
[ 1(same as parent folder) Host (A) 1042339 T/16/2024 10:00:00 AM
[ lasc-ise32p3-1300 Host (&) 1042321 static
[ Jime Host (A) 104.2361 static
I_lwin-zuqrqo‘lthS Host (A) 1042339 static

Administrador de DNS.

3. Haga clic con el botén derecho del raton en un espacio en negro sobre la pantalla y
seleccione "Nuevo host (A o AAAA)"



Update Server Data File
Reload

New Alias (CNAME).

New Mail Exchanger (MX)...
New Domain..

New Delegation..

Other New Records_.
DIMSSEC

All Tasks

Refresh
Export List.

View

Arrange lcons



Acerca de esta traduccidén

Cisco ha traducido este documento combinando la traduccién automatica y los recursos
humanos a fin de ofrecer a nuestros usuarios en todo el mundo contenido en su propio
idioma.

Tenga en cuenta que incluso la mejor traduccién automatica podria no ser tan precisa como
la proporcionada por un traductor profesional.

Cisco Systems, Inc. no asume ninguna responsabilidad por la precision de estas
traducciones y recomienda remitirse siempre al documento original escrito en inglés (insertar
vinculo URL).



