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Introduccién

Este documento proporciona una configuracion de muestra para PIX 7.1(1) y posterior de un
descanso que sea especifico a una aplicacién determinada tal como SSH/Telnet/HTTP, en
comparacion con uno que se aplique a todas las aplicaciones. Este ejemplo de configuracion
utiliza el nuevo Marco de politicas modular introducido en PIX 7.0. Refiérase usando el Marco de
politicas modular para mas informacion.
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En esta configuracion de muestra, el firewall PIX se configura para permitir el puesto de trabajo
(10.77.241.129) a Telnet/SSH/HTTP al servidor remoto (10.1.1.1) detras del router. Un descanso
de otra conexion al trafico Telnet/SSH/HTTP también se configura. Todo el otro trafico TCP
continua teniendo el valor de agotamiento del tiempo de la conexion normal asociado a la
conexién de tiempo de espera 1:00:00.

Refiera a AASA 8.3 y posterior: Fije el tiempo de espera de la conexién SSH/Telnet/HTTP usando
el ejemplo de la configuracion MPF para mas informacion sobre la configuracion idéntica usando
el ASDM con el dispositivo de seguridad adaptante de Cisco (ASA) con la versién 8.3 y posterior.

prerrequisitos

Requisitos

No hay requisitos especificos para este documento.

Componentes Utilizados

La informacion en este documento se basa en la version de software del dispositivo de seguridad
del PIX/ASA de Cisco 7.1(1) con el Administrador de dispositivos de seguridad adaptante (ASDM)
51.

La informacion que contiene este documento se cred a partir de los dispositivos en un ambiente
de laboratorio especifico. Todos los dispositivos que se utilizan en este documento se pusieron en
funcionamiento con una configuracion verificada (predeterminada). Si la red esta funcionando,
asegurese de haber comprendido el impacto que puede tener cualquier comando.

Convenciones

Consulte Convenciones de Consejos Técnicos de Cisco para obtener mas informacion sobre las
convenciones sobre documentos.

Configurar

En esta seccidn encontrara la informacién para configurar las funciones descritas en este
documento.

Nota: Use la Command Lookup Tool (clientes registrados solamente) para obtener mas
informacion sobre los comandos usados en esta seccion.

Diagrama de la red

En este documento, se utiliza esta configuracién de red:
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Nota: Los esquemas de direccionamiento IP usados en esta configuracion no son legalmente

enrutables en Internet. Son los direccionamientos del RFC 1918, que se han utilizado en un
ambiente de laboratorio.

Configuracion

Este documento usa esta configuracion:

Nota: Este el CLI y las Configuraciones de ASDM son aplicables al mddulo firewall service (el
FWSM)

Configuracién CLI:

Configuracién de PIX

PI X Version - 7.1(1)
]
host nane PI X
domai n- name Ci sco. com
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
names
!
interface EthernetO
nanei f out si de
security-level O
i p address 192. 168.200.1 255. 255.255.0
]
interface Ethernetl
nanei f inside
security-level 100

i p address 10.77.241. 142 255. 255. 255. 192
!

access-list inside_natO_outbound extended pernit ip
10.77.241. 128 255. 255. 255. 192 any

I--- Define the traffic that has to be matched in the
class map. !--- Telnet is defined in this exanple.
access-list outside_npc_in extended pernit tcp host
10. 77.241. 129 any eq tel net

access-list outside_npc_in extended pernit tcp host
10. 77. 241. 129 any eq ssh

access-list outside_npc_in extended pernit tcp host
10. 77.241.129 any eq www

access-list 101 extended permt tcp 10.77.241.128




255. 255. 255. 192 any eq tel net

access-list 101 extended pernmit tcp 10.77.241.128
255. 255. 255. 192 any eq ssh

access-list 101 extended pernit tcp 10.77.241.128
255. 255, 255. 192 any eq www

pager lines 24

ntu inside 1500

ntu outsi de 1500

no fail over

no asdm hi story enabl e

arp timeout 14400

nat (inside) O access-list inside_natO_outbound
access-group 101 in interface outside

route outside 0.0.0.0 0.0.0.0 192.168.200.2 1
timeout xlate 3:00:00

I--- The default connection tinmeout value of one hour
applicable to !--- all other TCP applications. tineout
conn 1:00:00 hal f-closed 0:10: 00 udp 0:02:00 icnp

0: 00: 02

timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp
0: 05: 00

ti meout ngcp-pat 0:05:00 sip 0:30:00 sip_media 0:02: 00
ti meout uauth 0:05:00 absolute

no snnp-server | ocation

no snnp-server contact

snnp-server enable traps snnp authentication |inkup

| i nkdown col dstart

telnet tineout 5

ssh timeout 5

consol e tineout 0O
|

l--- Define the class nap telnet in order !--- to
classify Telnet/ssh/http traffic when you use Mdul ar
Policy Franework !--- to configure a security feature

I--- Assign the paraneters to be matched by class nap.

cl ass-map tel net
description tel net
mat ch access-list outside_npc_in

cl ass-map i nspection_default
mat ch defaul t-inspection-traffic
|
!
pol i cy-map gl obal _policy
cl ass inspection_default
nspect dns maxi num | ength 512
nspect ftp
nspect h323 h225
nspect h323 ras
nspect netbi os
nspect rsh
nspect rtsp
nspect skinny
nspect esntp
nspect sql net
nspect sunrpc
nspect tftp
nspect sip

is




i nspect xdncp
l--- Use the pre-defined class map telnet in the policy
map.
pol i cy-map tel net

l--- Set the connection tineout under the class node in

which !'--- the idle TCP (Tel net/ssh/http) connection is
di sconnected. !--- There is a set value of ten mnutes
in this exanple. !--- The minimum possible value is five

m nutes. class tel net
set connection timeout tcp 00: 10: 00 reset
!
!
service-policy global _policy globa

l--- Apply the policy-map telnet on the interface. !---
You can apply the service-policy command to any
interface that !--- can be defined by the naneif
comand.

service-policy telnet interface outside
end

Configuraciéon de ASDM:

Complete estos pasos para configurar el descanso de conexion TCP para el trafico de Telnet
basado en la lista de acceso que utiliza el ASDM como se muestra.

Nota: Refiera a permitir que el acceso HTTPS para el ASDM para las configuraciones basicas
para acceder el PIX/ASA con el ASDM.

1. Configure las interfacesElija el Configuration (Configuracién) > Interfaces (Interfaces) > Add
para configurar el ethernetO de las interfaces (afuera) y el Ethernet1 (dentro) como se
muestra.
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Configuracion CLI equivalente como se muestra:

PI X Version - 7.1(1)
|

Interface Mame |Enabled

host name Pl X

donmai n-nane Ci sco.com

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanes



1
interface EthernetO

nanei f out si de

security-level 0O

i p address 192.168.200.1 255. 255.255.0
1
interface Ethernetl

nanei f inside

security-level 100

i p address 10. 77. 241. 142 255. 255. 255. 192
!

access-1ist inside_nat0_outbound extended pernmit ip 10.77.241.128 255. 255. 255. 192 any

l--- Define the traffic that has to be nmatched in the class map. !--- Telnet is defined in
this exanple. access-list outside_npc_in extended pernmit tcp host 10.77.241.129 any eq

t el net

access-1ist outside_npc_in extended pernmit tcp host 10.77.241.129 any eq ssh

access-1ist outside_npc_in extended permit tcp host 10.77.241.129 any eq ww

access-list 101 extended permit tcp 10.77.241.128 255. 255. 255. 192 any eq tel net
access-1ist 101 extended pernmit tcp 10.77.241.128 255.255. 255.192 any eq ssh

access-list 101 extended pernmit tcp 10.77.241.128 255.255. 255. 192 any eq www

pager lines 24

ntu inside 1500

ntu outside 1500

no failover

no asdm hi story enabl e

arp tineout 14400

nat (inside) O access-list inside_natO_outbound
access-group 101 in interface outside

route outside 0.0.0.0 0.0.0.0 192.168.200.2 1
ti meout xlate 3:00:00

l--- The default connection tinmeout value of one hour is applicable to !--- all other TCP
applications. tineout conn 1:00:00 hal f-closed 0:10: 00 udp 0:02:00 icnp 0: 00: 02

timeout sunrpc 0:10: 00 h323 0: 05: 00 h225 1: 00: 00 ngcp 0: 05: 00

ti meout ngcp-pat 0:05:00 sip 0:30:00 sip_nedia 0:02:00

ti meout uauth 0:05:00 absol ute

no snnp-server | ocation

no snnp-server contact

snnp- server enable traps snnp authentication Iinkup |inkdown col dstart

tel net tinmeout 5

ssh timeout 5

console tinmeout O
1

l--- Define the class map telnet in order !--- to classify Telnet/ssh/http traffic when you
use Modul ar Policy Framework !--- to configure a security feature. !--- Assign the
paraneters to be matched by class nmap

cl ass-nmap tel net
description tel net
mat ch access-list outside_npc_in

cl ass-map inspection_default

mat ch defaul t-inspection-traffic
!

!
policy-map gl obal _policy

cl ass inspection_default



nspect dns maxi mum | ength 512
nspect ftp
nspect h323 h225
nspect h323 ras
nspect netbi os
nspect rsh
nspect rtsp
nspect skinny
nspect esntp
nspect sql net
nspect sunrpc
nspect tftp
nspect sip
nspect xdntp

1--- Use the pre-defined class map telnet in the policy nmap

policy-map tel net

l--- Set the connection tinmeout under the class node in which !--- the idle TCP
(Tel net/ssh/http) connection is disconnected. !--- There is a set value of ten minutes in
this exanple. !--- The m nimum possible value is five mnutes. class telnet

set connection timeout tcp 00:10: 00 reset
!
!
servi ce-policy global _policy global

l--- Apply the policy-map telnet on the interface. !--- You can apply the service-policy
conmmand to any interface that !--- can be defined by the naneif conmmand.

service-policy telnet interface outside
end

. Configuracién NAT OElija la configuracién > el NAT > las reglas de exencién de la traduccién
> Add para permitir que el trafico de la red 10.77.241.128/26 acceda Internet sin ninguna
traduccion.
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Configuracion CLI equivalente como se muestra:
Pl X Version - 7.1(1)

!

host nane PI X

donai n-nane Ci sco.com



enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanes

!
interface EthernetO

nanmei f outside

security-level 0O

i p address 192.168.200.1 255. 255.255.0
1
interface Ethernetl

nanei f inside

security-level 100

i p address 10. 77. 241. 142 255. 255. 255. 192
!

access-1ist inside_nat0_outbound extended pernmit ip 10.77.241.128 255. 255. 255. 192 any

l--- Define the traffic that has to be nmatched in the class map. !--- Telnet is defined in
this exanple. access-list outside_npc_in extended pernmit tcp host 10.77.241.129 any eq

t el net

access-1ist outside_npc_in extended pernmit tcp host 10.77.241.129 any eq ssh

access-1ist outside_npc_in extended permit tcp host 10.77.241.129 any eq ww

access-list 101 extended permit tcp 10.77.241.128 255. 255. 255. 192 any eq tel net
access-1ist 101 extended pernmit tcp 10.77.241.128 255.255. 255.192 any eq ssh

access-list 101 extended pernmit tcp 10.77.241.128 255.255. 255. 192 any eq www

pager lines 24

ntu inside 1500

ntu outside 1500

no failover

no asdm hi story enabl e

arp tineout 14400

nat (inside) O access-list inside_natO_outbound
access-group 101 in interface outside

route outside 0.0.0.0 0.0.0.0 192.168.200.2 1
ti meout xlate 3:00:00

l--- The default connection tinmeout value of one hour is applicable to !--- all other TCP
applications. tineout conn 1:00:00 hal f-closed 0:10: 00 udp 0:02:00 icnp 0: 00: 02

timeout sunrpc 0:10: 00 h323 0: 05: 00 h225 1: 00: 00 ngcp 0: 05: 00

ti meout ngcp-pat 0:05:00 sip 0:30:00 sip_nedia 0:02:00

ti meout uauth 0:05:00 absol ute

no snnp-server | ocation

no snnp-server contact

snnp- server enable traps snnp authentication Iinkup |inkdown col dstart

tel net tinmeout 5

ssh timeout 5

console tinmeout O
1

l--- Define the class map telnet in order !--- to classify Telnet/ssh/http traffic when you
use Modul ar Policy Framework !--- to configure a security feature. !--- Assign the
paraneters to be matched by class nmap

cl ass-nmap tel net
description tel net
mat ch access-list outside_npc_in

cl ass-map inspection_default

mat ch defaul t-inspection-traffic
!
!



policy-map gl obal policy
cl ass inspection_default
nspect dns maxi mum | ength 512
nspect ftp

nspect h323 h225
nspect h323 ras

nspect netbi os

nspect rsh

nspect rtsp

nspect skinny

nspect esntp

nspect sql net

nspect sunrpc

nspect tftp

nspect sip

nspect xdntp

1--- Use the pre-defined class map telnet in the policy nmap

policy-map tel net

l--- Set the connection tinmeout under the class node in which !--- the idle TCP
(Tel net/ssh/ http) connection is disconnected. !--- There is a set value of ten minutes in
this exanple. !--- The m nimum possible value is five mnutes. class telnet

set connection timeout tcp 00:10: 00 reset
|
!
servi ce-policy global _policy global

l--- Apply the policy-map telnet on the interface. !--- You can apply the service-policy
conmmand to any interface that !--- can be defined by the naneif conmand.

service-policy telnet interface outside
end

. Configuracién ACLEIlija las reglas de los >Access de la directiva del > Security (Seguridad)
de la configuracién para configurar los ACL como se muestra.El tecleo agrega para
configurar un ACL 101 que permite el trafico de Telnet originado de la red 10.77.241.128/26
a cualquier red de destino y la solicita el trafico saliente en la interfaz

exterior.
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Configuracion CLI equivalente como se muestra:
PI X Version - 7.1(1)
!
host nane PI X
domai n-nane Ci sco. com
enabl e password 8Ry2Yj |yt 7RRXU24 encrypted
nanes
!
interface EthernetO
nanei f outside
security-level 0
i p address 192.168. 200. 1 255. 255. 255.0
!
interface Ethernetl
nanei f inside
security-level 100

i p address 10.77.241. 142 255. 255. 255. 192
!

access-1list inside_nat0_outbound extended permt ip 10.77.241.128 255. 255. 255. 192 any
1--- Define the traffic that has to be matched in the class map. !--- Telnet is defined in

this exanple. access-list outside_npc_in extended permt tcp host 10.77.241.129 any eq
tel net



access-1ist outside_npc_in extended pernit tcp host 10.77.241.129 any eq ssh
access-list outside_npc_in extended pernmit tcp host 10.77.241.129 any eq ww
access-list 101 extended permit tcp 10.77.241.128 255. 255. 255. 192 any eq tel net
access-1ist 101 extended pernmit tcp 10.77.241.128 255.255. 255.192 any eq ssh
access-list 101 extended pernmit tcp 10.77.241.128 255.255. 255. 192 any eq www

pager lines 24

ntu inside 1500

ntu outside 1500

no failover

no asdm hi story enabl e

arp tineout 14400

nat (inside) O access-list inside_natO_outbound
access-group 101 in interface outside

route outside 0.0.0.0 0.0.0.0 192.168.200.2 1
ti meout xlate 3:00:00

l--- The default connection tinmeout value of one hour is applicable to !--- all other TCP
applications. tineout conn 1:00:00 hal f-closed 0:10: 00 udp 0:02:00 icnp 0:00: 02

timeout sunrpc 0:10: 00 h323 0: 05: 00 h225 1: 00: 00 ngcp 0: 05: 00

ti meout ngcp-pat 0:05: 00 sip 0:30:00 sip_nedia 0:02:00

ti meout uauth 0:05:00 absol ute

no snnp-server | ocation

no snnp-server contact

snnp- server enable traps snnp authentication Iinkup |inkdown col dstart

tel net tinmeout 5

ssh timeout 5

console tinmeout O
1

l--- Define the class map telnet in order !--- to classify Telnet/ssh/http traffic when you
use Modul ar Policy Framework !--- to configure a security feature. !--- Assign the
paraneters to be matched by cl ass nmap

cl ass-nmap tel net
description tel net
mat ch access-list outside_npc_in

cl ass-map inspection_default

mat ch defaul t-inspection-traffic
1

!
policy-map gl obal _policy

cl ass inspection_default
nspect dns maxi mum | ength 512
nspect ftp
nspect h323 h225
nspect h323 ras
nspect netbi os
nspect rsh
nspect rtsp
nspect ski nny
nspect esntp
nspect sqgl net
nspect sunrpc
nspect tftp
nspect sip
nspect xdntp

1--- Use the pre-defined class nmap telnet in the policy nmap



policy-map tel net

l--- Set the connection tinmeout under the class node in which !--- the idle TCP
(Tel net/ssh/http) connection is disconnected. !--- There is a set value of ten minutes in
this exanple. !--- The mininmum possible value is five minutes. class telnet

set connection timeout tcp 00: 10: 00 reset

servi ce-policy gl obal _policy gl obal

1--- Apply the policy-map telnet on the interface. !--- You can apply the service-policy
command to any interface that !--- can be defined by the naneif comrand.

service-policy tel net
end

interface outside

. Descansos de la configuraciénElija la configuracién > las propiedades > los descansos para
configurar los diversos descansos. En este escenario, guarde el valor predeterminado para

todos los
descansos.
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Configuracion CLI equivalente como se muestra:

PI X Version - 7.1(1)

!

host nane PI X

domai n- name Ci sco.com

enabl e password 8Ry2Yj |yt 7TRRXU24 encrypted

nanes

!

interface EthernetO
nanei f outside
security-level 0

i p address 192.168.200.1 255. 255. 255.0

!
interface Ethernetl



nanei f inside
security-level 100

i p address 10.77.241. 142 255. 255. 255. 192
!

access-1ist inside_nat0_outbound extended pernit ip 10.77.241.128 255. 255. 255. 192 any

l--- Define the traffic that has to be nmatched in the class map. !--- Telnet is defined in
this exanple. access-list outside_npc_in extended pernmit tcp host 10.77.241.129 any eq

t el net

access-1ist outside_npc_in extended pernmit tcp host 10.77.241.129 any eq ssh

access-1ist outside_npc_in extended permit tcp host 10.77.241.129 any eq ww

access-list 101 extended permit tcp 10.77.241.128 255. 255. 255. 192 any eq tel net
access-1ist 101 extended pernmit tcp 10.77.241.128 255.255. 255.192 any eq ssh

access-list 101 extended pernmit tcp 10.77.241.128 255.255. 255. 192 any eq www

pager lines 24

ntu inside 1500

ntu outside 1500

no failover

no asdm hi story enabl e

arp tineout 14400

nat (inside) O access-list inside_natO_outbound
access-group 101 in interface outside

route outside 0.0.0.0 0.0.0.0 192.168.200.2 1
ti meout xlate 3:00:00

l--- The default connection tinmeout value of one hour is applicable to !--- all other TCP
applications. tineout conn 1:00:00 hal f-closed 0:10: 00 udp 0:02:00 icnp 0: 00: 02

timeout sunrpc 0:10: 00 h323 0: 05: 00 h225 1: 00: 00 ngcp 0: 05: 00

ti meout ngcp-pat 0:05: 00 sip 0:30:00 sip_nedia 0:02:00

ti meout uauth 0:05:00 absol ute

no snnp-server | ocation

no snnp-server contact

snnp- server enabl e traps snnp authentication Iinkup |inkdown col dstart

tel net tinmeout 5

ssh timeout 5

console tinmeout O
1

l--- Define the class map telnet in order !--- to classify Telnet/ssh/http traffic when you
use Modul ar Policy Framework !--- to configure a security feature. !--- Assign the
paraneters to be matched by cl ass nmap

cl ass-nmap tel net
description tel net
mat ch access-list outside_npc_in

cl ass-map inspection_default

mat ch defaul t-inspection-traffic
1
!
policy-map gl obal _policy

cl ass inspection_default
i nspect dns maxi num | ength 512
inspect ftp
i nspect h323 h225
i nspect h323 ras
i nspect net bi os
i
i

i nspect rsh
inspect rtsp



nspect skinny
nspect esntp
nspect sql net
nspect sunrpc
nspect tftp
nspect sip
nspect xdntp

1--- Use the pre-defined class map telnet in the policy nmap

policy-map tel net

l--- Set the connection tinmeout under the class node in which !--- the idle TCP
(Tel net/ssh/http) connection is disconnected. !--- There is a set value of ten minutes in
this exanple. !--- The m nimum possible value is five mnutes. class telnet

set connection timeout tcp 00:10: 00 reset
!
|
servi ce-policy global _policy globa

l--- Apply the policy-map telnet on the interface. !--- You can apply the service-policy
conmand to any interface that !--- can be defined by the naneif conmmand

service-policy telnet interface outside
end

. Reglas de la politica de servicio de la configuracion.Elija las reglas de la directiva > de la
politica de servicio del > Security (Seguridad) de la configuracién > Add para configurar la
correspondencia de la clase, correspondencia de politicas para configurar el descanso de
conexiéon TCP como 10 minutos, y aplique la politica de servicio en la interfaz exterior como
se muestra.Elija el botdn de radio de la interfaz para elegir el exterior - (cree la nueva politica
de servicio), que debe ser creada, y asignar el telnet como el nombre de la

directiva.

Adding a newe serice policy rule requires three steps:
Step 1: Configure 8 semice policy.
Step Z: Configure the traffic classification criteria for the service policy rule.

Step 3 Canfigure actions on the traffic classified by the service policy rule.

iCreate a service policy and apply to:

Cinly one service policy can be configured per interface or at global level. If 8 senice policy already
exists, then ywou can add a new rule into the existing service policy. Otherwise, you can create a ney
service policy.

-,
* |nterface: |Dut5ide - (create new service policy) ﬂ

Folicy Mame:  [|telnet]

Cescription:

(" Glohal - applies to all interfaces




Haga clic en Next (Siguiente).Cree un telnet del nombre de asignacion de la clase y elija la
casilla de verificacion del IP Address de origen y de destino (aplicaciones ACL) en los
criterios de concordancia del

trafico.

{« Create a new traffic class: [telnet |

Description {(optianal):

Traffic match criteria
| Default Inspection Traffic

[ Tunnel Group

| TCP or UDP Destination Port
| RTP Range

| IP DiffSery CodePoints (DSCR)

| IP Precedence
[ Any traffic

Iftraffic does not match a existing traffic class, then itwill match the class-default traffic class.
Clags-default can be used in catch all situation.

(" Use class-default as the traffic class.

Haga clic en Next (Siguiente).Cree un ACL para hacer juego el trafico de Telnet originado de
la red 10.77.241.128/26 a cualquier red de destino y aplicarlo para clasificar el
telnet.



joutside I
10.77.241.128 [

o ® CIcMP

— -_____________ o

cowe [ v | Comwe F X for) ||
s | Kl |

Haga clic en Next (Siguiente). Semejantemente para el ssh y el trafico
HTTP:







-Action - . hme Range

Select an action; Lmatch ] ;I Time Range: | Not Applied -- ;I Mew... |

-Source HostiMetwork - - — Destination HostMetwork:

* IP Address ™ Mame  Group * |P Address " Name " Group
interface:  |outside R4 Interface:  |inside =
IF address: 10.77.241.128 _l IF address: |l]_l].El.IZl _,
Mask: 165255 255128 ¥ | Mask no.00 ~|

— Rule Flow Diagram
Rule applied to traffic incoming to source interface

2 T -

| outside inside
1D?T241113ﬂ5 1&&144.& m -Eihini}- an’-
match

Protocal and Service
FTCP CUDP CICMP CIP Manage Senvice Groups... |
~ Source Port Destination Port

@ Service |= ~| |an',r | & Senice |= =] ‘\_-vww_j |

 Service Group | =  Servce Group | H

Elija las configuraciones de la conexién para configurar el descanso de conexion TCP como
10 minutos, y también elija el envio reajustado a los Puntos finales de TCP antes de la

casilla de verificacion del
descanso.



Protocal Inspection  Connection Settings | QoS |

M axitmum Connections Fandomize Segquence Number
_ » FRandomize the sequence num
TCP & UDP Connections IDefslult @ > TCPIIP packets. Disable this fe
anly if another inline Pl is alsc
, ) . - randomizing sequence numbe
Embryanic Connections: IDEfauIt () | the resultis scrambling the dat
Disahling this feature may leay
; . ) gystems with weak TCP Seque
FEAASAE ST IDefauIt () i humber randomization vulnera
Per Client Embryanic Connections: IDEfauIt (o -
TCP Timeaout TCP Mormalization
Caonnection Tirmeout lo0:10:00] v I Use TGP Map
v dend resetto TGP endpoints before timeout
TCF Map: I
Embryanic Connection Timeout : IDefauIt (onssm =
[ [=30 | Edit
Half Closed Connection Timeout : |Defau|t (0:10:00) w

Haga clic en Finish

Configuration = Security Polity = Sendce Policy RUes
* 3% A LEERRR S

" Access Rules  © ABARules O Fiter Rules @ Sendce Policy Rules

Show Rules for Interface; |AII Interfaces ;l Shiow All

5 Traffic Classification
Mame Enabled| Watch Source Destination SEemvice Time Range
E Global, Policy: global_policy
inspection_d.. Ey  d@@any @3 Ty defaul-inspecfion i inspect (1

Bl Interface oulside, Policy: talnat

1 telnet [ 3 (a10.77.241.. @ any e talnatiep - NotAppl...| @ conneciic
B =end resi

Configuracion CLI equivalente como se muestra:
PI X Version - 7.1(1)
!
host name PI X
domai n-nane Ci sco.com
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanes
!
interface EthernetO
nanmei f outside
security-level 0O
i p address 192.168.200.1 255. 255.255.0
!
interface Ethernetl
nanei f inside



security-level 100

i p address 10.77.241. 142 255. 255. 255. 192
!

access-1ist inside_nat0_outbound extended pernit ip 10.77.241.128 255. 255. 255. 192 any

l--- Define the traffic that has to be nmatched in the class map. !--- Telnet is defined in
this exanple. access-list outside_npc_in extended pernmit tcp host 10.77.241.129 any eq

t el net

access-1ist outside_npc_in extended pernmit tcp host 10.77.241.129 any eq ssh

access-1ist outside_npc_in extended permit tcp host 10.77.241.129 any eq ww

access-list 101 extended permit tcp 10.77.241.128 255. 255. 255. 192 any eq tel net
access-1ist 101 extended pernmit tcp 10.77.241.128 255.255. 255.192 any eq ssh

access-list 101 extended pernmit tcp 10.77.241.128 255.255. 255. 192 any eq www

pager lines 24

ntu inside 1500

ntu outside 1500

no failover

no asdm hi story enabl e

arp tineout 14400

nat (inside) O access-list inside_nat0O_outbound
access-group 101 in interface outside

route outside 0.0.0.0 0.0.0.0 192.168.200.2 1
ti meout xlate 3:00:00

l--- The default connection tinmeout value of one hour is applicable to !--- all other TCP
applications. tineout conn 1:00:00 hal f-closed 0:10: 00 udp 0:02:00 icnp 0: 00: 02

timeout sunrpc 0:10: 00 h323 0: 05: 00 h225 1: 00: 00 ngcp 0: 05: 00

ti meout ngcp-pat 0:05:00 sip 0:30:00 sip_nedia 0:02:00

ti meout uauth 0:05:00 absol ute

no snnp-server | ocation

no snnp-server contact

snnp- server enabl e traps snnp authentication Iinkup |inkdown col dstart

tel net tinmeout 5

ssh timeout 5

console tinmeout O
1

l--- Define the class map telnet in order !--- to classify Telnet/ssh/http traffic when you
use Modul ar Policy Framework !--- to configure a security feature. !--- Assign the
paraneters to be matched by cl ass nmap

cl ass-nmap tel net
description tel net
mat ch access-list outside_npc_in

cl ass-map inspection_default

mat ch defaul t-inspection-traffic
1
!
policy-map gl obal _policy

cl ass inspection_default
nspect dns maxi mum | ength 512
nspect ftp
nspect h323 h225
nspect h323 ras
nspect netbi os
nspect rsh
nspect rtsp
nspect skinny



nspect esntp
nspect sql net
nspect sunrpc
nspect tftp
nspect sip
nspect xdntp

1--- Use the pre-defined class map telnet in the policy nmap

policy-map tel net

l--- Set the connection tinmeout under the class node in which !--- the idle TCP
(Tel net/ssh/http) connection is disconnected. !--- There is a set value of ten minutes in
this exanple. !--- The m nimum possible value is five mnutes. class telnet

set connection timeout tcp 00:10: 00 reset
!
!
servi ce-policy global _policy global

l--- Apply the policy-map telnet on the interface. !--- You can apply the service-policy
conmmand to any interface that !--- can be defined by the naneif conmand.

service-policy telnet interface outside
end

Descanso de Ebryonic

Una conexion embrionaria es la conexién que es media se abre o, por ejemplo, la entrada en
contacto de tres vias no se ha completado para ella. Se define como tiempo de espera SYN en el
ASA; por abandono el tiempo de espera SYN en el ASA es 30 segundos. Esta es la manera de
configurar el descanso embrionario:

PI X Version - 7.1(1)

1

host nane PI X
domai n-nanme Ci sco. com
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
names

!
interface EthernetO

nanei f out si de

security-level 0O

i p address 192.168.200.1 255. 255.255.0
1
interface Ethernetl

nanei f inside

security-level 100

i p address 10.77.241. 142 255. 255. 255. 192
!

access-1ist inside_natO_outbound extended permt ip 10.77.241.128 255. 255. 255. 192 any

1--- Define the traffic that has to be nmatched in the class map. !--- Telnet is defined in this
exanpl e. access-list outside_npc_in extended pernmit tcp host 10.77.241.129 any eq tel net
access-1ist outside_npc_in extended pernmit tcp host 10.77.241.129 any eq ssh

access-1ist outside_npc_in extended permt tcp host 10.77.241.129 any eq www

access-list 101 extended permit tcp 10.77.241.128 255. 255. 255. 192 any eq tel net

access-1ist 101 extended pernmit tcp 10.77.241.128 255.255.255.192 any eq ssh



access-list 101 extended pernmit tcp 10.77.241.128 255.255. 255. 192 any eq www

pager lines 24

ntu inside 1500

ntu outside 1500

no failover

no asdm hi story enabl e

arp tineout 14400

nat (inside) O access-list inside_nat0O_outbound
access-group 101 in interface outside

route outside 0.0.0.0 0.0.0.0 192.168.200.2 1
ti meout xlate 3:00:00

l--- The default connection tinmeout value of one hour is applicable to !--- all other TCP
applications. tineout conn 1:00:00 hal f-closed 0:10: 00 udp 0:02:00 icnp 0: 00: 02

timeout sunrpc 0:10: 00 h323 0: 05: 00 h225 1: 00: 00 ngcp 0: 05: 00

ti meout ngcp-pat 0:05: 00 sip 0:30:00 sip_nedia 0:02:00

ti meout uauth 0:05:00 absol ute

no snnp-server | ocation

no snnp-server contact

snnp- server enable traps snnp authentication Iinkup |inkdown col dstart

tel net tinmeout 5

ssh timeout 5

console tinmeout O
1

l--- Define the class map telnet in order !--- to classify Telnet/ssh/http traffic when you use
Modul ar Policy Framework !--- to configure a security feature. !--- Assign the paranmeters to be
mat ched by cl ass map

cl ass-nmap tel net
description tel net
mat ch access-list outside_npc_in

cl ass-map inspection_default
mat ch defaul t-inspection-traffic
1
!
policy-map gl obal _policy
cl ass inspection_default
i nspect dns maxi num | ength 512
inspect ftp
i nspect h323 h225
i nspect h323 ras
i nspect net bi os
i nspect rsh
inspect rtsp
i nspect ski nny
i nspect esntp
i nspect sql net
i nspect sunrpc
inspect tftp
inspect sip
i nspect xdntp

1--- Use the pre-defined class map telnet in the policy nmap

policy-map tel net

l--- Set the connection timeout under the class node in which !--- the idle TCP
(Tel net/ssh/ http) connection is disconnected. !--- There is a set value of ten minutes in this



exanmple. !--- The m ni mum possi ble value is five nminutes. class tel net
set connection timeout tcp 00:10: 00 reset

!

!

servi ce-policy global _policy global

l--- Apply the policy-map telnet on the interface. !--- You can apply the service-policy comrand
to any interface that !--- can be defined by the naneif conmmand.

service-policy telnet interface outside
end

Verificacion

Use esta seccidn para confirmar que su configuracién funciona correctamente.

La herramienta Output Interpreter Tool (clientes registrados solamente) (OIT) soporta ciertos
comandos show. Utilize el OIT para ver una analisis de la salida del comando show.

Publique el comando show service-policy interface outside para verificar sus configuraciones.

Pl X#show servi ce-policy interface outside

Interface outside:
Service-policy: http
Cl ass-map: http
Set connection policy:
Set connection tinmeout policy:
tcp 0:05:00 reset
I nspect: http, packet 80, drop O, reset-drop O

Publique el comando del flujo de la servicio-directiva de la demostracién para verificar que el
trafico determinado hace juego las configuraciones de la politica de servicio.

Esta salida de comando muestra un ejemplo:

Pl X#show service-policy flow tcp host 10.77.241.129 host 10.1.1.2 eq 23

G obal policy:
Service-policy: global_policy

Interface outside:
Service-policy: telnet
Cl ass-nap: tel net
Mat ch: access-list 101
Access rule: permt tcp 10.77.241.128 255. 255. 255. 192 any eq tel net
Act i on:
Input flow set connection timeout tcp 0:10:00 reset

Troubleshooting

Si usted encuentra que el tiempo de espera de la conexién no trabaja con el Marco de politicas
modular (MPF), después marque la conexion del lanzamiento TCP. El problema puede ser una
revocacion del IP Address de origen y de destino o una direccion IP mal configurado en la lista de
acceso no hace juego en el MPF para fijar el nuevo valor de agotamiento del tiempo o para


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/en/US/docs/security/asa/asa71/command/reference/s7_711.html#wp1064845

cambiar el tiempo de espera predeterminado para la aplicacion. Cree una entrada de lista de
acceso (fuente y destino) de acuerdo con el lanzamiento de conexion para fijar el tiempo de
espera de la conexiéon con el MPF.

Informacion Relacionada

- Dispositivos de seguridad Cisco PIX de la serie 500

- Cisco ASA 5500 Series Adaptive Security Appliances

- Cisco PIX Firewall Software

- Referencias de Comandos de Cisco Secure PIX Firewall

- Avisos de campos de productos de seguridad (incluido PIX)
. Solicitudes de Comentarios (RFC)

¢ Era este documento util? Si ningun
Gracias por su feedback.

Abra un caso de soporte (requiere un contrato de servicios con Cisco.)

Discusiones relacionadas de la comunidad del soporte de Cisco

La comunidad del soporte de Cisco es un foro para que usted haga y conteste a las preguntas,
las sugerencias de la parte, y colabora con sus pares.

Refiera a los convenios de los consejos técnicos de Cisco para la informacién sobre los convenios
usados en este documento.
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