Instalacion y configuracion de la nube privada
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Introducciodn

Este documento describe y se centra en cdmo implementar correctamente la nube privada virtual
(VPC) en servidores en el entorno ESXi. Para obtener otros documentos como la guia de inicio
rapido, la estrategia de implementacion, la guia de derechos, la guia del usuario de la consola y
del administrador, visite este sitio Documentacion

Colaboracion de Roman Valenta, ingenieros del TAC de Cisco.

Prerequisites

Requerimientos:

VMware ESXi 5 o posterior

Modo proxy de nube (solo): 128 GB de RAM, 8 nucleos de CPU (se recomiendan 2 CPU
con 4 nucleos cada una), 1 TB de espacio libre minimo en el almacenamiento de datos
VMware

Tipo de unidades: Se requiere SSD para el modo Air Gap y se recomienda para proxy

Tipo de RAID: Un grupo RAID 10 (réplica seccionada)

Tamarno minimo del almacén de datos de VMware: 2 TB

Lecturas aleatorias minimas del almacén de datos para el grupo RAID 10 (4K): 60 000 IOPS
Escrituras aleatorias minimas de almacén de datos para el grupo RAID 10 (4K): 30 000


https://console.amp.cisco.com/docs/private_cloud

IOPS
Cisco le recomienda que tenga conocimiento acerca de este tema:

» Conocimientos basicos sobre cémo trabajar con certificados.
+ Conocimientos basicos sobre como configurar DNS en un servidor DNS (Windows o Linux)
* Instalacion de una plantilla de dispositivo virtual abierto (OVA) en VMWare ESXi

Utilizado en este LABORATORIO:
VMware ESX 6.5

* Modo proxy de nube (solo): 48 GB de RAM, 8 nucleos de CPU (se recomiendan 2 CPU con
4 nucleos cada una), 1 TB de espacio libre minimo en el almacenamiento de datos VMware

» Tipo de unidades: SATA

» Tipo de RAID: Un RAID 1

« Tamano minimo del almacén de datos de VMware: 1 TB

* MobaXterm 20.2 (programa multiterminal similar a PuTTY)

» Cygwin64 (se utiliza para descargar la actualizacién de AirGap)

Adicionalmente

 Certificado que se crea con openSSL o con cualquier otro método compatible.

» Servidor DNS (Linux o Windows) En mi laboratorio usé Windows Server 2016 y CentOS-8
* Windows VM para el terminal de prueba

* Licencia

Si su memoria esta por debajo de 48GB de RAM en la version 3.2+ VPC se vuelven inutilizables.

% Nota: EI OVA de la nube privada crea las particiones de unidad, por lo que no es necesario
especificarlas en VMWare. servidor que resuelve el nombre de host de interfaz limpia.

Consulte la hoja de datos del dispositivo VPC para obtener mas informacién sobre los requisitos
de hardware especificos de la version.

% Nota: La informacion de este documento se cred a partir de los dispositivos de un entorno
de laboratorio especifico y su unica intencion es ofrecerle una guia a través de la
implementacion que puede variar en funcién de la version que se esté implementando.
Todos los dispositivos que se utilizan en este documento se pusieron en funcionamiento con
una configuracion verificada (predeterminada). Si tiene una red en vivo, asegurese de
entender el posible impacto de cualquier comando.

Implementacion de VPC

Seleccione la URL proporcionada en el correo electrénico de entrega electrénica o de
autorizacion. Descargue el archivo OVA y continue con la instalaciéon


https://www.cisco.com/c/en/us/products/collateral/security/fireamp-private-cloud-virtual-appliance/datasheet-c78-742267.html#ProductSpecification

Instalacion de VM

Paso 1:

Vaya a File > Deploy OVF Template para abrir el asistente Deploy OVF Template, como se
muestra en la imagen.

11 New virtual machine - AMP-vPC

+ 1 Select creation type Select OVF and VMDK files

2 Select OVF and VMDK files Select the OVF and VMDK files or OVA far the WM you would like to deploy

3 Select storage

4 License agreements
5 Deployment options
6 Additional settings

Enter a name for the virtual machine.

| AnP-vPC

Yirtual machine names can contain up to 80 characters ang they must be unigue within each ESXi instance.

7 Ready to complete

* W PrivateCloud-Latest ova

Back || Next || Finish || Cancel




1 Mew virtual machine

v (EIZECICICIE  Select creation type
2 Select OVF and VMDK files Haow would you like to create a Virtual Machine?
3 Select storage
4 License agreements
5 Deployment options
6 Additional settings

This option guides you through the process of creating a
virtual machine from an OVF and VMDK files.

Create a new virtual machine

Deploy a virtual machine from an OVF or OVA file

7 Ready to complete

Register an existing virtual machine

Back | Mext | Finish || cancel
31 New virtual machine - AMP-vPC
+ 1 Select creation type Select storage
¥ 2 Select OVF and VMDK files Selectthe datastore in which to store the configuration and disk files.
bdl 3 Select storage
Llwense amerinenls The following datastores are accessible from the destination resource that vou selected. Selectthe destination datastore for
5 Deployment options the virtual machine configuration files and all of the virtual disks.
& Additional settings ) )
T Resiv I complole Mame ~ (Capacity ~ Free ~ | Type ~ | Thin pro... ~ | ACCEBSS
[ vDisk-70_12 92275 GB I 9218 GB VMFSE Supported  Single
wDisk-70_34 93025GB  929.3GB  WMFSS Supported  Single
vDisk-70_56 930.25GB | 9293GB  WMFS5 Supported  Single
wDisk-70_78 93025GB | 929.3GB  WMFSS Supported  Single
4 items
| Back || nex || Fmisn || cancal

% Nota: Aprovisionamiento grueso reserva espacio cuando se crea un disco. Si selecciona
esta opcion, puede mejorar el rendimiento con respecto a Thin Provisioning. Sin embargo,




~ esto no es obligatorio. Ahora seleccione en Next, como se muestra en la imagen.

1 Hew virtual machine - AMP-vPC

¥ 1 Select creation type Deployment options

¥ 2 Select OVF and VMDK files Select deployment options

+ 3 Select storage

bd 4 Deployment options

5 Ready to complete

MNetwork mappings VM Netwark | VI Netwark v

Disk provisioning ® Thin O Thick

Back || Net | Finish Cancel

Paso 2:

Seleccione Browse... para seleccionar un archivo OVA y, a continuacion, seleccione en Next.
Observe los parametros OVA predeterminados en la pagina OVF Template Details, como se
muestra en la imagen. seleccione en Siguiente.



1 New virtual machine - AMP-vPC

¥ 1 Select creation type Ready to complete

¥ 2 Select OVF and VMDK files Review your settings selection before finishing the wizard
+ 3 Select storage

+ 4 Deployment options

B 5 Ready to complete Product FireAMP PrivateCloud x86_64

VM Mame AMP-vPC

Configuracion inicial de la interfaz de administracion

Disks PrivateCloud_3.2.0_202010082118_v6.5_signed-
disk1.vmdk PrivateCloud_3.2.0_202010082118_v6.5_signed-
disk2 vmdk PrivateCloud_3.2.0_202010082118_v6.5_signed-
disk3.vmdk PrivateCloud_3.2.0_202010082118_v6.5_signed-diskd vmdk

Datastore vDisk-70_12
Provisioning type Thin

Netwaork mappings WM Metwark: VM Network
Guest 03 Name Unknown

' Da not refresh your browser while this VM is being deployed.
P

| Back || e Finish ‘| Cancel

41 New virtual machine - AMP-vPC

¥ 1 Select creation type Ready to complete

v 2 Select OVF and VMDK files Review your settings selection before finishing the wizard
+ 3 Select storage

+ 4 Deployment options

Y 5 Ready to complete Product FireAMP PrivateCloud x86_54

VM MName AMP-vPC

Disks PrivateCloud_3.2.0_202010082118_v6.5_signed-
disk1 vmdk PrivateCloud_3.2.0_202010082118_v6.5_signed-
disk2.vmdk,PrivateCloud_3.2.0_202010082118_v6.5_signed-
disk3.wmdk,PrivateCloud_3.2.0_202010082118_v6.5_signed-diskd vmdk

Datastore vDisk-70_12
Provisioning type Thin

MNetwork mappings WM Metwork: VM Metwork
Guest 05 Name Unknown

' Do not refresh your browser while this VM is being deployed.
e )y

| Back || Med [ Finish | | Cancel |

'.é

Una vez que se inicia la VM, se realiza la configuracion inicial a través de la consola de VM.



Paso 1:

Es posible que observe que la direccion URL muestra [UNCONFIGURED] si la interfaz no recibi6
una direccién IP del servidor DHCP. Tenga en cuenta que esta interfaz es la interfaz de
administracion. Esta no es la interfaz de Produccion.

AMP —— Private Cloud Advanced Malware Protection (ver. 3.2.8)

Interface Configuration :: Details

Use the arrow keys to move between fields, and the TAB key to toggle
between the form fields and buttons.

Pres=s the ENTER key when finished, or ESC to cancel.

*NOTE: Gateway for administration portal return traffic only.

IP Address 5 .153,?5

-91
Network Mask .255.8

Gateway= (Optional)

<Cancel>

Paso 2:
Puede desplazarse por las teclas Tab, Enter y Arrow.

Navegue hasta CONFIG_NETWORK vy seleccione la tecla Enter en su teclado para comenzar la
configuracion de la direccion IP de administracion para el Secure Endpoint Private Cloud. Si no
desea utilizar DHCP, seleccione No y Enter key.



AMP -- Private Cloud Adwvanced Malware Protection (ver. 3.2.8)

Interface Configuration :: Mode

Would you like to configure your interface with DHCP?

< Yes >

AMP —- Priwvate Cloud Advanced Malware Protection (ver. 3.2.8)

Main Menu
Your AMP Private Cloud device can be managed at:
! https:r-192.168.75.288
MiC Address ... ! BB:Bc:Z9:ab:da:ll
Password : PGBd"HbCgZ

The password shown above has been automatically generated for you. You
will be required to change this password when you first login.

CONF IG_NETWORK onf igure the Web administration interface.
-EHHEsE 0 oo e e e e
INFO Display device status ~ information.

En la ventana que aparece, elija Yes y seleccione Enter key.



AMP -- Private Cloud Advanced Malware Protection (ver. 3.Z2.8)

Apply Your Interface Configuration?

Reconf igure your administration interface with a static configuration?

¢ho >

Si la IP ya esta en uso, se le tratara con este registro de errores. Solo tiene que volver y elegir
algo que sea unico y no esté en uso.

Restarting ethd...

ERROR : Lretcrsysconf igsnetwork-scripts-ifup-ethl Error, some other host (BB:8C:29:41:74:E3) alr
eady uses address 192.168.75.91.
ERROR : [retcrsysconf ig-/network-scripts-sifup-ethl Error, some other host (BB:8C:29:41:74:E3) alr
eady uses address 192.168.75.91.
ERROR : [retcssysconf ig-/network-scripts-sifup-ethl Error, some other host (BB:8C:29:41:74:E3) alr
eady uses address 192.168.75.91.

Press ENTER key to continue...




AMP —- Private Cloud Advanced Malware Protection (wver. 3.2.8)

Interface Configuration :: Details

Use the arrow keys to move between fields, and the TAB key to toggle
between the form fields and buttons.

Press the ENTER key when finished, or ESC to cancel.

=NOTE: Gateway for administration portal return traffic only.

IP fddress
Network Mask
Gateway= (Optional)

<Cancel>

Si todo va bien, vera un resultado similar a este
exécﬁiétéuﬁ%igufefukédLﬁés] acffﬁn rﬁﬁ““
exécﬁiét&uﬁfigufe&luﬁdLﬁés] acffﬁn rﬁﬁ”h

exﬁcﬁf&[tunfigufetueﬁtLuQs] acfidn ruﬁ..

= exﬁcﬁf&[ﬁesfureSEiinﬁxFiieCuntéifDatai'&ctfun rﬁn.

Recipei B&éei:séh
= templatel etcssshssshd_configl action create

-—- setcssshesshd_conf ig 2821-84-89 13:25:81.9699956824 +B06A

+++ setossshy . chef -sshd_conf igZ28218418-8586-1ryBgxZ Z6821-B4-18 B6:13:11.889389544 +B880
PR -18,7 +18,7 BR

#hddressFamily any

#listenAddress B.8.8.8

#ListenAddress ::

-Listenfiddress 192.168.75.288

+Listenfnddress 192.168.75.92

t#t The default requires explicit activation of protocol 1
Protocol 2

= templatel etcssshsssh_configl action create (up to date)

= servicelssh_server] action enable (up to date)

= servicelssh_server] action start (up to date)
Recipe: base::grub-conf

= cookbook_filelrsetcsdefaultsgrubl action create (up to date)

= executelUpdate grub if new kernel installed] action run (skipped due to only_if)

= executelEnsure grub menu displays Cisco not Cent0S] action run (skipped due to only_if)
Recipe: base::transparent-hugepages

= executeldisable transparent hugepagel action run

= executeldisable transparent hugepage defragj action run

= exﬁcﬁ{é[&iééhle frénspareﬁt hﬁgeﬁage furldef&ult kefnéii écfiunl}un




Restarting ethd...

Reconf iguring. ..

[2821-84-18TE6:12:42+88:801 WARN: Ohai::Configl:disabled_plugins] is set. Dhai::Configl:disabled_plu
gins]l is deprecated and will be removed in future releases of ohai. Use ohai.disabled_plugins in you
r configuration file to configure :disabled_plugins for ohai.

[2821-B4-18TE6:12:42+88:881 WARN: Ohai::Configl:disabled_plugins] is set. Dhai::Configl:disabled_plu
gins] is deprecated and will be removed in future releases of ohai. Use ohai.disabled_plugins in you
r configuration file to configure :disabled plugins for ohai.

Starting Chef Client, wversion 12.14.89

Paso 3:

Espere hasta que aparezca de nuevo la pantalla azul con la nueva IP ESTATICA. Ademas, tenga
en cuenta la contrasefa para una sola vez. Tome nota y vamos a abrir nuestro navegador.

AMPF -- Private Cloud Advanced Malware Protection (ver. 3.2.8)

Main Menu

Your AMP Private Cloud device can be managed at:

: https:,-192.168.75.92
e S e Mc:29:ab:4a:
Password : PGBA"HbCgZ =

The password shown above has been automatically generated for you. You
will be required to change this password when you first login.

CONF IG_NETWORK Conf igure the Web administration interface.

CONSOLE Gtart command-line console ~» shell.

INFO Display device status ~ information.
68

Configuracion inicial de vPC mediante GUI web

Paso 1:

Abra un navegador web y navegue hasta la direccion IP de administracion del dispositivo. Puede
recibir un error de certificado cuando la nube privada de terminal seguro genere inicialmente su
propio certificado HTTPS, como se muestra en la imagen. Configure el navegador para que confie
en el certificado HTTPS autofirmado de Secure Endpoint Private Cloud.

En el explorador, escriba la IP ESTATICA que configurd anteriormente.



¢ @ £ hitps//192.168.75.92 v @D @

£ B D Menvisited B Cisco BN CocoWPH Bl bmac (T WHOS G Ting Speedtent- Spee.. B U500 2K B inbernet Banka - MON... = dClowd By Google Tanslate ) Mews | Cisco diows EC2Management Cor. |0 Leaming Linux U 5 1t Domm T

Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to 192.168.75.52. f you visit this site, attackers could
fry to steal information like your passwords, emails, or credit card details.,

What can you do about it?

The issue is most likely with the website, and there is nothing you can do to resolve it.

If wouw are on 3 corporate network Or using anti-virus software, you can reach out 10 the support teams for assistance,
You can also notify the website's administrator about the problem.

Leam more...

Advanced...

Someona could be trying to impersonate the site and you should not continue.
Websites prove their identity via certificates. Firefox does not trust 192.168.75.92 because its certificate
issuer is unknown, the certificate is self-signed, or the server is not sending the correct intermediate

certificates.

Emor code: SEC_ERROR_UNKNOWM_ISSUER

View Certificate

Accept the Risk and Continue

Paso 2:

Después de iniciar sesion, se le pedira que restablezca la contrasefa. Utilice la contrasena inicial
de la consola en el campo Contrasefa Antigua. Utilice la nueva contraseina en el campo Nueva
contrasena. Vuelva a introducir la nueva contrasefia en el campo New Password (Nueva
contraseia). seleccione en Cambiar contrasena.

wtfuan] e

ciIsco AMP for En deilltS Private Cloud Administration Portal

Password Required

Authentication is required to administer your AMP for Endpoints Private Cloud
device. The password can be found on the device console of your Private Cloud
device.

2, weesesssece
\ Use one time password
PGB HbCgZ

This site is best viewed in: Internet Explorer 10+, Firefox 14+, Safari 6+, or Chrome 20+

Password Recovery

. Support

Paso 3:



Después de iniciar sesion, se le pedira que restablezca la contrasena. Utilice la contrasena inicial
de la consola en el campo Contrasefia Antigua. Utilice la nueva contrasefia en el campo Nueva
contrasefla. Vuelva a introducir la nueva contrasefa en el campo New Password (Nueva
contrasefa). seleccione en Cambiar contrasena.

'Elfs'él(;' AMP for Endpoints private Cloud Administration Portal L Support ?Help & Logout

# | Configuration ~ Operations = Status ~ Integrations - Support ~ | o lll e 4

Change the password used to access the AMP for Endpoints Private Cloud Administration Portal and
the device console. Note that this is also the root password for your device. @

sasssentse - O one time password

(@

r =

Paso 4:

En la pagina siguiente, desplacese hacia abajo para aceptar el acuerdo de licencia. seleccione en
He leido y acepto.

Paso 5:

Después de aceptar el acuerdo, aparece la pantalla de instalacion, como se muestra en la
imagen. Si desea restaurar desde una copia de seguridad, puede hacerlo aqui; sin embargo, esta
guia continua con la opcién Instalacion limpia. Seleccione en Inicio en la seccion Instalacion
limpia.



Ilc|||3—:éigh AMP for Elldej.llrF.\ Private Cloud Administration Portal . Support ?Help @ Logout

# Configuration = Operations ~ Status - Integrations - Support - ol

Installation Options

Install or Restore

Instail or Restore Either perform a clean installation or select a location to restore your device from. When restoring you will
» License have the option to edit your configuration before restore proceeds

Clean Installation

Bl —

Restﬂ re Local  Remote

Restore a recovery file using your browser. Note that this method is only recommended for small recovery
files (less than 20MB)

E + Choose Restore File

Paso 6:

Lo primero que necesita es una licencia para seguir adelante. Al adquirir el producto, recibira una
licencia y una frase de contrasefia. Seleccione en +Cargar archivo de licencia. Elija el archivo de

licencia e introduzca la frase de paso. Seleccione en Cargar licencia. Si la carga no se realiza
correctamente, compruebe que la frase de contrasefia es correcta. Si la carga se realiza
correctamente, se muestra una pantalla con informacion de licencia valida. Seleccione en

Siguiente. Si sigue sin poder instalar la licencia, pongase en contacto con el servicio de asistencia

técnica de Cisco.

-\lc|| IS' ,élc; AMP for E Ildp()iﬂf.‘; Private Cloud Administration Portal . Support  ?Help @ Logout

& Configuration ~ Operations ~ Status ~ integrations ~ Support = il o

Installation Options

License
% Install or Restore v Device ID
» License
£ COMMI—— S
License

No license has been installed

Install New License

B license + Upload License File

| e | (IR E



"c!,'_r:él‘;' AMP for Endpoints erivate clous administration Portal L Support 7Help G Logout

# | Configuration ~  Operations - Status - Integrations - Support ~ - -

@ License was successfully
uploaded

Installation Options

License

» Install or Restore

B % Device ID
» License v
B £ GO 5
» Deployment Mode
_AMP for Endpoints Console
Account License
» Hardware Requirements
i . Licensee Roman Valenta
Conhgtitation VA 0
» Metwork
» Date and Time Business Cisco - rvalenta
» Cerlificate Authorities 30526444 SN - 7 256 b49b7as
» Upstream Proxy Server v
s Ernail o Validity 2021-04-01 - 2025-12-31
» Motifications
y Backup < Product SKU FP-AMP-CLOUD=
» SSH
Seats 50
» Syslog v
» Updates L4
services Replace License (click to expand)

» Authentication
> AMP for Endpoints Console

Disposition Server @

. Disposition Server

Paso 7:

Recibira la pagina de bienvenida, como se muestra en la imagen. Esta pagina muestra la
informacion que debe tener antes de configurar la nube privada. Lea atentamente los requisitos.
Seleccione en Siguiente para iniciar la configuracion previa a la instalacion.



'.':Ipls'é[c'.' AMP for Elldp(}illts Private Cloud Administration Portal C Support ?Help @ Logout

# | Configuration = Operations = Status = Integrations = Support - |

Installation Options

Welcome to Private Cloud

# Install or Restore v %

) - Before you begin
RIS AMP for Endpoints Private Cloud neads certain network and infrastructure resources in
> Welcome :

place
» Deploymant Mode -
. AMP for Endpoints Console B You will be asked to provide this information as you proceed through the instaliation. For
* Account more information and examples, please refer to the Private Cloud Deployment Strategy
» Hardware Requirements quide
Configuration
> Network
» Date and Time ‘_:_‘ Two Static IP Addresses
» Certificate Authorities One for administrative use, and the other for enterprise-facing senvices
2 Upstream Proxy Server v
» Ermail b
» Molifications == DNS Server
» Backup v == Provides hostname resolution to the Private Cloud device.
» SSH
; ﬁyslog : Hostnames and Trusted Certificates
ates : : E

e One hostname and trusted certificate for each of the following senices:

Services « Authentication.
= s AMP for Endpoints Console.

» Authentication :
» AMP for Endpoinis Console ' »:Bli=pociion Senr.

5 2 » Disposition Server - Extended Protocal.
» Disposition Server ; - ;

i » Disposition Update Senice
.. Disposition Server 2 3
> = Firepower Management Center Link.

Extended Protocol
, Disposition Update MNote: Hostnames can not be changed once the device has fimished installation
* Service
Firepower Management
> S SMTP Server
Used for emails, alerts, and notifications.

Other
» Recovery

@ NTP Server

Review and Install . . . , .
’ Provides time synchronization across your Private Cloud device and endpoints.

. External Internet connection (Proxy Mode only)
Proxy Mode devices perferm anonymized disposition queries against the Cisco Cloud

Configuracion

Paso 1:

%ﬁ Nota: Tenga en cuenta que en los siguientes conjuntos de diapositivas incluimos algunas
exclusivas, como se muestra en la imagen, que son exclusivas solo para el modo AIR GAP ,
las que se deben incluir y marcar como AIRGAP ONLY (SOLO AIRGAP)



alvafn £ R R
cisco  AMP for ]_;11(]__ OINTS  Private Cloud Administration Portal . Support ?Help @ Logout

Installation Options

Deployment Mode

s Cloud proxy mode performs disposition leokups against Cisco Cloud disposition servers. Standalone
v mode disables upstream communication with Cisco Cloud disposition servers and pedorms disposition
Welcome v lookups against a local database
Deployment Mode
ANMP for Endpaints Consobe
Account
Hardware Requirements » Requires an Intemet connection and » May require an Intermet connection
communication with AMP for Endpoints » Communication with AMP for Endpoints
Configuration Connectors managed by this device Connectors managed by this device are
Network = Disposition queries are proxied to the Cisco neaded
Date and Time Cloud « Disposition queries are handled by the Private
Certificate Authorities « Content updates contain TETRA definitions Cloud device
Upstream Proxy Server o « Content and software updates can be retrieved + Content updates contain TETRA definitions as
Emai v and applied automatically. well as file disposition information
lotifications + Updates may be downloaded separately or
Backup v automatically on this device
SSH -
Syslog W
Updates v

Y~ ¥ SOLO AIRGAP ~ ¥




Nota: Estos pasos sélo son aplicables a los dispositivos fisicos.

stfuvil i,
cisco

AMP for EHdeilHS Private Cloud Administration Portal

Configuration = Operations = Status Integrations = Support ~

Instaliation Options

Deployment Mode

7 Help

«" Standaione

® Logout

» Install or Restore v Cloud proxy mode performs disposition lookups against Cisco Cloud disposition servers. Standalone mode
» License v disables upstream communication with Cisco Cloud disposition servers and performs disposition lookups
> Welcome v against a local database
» Deployment Mode v
3 Standalon Operation & Cloud Proxy «" Standalone
AMP for Endpoints Console
Account = Requires an Internet connection and « May require an Intemet connection
» Hardware Requiremenis communication with AMP for Endpoints » Communication with AMP for Endpoints
Connectors managed by this device Connectors managed by this device are needed.
Configuration = Disposition queries are proxied to the Cisco « Disposition queries are handled by the Private
> Metwork Cloud Cloud device
» Date and Time « Content updates contain TETRA definitions « Content updates contain TETRA definitions as
» Certificate Authorities « Content and software updates can be retrieved well as file disposition information
» Upstream Proxy Server v and applied automatically, « Updates may be downloaded separately or
> Email v automatically on this device.
» Notifications
» Backup v
» SSH
» Syslog v
> Updates v

N

cisco # Help

AMP for Endpoints  private cioud administration Portal @ Logout

L] Configuration « Operations - Status ~ Integrations ~ Support ~ « Standalone ™ | -

Installation Options

Standalone Operation

Alr Gap mode requires updates to be downloaded separately from this Private Cloud device, and applied via
an IS0 file attached 1o the device

«" Air Gap

= Does not require an Internet Connection
= Updates must be downloaded separately and
applied to this Private Cloud device

» Install or Restore
> License

» Welcome
5

2

>

L . S S

Deployment Mode
Standalone Operation
. AP for Endpoints Console
“ Account
» Hardware Requirements

Configuration

» Metwork

» Date and Time

» Certificate Authorities
» Upstream Proxy Server
» Email
» Mofifications

4%

> Backup v
» 88H

> Syslog
» Updates

L4

A A AIRGAP SOLAMENTE A A
Paso 2:

Vaya a la pagina Secure Endpoint Console Account. La consola utiliza un usuario administrativo
para crear directivas, grupos de equipos y agregar usuarios adicionales. Introduzca el nombre, la
direccion de correo electronico y la contrasena de la cuenta de consola. Seleccione en Siguiente.



'él.ls':_lcl,' AMP for EIldeillIS Private Cloud Administration Portal . Support 7Help @ Logout

& Configuration = Operations = Status - Integrations = Support = il I

Installation Options

AMP for Endpoints Console Account

Configure the initial account for the AMP for Endpoints Console. The AMP for Endpoints Console is the
main interface for your AMP for Endpoints Private Cloud.

» Install or Restore

» License

2 Weicome
Depkyment Mode
AMP for Endpoints
Console Account

> Hardware Requirements

L4 s

Name Roman Valenta

Business Name  Cisco - valenta

Configuration rval G O

» Metwork Email Address
% Date and Time ol G- o

Certificate Authorities
2 Upstréam Proxy Server ' ssssssessssssssssne
Cisco Cloud Password
» Email ] SRR NETERRRERREY
2 Hotifications
> Backup L
SSH
2 Syshbg
> Updates.

L4

Si se ejecuta en este problema cuando implementa desde el archivo OVA, entonces tiene dos
opciones, continuar y corregir este problema mas tarde o apagar entonces para su VM
implementada y ajustar en consecuencia. Después de reiniciar, continue por donde se fue.

% Nota: Esto se corrigio en el archivo OVA para la versién 3.5.2, que se carga correctamente
con 128 GB de RAM y 8 nucleos de CPU

IIcl|lslé!gII AMP for Eﬂdp()j.ﬂ[s Private Cloud Administration Portal . Support  ?Help @ Logout

#  Configuration = Operations - Status - Integrations = Support = ™| -

Installation Options

Hardware Requirements

# Install or Restore v :

- A Hardware Requirements Not Met

> License: v

S Walcome w3 Your cument configuration does not meet the hardware requirements

2 Deployment Mode L

. AMP for Endpoints Console It is recommended that you shutdown this device and adjust its hardware allocation to meet
“* Account ¥ or exceed the minimum requirements. If you proceed, you may expenence system

» Hardware Requirements instability

Configuration

% Network Hardware Configuration

» Date and Time

» Cerificate Authoriies Installed Minimum Required
2 Upsiream Proxy Server w

> Cisco Cloud CPU Cores 4 8

e Y Memory 125 GB 128 GB

2 MNotifications

> Backup L

e O Shutdown I understand the risks >
> Sysiog v

> Updates w

% Nota: Utilice solo los valores recomendados, a menos que sea para fines de laboratorio



(<1 Edit seftings - AMP-vPC (ESXi 5.0 virtual machine)
[ Virtual Hardware | VM Options |
3 Add hard disk =M Add network adapter (= Add other device
» [ CPU ‘ 5 v ‘ 9 =
» Wl Memory m B T - It will worl: with 48Gh as well
v (3 Hard disk 1 97652247 MB v
b (2 Hard disk 2 ‘m B v
» (2 Hard disk 3 @l B v
v (3 Hard disk 4 W cB v
b SCSI Controller 0 LSI Logic Parallel b
» ®H Metwork Adapter 1 VI Netwark v Connect
» B8 nNetwork Adapter 2 WM Network v Connect
» (% CDIDVD Drive 1 Fiat i ¥ [ Connect
v [ video Card Specify custom settings v
save || Cancel
P

Una vez reiniciados continuamos donde nos fuimos.

ek AMP for Endpoints  private Cloud Administration Portal L Suppot  ?Help @ Logout

# | Configuration = Operations - Status - Integrations - Support ~ = | -

Installation Options

Hardware Requirements

2 Install or Restore -

L « Hardware Requirements Met

» License

% Welcome Your current configuration meets or exceeds the hardware requirements

> Deployment Mode

AMP for Endpoints Console
Aceount Hardware Configuration
> Hardware Requirements

L R

Installed Minimum Required
Configuration
TR, | cPu Cores 8 8
Date and Time:
» Ceriificate Authoriies
> Upstream Proxy Server v
» Cisco Cloud Next>
> Email v
> Notifications
> Backup v
> S5H
7 Syslog v
» Updates v

g

A

Memory 125 GB 128 GB

Asegurese también de configurar ETH1 con IP ESTATICA.

% Nota: Nunca debe configurar el dispositivo para utilizar DHCP a menos que haya creado
reservas de direcciones MAC para las interfaces. Si las direcciones IP de sus interfaces



% cambian, esto puede causar serios problemas con los Secure Endpoint Connectors
implementados. Si no ha configurado el servidor DNS, puede utilizar DNS publico temporal
para finalizar la instalacion.

Paso 3:
'c||lsé|¢; ' AMP for End po INLS  private Cloud Administration Portal % Support  7Help G Logout
#  Configuration = Operations ~ Status ~ Support ~ | R

Installation Options

» Install or Restore
» License

v
v
> Welcoms v
» Deployment Mode v
v
v

. AMP for Endpoints Console

|ndminisiraliun Portal I ethD / 00:0C:29:A6:4A:11
Account

IP Assignment |192 168.75 92

Configuration More details
Network v

» Date and Time

» Certificate Authorities Ilnterface Conﬂgufaﬂonl eth1/00:0C:29:A6:4A:18

» Upstream Proxy Server v

» Cisco Cloud IP Assignment 192 168.75.209

> Emai v

» Notifications

> Backup 4

> SSH z t l—

: IP Assignment Static b

» Syshg v
Updates v P -‘«.::c!.re-;asi 192 168.75.93 |

» Hardware Requirements

More details

Services A Check for IP Address conflicts
» Authentication
2> AMNP for Endpoints Console
> Disposition Server
. Disposition Server
" Extended Protocol
_ Dsposition Update
Service DNS

. Firepower Management

(=1

Center v T 2
Primary DNS Server 8888 M |Jse public DNS temporary.
Other
. Recovery Secondary DNS Semver

> Review and Install

Paso 4:

Aparecera la pagina Fecha y hora. Introduzca las direcciones de uno o varios servidores NTP que
desee utilizar para la sincronizacion de fecha y hora. Puede utilizar servidores NTP internos o
externos y especificar mas de uno mediante una lista delimitada por comas o espacios.
Sincronice la hora con su navegador o ejecute amp-ctl ntpdate desde la consola del dispositivo
para forzar una sincronizacion de hora inmediata con sus servidores NTP. Seleccione en
Siguiente.



ailanfus - . . .
CISCO \L\‘{J for ]'.|]'\'_".1L)]'lll_‘| Private Cloud Administration Portal . Support ?Help & Logout

# . " = " - " = § # _ § - E -

Installation Options

Date and Time

NTP Servers @ HELP

[] Verify hostname resolution

L T S

are Requirements

Configuration o | 2021
N I v =l
Date and Time @ 8 17 24 utc
Cartificate Authorties
o W e
c
Er v
Backup v
S5H

¥ ¥ SOLO AIRGAP




Nota: Estos pasos sélo son aplicables a los dispositivos fisicos.

.|c|||5.c|]c;. AMP for El‘ldeilﬂS Private Cloud Administration Portal 7Help @ Logout

# Configuration = Operations = Status - Integrations = Support = < Standalone | m -

Installation Options

Prepare amp-sync

You will need to load a snapshot of the Protect DB and retrieve the latest AMP updates from Cisco after your
device has finished installing in air gap mode. Cisco provides a shell script called amp-sync that will retrieve
the updates and build an 130 file that you can then mount on your AMP device:

Install or Restore

Licanze

Welcome

Deployment Mode
Standalone Operation

. AMP for Endpoints Console
* Account

> Hardware Requiremenis

W

'

W N

It is suggested that you begin the download process now since the initial update is very large.

& Download amp-sync @

L N R

Configuration

> Network

Date and Time
Certificate Authorities
Upsiream Proxy Server
Prepare amp-sync
Email

Motifications

Backup

SSH

Syslog

Updatas

w

L8

W N W N W
<

<

WO N W

<4

A A AIRGAP SOLAMENTE A A
Paso 5:

Aparece la pagina Autoridades de certificados, como se muestra en la imagen. Seleccione en
Agregar autoridad certificadora para agregar su certificado raiz.

'EI||5'é|cl,' AMP for EIldeilltS Private Cloud Administration Portal . Suppot ?Help @ Logout

# | Configuration = Operations = Status = Integrations = Support = | ol [

Certificate Authorities

Add Cenrtificate Authority -

Installation Options

e

Ingtall or Restore
License
2 Welcome

A

Deployment Mode Mo certificate authorities have been uploaded to this device
. AMP for Endpoints Console

 Aceount

L S T

o

Hardware Requrementis



'lc|||5'é|cl,' AMP for Endpoints private cloud Administration Portal . Suppot ?Help [ Logout

# | Configuration = Operations = Status - Integrations = Support - |-

'f’_‘_“?‘?*’_f".“f""_‘“.'““. ~ Add Certificate Authority

2 Install or Restore w 5
> License v @ Certificate Root (PEM .crt) []Disable Strict TLS Check
2 Welcome v
# Deplayment Mode v Certificate file has been uploaded
AMP for Endpoints Consolke o
Akcounl Certificate is in a readable format
> Hardware Requirements  +*
Configuration Certificate start and end dates are valid
> Network L
» Date and Time J Certificale end date is later than 20 months from today,

» Certificate Authoriies

2 Upstream Proxy Server  + Certificate file only contains one certificate

O00000O0

2 Cisco Cloud
G ; il Certificate does not use sha-1 signature algonthm
2 Notifications
2 Backup L
3 SSH Certificate using RSA keys must use a key size of 2048 or more
> Sysiog v
> Updates v
B AMPAPC-Root-CA.pem + Add Centificate Root
Services
» Authentication -
# AMP for Endpoints Console Cancel
2 Disposition Server
il AMP for Endpoints  private Cloud Administration Portal . Suppot 7?Help @ Logout
# | Configuration - Operations = Status - Integrations = Support - -~ -
T . Certificate Authorities
2 Install or Restore v Add Certificate Authority
> License v
> Weicome v
> Depioyment Mode L D Certificate [click to collapse)
,, AMP for Endpoints Console v
" Account Issuer  AMP-PC
> Hardware Requirements v & Download
Subject AMPFC
Configuration
> MNetwork v Validity  2021-04-09 16:28:00 UTC - 2031-04-09 16:28:00 UTC
> Date and Time v

» Certificate Authorities m
> Upstream Proxy Server v

> Cisco Cioud

Paso 6:

El siguiente paso es configurar la pagina Cisco Cloud, como se muestra en la imagen. Seleccione
la regidn de la nube de Cisco adecuada. Expanda Ver nombres de host si necesita crear
excepciones de firewall para su dispositivo Secure Endpoint Private Cloud para comunicarse con
la nube de Cisco para busquedas de archivos y actualizaciones de dispositivos. Seleccione en
Siguiente.



cisco AMP for l.-',nd;mims Private Cloud Administration Portal . Support ?Help @ Logout

Installation Options Cisco Cloud

ISINN or Reoiore Cisco Cloud Configuration
License

Weicome
Deployment Mode Region
AMP for Endpeints Console

Account & Cisco Cloud, North America r:]

L T S S S S

Hardware Requirements
View Hostnames (click to expand)
Configuration
Network
Dete and Tims Cisco Cloud Identity
Certificate Authorities
Upstream Proxy Server
Cisco Cloud Client Identity

L 448

<

Email
i f L

Notifications & 0f476ead dbbe272a6c
Backup "
SSH

Syskg v

Paso 7:

Vaya a la pagina de notificaciones, como se muestra en la imagen. Seleccione la frecuencia de
las notificaciones criticas y regulares. Introduzca las direcciones de correo electrénico a las que
desea que se envien notificaciones de alerta para el dispositivo de terminal seguro. Puede utilizar
alias de correo electronico o especificar varias direcciones mediante una lista separada por
comas. También puede especificar el nombre del remitente y la direccion de correo electronico
que utiliza el dispositivo. Estas notificaciones no son las mismas que las suscripciones de Secure
Endpoint Console. También puede especificar un nombre de dispositivo unico si tiene varios
dispositivos de nube privada de terminal seguro. Seleccione en Siguiente.



: 21| |s.c|]c|| " AMP for End po INtS  private Cloud Administration Portal

® Configuration ~ Operations = Status = Integrations = Supp

Installation Options

Notifications

instal t Se——
s I Keatoe Notification Frequency

License

? Welcome Critical Notification Frequency

Deployment Mode
AMP for Endpoints Console

Account Natification Frequency

L S O G

Hardware Requirements

Configuration
Motification Addresses
Network
Dat d T % P
LA Motification Recipients
Certificate Authorities.
Upstream Proxy Server

Cisco Cloud Notification Sender Address

A0 O B SR W 8

Ermail
Notifications
Backup

S5H

Motification Sender Name

<

Syslog
Updates

<<

Device Name

Services -
Device Mame

Authentication

AMP for Endpaints Console
Disposition Server
Disposition Server

Extended Protocol

Paso 8:

ort -

@ HELF

@ HELP

© HELP

@ HELP

© HELP

@ HELP

. Support

Every & Minutes

Every Week

v A

donotreply@cisco.com

AMP for Endpoints Device

Cyberiet vPC 2

?Help @ Logout

A continuacion, acceda a la pagina SSH Keys (Claves SSH), como se muestra en la imagen.
Seleccione en Agregar clave SSH para introducir cualquier clave publica que desee agregar al
dispositivo. Las claves SSH le permiten acceder al dispositivo a través de un shell remoto con
privilegios de root. Sélo los usuarios de confianza deben tener acceso. El dispositivo de nube
privada requiere una clave RSA con formato OpenSSH. Puede agregar mas claves SSH mas
adelante mediante Configuration > SSH en el portal de administracion. Seleccione en Siguiente.



'Ic||'5::-_|(;‘ AMP for End pOill[S Private Cloud Administration Portal A Announcements  ?Help @ Logout

# | Configuration ~ Operations ~ Status ~ ntegrations ~ Support ~ < Standalone _ & | ~

© Maintenance Mode © Sanity Check Failing

This page allows you to add and remove SSH keys on your Cisco AMP for Endpoints Private Cloud
device. SSH keys allow administrators remote root authentication to the device. Only trusted users
should be granted access.

Add SSH Key
Windows PuTTY
2021-11-17 23:01:01 +0000 2021-11-17 23:01:01 +0000 @ Egit

ecdsa-sha2-nistp256 AARALY iR ——— - _ T2y TeadPhgwn B0 Telg FXER7QGT dag4vT2eDSXOXEd
I4DKhrTNBYB/77Ted/ Jagx/Przxss

A continuacion, accedera a la seccidn Servicios. En las paginas siguientes, debe asignar nombres
de host y cargar los pares de certificado y clave adecuados para estos servicios de dispositivos.
En las siguientes diapositivas podemos ver la configuracién de uno de los 6 certificados.

Services
Paso 1:

Durante el proceso de configuracion, es posible que se ejecute en estos errores.

El primer "error" que observe se resalta con las 3 flechas. Para omitir esto simplemente
desmarque "Desactivar verificaciéon TLS estricta"



Precaucion: En VPC 3.8.2 y versiones posteriores de TLS Web Server se requiere ahora
la autenticacion para que se acepte el certificado, el certificado de servicio no puede
exceder la validez de 398 dias.



Ingtallation Options

ion can

Authentication Configuration

B HELP

[A vaiidate DNS Hame

Replace Certificate

» Disposition Server )
Disposition Server Certificate match

&:liall or Flasr ¥ Authentication Hostname
» License o
» Welcome L
» Deployment hode v I @ | vPCZ-Authentication cyberworld Jocal |
AMP for Endpoints &
Console Account
P Hemee Requlmments. o4 Authentication Certificate ; Undo
Disable Strict TLS Check
Configuration
¥ Metwork L ® Certificate (PEM .crt)
» Date and Time o
¥ Cerificate Authorities v %
Certificate file has been uploaded.
» Upstream Proxy Server ¥ "
» Cisoo Cloud L
3 Email v a Certificate is in a readable format. a
¥ Notifications -
» Badwp V E Certificate start and end dates are falid.
» S8H E s
» Sysleg v Certificate contai bject
® icate contains a subject. e
> Upiers . @ Q
ERrikias Certificate contains a col
¥ Authentication
AMP for Endpaints a Certificate contains a
Caonsole the uploaded key.
:
Extended Fratacal
> Dispasition Update Certificate iz
Sarvice authority.
Firepower Management PRI it
Cariar cate issued after
have a validity period of 825 days or less.
Other
Certificate issued after 09/01/2020 must
> Recovery

3 Rt and irall have a validity period of 398 days or kess,

(o I o i ]

Certificate does not use sha-1 signature
algorithm

Certificate using RSA keys must use a
size of 2045 or more.

Certificate must specify server cerdificate in
Extended Key Usage extension,

B vPC2-Authenticatior < Choose Certificate

Sin verificacion TLS estricta

B vPC2-Authenticatior

& Key (PEM .key)

Key file has been uploaded,

Key contains a supported key type.

Key contains public key material.

Key contains private key material

Key contains a public key matching the
uphkaded certificate.

+ Choose Key



]

cI1sco AMP for EI]deiIltS Private Cloud Administration Portal % Support ?Help @ Logout

M |  Configuration - QOperations - Status - Integrations. ~ Support - - -

Installation Options

Authentication Configuration

7 Instal or Restore v Authentication Hostname © HELP
> License v
> Welcome v
% Deployment Mode v @ | vPC2-Authentication cyberword.10Ca | pe— A Validate DNS Name

AMP for Endpoints Console -

Account
> Hardware Requrements: v Authentication Certificate & Disable Strict TLS Check = Undo | Replace Cedtificate
Configuration
» MNetwork v ® Certificate (PEM .crt) & Key (PEM .key)
> Date and Time v
> Certificate Authorities v Certificate file has been uploaded. B Key file has been uploaded
> Upstream Proxy Server v
2 Cisco Cloud v = T 5
3 Emal 7 Certificate is in a readable format. a Key contains a supported key type
> HNotifications v
> Backup v Certificate start and end dates are valid a Key contains public key matenal
» SSH v
> Sysiog v Certificate contains a subject Key contains private key material
> Updates v
S Certificate contains a common name. Key contains a public key matching

the uploaded certificate.
> Authentication |-

2 AMP for Endpoints Console
> Dispostion Server

Certificate contains a public key

Thatcing the uplosdad iy B WPC2-Authenticatic + Choose Key

OO0 O 00000

> DMpastion Server Certificate matches hostname.
Extended Protocol
5 Disposition Update ) —
Service Ce“*“‘?a'e is signed by a trusted root vPC2-Authentication.cyberworld local.pem
Firepower Management authonty
? Center
Other B WPC2-Authenticatic 4 Choose Cerificate <sb=yPC2-Authentication.cyberworldlocal.crt
> Recovery

> Review and Instal

Paso 2:

El siguiente error que aparece es si deja la opcion "Validar nombre DNS" activada. Aqui tiene dos
opciones.

#1: Desactive la marca de verificacion Validar DNS

#2: Vuelva al servidor DNS y configure el resto de los registros de host.



cisco :"\:\ IP l(‘ll l: ll(ipniﬂ[.‘; Private Cloud Administration Portal L Support ?Help G Logout

L Configuration ~ Operations ~ Status = ntegrations = Support ~ . -

An error occurred while processing your request.

= Hostname does not resolve

Instaliation Options

Authentication Configuration

> Install or Restore

v S
Authentication Hostname @ HELP
> License L 4
Welcome v
» Deployment Mode v @ vPC2-Authentication.cyberworld local [[] Validate DNS Name
AMP for Endpo
. P for Endpoints 9
Console Account
» Hardware Requirements
; Authentication Certificate [ Disable Strict TLS Cheek | Undo Replace Cerlificate
Configuration
» Natwodk e ® Certificate (PEM .crt) @ Key (PEM .key)
» Date and Time v
» Certificate Autho
Certificate fie has been uploaded ey fie has been uploaded
> Certificate Authorities v Certif f Ke f 4
» Upsiream Proxy Server
» Cisco Cloud o
. Ernail V a Certificate is in a readable format E Key contains a supported key type
* Notifications v
Bacwp v a Certificate start and end dates are valid a Key contains public key material
» SSH L4
Syslog v a Certificate contains a subject B Key contains private key material
Updates v
Sarvices a Certificate contains a commaon name E Key contains a pubdic key matching the
% A nication uploaded certificate
uthentizati
AMP for Endpaints a Certificate contains a pubkc key matching
S the upkaded ke
Console P ¥ | ] + Choose Key
» Disposition Sefver
B aales B B Certificate matches hostname
Extended Protocol
Dispesition Update a Certificate is signed by a trusted root
" Service authority.

. Firepower Managemaent

" Center

# Choose Certificate
Other

> Recovery
> Review and Install

Ahora repita el mismo proceso cinco veces mas para el resto de los certificados.
Autenticacion

- El servicio de autenticacion se puede utilizar en versiones futuras de la nube privada para
gestionar la autenticacién de usuarios.

Consola de terminal segura

- Consola es el nombre DNS donde el administrador de Secure Endpoint puede acceder a la
consola de Secure Endpoint y los conectores de Secure Endpoint reciben nuevas politicas y
actualizaciones.

Servidor de disposicion

- Servidor de disposicidon es el nombre DNS donde los conectores de terminal seguro envian y
recuperan la informacion de busqueda en la nube.



Servidor de disposicién - Protocolo extendido

- Servidor de disposicion: el protocolo extendido es el nombre DNS donde los nuevos conectores
de terminal seguro envian y recuperan la informacién de busqueda en la nube.

Servicio de actualizacion de disposicion

- El servicio de actualizacidon de disposicidon se utiliza cuando se enlaza un dispositivo Cisco
Threat Grid a un dispositivo de nube privada. El dispositivo Threat Grid se utiliza para enviar
archivos para su analisis desde Secure Endpoint Console y Disposition Update Service se utiliza
en Threat Grid para actualizar la disposicion (limpia o malintencionada) de los archivos una vez
analizados.

Centro de administracion FirePOWER

-El enlace a Firepower Management Center le permite vincular un dispositivo Cisco Firepower
Management Center (FMC) a su dispositivo de nube privada. Esto le permite mostrar datos de
terminales seguros en el panel de FMC. Para obtener mas informacién sobre la integracion de
FMC con un terminal seguro, consulte la documentacion de FMC.

.& Precaucion: los nombres de host no se pueden cambiar una vez que el dispositivo ha
finalizado la instalacion.

Anote los nombres de host necesarios. Debe crear seis registros A de DNS unicos para la nube
privada de terminal seguro. Cada registro apunta a la misma direccion IP de la interfaz de Virtual
Private Cloud Console (eth1) y deben resolverse tanto en la nube privada como en el terminal
seguro.

Paso 3:
En la pagina siguiente, descargue y verifique Recovery File.

Usted obtiene la pagina de recuperacion, como se muestra en la imagen. Debe descargar y
verificar una copia de seguridad de la configuracion antes de iniciar la instalacion. El archivo de
recuperacion contiene toda la configuracion, asi como las claves del servidor. Si pierde un archivo
de recuperacion, no podra restaurar la configuracion y tendra que volver a instalar todos los
conectores de Secure Endpoint. Sin una clave original, tendra que volver a configurar toda la
infraestructura de nube privada con nuevas claves. El archivo de recuperacion contiene todas las
configuraciones relacionadas con el portal opadmin. El archivo de copia de seguridad contiene el
contenido del archivo de recuperacion, asi como cualquier dato del portal del panel, como
eventos, historial de conectores, etc. Si desea restaurar solo el opadmin sin los datos del evento y
todo, puede utilizar el archivo de recuperacion. Si restaura desde el archivo de copia de
seguridad, se restauraran los datos de opadmin y del portal de paneles.

Seleccione en Descargar para guardar la copia de seguridad en el ordenador local. Una vez
descargado el archivo, seleccione en Choose File para cargar el archivo de copia de seguridad y
verificar que no esté danado. Seleccione en Siguiente para verificar el archivo y continuar.



% Gisco Cloud v 1. Download Recovery File 2. Verify Recovery File
% Email v
Metificati v
: - I_ festions o Please keep a copy of this file in a safe place. After downloading your backup, upload it to the device
> Ss:up v to verify that you have a matching copy.
» Syslog v
% Updstes o pre-install-backup.bak
Services
% Authentication v
AMP for Endpoints ' Recovery File Ready for Download
Sal fed | th inute
creal ess ST & M ago
% Disposition Server v <
Disposition Server o
Extended Protocol
Disposition Update
v :
> Service Hext »
> Firepower Management
Center
::I'I;:;I‘; AMP for EIIdeiﬂTS Private Cloud Administration Portal t.Support 7Help  G® Logout
E. Configuration ~ QOperations = Status ~ Integrations = Support ~ - -
Installation Options R - d I t Il
> Install or Restore v Review the following information and, once you are satisfied with your configuration settings, begin the
¥ License L' instalation. Note that the configuration shown below cannot be atered afer instalation,
» Welcome ~
» Deployment Mode v
AME for Endpaints i
Console Acoount -
> Hardware Requirements CIean |ﬂ5ta||atI0n
Configuration A clean instaliation will be performed.
% Network ~
% Date and Time L
» Certificate Authorities v Installation Type # Edit
¥ Upsiream Proxy Server
> Cisco Cloud L
» Email s Cloud Proxy
e Nt oo : « Requires an Intemet connection and communication with AMP for Endpoints Connectors managed by this
> :'S:UD v device,
> o » Disposition queries. are proxied fo the Cisco Cloud.
» Spleg 5 * Content updates contain TETRA definitions.
¥ Updates * Content and software updates can be retrieved and appled automatically.
Services
¥ Authentication L4
AMP for Endpaints o AMP for Endpoints Console Account # Edit
Console
# Disposifion Seevee e Hame Roman Valenta
> Disposition Server o~
Extended Protocal Email Address rva I -
Dispasition Update V
> Servior Business Name Cisco - rvalenta
Firepower Management o
Canter
Recovery # Edt
Other
& Bmeaveny 5 Uploaded Recovery Fie Matches Current Settings

» Review and Install

P Start Installation

¥ ¥ SOLO AIRGAP Y~

P Start installation




Nota: Estos pasos sélo son aplicables a los dispositivos fisicos.



:;Irls,élc; AMP for EndeinIS Private Cloud Administration Portal 7THelp @ Logout

#  Configuration -  Operations -~  Status -~  Integrations ~  Support - <" Standalone e -

Installation Options

.. Review and Install

> Install or Restore v Review the following information and, once you are satisfied with your configuration settings, begin the
» License v installation. Note that the configuration shown below cannot be altered after installation.
> Welcome v
» Deployment Mode v
> Standalone Operation v

TR o Clean Installation
# Hartwaro Rogiomests. . A clean installation will be performed
Configuration
% Network v
% Date and Time v Installation Type # Edit
» Certificate Authorities L4
2 Upstream Proxy Server W
% Prepare amp-syne v Standalone Air Gap =
> Emal e « Does not require an Internet Connection
¥ Noitfications = » Communication with AMP for Endpoints Connectors managed by this device are needed
> Backup v « Disposition queries are handled by the Private Cloud device.
> S5 v « Content updates contain TETRA definitions as well as file disposition information.
> Syskg i « Updates must be downloaded separately and applied to this Private Cloud device.
» Updates W
Services
> Authentication v AWMP for Endpoints Console Account # Edit
» AMP for Endpoints Console v
» Dispostion Server v Name Roman Valenta

Disposiion Server o

Extanded Protocol Email Address val S 1
> Dispostion Update = i = .

Service Business Name Cisco vamrodia PC 2

Firepower Management
> Center

Recovery # Edit

Other
2 Racovery v Uploaded Recovery File Matches Current Settings

> Review and Install

P Start Installation P Start Installation

~ -~ AIRGAP SOLAMENTE A A~

Se ve una entrada similar como esta...

.& Precaucion: Cuando esté en esta pagina, no la actualice, ya que puede causar problemas.



The device is installing...

Please wait for this page to redirect you. Refreshing manually might cause problems. Installation time is typically under 20 minutes.

22 State B3 Started B2 Finished @ Duration

Sat Apr 10 2021 13:36:08 O Please walt... @ Please wait...
GMT-0400 (Eastern Daylight Time)

0 day, 0 hour, 0 minute, 14

seconds age

Your device will need to be rebooted after this operation.

Rebaot

le_chunk

[2021-24-16T17:36:20+88:88] DEBUG: Chef::HTTP::StreamHandler calling Chef::HTTP: :Decompressor::NoopInflater#handle_chunk
[2021-24-10T17:36:20400:0@] DEBUG: Chef::HTTP calling Chef::HTTP::Decompresserithandle_request
[2021-84-18T17:36:20400:00] DEBUG: Chef::HTTP calling Chef::HTTP::Authenticator#handle_request
[2621-84-18T17:36:28+00:008] DEBUG: Chef::HTTP calling Chef::HTTP::RemoteRequestID#handle request
[2021-84-16T17:36:20+80:80] DEBUG: Chef::HTTP calling Chef::HTTP::ValidateContentLength#handle_request
[2021-24-10T17:26:20400:00] DEBUG: Chef::HTTP calling Chef::HTTP::ValidateContentlength#handle_stream_complete
[2021-84-18T17:36:20+00:0@] DEBUG: HTTP server did not include a Content-Length header in respense, cannot identify truncated dow
nloads.

[2821-24-18T17:36:20+80:20] DEBUG: Chef::HTTP calling Chef::HTTP::RemoteRequestID#handle stream complete
[2821-84-18T17:36:28+60:00] DEBUG: Chef::HTTP calling Chef::HTTP::Authenticator#handle_stream_complete
[2821-€4-18T17:36:20+00:08] DEBUG: Chef::HTTP calling Chef::HTTP::Decompressortthandle_stream_complete
[2021-24-16T17:36:20+60:00] DEBUG: Chef::HTTP calling Chef::HTTP::CoskieManager#handle_stream complete
[2021-84-16T17:36:28+80:90] DEBUG: Chef::HTTP calling Chef::HTTP::150NOutput#handle stream complete
[2821-84-18T17:36:20+00:88] DEBUG: Chef::HTTP calling Chef::HTTP::JS0NInput#handle stream_complete
[2021-24-10T17:36:20+00:0@] INFO: Storing updated cookbooks/rabbitmg/recipes/default.rb in the cache.
[2821-84-10T17:36:20+80:08] DEBUG: Creating directory ,/var/run/cookbooks/rabbitmq/recipes

& Download Output

Una vez finalizada la instalacién, pulse el botdn de reinicio



The device is installing...

Please wait for this page to redirect you. Refreshing manually might cause problems. Installation time is typically under 20 minutes.

£2 State £ started 84 Finished @ Duration

Sat Apr 10 2021 13:36:08 Sat Apr 10 2021 13:57:05 0 day, 0 hour, 20 minutes, 57

GMT-0400 (Eastern Daylight Time) ~ GMT-0400 (Eastern Daylight Time)  seconds
0 day, 0 hour, 24 minutes, 14 0 day, 0 hour, 3 minutes, 17
seconds ago seconds ago

Your device will need to be rebooted after this operation.

Reboot

[2021-84-18T17:57:04+00:00] INFO: Running report handlers

[2021-94-1@T17:57:84400:8@] INFO: Report handlers complete

[2021-94-10T17:57:04400:00] DEBUG: Server doesn't support resource histery, skipping resource report.
[2821-84-18T17:57:04+80:00] DEBUG: Audit Reports are disabled. Skipping sending reports.
[2021-84-10T17:57:04400:00] DEBUG: Forked instance successfully reaped (pid: 2552)
[2621-84-10T717:57:04+00:00] DEBUG: Exiting

Sending system notification (this may take some time).

Running retryable command, 48 retries remaining.

Chef run finished successfully

Registration against the AMP fer Endpeints Disposition Server has previcusly succeeded.

Installation has finished successfully! Please reboot!

& Download Output

¥~ SOLO AIRGAP ~



Nota: Estos pasos sélo son aplicables a los dispositivos fisicos.



The device is installing...

Please wait for this page to redirect you. Refreshing manually might cause problems. Installation time is typically under 20 minutes.

22 State

+ Successful

= Qutput

LEULATAA™OULI AT .
[28621-11-82T19:
[2021-11-082T19:
[2021-11-82T19:
o7

[2021-11-82T19

wr
a7
@7
e7

CULTOU .U
191+00:20)
:el+00:00)
:81+8@:80]
101+90:20)

[2821-11-82T19:07:01+00:00]

Sending system notification

Started Finished

Tue Nov 02 2021 14:46:30 Tue Nov 02 2021 15:07:02
GMT-0400 (Eastern Daylight Time)

0 day, 0 hour, 21 minutes, 21 0 day, 0 hour, 0 minute, 49

seconds ago

seconds ago

Your device will need to be rebooted after this operation.

AT MU

INFO: Report h,

TCPUN L NIanuLcT

andlers complete

@ Duration

0 day, 0 hour, 20 minutes, 32

GMT-0400 (Eastem Daylight Time) seconds

DEBUG: Server doesn't support resource history, skipping rescurce report.

DEBUG: Audit Reports are disabled. Skipping sending reports.
DEBUG: Forked instance successfully reaped (pid: 29292)

DEBUG: Exiting
(this may take

some time).

Running retryable command, 40 retries remaining.

Chef run finished successfully

sss=ssssssssssssssSsSsSsSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSsSSsSsssssssssssssssss

[Registrntion is not possible in air gap mode. I

Installation has finished successfully! Please reboot!

& Download Output

~ -~ AIRGAP SOLAMENTE A A~



Nota: Estos pasos sélo son aplicables a los dispositivos fisicos.

Una vez que el dispositivo se haya iniciado por completo, la préxima vez que inicie sesion con la
interfaz de administracion, se le mostrara este panel. Usted puede notar alto CPU al principio,
pero si usted da unos minutos se asienta abajo.



cisco AMP for Endpoints  prvate cioud dministration Portal . Support M Announcements 7 Help @ Logout

# | Configuration ~  Operations ~ Status +  Integrations +  Support = -~ ¢ -
Key Metrics
CPU Usage Memory Usage Cisco Cloud Query Failure Rate
9 8 % 1 8 % %
r* Details r* Details r* Details
Cisco Cloud Query Latency Fullest Partition : root Active Connections
ms %
* Details 7 Details 7 Details

Después de unos minutos...

T

cI1sco AMP for ElldeiI'l'[S Private Cloud Administration Portal . Support M Announcements  ? Help & Logout
# | Configuration ~ Operations ~ Status - Integrations ~ Support ~ | e~
Key Metrics
CPU Usage Memory Usage Cisco Cloud Query Failure Rate
3 O % % %
r* Details r* Details ~* Details
Cisco Cloud Query Latency Fullest Partition : root Active Connections
ms 6 O %
= Details ~ Details ~* Details

Desde aqui, acceda a la consola de Secure Endpoint. Haga clic en el pequeio icono que parece
fuego en la esquina derecha junto a la bandera.



AMP for Endonints Private Cloud £ 3 BB USRSt el mallTats x |+ et (] *
AMP for Endpoints Private Cloud Administration Portal |

o

< c @ © & hitpsi//192.168.75.92 w IhneD & =
~
aifranfn, ~ us, i T
Iciisclo AMP for _F_,l]i{pﬂlllfhi Private Cloud Administration Portal Y. Support A Announcements  ?Help @ Logout
#  Configuration ~ Operations *  Status ~ tegrations + S -

Key Metrics
CPU Usage Memory Usage Cisco Cloud Query Failure Rate
1 1 % % %
= Details r* Details = Details

¥ ¥ SOLO AIRGAP ~ ¥




Nota: Estos pasos sélo son aplicables a los dispositivos fisicos.

Como puede ver, fallamos en la comprobacion de integridad debido a DB Protect Snapshot
también a las definiciones de cliente, DFC y Tetra. Esto se debe hacer mediante una
actualizacion sin conexion a través del archivo ISO descargado previamente preparado a través
de amp-sync y cargado en la ubicacion NFS.

"c||'_e,'é!;;' AMP for ElldeilHS Private Cloud Administration Portal A Announcements  ?Help @ Logout

o Configuration - Operations - Status - Integrations - Support - <" Standalone ™ | ¢ ~
© Sanity Check Failing

The device sanity check is failing
your device might not function
properly until corrective measures
are taken

FAIL: A Pretect DB snapshot has not been loaded.
Devices configured in standalone mode should have a Protect DE snapshot
loaded. Protect DB snapshots contain threat intelligence about known
clean and kncwm malicious files.

Key Metrics
CPU Usage Memory Usage Fullest Partition : root
1 1 % % %
7 Details * Details #* Details

Active Connections

* Details



Ly AMP for Endpoints eprivate cioud Administration Portal & Announcements 7 Help & Logout

CISCO
& Configuration ~ Operations - Status - Integrations ~ Support ~ «" Standalone ™ & | -
© Sanity Check Failing
Updates keep your Private Cloud device up to date. & Download amp-sync

< Check Update IS0
@ There is no 1ISO Ioaded. Load an I1SO and try again.
Content

Q 3.2.0_202010081917 & Update Content
~ient Definitions DEC. Tetra Content Versio —

__0 ABSENT

@ Import a Protect DB snapshot to your standalone device.
Checked 1 minute ago; the update check failed.
Software
© 3.2.0 202010082118

Checked 1 minute ago; the update check failed.

Paquete de actualizacién de AirGap

Por primera vez tenemos que utilizar este comando para recibir el Protect DB

./amp-sync all

% Nota: Descargue todos los paquetes mediante este comando y, a continuacion, verifique
que puede tardar mucho tiempo. Depende de la velocidad y de la calidad del link. En mi
caso, con fibra de 1 giga, todavia se tarda casi 25 horas en completarse. En parte, esto
también se debe al hecho de que esta descarga es directamente desde AWS vy, por lo tanto,
se limita. Por ultimo, tenga en cuenta que esta descarga es bastante grande. En mi caso el

archivo descargado era de 323GB.

En este ejemplo hemos utilizado CygWin64

1. Descargue e instale la version x64 de Cygwin.

2. Ejecute setup-x86_64.exe y siga el proceso de instalacion para elegir todos los valores
predeterminados.

3. Seleccione un espejo de descarga.



4. Seleccione los paquetes que desea instalar:
Todo -> Red -> rizo

Todos -> Utils -> genisoimage

Todos -> Utils -> xmistarlet

*VPC 3.8.x up - > xorriso

finish Thu
ish The

4
4
4

W1 e

2 finish
.93% done, estim finish
99.93% done, finish
99.93% done te finish
99.93% done,
done
done
& done
i done,
$ done, finish
done, estim finish
done,
done
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finish
estimate finish
ation table
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E directo
wth table size(byt
ax brk space used
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Package successf d 2. 0-Up 5-2021-11-03-




Nota: En la actualizacién mas reciente VPC 3.8.x con CygWin64 como su principal
herramienta de descarga se puede encontrar este problema descrito a continuacioén.



y OF 15 not an dappropri ate
alled in order for the AMP for En

Alr-Gap |_l_-:'\":|v_-1:!f‘ Tool to function:

MISSING ->

These tool
Unix-Tike

Notas de la version Pagina #58. Como puede ver "xorriso" es ahora necesario. Cambiamos el
formato de la ISO a la ISO 9660 y esa dependencia es lo que convierte la imagen al formato
apropiado para que la actualizacion pueda completarse. Desafortunadamente, CygWin64 no
ofrecen xorriso en ninguno de sus repositorios incorporados. Sin embargo, para aquellos que
todavia les gustaria utilizar CygWin64 hay una manera de superar este problema.


https://docs.amp.cisco.com/SecureEndpointPCAdminGuide.pdf

Installing dependencies

CentOS

To run amp-sync you will first have to install EPEL, xorriso, and xmistarlet.
1. Enable the EPEL repo.

» sudo yum install epel-release
1. Install dependencies via yum.

» sudo yum install worriso

» sudo yum install xmlstarlet

Ubuntu

To run amp=-sync you will first have to install xorriso and xmlstarlet.
* Install dependencies via apt.
» sudo apt install xorriso
» sudo apt install xmlstarlet

Windows

1. Setup Windows Subsystem for Linux (WSL) with the Ubuntu distribution. See the
Microsoft documentation for details.

2. Expand the WS5L virtual hard disk size to comply with minimum free disk space.
See the Microsoft documentation for details.

3. Install xorriso and xmistarlet dependencies via apt.
» sudo apt install xorriso
» sudo apt install xmlstarlet

Para poder usar CygWin de nuevo, debe descargar manualmente xorriso desde el repositorio de
GitHub. Abra su navegador y escriba <Latest xorriso.exe 1.5.2 pre-build for Windows> debe
aparecer como el primer enlace llamado <PeyTy/xorriso-exe-for-windows - GitHub> navegue
hasta esa pagina de GitHub y descargue el archivo <xorriso-exe-for-windows-master.zip> dentro
del archivo zip que encuentra entre otros archivos llamados <xorriso.exe> copie y pegue este
archivo en la ruta <CygWin64\bin> de la instalacion local de CygWin. Vuelva a intentar ejecutar el
comando <amp-sync>. Ya no deberia ver el mensaje de error ni iniciar y finalizar la descarga,
como se muestra en la imagen.
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Realice la copia de respaldo de la VPC (en este caso) actual 3.2.0 en el modo Airgap.

Puede utilizar este comando desde la CLI

rpm -ga | grep Pri

O también puede navegar hasta Operaciones > Copias de seguridad, como se muestra en la
imagen y Realizar copia de seguridad alli.



°é|,'_{élc;' AMP for Endpoints  private cious Administration Portai & Announcements 7 Help  ® Logout

#  Configuration =  Operations ~ Status ~  Integrations ~ Support = < Standalone w™ & -~

© Sanity Check Failing

Backups create a copy of your configuration and databases.

Manual Backup

Perform Backup

Last Backup Successful
Transferring Backups To External Storage Is Recommended

To facilitate disaster recovery, you are strongly encouraged to transfer backup archives fo a secure external backup location. Transfer of
backup archives can be performed via download, sftp, or rsync.

& Backup Job Details

Previous Backups

The number of backups that will be stored on disk is: 1
Name 2 Size £2 Timestamp iZ Operations

/data/backups/amp-backup-20211106-000@.18.bak 738 MB 2021-11-06 00:03:43 +0000 Y B

about 17 hours agc

Transfiera el ultimo ISO generado con amp-sync al VPC. Esto puede tardar hasta varias horas,
asi en funcién de su velocidad. En este caso la transferencia tomdé mas de 16Hrs

/data/tmp
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Una vez que se haya realizado la carga, monte el ISO

mount /data/tmp/PrivateCloud-3.2.0-Updates-2021-11-03-prod.iso /data/updates/
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Vaya a la interfaz de usuario de opdamin para realizar la actualizacion Operations > Update



Device > Select Check update 1SO.

i

tisco AMP for Endpo IN{S  private Cloud Administration Portal A Announcements  ? Help @ Logout

# | Configuration ~  Operations ~  Status ~  Integrations ~  Support ~ £ Standalone W e -

© Sanity Check Failing

Updates keep your Private Cloud device up to date. & Download amp-sync

=~ Check Update IS0 - ——

¢ Checking IS0 for updates

Content
qb 3 2 9 292919981917 © Update Content
0 ABSENT
nect DB Versi @ Import a Protect DB snapshot to your standalone device.
Checked 9 minutes ago; the update check failed.
Software

© 3.2.0_202010082118 (& upssic sommere

rivate Cloud Software Versi

O A software update is available.

En este ejemplo, procedo con Update Content primero



'lc|||5'é|¢;' AMP for Endpoints Private Cloud Administration Portal A Announcements  ?Help @ Logout

# Configuration ~ Operations - Status ~ Integrations = Support = « Standalone m B

© Sanity Check Failing

& Download amp-sync

Updates keep your Private Cloud device up to date.

=~ Check Update SO

Content
© 3.2.0_202010081917
© ABSENT
Protect DB Version I © IS0 contains Protect DB snapshot version 28218531-6613 ]
@ Import a Protect DB snapshot to your standalone device.
I @ A content update s available
Software

© 3.2.0 202010082118

rivale Cloud Software Version

I © A software update s availabie

A continuacion, seleccione Importar proteger BD.



'.':',';.':'(;' AMP for Endpoints  private cioud Administration Portal A& Announcements  ? Help @ Logout

# Configuration ~ Operations ~ Status - Integrations - Support = «" Standalone m & |

© Sanity Check Failing

Updates keep your Private Cloud device up to date. & Download amp-sync

£ Check Update ISO

Content

© 20211102210054

& Import Protect DB

© ABSENT

@ Import a Protect DB snapshot to your standalone device.

Checked less than a minute ago: content is up to date

Software

e 3.2. 6_202010082118

O A software update is available

Como puede ver, este es otro proceso muy largo que puede tardar mucho tiempo en completarse.

Home | Operafions - Update Device | Prolect DB Import Details

¥ Protect DB importing

The device is currently importing a Protect DB snapshot. This process can take several hours.

22 State B Started 2 Finished @ Duration
. WHRumning 2021-11-07 18:43:44 +0000 @ Please wait... @ Please wait..
less than a minute ago

Attempting to mount an IS0, if one is present.
mount: special device fdev/cdrom does not exist
Starting update.

Stepping apply-cloud-deltas...

Stopping authentication web...

Stopping authentication worker...

& Download Output



Home = Operations - Update Device | Protect DB import Details

$* Protect DB importing

The device is currently importing a Protect DB snapshot. This process can take|several hours.

22 State £ started & Finished @ Duratign

2021-11-07 18:48:44 +0000 @ Please walit...

42 minutes ago

@ Pleghe walit...

LA GULAUIT A% TUL @t vy Tugs @ wa ==
Extraction 14.9GB at 6.6MB/s eta: 9:28:21 6% [==

Extraction 14.9GB at 6.6MB/s eta: 9:28:27 6% [um

Extraction  14.9GB at 6.5MB/s eta: 9:28:40 6% [==

Extraction 14.9G6 at 6.5MB/s eta: 9:28:46 6% [== 1
Extraction  14.9GB at 6.5MB s eta: 9:28:58 BX [== -
Extraction 14.9GB at 6.5MB/s eta: 9:209:12 6X [mm 1
Extraction 14.9GB at 6.5MB/s eta: 0120126 % [== 1
Extraction 15.8GE at 6.5M8/s eta: 9:28:58 BX [== 1
Extraction 15.8GB at 6.6MB/s eta: 9:28:20 6% [== ]
Extraction  15.8GB at 6.6MBSs eta: 9:28:28 6% [== 1
Extraction 15.8GB at 6.5MBSs eta: 9:28:44 6% [=m 1
Extraction 15.8GB at 6.5M8/s eta: 9:28:51 6% [== 1
Extraction 15.8GE at 6.5MB/s eta: 9:28:48 % [== 1
Extraction 15.8GE at 6.5MB/s eta: 9:28:56 X [== ]
Extraction 15.8G8 at 6.5MB/s eta: 9:20:18 X [mm ]
Extraction 15.8GB at 6.5MB/s eta: 9:29:23 6% [== ]

£ Download Output

¥ Protect DB importing

The device is currently importing a Protect DB snapshot. This process can take several hours.

22 State B Started B Finished @ Duration

2021-11-19 17:04:05 +0000 @ Please wait... @ Please wait...

about 20 hours ago

CAUIaLLIUN  £Idgun @ LMY LA UaWOUL DA | meememe—————
Extraction 233.2GB at 4,2M8/s eta: 0:00:00 99X [=======ssss======s====]
Extraction 233.2G8 at 4,2M8/s eta: 0:00:00 100X [s=sssssssssssssssssss]
Snapshot Version 3

Going to drop disposition tables.

Dropping detections table.

Dropping binaries table.

Dropping binaries_detections table.

Dropping samples table.

Dropping publishers table.

Dropping cas table.

Dropping certificates table.

Dropping cert_fingerprints table.

Recreating Protect DB tables from the schema in the snapshot.

Importing Protect DB data (this may take some time).

Importing detections table (this may take some time).

Importing binaries table (this may take some time).



Problema #1: espacio agotado en el almacén de datos

Aqui puede ver dos numeros. Dado que vPC anterior a 3.5.2 no tiene la capacidad de montar
almacenamiento NFS externo, debe cargar el archivo ISO de actualizacion en el directorio
/data/temp. En mi caso, como mi almacén de datos tenia s6lo 1 TB, me quedé sin lasalay la
magquina virtual se bloqued. En otras palabras, necesita al menos 2 TB de espacio en su almacén
de datos para implementar correctamente AirGap VPC que esta por debajo de la version 3.5.2

Esta imagen de abajo es del servidor ESXi que muestra el error de que no hay mas espacio
disponible en el disco duro cuando intenta arrancar la VM. Pude recuperarme de este error
cambiando temporalmente la RAM de 128 GB a 64 GB. Entonces fui capaz de arrancar de nuevo.
También recuerde que si aprovisiona esta VM como cliente ligero, el inconveniente de la
implementacion de cliente ligero es que el tamafo del disco puede aumentar, pero no se reduciria
incluso si libera algo de espacio. En otras palabras, supongamos que ha cargado el archivo de
300 GB en el directorio del vPC y, a continuacidn, lo ha eliminado. El disco de ESXi todavia
muestra 300 GB menos de espacio en el disco duro

I
|| Event Details

Type: error  User: root  Time: 11/15/2021 12:24:43 PM Target: AMP-VPC AirGap
Description: @
@J 11/15/2021 12:24:43PM, Error message on AMP-vPC AirGap on UCS-2 in ha-datacenter; Failed to power on VM,

Eror Stack:  Hide
“ Failed to power on VM.
+ Could not power an virtual machine: msg.vmk.status.VMK_NO_SPACE.
 Failed to extend the virtual machine swap file
4 Current swap file size is 0 KB.
+ Failed to extend swap file from 0 KB to 134217728 KB.
“ File systemepecificimplemantationof LookupAndOpenfile]failed
“ File systemspecificimplementation of Lookup(file] failed

Related Events:  Show

Problema #2: actualizacidon anterior

El problema 2"d es si se ejecuta la actualizacion de software primero como lo hice en mi 2°
prueba y de 3.2.0 termino con VPC para actualizar a 3.5.2 y debido a eso tuve que descargar el
nuevo archivo de actualizacion de ISO ya que el 3.2.0 se vuelven invalidos debido a un hecho de
que ya no estaba en la version 3.2.0 original.



'Iclgls'élc;' AMP for Endpoints Private Cloud Administration Portal A Announcements  ?Help @ Logout

-

# Configuration = Operations = Status - Integrations - Support ~ < Standalone @ ¢

© Maintenance Mode @ Sanity Check Failing @ Disabling TLS 1.0/1.1

The device is in maintenance mode
External services are unavailable

Updates keep your Private Cloud device up to date. | .t. Download amp-sync. '

< Check Update ISO
@ There is no ISO loaded. Load an ISO and try again.

Content

© 3.2.0_202010081917

© ABSENT
Profect DB Version @ Import a Protect DB snapshot to your standalone device.

©_The previous Protect DB import failed.
Checked 24 minutes ago; the update check failed

Software
© 3.5. 3202111080345 B Update Software

Checked 24 minutes ago; the update check failed.

Este es el error que aparece si intenta montar el archivo de actualizacion ISO de nuevo.



; lclt|sl é!;; ' AMP for Endpoints Private Cloud Administration Portal A& Announcements  ? Help

# Configuration - Qperations - Status - Integrations - Support - «" Slandaione

© Maintenance Mode © Sanity Check Failing © Disabling TLS 1.0/1.1

Home Operations - Update Devica Update Check Details
© The update check failed

Something went wrong while checking for updates.

53 State £ Started B2 Finished @ Duration

x Failed 2021-11-16 16:29:23 +0000 2021-11-16 16:29:30 +0000 less than a minute

ss tha nnt 0 ess than a minute ago

Attempting to mount an IS0, if one is present.
Starting update check.

http://127.0.0.1:8080/PrivateCloud/3.5.3/prod/repodata/repomd. xml: [Errne 14] HTTP Error 404 - Not Found
Trying other mirror.

To address this issue please refer to the below wiki article

https://wiki.centos.org/yum-errors

If above article doesn't help to resolve this issue please use https://bugs.centos.org/.

One of the configured repositories failed (FireAMP PrivateCloud Repositery),
and yum doesn't have enocugh cached data to continue. At this point the only
safe thing yum can do is fail. There are a few ways to work "fix" this:

LS S SRS S S T LS e 1 L, I [ISESTIEORS IS T T RIS e T, P

£ Download Output

@ Logout
e~
W

Esta imagen muestra una forma alternativa de montar la imagen de actualizacién en su VPC. En
la version 3.5.x puede utilizar la ubicacién remota, como el almacenamiento NFS, para compartir

el archivo de actualizaciéon con su VPC.



"c||'s',l_lc;' AMP for Endpoints private cloud Administration Portal

& Configuration ~ QOperations = Status ~ Integrations - Support -

© Maintenance Mode © Sanity Check Failing

Mount an Update ISO

I1SO Configuration
Mount Type |so ——————
ISO
NFS54
Mount Status

No ISO mounted

'.lzlnls‘élc;' AMP for Endpoints Private Cloud Administration Portal

# | Configuration ~  Operations ~ Status ~  Integrations ~ Support ~

© Sanity Check Failing © Disabling TLS 1.0/1.1

Mount an Update ISO

ISO Configuration

Mount W pe NFS3 w

Remote Share 192.168.75.4:/AMPAG

Remote ISO File PrivateCloud-3.5.3-Updates-2021-11-16-prod.iso. -

& Announcements  ? Help

«” Standalone

@ Disabling TLS 1.0/1.1

A Announcements

- e

© HELP

? Help

<" Standalone

@ Configuration saved.

Mount Status

Mounted I1SO

Infs 192.168.75.4:/AMPAG PrivateCloud-3.5.3-Updates-2021-11-16-prod.iso |

& Logout

-

@ Logout

* -

© HELP



Updates keep your Private Cloud device up to date.

< Check Update ISO

Content

& 3.5. 2_202110122340

© ABSENT

~roiecl Do o

0 A content update is avallable

Software

©® 3.5.2 202110130433

OuUg SO0TTWa

@ A software update is available,

La falla de comprobacion de integridad esta relacionada
disponible actualmente en el VPC

dfrer]n,
cisco

AMP for Endpoints Private Cloud Administration Portal

Operations ~  Status = Integrations ~  Support -

# Configuration ~

€ Sanity Check Failing

Updates keep your Private Clods device up to date.

< Check Update 1SO

Content

.2_202110122340

fetra Co it Viersion

35

© ABSE

NT

bl

® A content update is available

Software

@ 3.5.2 2021

Private Cloud

10130433

are Version

Horiwa

O A software update is available

& Download amp-sync

€ Update Content

L Import Protect DB

& IS0 contains Protect DB snapshot version 28218531-8613.

@ Import a Protect DB snapshot to your standalone device.

con la proteccién de BD que no esta

A Announcements  ?Help @ Logout

L

£

<" Standalone

& Download amp-sync

& Update Content

& Import Protect DB

@IS0 contains Protect DB snapshot version 28218531-8613.
@ Import a Protect DB snapshot to your standalone device.




#¥ Protect DB importing

The device is currently importing a Protect DB snapshot. This process can take several hours.

=2 State

53 Started B Finished @ Duration

2021-11-19 17:04:05 +0000 O Please walit.... @ Please wait...
about 20 hours ago

CALI @URLUN 2007 2D @t B e e T 1
Extraction 233.2GB at 4.2MBfs eta: 8:80:88  99% [=====================
Extraction 233.2GB at 4.2MB/s eta: ©:00:80 100% [====s=s====s==========]
Snapshot Version 3

Going to drop disposition tables.

Dropping detections table.

Dropping binaries table.

Dropping binaries_detections table.

Dropping samples table.

Dropping publishers table.

Dropping cas table.

Dropping
Dropping

certificates table.

cert_fingerprints table.

Recreating Protect DB tables from the schema in the snapshot.

Importing Protect DB data (this may take some time).

Importing detections table (this may take some time).

Importing binaries table (this may take some time).

£ Download Qutput
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—

#  Configuration ~ Operations ~ Stalus ~ Integrations ~ Support ~ «" Standalone ﬂ | =

Home = Operations - Update Device  Protect DB Impont Details

@ Protect DB imported successfully

A Protect DB snapshot was successfully imported.

i3 State £ Started £ Finished © Duration
2021-11-19 17:04:05 +0000 2021-12-21 01:08:11 +0000 about 1 month
about 1 month ago less than a minute ago

SLET LA 1A EUSE_Lassanui a. . .
Starting firehose_cassandra_replay...
Starting firehose_publisher...
Starting firehose_publicher_replay...
Starting install-token-api...
Starting mgwt_unicorn...

Starting mongo_event_consumer...
Starting portal_unicorn...

Starting redis...

Starting retro-dipper...

Starting retrohose...

Starting retrohose-replay...

Starting tevent_listener...

Starting crond...

Starting flight...

Starting docker...

Sending notification (this may take some time).

& Download Output

La siguiente actualizacion se inicia automaticamente
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#  Configuration Operations = Status - Integrations Support - <" Standaione [_M ¢ -

Home ' Operations - Update Device | Protect DB Update Details

£+ Importing Protect DB deltas.

Your Protect DB is being updated with threat intelligence that was queued during a previous content
update. Each delta can take several hours to import, and system performance might be impacted
during this time.

You should run content updates at the end of the business day or week to ensure updates are applied
outside of peak use.

Queued Updates O Protect DB
20211116-2135 202105310613

0.80%
Después de este proceso muy largo de la importacion de la base de datos Protect DB puede

mover y actualizar la definicion del cliente y el software que aproximadamente puede tomar mas
de 3 horas adicionales.



clsco AMP for Endpoints Private Cloud Administration Portal
# | Configuration ~  Operations ~  Status ~  Integrations ~  Support ~

Home | Operations - Update Device | Update Content Details

@ Content updated successfully

The device successfully performed a content update.

& Announcements  2Help @ Logout

«" Standaione @M ¢ | ~

2B State £2 started &3 Finished @ Duration
2021-12-21 03:10:11 +0000 2021-12-21 03:37:53 +0000 28 minutes
28 minutes ago less than a minute ago

Attempting to mount an IS0, if one is present.

PAS5: The mount point / has sufficient space available: 23273833728 »= 1008000008
PASS: The mount point [ has sufficient inodes available: 2018323 »>= 10000@

All checks succeeded!

Repodata is over 2 weeks old. Install yum-cron? Or run: yum makecache fast

Error: Mo matching Packages to list

Resolving Dependencies

--» Running transaction check

---» Package AMP-PrivateCloud-content.x86_64 ©:3.5.2 2021101223408-@ will be updated
---» Package AMP-PrivateCloud-content.x86 64 ©:28211117234515-0 will be an update
---» Package fireamp-amp-exprev-classifier.x86_64 ©:3.4.0-0.1a64 will be updated
---» Package fireamp-amp-exprev-classifier.x86_64 0:3.4.0-0.1a76 will be an update
---» Package fireamp-apde-signatures.x86_64 0:935-1 will be updated

---> Package fireamp-apde-signatures.x86_64 @:1852-1 will be an update

---» Package fireamp-clamav-definitions.x86 64 ©:1634876372-7 will be updated

---» Package fireamp-clamav-definitions.x86 64 ©:1637186573-7 will be an update

N e R s SR i AR i i e AT e s SR e A o

& Download Qutput

Y finalmente hecho, por favor tenga en cuenta que este proceso tomara mucho tiempo.

Para el dispositivo VPC visite esta TZ que contiene otros métodos de cédmo actualizar el

dispositivo HW, montar el archivo ISO y arrancar desde USB.

https://www.cisco.com/c/en/us/support/docs/security/amp-virtual-private-cloud-appliance/217134-

upgrade-procedure-for-airgapped-amp-priv.html#anc5

~ -~ AIRGAP SOLAMENTE A A~


https://www.cisco.com/c/en/us/support/docs/security/amp-virtual-private-cloud-appliance/217134-upgrade-procedure-for-airgapped-amp-priv.html#anc5
https://www.cisco.com/c/en/us/support/docs/security/amp-virtual-private-cloud-appliance/217134-upgrade-procedure-for-airgapped-amp-priv.html#anc5

Resolucion de problemas basicos

Problema #1: FQDN y servidor DNS

El primer problema que puede encontrar es si su servidor DNS no esta establecido y todos los
FQDN no estan correctamente registrados y resueltos. El problema podria verse asi cuando
intente navegar a la consola de Secure Endpoint a través del icono "fire" de Secure Endpoint. Si
solo utiliza una direccion IP, funcionara, pero no podra descargar el conector. Como puede ver en
la 3" imagen a continuacion.

AMP for Endpoints Private Cloud

c '@' @ https:y//vpc2-consal al e W N @ @'

Hmm. We're having trouble
finding that site.

We can’'t connect to the server at vpc2-
console.cyberworld.local.

If that address is correct, here are three other things you
can try:

* Try again later.

* Check your network connection.

* |f you are connected but behind a firewall, check that
Firefox has permission to access the Web.

Try Again

Si modifica el archivo HOSTS en su maquina local como se muestra en la imagen, resuelva el
problema y terminara con errores.



[ [— )

- S » ThisPC » Local Dtk (C:) » Windows » Systemll » divers » B  ae————— | T hostseet - Netepad - o »®
] | File Edit Format View Heip
bsue CERT N Mame Date modifie Type
|# The IP address and the host name should be separated by at least one |
Besue DS Server : - i # space.

Imbosts.
& Oredrive o, Additionally, comments (such as these) may be inserted on Individual
@ e ebieoiics lines or following the machine name denoted by a '#' symbol.
protocal
= BACKUP (E) senvices TFIBAZONG Tk AN File IEKE|# For example:
|#
B o | # 182.54.94.97 rhino. acme.com # source server
Backup Video-& |# 38.25.63.18 x. ACME . COm # x client host
Ciseo Stutf |
|# localhost name resolution is handled within DNS itself.
Dacusnts |# 127.0.0.1 localbost
GO-Pra & R localhost
Pigtues
I092.168.75.92 cyberworld. local
= KING1G (G:) I192.168.75.93 vpc-console. cyberworld. local
192.168.75.93 vpc-authentication.cyberworld. local
- MEDIA (D) 192.168.75.93 vpe-dispasitionex. cyberworld. lacal
Backup Progeam 192.168.75.93 vpc-dispesition.cyberworld.local
I192.168.75.93 vpc-update. cyberworld. local
Vi - 1
Baclop Viisc lh92.168.75.93 vpc-fmc. cyberworld. local
Cisgo Stuff I wl
Decurnents |
Pictures Ln 25 Col 14 100%  Windows (CRLF) UTF-2
> L
Sderns | itern selected 1.5TEE =3 =

Recibe este error mientras intenta descargar el instalador de Secure Endpoint Connector.

.III-klI- .;-"‘-\.' AD f y[ Cr ol ] A ? Roman Valenta ~
cisco MMV : g
Dashboard  Analysis Outbreak Control~  Management Accounts -~

A failure has occurred downloading an installer. Please contact support. X

Download Connector

Group | Protect

Después de solucionar algunos problemas, la unica solucién correcta era configurar el servidor
DNS.

DNS Resolution Console: nslookup vPC-Console.cyberworld.local (Returned 1, start 2021-03-02 15:43:00 +0

Server:
Address:

** server can't find vPC-Console.cyberworld.Tocal: NXDOMAIN

Una vez que registre todos los FQDN en su servidor DNS y cambie el registro en la nube privada
virtual de DNS publico a su servidor DNS, todo comenzara a funcionar como se supone que debe
hacerlo.



csco  AMP for Endpoints erivate cious aministration Portat

k.3 Configuration = Operations - Status -

Con' Device Summary

Change Password
Adm  Cisco Cloud
| network |
Date and Time
Certificate Authorities

Proxy
Notifications
License
Email
Backup
SSH

Syslog
Updates
Services

s network settings.

. Support M Anhouncements  ? Help @ Logout

"~ IR

ethO/ee:eCc:29:A6:4A:11

IP Assignment 192 168.75.92

More details

eth1/06:0C:29:A6:4A:1B

IP Assignment 192.168.75.93

More details

IP Assignment Stalic |:l
IP Address  192.168.75.93
1 Check for IP Address conflicts

Subnet Mask  255.255.255.0

Gateway | 102 168.75.1

Warning: Address and Hostname Changes

If you change the |P address of the interface you must also update the DNS records for each of your configured hostnames to point to the
new address. AMP for Endpoints Connectors will expect services to be available at the original DNS names assigned fo them.

DNS

Primary DNS Server

cisco AMP for Endpoints prwvate cloud Administration Portal
# | Configuration ~  Operations *  Status *  Integrations ~

£ Configuration Changed

View the Configuration help page for a list of affected services.

@ Configuration saved.

Configuration changes do not take
effect until reconfiguration is
performed.

* Reconfiguration

. Support M Announcements ?Help & Logout

~ ENL
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# Configuration = Operations ~ Status ~ Integrations = Support = h L
Home | Operations - Apply Configuration | Details

2= State &3 started £ Finished @ Duration

Sun Apr 11 2021 20:19:00 © Please wait... © Please wait...
GMT-0400 (Eastern Daylight Time)
0 day, 0 hour, 1

T minute, 45
seconds ago

[2021-04-12T00:20:43+00:00] DEBUG: Found current_uid == nil, seo we are creating a new file, updating owner A
[2821-84-12T08:28:43+80:08] INFO: Tile[/tmp/cqlsh_check superuser_ password.cql] owner changed to 4815

[2021-€4-12T0@:208:43400:00] DEBUG: Found current_gid == nil, sc we are creating a new file, updating group
[2021-84-12T66:20:43+00:00] INFO: file[/tmp/cqlsh_check_superuser_password.cql] group changed to 4015

[2821-84-12T66:20:43+80:80] DEBUG: Found current_mode == nil, so we are creating a new file, updating mode
[2021-84-12T00:20:43+00:80] INFO: file[/tmp/cqlsh_check superuser password.cql] mode changed to 6@e

[2e21-84-12T@8:28:43+00:00] DEBUG: Restoring selinux security content with /sbhin/restorecon -R “"/tmp/cqlsh_check superuser_ passwo
rd.cql”

[2021-84-12T00:20:43+80:00] INFO: Processing execute[cqlsh_check superuser_password] action run (/var/run/cookbocks/cassandra/pro
viders/cqlsh.rb line 16)

[2021-@4-12T00:20:43+00:00] DEBUG: Providers for generic execute resource enabled on node include: [Chef::Provider::Execute]
[2621-04-12T80:20:43+0@:80] DEBUG: Provider for action run on resource execute[cqlsh_check_superuser_password] is Chef::Provide
r::Execute

[2021-84-12T00:20:43+80:00] INFO: Retrying execution of execute[cqlsh_check superuser_password], 19 attempt(s) left
[2821-84-12T00:208:45+00:00] DEBUG: Providers fTor generic execute resource enabled on node include: [Chef::Provider::Execute]
[2621-04-12T@@:20:45+00:00] DEBUG: Provider for action run on rescurce execute[cqlsh_check_superuser_password] is Chef::Provide
r::Execute w

& Download Qutput

En este momento podra iniciar sesion y descargar el conector



AMP for Endpoints Private Cloud £ X - Security b 4

c @ I@ #. ~© https://vpc2-authenticat cail:—. uthy/session/new? 90% sas i d m o & =

alean]n
CISCO

Security

The Cisco Security account is a single destination for managing
multiple applications within the Cisco Security portfolic

AMP for Endpoints

Threat Grid
Threat Response

and more...

v O™

Use Single Sign-On

Can't access your account?

Se obtiene el asistente de politica de Secure Endpoint inicial para su entorno. Le guia por la
seleccidn del producto antivirus que utiliza, si lo hubiera, asi como del proxy y los tipos de
politicas que desea implementar. Seleccione el boton Configurar... adecuado en funcion del
sistema operativo del conector.

Aparece la pagina Productos de seguridad existentes, como se muestra en la imagen. Elija los
productos de seguridad que utiliza. Genera automaticamente las exclusiones aplicables para
evitar problemas de rendimiento en los terminales. Seleccione en Siguiente.



A Dashboard x IEg

= i)

«) = C @ | © & httpsy/fvpc2-consol ‘dashboard/fresh l B e w7 m o &
b AMP for Endpoints 2) (2) Pomenvaients
Dashboard Analysis~  Outbreak Control~ Management~  Accounts v Search Q
Dashboard
£ Cisco - rvalenta

Dashboard Inbox Overview Events
Getting Started Demo Computers

& View Online Help
+ Download Cisco AMP for Endpoints User Guide
i Download Cisco AMP for Endpoints Deployment Strategy

Deploy AMP for Endpoints Connectors

22 Set Up Windows Connector l

l # Set Up Mac Connector ]

l Q Set Up Linux Connector E

Demo Data

Demo Data allows you to see how Cisco AMP for Endpoints works by populating
your Console with replayed data from actual malware infections. Enabling Demo
Data will add computers and events to your Cisco AMP for Endpoints Console so
you can see how the Dashboard, File Trajectory, Device Trajectory, Threat Root
Cause, and Detections and Events displays behave when malware is detected.
Demo Data can coexist with live data from your Cisco AMP for Endpeints
deployment, however, because of the severity of some of the Demo Data

Descargar conector.

WannaCry Click here to view POF

The WannaCry attack involves a remote compromise through the Windows SMB
(Server Message Block) service using the ETERNALBLUE exploit. Upon system
compromise, the attacker drops the WannaCry ransomware variant that is initially
identified by AMP for Endpoints using ransomware indicators of compromise, and
later by AMP Cloud signatures,

SFEicar Click here to view PDF
Learn how Indications of Compromise can alert you to potential malware
problems and how to determine their effects in Device Trajectory.

ZAccess Click here to view PDF

Use Device Trajectory to watch a rootkit exploit privilege escalation on a
computer, and use File Trajectory to discover which other endpoints have been
compromised.

ZBot Click here to view PDF

See how a vulnerable version of Internet Explorer can expose you to malware.
Use Device Trajectory to learn what happened and use application blocking lists
to stop the future execution of vulnerable programs.

CozyDuke Click here 1o view PDF
Trace a detection back to an abused DLL search path, block any communications
to its upstream CnC, and deploy an Endpoint 10C to contain further attacks.



‘asta’ AMP for Endpoints 2) () Sommtemn~

Dashboard  Analysis~  Outbreak Control~  Management~  Accounts ~ Search Q

© Step 1: Existing Security Products

[-] Step 2: Set Up Proxy You have chosen to open:
(%] amp_Protect.exe
which is: exe File
from: https://vpe-cansale.cybenwerld.local
1 Would you like to save this file?

© Step 3: Download Connector

Audit Only Protect Triage Server .
Save File Cancel
Used when you're still Used during normal Used when you have a Used when you're
learning about the product operations and you want known or suspected installing a connectoron | | Installing a connector on |
and want to install it Cisco AMP for Endpoints infected machine. standard Windows Windows Domain
without any impact to your to quarantine a file. SEMVers Controllers

existing systems.

© Folicy Details © Policy Details ‘ [ © Policy Details ‘ l © Requirements ‘ l © Requirements

Files Files Files Files Files
& Audited 18 Quarantined 181 Quarantined & Audited & Audited
Network Network Network. Network Network
0 Blocked 0 Blocked 0 Blocked @on @on
Offline Engine Offline Engine Offlina Engine Offiine Engine Offiine Engine
TETRA TETRA TETRA TETRA TETRA
| + Download . . + Download | [ + Download l [ + Download l [ + Download l

Step 4: Verify, Contain, and Protect

Problema #2 - Problema con la CA raiz

El siguiente problema al que puede enfrentarse es que si utiliza sus propios certificados internos
es que después de la instalacion inicial, el conector puede mostrarse como desconectado.



Recycle Bin

A & <« Network and Internet > Network Connections
Firefox

Organize + Disable this{ |

| &
.“ Ethernetd P- Internet Protocol Version 4 (TCP/IPv4) Properties
N~ Network |
¥ |ntel(R) 82574 General
You can get IP settings assigned automatically if your network supports

this capabdity. Othenwise, you need to ask your network admmistrator
for the appropriate IP settings.

(O Obtain an [P address automatically
(@) Use the following IP address:

IP address:

Subnet mask:

Default gateway:

(@) Use the following DNS server addresses:

Preferred DNS server: 192.

Alternate DNS server:

[ vabidate settings upon exit

1 item 1 item selected

Una vez instalado el conector, el terminal seguro puede considerarse como desconectado.
Ejecute el paquete de diagndstico y revise los registros, podra determinar el problema.

AMP-vPC-...
Secure Endpoint:
Disconnected.

Flash Scan

Type here to search




En funcion de este resultado recopilado del paquete de diagndstico, puede ver el error de CA raiz

(804765, +0 ms) Mar 06 00:47:07 [8876]: [http_client.c@l1011]: GET request https://vPC-Console.cyberwor]
(804765, +0 ms) Mar 06 00:47:07 [8876]: [http_client.c@1051]: async request failed (SSL peer certificat

(804765, +0 ms) Mar 06 00:47:07 [8876]: [http_client.c@1074]: response failed with code 60

Una vez que haya cargado la CA raiz en el almacén de CA raiz de confianza y reinicie el servicio
de punto final seguro. Todo empieza a funcionar como se esperaba.

o Certificate

AMP-VPC-.. General Detalls  Certification Path

Secure Endpoint:

& Disconnected,
dl( | - 4§} (Certificate Information

Flash Scan

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: AMP-VRC

Issued by: AMPPC

valid from 4/9/2021 to 4/5/2031

Install Certificate...

O Type here to search




Secure Endpoint:
Disconnected.

Flash Scan

£ Type here to search

Secure Endpoint:
Disconnected,

Flash Scan

2 Type here to search

Certificate Import Wizard

Waealcome to the Certificate lmpon, Wizard

This wizard helps vou copy certificates, certificate trust ksts, and certificate revecation
ligts from your dick to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation
and containg information used to protect data or to establish secure netw
connections. A certificate store is the system area where certificates are kept.

f your identity
k

Store Lecation

To continue, dick Next.

* Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be mportad after you dide Finish.

fou have spedified the following settings:

(W R e Sa IR Trusted Root Certification Authorities

Content Certificate

Cnce



* Certificate Import Wizard

Secure Endpoint:
Disconnected,

Flash Scan Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, of you can spedfy a location for
the certificate.

() Awstomatically select the certificate store based on the type of certificate:

(®) Place all certificates in the folowing store

| select Certificate Store X E
Browse...

Select the certificate store you want to use.

Personal "
1
Enterprise Trust
Intermediate Certification Authorities
Trusted Publishers
| Intr ighad Cartificatag

€ ¥

[ st physical stores

Cancel

£ Type here to search

General Detads Certification Path
Secure Endpoint:

Disconnected.

r 4, Certificate Information
Flash Scan i

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: AMP-PC

Certificate Import Wizard
Issued by: AMP-PC

o The import was successful. Valid from 4/2/2021 to 4/2/2031

Install Certificate. ..

Type here to search




Certificate

General Details Certification Path
Secure Endpoint:
Disconnected.

B Certificate Information

- Flash Scan

This certificate is intended for the following purpose(s):

» All issuance polides
 All application policies

Issued to:  AMP-PC

Issued by: AMPPC

Valid from 4/9/2021 to 4/9/2031

Install Certificate. ..

2 Type here to search

Secure Endpoint:
Disconnected.

Flash Scan

£t ©

1% Task Manager

File Options View
Processes Performance App history Statup Users Details Services

e

Mame PID Description Status Group
CDPUserSve_4aBa7 4788 Connected Devices Platform User Service_4a8a7 Running UnistackSveGr...
4 CenPropSve 44828 Certificate Propagation Running netsves
4 CiscoAMP 7456  Cisco Secure Endpoint 8.4.1 q Running ” s
CizcoSCMS 3000  Cisco Security Connector Monitering 2.4.1 Running ; /
ClipSVC Client License Service (ClipSVC) Stopped Stop
cloudidsve Micreseft Cloud Identity Service Stopped Restart

- COMSyshpp COM+ System Application Running
ConsentUkUserSve ConsentUX Stopped

Open Services
Search online

Go to details

Fewer details

2 Type here to search




Secure Endpoint:
Disabled.

@ . Flash Scan

3 O

17l Task Manager

File QOptions View

Processes  Performance  App history Startup Users Details Services

=

Name PID
i COPUserSve_daBa7 4738
«; CertPropSve 4488
£ CiscoAMP
4 CiscoSCMS 3000
4 ClipsviC
i, cloudidsve
-+ COMSysApp
5, ConsentUxUserSvc

Fewer details

% Open Services

Type here to search

AMP-vPC-... Secure Endpoink

Connected.

o | Flash Scan

Description

Connected Devices Platform User Service_d4aBa7
Certificate Propagation

Cisco Secure Endpoint 8.4.1

Cisco Security Connector Menitoring 8.4.1
Client License Senvice (ClipSvC)

Microseft Cloud Identity Service

COM=+ System Application

ConsentUX

15 0)

iy Task Manager

File Options View

Processes Performance App history Startup Users Details Services

S

Mame PID
4 COPUserSvc_daBaT
« CertPropSve 4488
=, CiscoAMP

CiscoSCMS 3000
G ClipsSVC
« cloudidsve
+ COMSysApp
S ConsentlUxUserSve

Fewer details & Open Services

o Type here to search

Description

Connected Devices Platform User Service_daa7
Certificate Propagation

Cisco Secure Endpoint 8.4.1

Cisco Security Connector Monitoring 8.4.1
Client License Service (ClipSVC)

Microsoft Cloud ldentity Service

COMs System Application

CansentlUx

Status

Running
Running
Stopped
Running
Stopped
Stopped
Running

Stopped

Status

Running
Running
Running
Running
Stopped
Stopped
Running
Stopped

Group

UnistackSveGr...
netsves

Restart

Open Services

Search online

Group
UnistackSveGr...
netsves

waappE
CloudldSenvic...

DevicesFlaw




A Dashboard

<« c o U &
Dashboard  Analysis Oubreak Conrol Management ACCOUNtS -
Dashboard
Dashi labox Overview Events
Compromises = nbox
Top
Protect
151617 1819 20 21 22 23 24 2526 293031 1 2 567889 12
Significant Compromise Artifacts

Actividad maliciosa comprobada

X ISR - m]

o e @ Y n @ &

2021-03-1301:43 | 2021-04-12 01:43 | UTC

30 days

Inbox Status

L ire Attenticn @ 0 In Prog © 0 Rosohed
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Acerca de esta traduccidén

Cisco ha traducido este documento combinando la traduccién automatica y los recursos
humanos a fin de ofrecer a nuestros usuarios en todo el mundo contenido en su propio
idioma.

Tenga en cuenta que incluso la mejor traduccién automatica podria no ser tan precisa como
la proporcionada por un traductor profesional.

Cisco Systems, Inc. no asume ninguna responsabilidad por la precision de estas
traducciones y recomienda remitirse siempre al documento original escrito en inglés (insertar
vinculo URL).



