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Introduccion

Este documento describe el proceso paso a paso para integrar Catalyst SD-WAN con ServiceNow
para la generacion de tickets basada en eventos.

Prerequisites

Requirements

Cisco recomienda:

» Conocimiento de la solucion Cisco Catalyst SD-WAN.
» Una cuenta activa en ServiceNow con privilegios de administrador.
» Accesibilidad a Internet desde la red privada virtual (VPN) de transporte de SD-WAN
Manager.
- Si ServiceNow esta alojado en las instalaciones, asegurese de que dispone de
conectividad desde el administrador de SD-WAN en VPN 0.

Componentes Utilizados



La informacion que contiene este documento se basa en las siguientes versiones de software y
hardware.

» Cisco Catalyst SD-WAN Manager que ejecuta la version 20.15.3.1.
+ C8000v con Cisco IOS® XE Catalyst SD-WAN version 17.15.3.

La informacion que contiene este documento se cred a partir de los dispositivos en un ambiente
de laboratorio especifico. Todos los dispositivos que se utilizan en este documento se pusieron en
funcionamiento con una configuracion verificada (predeterminada). Si tiene una red en vivo,
asegurese de entender el posible impacto de cualquier comando.

Diagrama de la red

@ Webhook servicenow

SD-WAN Managéer

Diagrama de conectividad

Configuraciones

Consejo: Para esta integracion, utilizamos Webhooks desde SD-WAN Manager
directamente a ServiceNow.

Esta configuracion consta de dos partes:

1. Configuracién de la APl ServiceNow y preparacion para aceptar y procesar mensajes HTTP
POST del Administrador de SD-WAN.
2. Configuracién del webhook del administrador de SD-WAN.

Configuracion de ServiceNow
Crear una instancia
1. Inicie sesion en el portal de desarrolladores de ServiceNow
https://developer.servicenow.com/dev.do con sus credenciales de ServiceNow.

2. En la pagina de bienvenida, haga clic en "Solicitar su instancia" y elija cualquier version
(Zurich, Yokohama o Xanadu).



https://developer.servicenow.com/dev.do

Start building

Get your personal developer instance and explore the latest plotform features

[ Request your instance J [ Learn about PDls II

Figura -1

Request an Instance X

Choose your release

Zurich Yokohama Yanadu
Release notes ) Release notes Release notes [
. J

Figura -2
3. Espere unos minutos mientras su instancia se prepara.

4. Actualice la pagina transcurridos unos minutos y cree su instancia de desarrollador personal
(PDI).

Your PDI: dev271953

Last used: less than 1 hour ago

Status App Engine Studio Cregtor Studio Version

m Installed Installed Zurich

[ App Engine Studio ] [ Creator Studio ]




Figura -3
Crear una aplicacién
5. Haga clic en App Engine Studio.

6. Cerrar cuadro de dialogo de bienvenida.

7. Haga clic en Create app.

Hi, System smportapp
[
How do you want to get started?
Quick start

fr— o ®

 © [ ] Yy fon

L. o

Create an app Add a table add an experience Add an automated flow

Figura -4
8. Dé un nombre a esta aplicacidon y haga clic en Continuar.

CREATE APP

Let's get started on your new app.

Add a name and description that define the purpose of your app.
¥You can also add a thumbnail image.

Mame & &

ud-vmanage

Dezeriptian (O

Describe this app

Figura -5

9. Deje los roles como predeterminados y haga clic en Continuar.



CREATE APF

Let's add roles to your new app.

Default roles have already been added based on popular roles for
apps. You can add or remove roles, later.

© Adds role
Boke name % (D Description (O
admin Default admin role g
Fode name k& (0 Deseription (D)
7]
user Default user role

Figura -6
10. Espere unos minutos para que se cree esta aplicacion.
11. Vaya al panel de la aplicacion.

CREATE APP

Great! Let's add more to your app.

You can increase your app's functionality by adding data,
experiences, automation, or security. Go to the app dashboard to
add them before submitting this app to your administrator for

review.
o E ----------
- ?
= -—
Data Expiriend Automation Security

Go to app dashboard

Crear aplicacion

12. En App Home, haga clic en "Try it out" para abrir ServiceNow Studio.



SErviCenow App Engine Studic

App Home N »
ud-vmanage

ServiceNow Studio

The future of application development

evelopment and streamiine your workflows with seamiess cn ollaboration, all

7 Try it out

=~ ud-vmanage ) (0] [ sourceconwrol ~ | [[EETY |
Al (2 Data Experience  Logit and automation  Security (2)

Figura -7
13. Observe la URL. Es algo asi como PDI-ID.service-now.com.

14. En el panel de navegacion izquierdo, haga clic en el nombre de la aplicacion. En este caso:
ud-vmanage.

= [ ServiceNow Studio

T e Open list
= @Custom T
o B ud-vmanage
[
)

Figura -8

15. Haga clic en el icono (+) y, a continuacién, haga clic en Crear archivo.

A ud-vmanage [=]
B 8 = o App details
* [ Security
P % Rale (2)
* 3 Orher

* O Embedded Help Role Priority (2)

Crear archivo



16. Busque y seleccione API REST con scripts.

) ServicoMow Studis =

+ PR AgE ety Create File

L.ﬁ ud-wmanage

1 chocte whare 1o crewse this il by selecting the applcation. Then, dhoase » file type

1y Seripred

Gra Seripted REST AP1
| =

e Soripued Wb Servioe

Bt

e m Scripted REST Header 2.8 s I//
Pian

D Seripted REST Veralon

, .

Scripted REST Revcurce I, 2 L

a 9

You're on your way (o creating a file
Graph{iL Seripted Resoherr
s yousTl P 30 SPROUNITY 19 BREVGR More detals

Seripted REST Query Pacarmetter

Search foripred Poss-processos

o & N % ¥ o
pop om o om oz oE

Search Scripted Porzprocesuoes

o oD oo oo o0ooo.

Seripted REST Header Asiacistion

]

Figura -9
17. Haga clic en Continuar.
18. Cree un nuevo registro para el servicio REST con scripts.

1. Introducir nombre de API
2. 1D de API
3. Haga clic en el icono de bloqueo de ACL predeterminadas:
1. Haga clic en el boton de busqueda para seleccionar el registro de destino.
2. En Access control search, busque y haga clic en "Scripted REST External Default".

03 ServicaMow Studie =

T udvmanage

Seripted REST Servics .
Maw record

() You can easly create 3 new REST AL T gat stared, give your AP 3 name and 10
]
o * Name | Ldam-Snow ADPRCATON  UG-VIANagS
+ APIID | ud_ven_snow APinamespace  x_1831532_ud vma 0
Protacion poly | - None w

Crafaull ACLS mary be selsrted 10 Apgdy 10 81 [BSOUICES. Bul INNVISLN MMSOUICES CAN OVErMas T Sstling
Thes Dt ACLS e enfionted for 3 Fesmurcs when

= The fesouite Requies Sulbenlcaton’ and ‘Requists ACL SulfeonZabon’ fikds & Seiecéd, and
=+ The resource iself does not refenence any ACL reconds

ACCESS. 5 graned If al least one malchng ACL record is found
Iore infg

+ Defaull ACLs

Figura -10



= Y A:msConl:mls:NamE = | Search

All > Name == Scripted REST default

L MName -

|. Search |

Scripted REST External Default

Scripted SOW on-call rest api E
Sync -
Sync E
sys_gen_ai_skill E
Table API

Tracked File Reader

Ul Builder Admin Scripted REST

LI Builder Any Logged in User E

Ul Builder Dev Scripted REST
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3
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v
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v
»
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19. Haga clic en Enviar.

Seripted REST Servic A
Miw Fecard ~ -

udemanage
@8 h o App detals
(01 You &an easily creste a niw REST A1 To gel stared, give your AP 2 name and 10
* O Seewrny -
. & Mame | ud-vm-snow Apphcation  wd-wvmanage L0]

* % Role (1)
* [ Ouer # APIID | ud_vm_snow API namespace  X_1831932_ud_vma_0

¥ D Embedded Help Bole Priony (2]

Frodection policy | - Hone — -

Default ACLS mary b salached 10 Apply 1o 8 fESoUntas, bUt INARIIUAL ESOUNERS £8N overTide Ihis Seiing.
The Detaull ACLs are enforced for 8 resource when:

= The resouce Requines authentication’ and Requines ACL authorzation” fiekds are seecied, and
= The resowoe Bself does nol reference any ACL recosds

ACCESS. (5 Qranted if 3t leas! one MAlChing ACL recoed 15 found
bbore nfo

% Defaull ACLs | SCriped REST Exiemal Detault a

[ig]

Select taret recoed

Nuevo registro del servicio REST con scripts

20. Cree un nuevo recurso.



03 ServicoMow Studio =

Seripted REST Sarvice
ud-Vm-Snow

* Hame | ENTRSHON
=
N - ke APID | d_wm_smow
Actve
-0 oehe @
¥ O Emisaddad Help Roie Priorey (3 Protection policy | — Mo — -

Content Negoliahion | DoCamentation

Detalt ACLS may be sekecied to apply o all resources, but indvidual IE30UICEs can averride This selting
Tne Defaul ACLS are enforced for a resource when

* The resource Fequines authentication’ and Fiquines ACL auhorZation’ fekds ae seected, and
= The resource fsail does not reerence any ACL reconds

Access s granted i af keast one matching ACL record is found
Migee ity

% Dol ACLS | £ | Seripled REST Extereal Defaul
Update || Deletn

Related Links
Enatie

HTTP method Rulative path

Figura -12

Rescurce path

Update | Delute

Apphcation  ud-wmanage
AP Pamaspace  _1831932_ud_vma_0

Base AFIpET1  fapic_ 1831502 _ud_vma_0hud_wm_snow

AP wersion

21. Introduzca el nombre de este nuevo recurso y seleccione el método HTTP como POST.

) SendiceNow Studio =

Scripted REST Rasource
i vmansge gt
*
AP S8NRON  UG-VN-SHOW
[
N -0 + Name | alams
Request routing

The route configeration specifies the HTTF method” and Felatiee path’. These fieids determing how HTTF clients a00ess his resounce.

Thae refathe path eeafies. (e sub-Dath 10 IS ISOUITE LA 1 T Base AP path. The retative LRI can contiin path Darameters such s abc(dy. The requesting chant specifies Ihe i vaksr, avalatie 1o e SCApt af nurme va the: Bequest AP)

L b

& HTTR method | POST ~

Imphement the rescurce

AcCess feques! detals Ncluding LRI paT) parameters, query parameters, headers, and ihe nequest body wsing he- Recues! AR
CONfgars the ISHORsS INCUGNG SHING e HT TP SLMus ende, feSpanss Body. and any IEsponse Neadens using the: Bessdess AD)
Lo ey

+ Senpt Tum on ECMAScrpl 2021 (E312) mode

Facess |/ TRES =f Fesponse

(request, response);

Penlecton poicy | - Mone -

Figura -13

ADGRCHIEN  U-ATARAE

actve B

Fotative path

22. En la seccion de script, cree un javascript para procesar el JSON desde SD-WAN Manager y

crear tickets en ServiceNow.

Guidn de ejemplo:

(function process(request, response) {

try {
var payload = request.body.data;



gs.info(" @ € vManage Webhook Received: " + JSON.stringify(payload));

var alertMessage = payload.message || 'No message';
var alertSeverity = payload.severity || 'medium’;
var deviceld = payload.deviceIld || 'Unknown device';

var inc = new GlideRecord('incident');
inc.initialize();

inc.short_description = "vManage Alert: " + alertMessage;
inc.description = "Device ID: " + deviceld + "\nSeverity: " + alertSeverity + "\n\n" + JSON.str:
inc.urgency = (alertSeverity === 'critical') ? 1 : 2;

inc.impact = 2;
inc.insexrt();

response.setStatus(201);
response.setBody({ message: "Webhook received and processed." });

} catch (err) {

gs.error(" X vManage Webhook Error: " + err.message);
response.setStatus(500);
response.setBody({ error: "Error processing webhook: " + err.message });

}

H(request, response);

Advertencia: Este es un script de ejemplo. Valide completamente el script antes de
utilizarlo en un entorno de laboratorio o de produccion.

23. Haga clic en Enviar.

) ServicoMow Studio =

P Scripoed REST Resource
vmanage o = m

AP SEANRCN  U--BN ) APpICISON U VIENIOE

& Name | atarms Acthoe

Request routing

The route configurasion spectfies the "HT TP meShod and Relative patl, Thess fitlds determing how HTTP chients access this resource

Thit redah path isentifies thi: SuB-path 10 Bhes NES0UCE Felative 10 et Dase AP path. The relatha LIRI can Contain path parsmesers Such a5 Vaoolidy. Thi mequassng chent speciles M i vals, avalabie o the SCript at runsme via the: Beguest AP
hdore inlo

# HTTP method | POST - Frekitive path

Inplersent the resoufce

Actess request detalls ncluding LRI path paramelers, quéry paramelérs, hiaders, and the reques! body using the: Bequest AP
Configure e pesponse including sefing the HTTP status code, response body, and any response headers wsing Be- Besponse AP
e iny

k Script Tum on ECMASCrpH 2021 (ES12) mode

M A | v |« || F @B W

(Functien procassirequest, response

war payload = request.body.data;

gs.infol” & asage Webhook Recelved: ™ + JS0N.stringlifylpayload));

war alertMessage - paylosd.sessage
lartieverity = payload. severity

war deviceld = payload.deviceld || “Usknow

wir §0g = new GLideRecord] "incident )3
Sec.indtializel);

© & alertMessage;
nbeverity: © + alectSeverity « “\m\n" + JSON.stringlfy

response . setStatus (201);
responte, setBody( | metsage: “Webhook recelved snd precessed

catch (eer) d

Nuevo registro de recurso REST con scripts



24. Anote la ruta de acceso del recurso. Esta es la URL que debemos introducir en la
configuracion de Webhook del administrador de SD-WAN.

25. URL de Webhook: https://PDI.service-now.com/Resource path.

URL de ejemplo en esta guia de configuracion: https://dev271953.service-
now.com/api/x 1831932 ud vma 0O/ud vm snow

Configuracion del administrador SD-WAN

En esta seccidn, configuramos SD-WAN Manager Webhook para enviar las alarmas hacia la API
ServiceNow: https://dev271953.service-now.com/api/x 1831932 ud vma 0/ud vm snow

Je

Consejo: Para un administrador SD-WAN de varios arrendatarios, aplique la configuraciéon
respectiva en la vista de arrendatario para enviar eventos Webhook para ese
arrendatario. También se puede aplicar esta configuracion en la vista del proveedor para
recibir alarmas de los dispositivos de dominio del proveedor.

Webhook SD-WAN

1. Inicie sesion en el Administrador de SD-WAN y navegue hasta Monitor > Logs > Alarm
Notifications .

‘ihr Catalyst SD-WAN

Monitor | & assiies

Overview Devices Applications Security Multicloud Tunnels Logs

Alams  Events  Auditlogs  ACLLogs

Alarm Motifications

Alarms (0 [ Tat s Advanced Fill )
Impacind Erifibes Savering O Dbt Alarm Type Mestage Redated Evant Duabe & Tima Restion
Feporty NO dat: W
L] E
T -

Figura -14
Notificacién de alarma SD-WAN

2. Haga clic en Agregar notificaciones de alarma.


https://PDI.service-now.com/Resource_path
https://dev271953.service-now.com/api/x_1831932_ud_vma_0/ud_vm_snow
https://dev271953.service-now.com/api/x_1831932_ud_vma_0/ud_vm_snow
https://dev271953.service-now.com/api/x_1831932_ud_vma_0/ud_vm_snow

Monitor | & ansies

Overview Devices  Applications Security  Multicloud Tunnels  Logs

Alarms  Events  Auditlogs  ACLLags

Alarms Alarm Motilication Settings

Wsatic stion Bule Hame Severtty Alarm Hams Oibject fcount) Accsunt Detals

Upddated By

Laat Updabed

Wbhaok US1

Acd Alarm Notifications {5

Wabhook LIBL Execution Username  Acklons

Figura -15

3. Introduzca los campos correspondientes para configurar la notificacion de alarma.

1.
2.
3.

Nombre de notificacion
Tipo de alarma
Método de entrega: WebHook

. Elija un canal para Webhook: Local'
. URL de WebHook (API creada en el paso 24 de la configuracion del lado ServiceNow):
https://dev271953.service-now.com/api/x 1831932 ud vma 0O/ud vm snow

. Umbral de WebHook: 100
. Deje el nombre de usuario y la contrasefa en blanco.

4. Haga clic en Add Notification.

Precaucion: Dejar en blanco los campos de nombre de usuario y contrasefia en
produccion supone un riesgo para la seguridad. Muévase con precaucion.


https://dev271953.service-now.com/api/x_1831932_ud_vma_0/ud_vm_snow

il Catalyst SD-WAN = ® Q| 2 sun ~
- Monitor | + ansites . | Add Alarm Notifications
Mliwrutine
Overview  Devices  Applications  Security  Multicloud  Tunnels
a,
Alarms Events Audit Logs ACL Logs

digrarat Motification Hams

ul AMlarms Alarm Motification Settings o

hytics. Al Type

Object Type Object List Severity Types

'4\ Motification Rule Name Saverity Alarm Hama

Dolivery Method

Raports "
L
L]
[rT— "

Choose a Channel for Webhook:

WebHook URL WebHook Threshokd

Username Password

Figura -16
Verificacion
pagina de notificaciones de ServiceNow

1. Navegemos a la pagina de notificaciones de ServiceNow.
1. Utilice esta URL para acceder al espacio de trabajo principal de ServiceNow. Es su
PDI.service-now.com/nav_to.do.
1. Ejemplo: https://dev271953.service-now.com/nav_to.do

SErViCeNOW  As  Favortes  History  Workspaces

ServiceNow Studio

7 Open ServiceNow Studio

GO FURTHER

Power your workflow applications

espacio de trabajo ServiceNow

2. Haga clic en Todo y busque y haga clic en Incidentes.


https://dev271953.service-now.com/nav_to.do

serviCennw | Al Favorites  History Workspaces  Admin ServiceMow

~ ®

FAVORITES

No Results

ALL RESULTS dio

v Self-Service

Incidents 1e unified,

Incident ATF Suites

GO FURTHER

Power your workflow applications
Figura -17

3. Se abre la pagina Incidente.

0
SErviCenow Al Favordtes  History  ‘Workspaces  Admin Incidents View: Self Service 1
B Incidents View: Self Service | Number + | Search ¥ @ | Actionson seected rows - m
Numits = Opened Short description
M 5.07. o ATE - Test

Pagina Incidente

4. Desde el vshell CLI del Administrador de SD-WAN, ejecute el comando CURL hacia
ServiceNow:

curl -X POST "<your_webhook_url_towards_servicenow>"

Mensaje de éxito:

udutt-krk-dmz-vmanage:~$ curl -X POST "https://dev271953.service-now.com/api/x_1831932_ud_vma_0/ud_vm_s

{"result": {"message":"Webhook received and processed."}}

5. Observe un incidente creado en ServiceNow.



= Y &3 Incidents View: Self Service | for text - | Search

All > Active = true

[ @ Number Opened Short description
INC0O010038 2025-10-09 00:29:25 vManage Alert: No message
Figura -18

Si observa un error de autenticacion en CURL como el siguiente:

udutt-krk-dmz-vmanage:~$ curl -X POST "https://dev271953.service-now.com/api/x_1831932_ud_vma_0/ud_vm_s

{"error":{"message":"User is not authenticated","detail":"Required to provide Auth information"},"statu

Pasos para corregir el error de autenticacion

1. Vuelva a la pagina ServiceNow Studio y acceda a la aplicacion (por ejemplo: ud-vmanage)
en el panel de navegacion izquierdo y seleccione la APl REST con secuencia de comandos
(por ejemplo, ud-vm-snow).

D) ServiceMow Studio ~ ud
< ud-vmanage A
D o rC App detai

¥ & Integrations (Inbound)
* [ Scripred REST API (1)
O ud-vm-snow
* D Security
k&, Rale (2)
* O3 Ocher
¥ O Contained Role (2)
F D Cross scope privilege (6)
¥ [ Embedded Help Role Priority (2)
¥ ¥ Scripred REST Resource (1)

Figura -19

2. Desplacese hasta Recursos y haga clic en el recurso (ejemplo: alarmas).



03 ServicoMow Studio =

Scripted REST Service ]
Rl = | Update || Derte

© udvmanage
* Name | [INTESNOW ADpRCATON  Ud-vInAnage
b APID | ud_vm_snow AP namespace  x_1831332_ud_vma_0

Actve Buse AFY pan  fapdax 1839002 _ud, ven_(Nas_vin_snow

Protection policy | - None -~ -

ity | Conlent Negotiaion | Documentiation

Detauit ACLS may be selecied 1o apply 10 all resounces, but Indnidual resounces can overmde this sefting
The Detaull ACLS a0e entoeced 10f  MES0UFE when

= The fesounce Requires suthentication’ and ‘Requires ACL SUROMZMON ek afe seleced, and
= The resource Bself aoes nol reference any ACL recons

Access i granted ¥ at least cne matching ACL recond i found
Hdsre infg

+ Detaull ACLs | & | Scripled REST Extemal Defaull
Update | Debete

Related Links
Enial g
T AP

Regquest Hesder | Ousry Parsmeii

Hame - HTTP mathod Rulatve path Resource path AP varsion Actrog

POST apw_ 1831932 _wd_vma_iud_vm_sniw (emngey) e

EER

Figura -20

3. Desplacese hasta Seguridad y desmarque Autenticacion y autorizacion ACL como se muestra
a continuacion.

a. Requiere autenticacion
b. Requiere autorizacion de ACL

c. Haga clic en Actualizar

v | Content Negotiation | DOCumentation

ResOUNCes Can specily sacurty seftings hal overnide the parent seftings.
By defaull resources. ‘Require authentication’ and ‘Require ACGL auhorzation’. To make a resolnce public, meaning no authentication is requined 10 access e resource, uncheck ‘Requires authentication”. For more info about configuring Scripted

REST APIs see 0UF pIOBUCE 00CS
To require aufhorization, select the Requires ACL authorization® check box and select an ACL record(s). Leave the 'ACL" field blank io enfonce he Default ACLs' from the parent AP Access is granied if af least one maiching ACL recond i found
Mg o

Requines authenticason Requires ACL authorization [

ACLs | &

Update | Delate

Related Links
Explore REST AP
AR anahiics

Run Poing Scan

Figura -21

4. Ejecute de nuevo el comando CURL desde el vshell del administrador SD-WAN, que es exitoso
esta vez.

Generacion de alarmas

5. Ahora generar una alarma en SD-WAN Manager por, por ejemplo:

a. Cierre de una interfaz de un router de extremo WAN dentro de la superposicion SD-WAN.



b. Borrado de conexiones de control desde cualquier administrador SD-WAN o cualquier router de
extremo WAN.

c. Realizacion de un salto de puerto.

S

Compruebe el sitio deseado para generar alarmas durante la configuracion de Webhook.

6. Observe los incidentes creados en la pagina ServiceNow.

Adin

Shart description Caller Priority State Category Assignment greup Assigned 1o Updated = Upsated by
Vivaruge Alert: The intertace per-state changed 1o up Gusest 3-Moderste  New Inquiry / Help  [smpty) feenpty) 025-10-08 15:26:60 st
viMarape Alert: The interface admin-state changed toup Guest 3 - Moderate Hew Inguiry / Help empty) fempty) H25-10-08 15:26:40 guest
Waruge Alert vBand state changed Gusst T-Maderste  Mew Inguiry / Help [ty ety D025-10-08 152637 guest
vivarape Alert: The interface oper-state changed to down Guest 3. Moderste  New fempty) fempty) M25-10-08 152637 guest
vivarape Alert: Mo acthe oo wBond Guest 3 - Moderate Mew iempty) fempay) 025-10-08 15:26:37 guest
viMarage Aerl: The interface sdenin-stabe changed to down Gumst 3 - Maderate Mew ety fesgty) 2025-10-08 15:26:37 uest
ViMarage Alert: No messape 3-Moderste  New empty) fempty) H25-10-08 15:23:15  guest
vivarape Alert: No messape Guest 3 - Moderate ew iempty) fempy) B025-10-08 14:56:53 guest

Figura -22

SErviCenOwW Al Favortes  History W Incldent - INCO010005
0 € + B = Discus || rolow |[ Updse || Resch |[ Detete | T &
Number | INCOOI000S Channel | - Nome -
¥ Callar | Guedt 3 State | New w
Category | Inquiry / Heip - imgact | 2 - Medium -
Subcategory | -- Mone — - Urgency | 2 - Medium -
Service ! Priceity 3 - Moderate
Service offering - Assignment proup
Coni Assigned 1o
& Short description | vianage Alert: The interface oper-state changed to down
Deseription | Device 1D: Unknown davice
Severity: €
bertace-stabe-Change” nlename™ interface-state-
ime" EZAT mes e interface oper
Related Search Results
Motes | Related Recoeds.  Resollution Information
Wiatch st e Worknotes Bt | & || &
Week nates | | Work notes g

Comments (Customer visible) | Pest

Figura -23



n
sServicenow Al Favorites  History  Worspaoes  Admin Incident = INCOO10005

mgﬂm‘ms § + H -~ | Discuss Foliow Update | Resobve || Delete
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Troubleshoot

1. Desde el lado del Administrador de SD-WAN, verifique el contenido de /var/log/nms/vmanage-
server.log para ver si hay errores relacionados con los mensajes HTTP POST.

Ejemplo de Webhook correcto:

03-0ct-2025 12:21:05,394 UTC INFO [] [udutt-krk-vmanage] [DataCollectionManager] (Thread-157) || ###%%**
03-0ct-2025 12:21:05,677 UTC INFO [] [udutt-krk-vmanage] [EventDataCollector] (device-event-processing
03-0ct-2025 12:21:05,677 UTC INFO [] [udutt-krk-vmanage] [DataCollectionManager] (Thread-157) || ###***
03-0ct-2025 12:21:06,745 UTC INFO [] [udutt-krk-vmanage] [DeviceHistoryConfigurationDAO] (device-confi
03-0ct-2025 12:21:07,192 UTC INFO T[] [udutt-krk-vmanage] [NotificationsConsumer] (pool-59-thread-9) ||
03-0ct-2025 12:21:07,196 UTC INFO [] [udutt-krk-vmanage] [NotificationsConsumer] (pool-59-thread-1) ||

Ejemplo de solicitud de Webhook incorrecta:

03-0ct-2025 12:24:46,949 UTC INFO [] [udutt-krk-vmanage] [DataCollectionManager] (Thread-157) || ##%%**
03-0ct-2025 12:24:48,065 UTC INFO [] [udutt-krk-vmanage] [DeviceHistoryConfigurationDAO] (device-confi
03-0ct-2025 12:24:48,305 UTC INFO [] [udutt-krk-vmanage] [NotificationsConsumer] (pool-59-thread-15) |
03-0ct-2025 12:24:48,305 UTC INFO [] [udutt-krk-vmanage] [NotificationsConsumer] (pool-59-thread-14) |

2. También podemos realizar la captura de paquetes para confirmar una sesion saludable entre el
Administrador de SD-WAN y ServiceNow.
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Captura de paquetes con IP publica oculta

Informacion Relacionada

Standard query Oxf3cd AAAA dev2T 1953 service -now.com

Standard query response Oxf3cd AAAA dev27 1953 service-now.com S04 edns140.uliradns.com
Standard query response Oxfli2 A dev27 1953 service-now.com A

45872 — 443 [SYN] Seq=0 Win=54240 Len=0 M55=1460 SACK_PERM WS=128

443 — 46872 [SYN, ACK] Seq=0 Ack=1 Win=23200 Len=0 MS5=1300 SACK_PERM WS=512

46872 — 443 [ACK] Seq-1 Ack=1 Win-64256 Len-0

* Troubleshooting de Webhook del administrador SD-WAN
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Acerca de esta traduccidén

Cisco ha traducido este documento combinando la traduccién automatica y los recursos
humanos a fin de ofrecer a nuestros usuarios en todo el mundo contenido en su propio
idioma.

Tenga en cuenta que incluso la mejor traduccién automatica podria no ser tan precisa como
la proporcionada por un traductor profesional.

Cisco Systems, Inc. no asume ninguna responsabilidad por la precision de estas
traducciones y recomienda remitirse siempre al documento original escrito en inglés (insertar
vinculo URL).



